[MS -PROTO]:
Windows Protocols Overview

The Windows Client -Server Communication Protocols can be implemented in a range of server
applications to communicate or interoperate with Windows -based client operating systems and other
compatible server or client software. This document describes the te chnical relationships among
these protocols.
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1 Introduction

The Microsoft Windows® Client  -Server Communications Protocols include protocols that are

implemented by Microsoft Windows® Server operating systems to interoperate or communicate with
Windows clients (Microsoft Windows NT® 3.1 operating system, Microsoft Windows® 95 operating
system, Microsoft Windows NT® Workstation operating system, Microsoft Windows® 98 operating
system, Microsoft Windows® 2000 operating system, Windows® Me operating system,

Windows® XP operating system, and Windows Vista® operating syst em).

1.1 About This Document

This document is a companion to the protocol and data structure specifications that are included in

the Microsoft Windows® client -server communications documentation set. It provides a system
overview of how these protocols are related to each other and pr ovides examples for how these
protocols could be implemented in order to perform a specific task, such as opening a file or joining

a domain.

This document is organized as follows:

A The first section of this document describes basic concepts that are used t hroughout this
document.

A The following sections describe sets of protocols grouped by functionality or technical areas, such
as file services and authentication. Each of these sections describe how the protocols are
composed and are followed by implementat ion examples.

A The relationships among these protocols are described using two views:

A Protocol stack view: This view allows the reader to determine the encapsulation of each
protocol as it moves down the stack for eventual transmission on the underlying ph ysical
medium. For purposes of this document, this view is called the protocol stack.

A Logical dependencies view: This view shows how the protocols interrelate, which allows the
reader to determine what protocols are used in parallel with the main protocol. This view is
useful in cases where other protocols are required for the main protocol to function; however,
these other protocols may be logically contained in the main protocol or invoked separately by
an implementation of the protocol.

1.2 Basic Protocol Concepts

This section covers basic concepts that are used throughout this document to describe the protocols.

1.2.1 Named Pipes

Common Internet File System (CIFS)/Server Message Block (SMB) serves a special role in the

protocols, because CIFS/SMB offers a construct that is known as the named pipe . A named pipe is
a logical connection, similar to a Transmission Control Protocol (TCP) session, between the client

and server that are involved in the CIFS/SMB connection. The name of the pipe serves as the

endpoint for the communication, in the same manner as a port number serves as the endpoint for

TCP sessions. Thisis calleda  named pipe endpoint

Many protocols layer on top of named pipes, either directly, as seen in the Common Internet File
System (CIES) Browser Protocol as specified i n [MS -BRWS], or indirectly, through the Remote
Procedure Call Protocol Extensions as specified in [MS -RPCE]. When named pipes are used, they
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have the advantage of insulating the higher -layer protocol from what transport was chos en and also

of offering the higher  -layer protocol the authentication services of the CIFS/SMB connection.

Note When this document refers to SMB, both SMB and SMB2 are applicable, unless otherwise
specified.

A share is a local resource that is offered by a n SMB server for access by SMB clients over the
network. The protocol defines three types of shares: file (or disk) shares, which represent a

directory tree and its included files; pipe shares, which expose access to named pipes; and print
shares, which pr ovide access to print resources on the server.

A pipe share, as defined by the SMB Protocol , MUST always have the name "IPC$". A pipe share

MUST only allow named pipe operations and Distributed File System (DFS) referral reques ts to itself.

The data that is carried over IPC$ is an implementation detail of SMB. This implementation detail is
transparent to the Remote Procedure Call Protocol Extensions as specified in [MS -RPCE].

1.2.2 Remote Procedure Calls

1.2.2.1 Remote Procedure Call Model

A Remote Procedure Call (RPC) is a secure interprocess communication (IPC) mechanism that
enables data exchange and invocation of functionality residing in a different process. That different

process can be on the same machine, on the local area network, o r across the Internet. This section

explains the RPC programming model and the model for distributed systems that can be
implemented by using RPC.

RPC fully supports 64 -bit editions of Microsoft Windows®. In Windows® XP operating system, there
are three ty pes of processes: native 32 - bit processes, native 64  -bit processes, and 32  -bit processes

running under the 32 -bit process emulator on a 64 - bit system (often referred to as WOW6432
processes). Using RPC, developers can transparently communicate between diff erent types of
process; RPC automatically manages process differences behind the scenes.

RPC was initially developed as an extension to Open Software Foundation (OSF) RPC. With the
exception of some of its advanced features, RPC is interoperable with other vendors'
implementations of OSF RPC.

This section also provides an overview of RPC components and their operation. The information is
presented in the following topics:

>

Programming Model

>

Distributed Systems Model

>

How RPC Works

>

Microsoft RPC Components

1.2.2.2 Programming Model

In the early days of computer programming, each program was written as a large monolithic chunk
that was filled with  goto statements. Each program had to manage its own input and output to
different hardware devices. As the programming discipline matured, this monolithic code was
organized into procedures and the most commonly used procedures were packed in libraries for
sharing and reuse.
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Figure 1: Monolithic vs. procedural implementation model

In procedure -oriented programming languages such as C, the main procedure relates to all other

procedures as black boxes. For example, the main pr

and X do their work. The main procedure only calls another procedure; it has no information about

how that procedure is implemented.

Main

ocedure cannot find out how procedures A, B,

Procedure A&

Procedure B

Procedure X ‘

Procedure Y

Procedure £

Figure 2: Procedure

Procedure -oriented programming languages provide simple mechanisms for specifying and writing

procedures. For example, the ANSI -standard C -function prototype is a construct that is used to

- oriented code impleme

specify the name of a procedure, the type of the resu

sequence, and type of its parameters. Using the function prototype is a formal way to specify an

interface between procedures.

Microsoft RPC builds on that programming model by allowing procedures that are group
in interfaces to reside in different processes than the caller. Microsoft RPC also adds a more formal
approach to procedure definition that allows the caller and the called procedure to adopt a contract

for remotely exchanging data and invoking functionality. In the Microsoft RPC programming model,

ntation model

It that it returns (if any), and the number,

traditional function calls are supplemented with two additional elements.

ed together

[MS-PROTO] 6 v20090924
Windows Protocols Overview

Copyright © 2009 Microsoft Corporation.

Release: Thursday, September 24, 2009

19 / 363



A The first element is an .idl/.acf file that precisely describes the data exchange and parameter -
passing mechanism between the caller and a called procedure.

A The second element is a set of runtime APIs that provide developers with granular control of the
remote procedure call, including security aspects, managing state on the server, specifying which
clients can communicate with the server, and so on.

1.2.2.3 Distributed Systems Model

Traditionally, having software run across multiple computers meant splitting the software into

separate client and server components. In such systems, the client component handled the user

interface and the server provided back -end processing, such as data  base access, printing, and so
on.

As computers proliferated, dropped in cost, and became connected by ever higher bandwidth
networks, splitting software systems into multiple components became more convenient, with each
component running on a different com puter and performing a specialized function. This approach
simplified development, management, administration, and often improved performance and
robustness because failure in one computer did not necessarily disable the entire system.

In many cases the sy  stem appears to the client as an opaque cloud that performs the necessary
operations, even though the distributed system is composed of individual nodes, as illustrated in the
following figure.

RPC
Servers

Figure 3: Distributed sys tem paradigm

The opacity of the cloud is maintained because computing operations are invoked on behalf of the

client. As such, clients can locate a computer (a node ) within the cloud and request a particular
operation; in performing the operation, that com puter can invoke functionality on other computers

within the cloud without exposing the additional steps, or the computer on which they were carried
out, to the client.

With this paradigm, the mechanics of a distributed, cloud -like system can be broken dow ninto
many individual packet exchanges, or conversations between individual nodes.
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Traditional client/server systems have two nodes with fixed roles and responsibilities. Modern

distributed systems can have more than two nodes, and their roles are often d ynamic. In one
conversation, a node can be a client; while in another conversation, the node can be the server. In

many cases, the ultimate consumer of the exposed functionality is a client with a user sitting at a
keyboard and watching the output. In othe r cases the distributed system functions unattended,
performing background operations.

The distributed system may not have dedicated clients and servers for each particular packet

exchange, but it is important to remember that there is a caller (or initiat or), often referred to as
the client. There is also the recipient of the call (often referred to as the server). It is not necessary

to have two -way packet exchanges in the request -reply format of a distributed system; often
messages are sent only one way.

1.2.2.4 How RPC Works

The RPC tools make it appear to users that a client directly calls a procedure that is located in a
remote server program. The client and server each have their own address spaces; that is, each has
its own memory resource allocated to data that is used by the procedure. The following figure
illustrates the RPC architecture.

Client Server
Application Application
+ 1 14+ * 8 7 *
Clignt Sub Server Sub
BN, R,
Client Run-Time Library Server Run-Time Library
+ 3 12+ *m 5 *
Transport Transport

1 | I |
11 |

Figure 4: RPC architectural implementation model

As the illustration shows, the client application calls a local stub procedure instead of the actua | code
that is implementing the procedure. Stubs are compiled and linked with the client application.
Instead of containing the actual code that implements the remote procedure, the client stub code:

A Retrieves the required parameters from the client addres s space.

A Translates the parameters as needed into a standard non -delivery report (NDR) format for
transmission over the network.

A Calls functions in the RPC client run -time library to send the request and its parameters to the
server.

The server performs  the following steps to call the remote procedure.

A The server RPC run -time library functions accept the request and call the server stub procedure.
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A The server stub retrieves the parameters from the network buffer and converts them from the
network transmis  sion format to the format the server needs.

A The server stub calls the actual procedure on the server.

The remote procedure then runs, possibly generating output parameters and a return value. When
the remote procedure is complete, a similar sequence of s teps returns the data to the client.

A The remote procedure returns its data to the server stub.

A The server stub converts output parameters to the format required for transmission over the
network and returns them to the RPC run -time library functions.

A The server RPC run -time library functions transmit the data on the network to the client
computer.

The client completes the process by accepting the data over the network and returning it to the
calling function.

A The client RPC run -time library receives the remote -procedure return values and returns them to
the client stub.

A The client stub converts the data from its NDR to the format used by the client computer. The
stub writes data into the client memory and returns the result to the calling program on the
client.

A The calling procedure continues as if the procedure had been called on the same computer.

For Microsoft Windows®, the run -time libraries are provided in two parts: an import library, which is
linked with the application; and the RPC run -time libr ary, which is implemented as a dynamic -link
library (DLL).

The server application contains calls to the server run -time library functions that register the
server's interface and allow the server to accept remote procedure calls. The server application als 0
contains the application  -specific remote procedures that are called by the client applications.

1.2.2.5 Microsoft RPC Components
Microsoft RPC includes the following major components:
A The MIDL compiler.
A Run-time libraries and header files.
A The name service provider (sometimes referred to as the locator).
A The endpoint mapper (sometimes referred to as the port mapper).

In the RPC model, the Interface Definition Language (IDL) is used to formally specify an
interface to the remote procedures. The Microsoft implementation of this language is called the
Microsoft Interface Defini  tion Language, or MIDL.

If you create an interface using the Microsoft development environment, you must pass it through
the MIDL compiler. This compiler generates the stubs that translate local procedure calls into remote
procedure calls.

Stubs are placeh older functions that make the calls to the run -time library functions, which manage
the remote procedure call. The advantage of this approach is that the network becomes almost
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completely transparent to your distributed application. Your client program cal Is what appear to be
local procedures; the work of turning them into remote calls is done for you automatically.

All the code that translates data, accesses the network, and retrieves results is generated for you by
the MIDL compiler and is invisible to yo ur application.
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2 Authentication Services Protocols

This section provides an overview of the protocols that provide authentication services. It provides a
high -level conceptual overview of the core authentication protocols, classifying them broadly
according to how the credentials are passed over a Windows network.

2.1 Authentication Services Overview

The Authentication Services protocols include protocols that provide account authentication,
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authorization, access control, policy enforcement, data - packets usage accounting, and data -packet
auditing services between a client and a server.
These protocols can be used to provide:
A Authentication services substantially similar to how a Microsoft Windows® Server domain
controller provides authentication services to Windows clients and users.
A Windows logon and security subsystems services for Windows clients.
A Remote administration functionality to support the authentication services listed above.
2.1.1 Protocols List
The Authentication Services protocols include two sets of protocols: the core protocols that provide
the authentication services functionality, and a set of protocols that are required for an
implementation of the core protocols (as listed in the Normative References section of the core -
protocols technical specifications), or that provide core networking functionality. The latter set of
protocols is referred to as the networking protocols group.
The following table lists the core protocols. The list does no t include data structures, file structures,
or algorithms that these core protocols depend on. The details for these technical dependencies are
documented in the technical specifications for each core protocol.
Document
Short
Protocol Name Protocol Description Name
BackupKey Remote Protocol Provides methods for communicating master -key backup MS -BKRP
information between the client machine and the domain
controller (DC). The Data Protection API (DPAPI) uses this
information whenever domain users change their
passwo rds.
Credential Security Support Enables an application to securely delegate a user's MS -CSSP
Provider (CredSSP) Protocol credentials from a client to a target server.
Directory Replication Service Performs housekeeping and management operations for MS -DRSR
Remote Protocol (drsuapi) the Active Directory (AD) on a domain controller. An
application uses this protocol through the ntdsapi.dll
library.
Directory Services Setup Provides support for retrieving domain information, such MS -DSSP
Remote Protocol (dssetup) as domain names, globally unique identifiers (GUIDs), and
a server's configuration and state.
Kerbero s Network Extends the Kerberos V5 specification with support for MS -KILE
Authentication Service (V5) interactive user logon. During an interactive logon, a
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Document
Short
Protocol Name Protocol Description Name
Extensions Kerberos Key Distribution Center (KDC) running as part of
a Windows domain controller receives a ticket -granting
request from a client for a user logging onto the client. The
user is then authenticated, and an account service is
queried for account data that corresponds to the user and
that is required for logging onto the computer. After the
account data is retrieved, the data is inserted into a
Kerberos ticket and sent to the requesting computer.
Local Security Authority Provides access to local security authority (LSA), a MS -LSAD
(Domain Policy) Remote protect ed subsystem of the Microsoft Windows NT®
Protocol operating system and the Microsoft Windows® 2000
operating system that authenticates and logs users onto
the local system.
Net Logon Remote Protocol Provides the complete set of remote procedure call (RPC) MS -NRPC
methods for Netlogon transactions between client
members and DCs.
NTLAN Manager (NTLM) Enables authentication between clients and server. For MS -NLMP
Authentication Protocol Windows 2000 Server  and later, Kerberos is used instead
of NTLM as the default authentication protocol but NTLM is
used where Kerberos is not supported such as when a
computer is not Kerberos  -capable, the server has not
joined a domain, or if Kerberos is not configured correc tly.
NT LAN Manager (NTLM) Extends the common Network News Transfer Protocol MS -NNTP!
Authentication Protocol; NT (NNTP) extensions documented in RFC2980] , with NTLM
LAN Manager authentication. These Microsoft extensions allow exchange
Authentication: Network of messages in a public forum across the Internet with
News Transfer Protocol NTLM authentication.
(NNTP) Extension
NT LAN Manager (NTLM) Are Microsoft security extensions that allow client MS -POP3
Authentication Protocol; NT applications that connect to the Post Office Protocol (POP3)
LAN Manager server componen tincluded in Windows Server® 2003
Authentication: Post Office operating system to use NTLM authentication.
Protocol i Version 3 (POP3)
Extension
NT LAN Manager (NTLM) Are Microso ft extensions to SMTP used to authenticate an MS -SMTP
Authentication Protocol; NT SMTP session using NTLM.
LAN Manager
Authentication: Simple Mail
Transfer Protocol (SMTP)
Extension
Remote Certificate Mapping Is a Microsoft protocol used by servers that authenticate MS -RCMP
Protocol users via X.509 certificates, as specified in X509] . This
protocol allows the server to use a directory, database, or
other technology to map a user's X.509 certificate to a
security principal.
Server Side Inc lude (SSI) Implements one of the Passport authentication methods. MS -PASS
1.4 Protocol Passport is a trusted third ~ -party identity -management
service used from Microsoft Web sites and Web services.
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Document
Short
Protocol Name Protocol Description Name
Passport supports a number of Kerberos -based
authentication protoco Is. SSI 1.4 is a Microsoft protocol
with client -server semantics to be used in Web scenarios
over Hypertext Transfer Protocol (HTTP).
Windows Client Certificate Consists of a set of DCOM interfaces that allow clients to MS -WCCE
Enrolliment Protocol request various services from a Certificate Authority (CA).
These services enable X.509 digital certificate enrollment,
issuance, revocation, and property retrieval.

2.2 Authentication Services Functionality

This section provides a general overview of how the core protocols operate as a group to provide
authentication services, followed by an individual view of each core protocol.

The Implementation Scenarios section, later in this document, provides examples that illustrate the
interaction of some of the protocols in two sample configurations.

2.2.1 Authentication Services Concepts

This section describes basic authentication protocols concepts and provides some background for the
authentication model of Microsoft Windows®.

The main purpose of authentication is to establish the identity of a client and a server that are
communicating with each other. Authentication protocols enable this communication in any
environment, especially one in which an attacker can inspect or tampe r (change, suppress, or
replay) messages sent during this communication.

Authentication takes place on the client and on the server. In some cases, server -side

authentication, where the server performs authentication of the client, might be sufficient. In others,
client -side authentication, where the client authenticates the identity of the server, is sufficient. An

example of client -side authentication is the use of Secure Socket Layer (SSL) on the Internet, which

is centered on assuring the identity of th e server to the client. An example of server -side
authentication might be authentication of a client in a protected network environment where all

valuable resources reside on a single server, and the server needs to be concerned only about the

identity of the client.

On modern networks, however, proving the identity of both the client and the server is critical. The
client needs to be assured of the identity of the server to avoid divulging something important to a
rogue server; the servers must be assured of the identity of the client to avoid granting the client
inappropriate access. This relationship is commonly referred to as mutual authentication.

In tighter -security environments, authentication must be performed using cryptographic operations

of some sort, such as encryption or signatures. The two main types of encryption are symmetric
encryption and asymmetric encryption . Symmetric encryption uses the same key to encrypt and
decrypt a message. Asymmetric encryption uses one key to encrypt and a differ ent key to decrypt;

these keys are linked by mathematical requirements. Signatures can be implemented in a number of
ways, through keyed hashes, encrypted hashes, and so on.
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2.2.2 Generic Security Support Model

In the early 1990s, John Linn, then of Digital Equipment Corp., proposed that applications not be

tied to specific security protocols. This proposal was the genesis of the Generic Security Support
Application Programming Interface (GSS API). This interface has driven the model of most
authentication protocols that are intended for use within an application protocol. The GSS APl is
generally referred to as GSS style or the GSS model. Note that there have been a number of

channel -based protocols, such as SSL, Transport Layer Security (TLS), and Secure Shell (SSH),
which are intended to be below the application protocol layer.

The GSS model, however, has led to a simplified form of interaction between the application

protocol and the authentication protocol. In this model, the application protocol is responsible for
ferrying discrete, opaque packets produced by the authentication protocol. The application has no
visibility into the contents of the message,; its responsibility is merely to carry the message. These
messages, referred toas  tokens by the GSS specifications, implement the authentication process.

The application in this model first calls the authentication protocol on the client. The client portion of

the authentication protocol creates a token and ret urns it to the calling application. The application
then transmits that token to the server side of its connection, embedded within the application

protocol. On the server side, the server application extracts the token and supplies it to the

authenticatio n protocol on the server side. The server -side authentication protocol can process the
token and possibly generate a response or decide that authentication is complete. If another token

is generated, the application must carry the token back to the client, where the process continues.

This exchange of security tokens continues until one or both sides decide that authentication is
complete. If authentication fails, the application should drop the connection and indicate the error. If
authentication succeeds , the application can then be assured of the identity of the participants, as
far as the underlying protocol can accomplish.

When the authentication is complete, session - specific security services can be available. The
application can then invoke the authe ntication protocol to sign or encrypt the messages that are
sent as part of the application protocol. These operations are done in much the same way as above,
where the application can indicate what portions of the message are to be encrypted, and then it
must include a per -message security token. By signing and or encrypting the messages, the
application can obtain privacy, resistance to message tampering, and detection of messages
dropped, suppressed, or replayed.

Windows generally follows the GSS model o f security. In the GSS model, application protocols try to

be as agnostic as possible for the specific forms of authentication used in the session. In return, the

security protocol (or mechanism) limits its specific behavior to some well -defined interfaces and
communicates in opague messages, referred to as tokens in the GSS documents.

Therefore, the application is responsible for calling the security runtime to secure its protocol.

Conversely, the application does not need to be aware of any specifics of t he security protocol that it
has selected. This arrangement leads to the somewhat surprising condition in some instances that

an application protocol may not know what security protocol it is using.

2.2.3 NT Local Area Network Manager (LM) Authentication

Windows networking has its roots in Microsoft's Windows Local Area Network (LAN) Manager (LM).
LM was designed at a time when client authentication was sufficient for most needs and many

computers did not have the capacity to execute complicated algorithms . For example, exhaustively
searching Data Encryption Standard (DES) keys was unthinkable except for highly specialized
government computers. LM authentication used a straightforward challenge -response style of
authentication and was sufficient for most ne eds at that time.
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Microsoft Windows NT® operating system, Microsoft Windows® 2000 operating system, and
Windows® XP operating system support authentication using LM, NT LAN Manager (NTLM), and NT

LAN Manager version 2 (NTLM2) protocols. Windows 2000 and Wi ndows XP use Kerberos v5 as the
default authentication protocol. Because few networks use a single operating system (OS) version or

use applications that use the same authentication APls, Windows NT, Windows 2000, and
Windows XP support current and legacy authentication methods to preserve compatibility with

down -level versions of Windows.

Microsoft's decision to adopt Kerberos for Microsoft Windows® and move away from NTLM required
a substantial design change for a number of protocols. This design -change p rocess is still occurring
today. Rather than redesign again when circumstances require a new or additional security protocol,
Microsoft chose to add a protocol d in this case, Simple and Protected GSS Application Program
Interface Negotiation Mechanism (SPNE GO), to allow security protocol selection and extension.

2.2.4 Authentication Methods

A basic definition of an authentication protocol is any protocol used for validating the identity of a

user to determine whether to grant the user access to resources on a network. Authentication

protocols can be classified according to how the credentials are passed over the network. Some
common kinds of authentication protocols include:

A Anonymous access This method allows anonymous users on the Internet access to Web content
on a server. Some Windows server roles such as Microsoft Internet Information Ser vices (lIS)
use this method.

A Basic authentication This method transmits passwords as clear text and is often used in UNIX
environments and by File Transfer Protocol (FTP) services. Certain Windows server roles such as
IIS also implement this method. This m ode can be secured by encrypting the transport, for
example, with SSL.

A Digest authentication This method hashes (digests) the user's password before transmitting it,
making the password more secure than basic authentication does. Digest authentication is p art of
the Hypertext Transfer Protocol (HTTP) 1.1 protocol and is also supported by IIS.

A Microsoft Windows® NTLM Challenge /Response This is the standard secure authentication
method for Microsoft Windows NT® operating system domains. In certain Windows se rver
components such as IS, this protocol is referred to as integrated Windows authentication, or
plainly as integrated authentication.

A Kerberos v5 This is the standard authentication security protocol for Microsoft Windows® 2000
operating system and Wind  ows Server® 2008 operating system domains.

A X.509 Client Certificate authentication This authentication is used in conjunction with SSL and
digital certificates; it is also supported by IIS.

2.2.4.1 Anonymous Access

Anonymous access is an authentication method in which a user's identity is not verified. Anonymous
access is one of several authentication protocols supported by Microsoft IIS.

Strictly speaking, anonymous access is not an authentication scheme at all because the users'

credentials are not requested and, if supplied, they are ignored. Anonymous access is used to allow
anonymous users (everyone) to gain access to public content ho sted on a Web server. Anonymous
access is used on low -security, public Web sites where the identity of the person visiting the site is

not important.
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Some Windows server applications such as IIS can be configured to allow anonymous users to
access the appl ication resources. This access allows distrusted users from unsecured networks, such
as the Internet, to access data that is made available to the public at large.

2.2.4.2 Basic Authentication

Basic authentication, also called cleartext or plaintext authentication, is an authentication method

that passes users' credentials over a network in an unencrypted form. Basic authentication is

defined as part of HTTP version 1 RFC2617] . Basic authentication is not a secure authentication
scheme because anyone who can intercept network traffic and read it using a protocol analyzer can

obtain a user's credentials. Although it is sometimes cleartext authentication, basic authentication
actually encodes a user's credentials using a well -known public encoding algorithm known as
UUencoding or Base64. Because the algorithm for this encoding method is so well known, however,

it is easy to decode text and extract a user's credentials from a basic authentication session.

One of the disadvantages of implementing basic authentication is that it is inherently insecure
because of the cleartext transmission of the user's password. However, IIS does allow basic
authentication to be implemented with SSL encryption, in which case an encrypted session is first
established for the user, after with the user's credentials are passed to IS in encrypted form.

One advantage of implementing basic authentication is that it c an be performed through a firewall
or proxy server (Integrated Microsoft Windows® authentication or Windows NTLM cannot work in
this case).

Basic authentication is often used in a UNIX environment for authenticating remote HTTP users.

2.2.4.3 Digest Authentication

The digest authentication mechanism is used in environments that require users to authenticate to
servers to access secure resources. Kerberos and public key -based authentication offer stronger
security guarantees, in terms of both initial authentication a nd subsequent confidentiality and
integrity of client  -server traffic.

The digest authentication mechanism can be used in environments where these stronger
mechanisms are not available, and it can be implemented in interoperability scenarios that involve
browsers, Web servers, and directory services from multiple vendors.

The following diagram and procedural steps illustrate the function of the Digest Protocol Extensions
as specified in [MS -DPSP].
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Figure 5: Digest authentication Sequence

After the client attempts to access a protected resource on the server, the server returns a digest -
challenge message to the client. Among other fields, the digest -challenge message includes a
randomly generated  user name, nonce, and the host name of the server (via the realm field).

1. The client obtains the user name and password for the user and constructs a response to the
server's challen ge. In the digest response, the client proves knowledge of the user's password by
performing a keyed hash  over the user name, nonce, and other fields (the password is fed into

the hash).

2. The server validates the digest -response message by using the user na me that the client sent to
look up the user's password, recomputing the keyed hash  over fields in the digest  -response
message, and then comparing the resulting value to the value sent by the client. If the server's
computed hash and the hash sent by the cl ient match, the client's digest -response message is

valid. The server further checks that the client sent the expected nonce value (and not an old,
replayed value). Once the digest response is validated, and the client nonce is correct, the client
is authe nticated to the server. For mutual authentication, the server has the option to send a
keyed hash  over the Uniform Resource Identifier (URI) that the client requested and return it to
the client in the Response  -Auth message.

2.2.4.4 NTLM Challenge/Response Authentication

NTLM is a family of security protocols in Microsoft Windows®. NTLM uses a challenge/response
authentication mechanism that application protocols use to authenticate remote users and optionally
to provide session security when the application requests it.

2.2.4.4.1 Message Flow for Basic NTLM Authentication

NTLM is an ongoing extension to the original LM authentication protocol. NTLM is conceptually
straightforward and performs only client authentication. NTLM has undergone some revision (known

as NTLMv2), which incorporates additional information into the co mputation of the response, but still
follows the same general message flow as shown in the following figure:
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Client Server

Figure 6: Basic NTLM authentication

These challenge/response messages are in fact carried by an application pr otocol. The basic flow of
the security tokens or messages is as follows:

1. The client sends an initial message to the server, advertising certain options or capabilities such
as crypto graphic algorithm support (1).

2. The server creates a challenge  , ¢, and returns the challenge and the options or capabilities that it
can support to the client (2).

3. The client computes a function on the challenge, resp = f(c, password) , and sends the results  to
the server, along with the user's textual name and domain (3).

4. The server looks up the user (by the name passed) and computes the same function, f(c, user's
password). If the result matches resp (thatis, what the client sent in step 3), the passwords are
presumed to match, and the user is authenticated (4).

The message flow above is for illustrative purposes only. For technical detailed information about
NTLM, see [MS-NLMP]. For example, password (step 3 above) is (in pract ice) a hashed, derivative
binary form of the actual textual password.

2.2.4.4.2 NTLM Message Flow in a Domain Environment

NTLM authentication becomes more complicated in a domain scenario in which the domain controller
hosts the account database, and members of the domain do not have direct access to the account
database. In this scenario, the flow from client to server is th e same but there is a new interaction
with the domain controller, as shown in the following figure:
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Figure 7: NTLM authentication in a domain environment
In a domain environment, the server adds two additional messages in the flow:

1. Forward challenge, c, the response, resp, the user name, and the user domain from the client to
the domain controller (4).

2. The domain controller looks up the account reco rd for the user specified, computes f(c,
password), and compares this to the resp from the client. If it matches, the domain controller
can gather up the user account, group memberships, and so on, and then send this back to the
server as the reply (5).

The server can respond to the client that authentication is complete (6).

Adding a server as an intermediary that forwards the authentication request to the domain

controller is a powerful point of indirection. Doing this allows different account authorities to be
woven into a trust network that is completely invisible to the client. This process of indirection (DC A
forwarding a request to domain controller B, which forwards a request to domain controller C, and

S0 on) can be repeated indefinitely.

NTLM cann ot provide mutual authentication in all situations; the client can never be assured of the

identity of the server in a general manner. The only time NTLM can provide mutual authentication is

when the client knows through out -of -band means that the user nam e used for authentication exists
only on the target server. NTLMv2 offers the capability to include domain name and server name

information in the authentication exchange. This capability can constrain the authentication to be at

least within the extended set of trusted domains.

2.2.4.5 Kerberos Authentication

In 1993, Microsoft made the decision to start working toward adopting Kerberos (Kerberos is an

Internet Engineering Task Force [IETF] standard protocol, and a multitude of documents are

available that describe how it works, but RFC4120] can be used as the canonical reference.)
Kerberos support for mutual authentication, transitive trust among authorities, extensibility, public

inspection and review, and performance and caching all pointed to this a s the authentication
protocol for enterprise deployment for the foreseeable future. Microsoft Windows® 2000 operating
system shipped in 1999 with Kerberos supported natively.
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Kerberos is based on a client, a server, and a trusted third party called the Key Distribution Center
(KDC). The KDC is associated with an account database and has a key shared with each client or

server that it knows about. The management of the account database is explicitly done outside of

the Kerberos authentication process. Howeve r, each client or server knows its own key through

some known method. For example, a human (client) knows his or her own passwords.

Kerberos is based on passing tickets from clients to servers; these tickets are originally created by

the KDC that serves th e domain in which the account resides. The ticket is useful because the

receiving server knows that only the KDC can create that ticket and is trustworthy. The whole

process bootstraps by obtaining a ticket to the KDC, which is used to request further tick ets. This
ticket -granting ticket (TGT) is obtained from a KDC through a slightly different request.

KDC/
Domain Controller

1 Request 2 Issue
Ticket Ticket

3 Request Connection——
Client Server
-—— Accept Connection

Figure 8: Windows Kerberos Initialization sequence

2.2.45.1 Kerberos Message Flow
The basic Kerberos exchange (assuming the client already has the initial TGT) is as follows:

1. The client issues a ticket request message to the KDC on the domain controller requesting a
ticket to a named server. The ticket request message contains the TGT and cryptographic proof
that the client can use that TGT.

2. The KDC on the domain controller loo ks up the server and issues a ticket to that server encrypted
in the secret key of the server. The new ticket contains all the restrictions of the original TGT and
any data that the TGT was carrying. The KDC creates a ticket reply message that contains the
ticket and a copy of most of the ticket's contents encrypted for the client. Most important is a
unique key that the client and server are to use.

3. The client submits the ticket to the server in an authentication message. The message has the
ticket fromth e KDC and has parts encrypted using the unique key from step 2.

4. The server decodes the authentication message and finds the ticket. Within the ticket, the server
finds the unique key from step 2. It can then decrypt and verify the rest of the authenticatio n
message. When decryption is successful, the server creates the authentication reply message,
which it encrypts with the unique key. On receipt, the client verifies that the unique key is used.

Kerberos as a protocol is strictly an authentication protocol ; it is designed to convey only the
identity of the principals on each side of the connection. Kerberos does contain extensibility points

to allow extra vendor  -defined information to be conveyed (along with the ticket) during
authentication. This capabilit yis expressed as the  auth_data field in the Kerberos ticket.
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Windows uses this auth_data field in the ticket to pass along the account's security identifier (SID)

and to group SIDs during authentication. Microsoft Windows encodes authorization information into
a structure called Privilege Attribute Certificate (PAC), as specified in [MS -PAC]. The PAC contains all
of the account's group memberships, credential information, profile and policy information, and

supporting security metadata. The PAC is used to provide sufficient context on the server to make
authorization decisions; for example, "can this user open this file?" The encoding of the group

information is publicly available from Microsoft. See Utilizing the Windows 2000 Authorization Data

in Kerberos Tickets for Access Control to Resources [KERBPAC] .

The group membership information is a common use of the auth_data field. However, Micr  osoft also

included additional profile and account management information, such as the location of the
account's root directory, which greatly aids certain enterprise deployment scenarios.

One strong point of Kerberos is that it is not involved after the t icket is issued until the ticket expires
and the client needs a new one. This means that the client and server don't need to involve the KDC
for every connection.

Much like other protocols, Kerberos can leverage more than one domain. If the server being

re quested by a client is in a different domain, the KDC can return a TGT to that other domain. The
client can then retry the request on a KDC in the other domain. This process can span multiple
domains as long as there is a trusting relationship among the do mains.

One issue with a secret key system such as Kerberos is that anyone who knows the key for a

principal can create a ticket to that principal. Thus, even though the KDC is the normal creator of

tickets, a user, knowing its own password, for example, ca n create a ticket and send the ticket to
the principal. For authentication only, this action is not a threat; the user is fooling itself with its own
actions.

When the ticket includes authorization data that is respected and interpreted by something other
than code running as that user, however, the potential for problems exists. In the Windows

implementation, the authorization data results in a Windows access token, which is a system -
provided object that encapsulates an account's identity, group membership s, and system privileges.
An access token in Windows is used to make authorization decisions by the system d for example,

validating access to a file.

A malicious user might construct a ticket to itself that contains a PAC that indicates that the user is

a m ember of an unauthorized group (for example, the Administrators group). If this PAC is

processed naively, the system accepts it and allows the user inappropriate access to the system.

Windows compensates for this potential by involving the domain controlle r when a non -privileged
server receives a ticket. The Windows Kerberos implementation calls back to the domain controller

through the Netlogon channel to verify the contents of the PAC.

2246 SSLandTLS

SSL is a protocol first introduced by Netscape to allow browsers to authenticate servers. SSL went
through a number of revisions, culminating in an adoption by the IETF and its becoming the TLS

protocol (see [REC2246] ).

SSL and TLS are primarily used for authenticating servers and creating a secure pipe between the

client and the server, but they do allow for authenticating the client. At almost any poin t after the
channel has been established, the server can demand client authentication. The client signs a

challenge from the server with its private, asymmetric key, and then the client sends both the

signed data and the certificate for that key to the ser ver.

On Microsoft Windows®, the certificate can be associated with an account in several ways, based on
local policy and on what fields from the certificate are interesting to the administrator of the server
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or domain. Ultimately, however, the SSL/TLS impl ementation on the server calls the domain
controller through the Netlogon channel and asks the SSL instance on the domain controller to
determine what account is associated with this certificate.

The account is determined through a number of possible mappi ngs based on the fields present in
the certificate. For example, subjectAltName, commonName , and other fields can be used to find the
account in Windows Active Directory (AD). Once found, the account information (such as account

SID and group membership SI Ds) is returned to the client. Much like the NTLM case, involving the
domain, this process can extend through arbitrary trust relationships. The format for this

information is the same as the format of the PAC data from Kerberos.

2.2.4.7 SPNEGO

SPNEGO is an authentication protocol that actually does no authentication. Rather, it is an

authentication protocol that allows secure negotiation among other security protocols when the

client and server might support more than one protocol. Windows uses SPNEGO instead of a specific
protocol to allow for simpler substitutions of additional security protocols in the future.

2.2.4.7.1 SPNEGO Message Flow

SPNEGO fits into the system as a security protocol and shuttles the actual messages of the

underlying security protocols back and forth between the client and server. As such, it does not
implement any specific security features but performs the very impor tant operation of enforcing
policy among security protocols.

SPNEGO is defined as a GSS mechanism, and, as such, it follows the general model of passing
security tokens from one machine to another. SPNEGO is a very simple protocol that passes a list of
acceptable security protocols (or mechanisms, in GSS parlance) along with an optimistic token from
one of these protocols. The response from the server is what protocol has been selected and,
optionally (if it matched the optimistic token), a response from th at security protocol.

The SPNEGO module asks each protocol available on the system, in turn, whether that protocol can,
potentially, authenticate the server named by the component invoking SPNEGO. In the Windows
implementation, the first protocol to respon d positively is selected as the optimistic choice. Once the
protocol has been selected, SPNEGO gets out of the way and lets the application protocol work

directly with the selected authentication protocol.

On Microsoft Windows®, SPNEGO has the important ta sk of deciding what protocol is valid for a
particular connection. It does this by interpreting a number of input states, and then adjusting the

list of security protocols it offers the server. The SPNEGO implementation knows that NTLM cannot
implement the same guarantees (because of legacy) that more modern protocols can. Therefore,
NTLM is treated in a special manner on the Windows system. To decide the most appropriate

protocol, the SPNEGO implementation takes the following information:

A User domain funct ional level, if known.
A System -wide mutual authentication policy.
A Name of the server.

If the user is a member of a Windows 2000 or later domain, SPNEGO knows that NTLM is a second

choice, and that at least Kerberos should be available. Therefore, if Kerbero s indicates that it should
be used (by returning an optimistic token), SPNEGO does not allow further downgrade to NTLM

should the Kerberos authentication fail. Also, if the KDC cannot be contacted, and the user is a

member of a Windows 2000 or later domain  , the SPNEGO implementation fails, indicating that it

35 / 363

[MS-PROTO] 6 v20090924
Windows Protocols Overview

Copyright © 2009 Microsoft Corporation.

Release: Thursday, September 24, 2009



cannot authenticate the connection. The purpose of this failure is to prevent a class of security
attacks.

The following sections provide detail for additional authentication services core protocols ref erenced
in section 2.1.1 Protocols List.

2.2.5 Directory Replication Service Remote Protocol

The Directory Replication Service Remote Protocol is an RPC protocol for replication between DCs
and management of AD. The protocol consists of one RPC interface, named drsuapi

For a client to establish an RPC connection to an AD Lightweight Directory Services (AD/LDS)

domain controller, it needs to know the name of the computer and the number of the LDAP port on

which the AD/LDS domain controller is listening. First, the client establishes a connection to the
endpoint mapper service on the computer.

Next the client enumerates all endpoints that are registered for the desired interface ID. Finally the
client selects the endpoint whose annotation equals the LDAP port number of the desired AD/LDS
domain controller.

This protocol is appropriate for the management of objects in a directory, as well as the overall
management of the directory service.

2.2.6 Directory Services Setup Remote Protocol

The Directory Services Setup Remote Protocol (drssetup) provides a remote procedure call (RPC)

interface for querying domain -related computer state and configuration data. The client end of the
Directory Services Setup Remote Protocol is an application tha t issues method calls on the RPC
interface.

The server end of the protocol obtains and replies to the client with the requested data about the
computer on which the server is running. If the client connects to and requests information about a
domain contr oller for the directory service, this data includes the status of any pending promotion or
demotion of that domain controller.

2.2.7 Local Security Authority Remote Protocol

The Local Security Authority (Domain Policy) Remote Protocol provides a remote procedure call
(RPC) interface used for providing remote management for policy settings related to

A Account objects

A Secret objects

A Trusted domain objects (TDOS)

A Other miscellaneous security  -related policy settings.

The client end of the Local Security Authority (Domain Policy) Remote Protocol is an application that
issues method calls on the RPC interface. The server end of the Local Security Authority (Domain
Policy) Remote Protocol is a service that implements support for this RPC interface.

Primary use cases for remote management include

A Creating, deleting, enumerating, and modifying trusts, account objects, and se cret objects.
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A Querying and modifying policy settings unrelated to trusted domain objects (TDOs), account
objects or secret objects, such as lifetimes of Kerberos tickets.

This protocol is used by Windows clients for the "domain join" operation (as specifi edin [MS-ADTS
as an implementation choice to achieve the end state, as specified in [MS -ADTS]. The specific profile

of the Local Security Authority (Domain Policy) Remote Protocol for the "domain join" scenario is
specified in  section 1.6 as "Windows client -to - server interoperability".

The server end of the Local Security Authority (Domain Policy) Remote Protocol can be in one of two
different states 0 a "domain controller" or a "non -domain controller".

The "Domain controller" st ate supports all of the Local Security Authority (Domain Policy) Remote
Protocol's functionality. However, "non -domain controller" state does not support all of the protocol
functionality. This specification contains details on which functionality is not s upported in "non -
domain controller" state on a case -by - case basis when describing message processing for each
method supported by this protocol.

This protocol is a simple request/response -based RPC protocol. Typically, there are no long -lived
sessions, alt hough clients can cache the RPC connection and reuse it over time.

This protocol is applicable to the following two high -level scenarios.

1. Remote management of trusted domains, accoun t objects or secret objects, or other
miscellaneous machine and domain policy settings controlled by the protocol.

2. Windows client -to-server interoperability.

2.2.8 Net Logon Remote Protocol

The Net Logon Remote Protocol is used for user and machine authentication in domain -based
networks. A domain is an administrative collection of machines that share the same user account
database and common security policy. The user account database is main tained on special servers

called domain controllers (DCs).

Domain controllers are responsible for authenticating access to domain resources by validating
supplied user credentials against locally stored shared secrets. The Net Logon Remote Protocol is
used for secure communication between machines in a domain (both domain members and DCs)

and DCs. The communication is secured by using a shared session key computed between the client
and the domain controller that is engaged in the secure communication. The session key is
computed by using a preconfigured shared secret that is known to the client and the domain
controller.

After establishing a secure channel, a client can call any of the Net Logon Remote Protocol methods
that require a secure channel. This r equires both the client and the server to have a working RPC
implementation, including the security extensions, as specified in MS -RPCE].

The following section describes a typical scenario in which the Net Logon Remote Protocol is used.

2.2.8.1 Pass -Through Authentication

Consider a scenario in which a user logs in on a client machine with a domain account that connects
to a server. The connection needs to be authenticated. The client and the server engage in an
authentication protocol, such as NTLM (as specified in MS - NLMP]), that validates the user
credentials and logs on the user on to the server upon successful validation. This type of logon is
referred to as network logon because it happens over a network connection from the client to the
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server (versus an interactive logon that happens when users enter their credentials interactively at
the client machines' consoles).

To authenticate the user, the server needs to pass the user credentials securely to a domain

controller in the domain of the user account. (The domain controller is the entity, other than the

client machine, that knows the user secret key; that is, the user password.) After the logon request

is delivered to the domain controller and the domain controller successfully validates t he credentials,
the domain controller refers back to the server attributes of the user account that the server can use

in authorization decisions (such as granting the user access to a particular file).

It is the responsibility of the Net Logon Remote Prot ocol to deliver the logon request to the domain
controller over a secure channel that is established from the server (acting as the secure channel

client) to the domain controller (acting as the secure channel server). The secure channel is

achieved by enc rypting the communication traffic with a session key computed using a secret key
(called a server's machine account password) shared by the server and the domain controller. This

is shown in the following diagram.

DC im
Domain A

b

Server pass-through
authentication request

to DC
b
-t - b
Client application o
authentication to server =
) Server in
Client Domain A

Figur e 9: Pass -through authentication

2.2.9 Backup Key Remote Protocol

The Backup Key Remote Protocol provides a way of encrypting a secret value (such as a

cryptographic key) so that the encrypted secret can then be backed up on storage to which many

parties have read access. In this way, the encrypted secret is secured whil e being readily available
for later recovery. The encrypted form of the secret is called the wrapped secret. The process of

restoring the original secret from the wrapped copy is called unwrapping.
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Although this protocol was designed specifically to wrap a nd unwrap 64 -byte cryptographic keys, all
of its variants will wrap arbitrary secrets, not just cryptographic keys, and only some of its variants

limit the caller to 64  -byte secrets. This specification and the name of the protocol refer to keys, but

the re ader is free to assume these key payloads can be any secret value.

The Backup Key Remote Protocol includes four sub -protocols: two for wrapping cryptographic keys
and two for unwrapping them. The two options for each of the wrapping and unwrapping protocol s
depend on whether the wrapping key is a public key or a symmetric key.

In the symmetric key case, the key to be wrapped is sent to the server and the wrapped key is

returned to the client. For public key wrapping, the client retrieves the server's public key and then
uses it to wrap the key on the client, thus minimizing the exposure of that wrapped key. For

unwrapping, the wrapped key is always sent to the server and the original key is returned to the

client.

The key wrapping retrieval sequence is depic ted in the following diagram.

Key wrapping
Client server

e BACK UPKEY RETRI
- EUE_BF’.CKUF‘ KEY
- GUID
————

‘_____________.—-SEI‘VE
Server public
key is used for -6
encryption

Figure 10: Key wrapping retrieval sequence
The steps are as follows:

1. The client sends a BACKUPKEY_RETRIEVE_BACKUP_K EY_GUID message to the key wrapping

server.
2. The key wrapping server sends a DER -encoded X.509 self -signed certificate (as specified in
X509] ) containing its public key (as specified in section 2.2 1),

3. The client uses the public key to encrypt a key, wrapping it for later normal backup.

Additional modes of key wrapping and retrieval are described in detail in the Backup Key Remote
Protocol specification MS - BKRP].

2.2.10 NTLM Authentication Protocol; NT LAN Manager Authentication: Network
News Transfer Protocol Extension

The NTLM Authentication: Network News Transfer Protocol (NNTP) Extension specifies how an NNTP

client and NNTP server can use the NTLM Authentication Protocol, as specified in MS -NLMP], to
allow the NNTP server to authenticate the NNTP client. NTLM is a challenge/response authentication

protocol that depends on the application layer protocols to transport NTLM packets from client to
server and from server to client.
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The NTLM Authentication: NNTP Extension defines how NNTP is ext ended to perform authentication

by using the NTLM Authentication Protocol. The NNTP standard defines an extensibility mechanism
for arbitrary authentication protocols to be plugged into the core protocol. The following diagram
illustrates the sequence of t ransformations that are performed on an NTLM message to produce a
message that can be sent over NNTP.

Basefid MNTP Padding
MTLM 4'\ Encoded
Message MTLM
" Message Baset4d

Encoded
MNTLM
Message

Figure 11: Relationship between NTLM message and NNTP: NTLM Authentication Protocol
message

The NTLM Authentication: NNTP Extension defines a server and a client role.

When NNTP wants to perform an NTLM authentication, it needs to interact with the NTLM software
appropriately. Below is an overview of this interaction.

2.2.10.1 Client Role
If acting as an NNTP client:

1. The NTLM software returns the first NTLM message to the client, to be sent to the server.

2. The client applies the base64 encoding and NNTP -padding transformations in order to produce an

NNTP message and send this message to the server.

3. The client waits for a response from the server. When the response is received, the client checks
to see whethe r it indicates the end of authentication (success or failure), or that authentication is
continuing.

4. If the authentication is continuing, the response message is stripped of the NNTP padding,

base64 decoded, and passed into the NTLM software, upon which th e NTLM software may return

another NTLM message that needs to be sent to the server. Steps 2 through 4 are repeated until
authentication succeeds or fails.

2.2.10.2 Server Role
If acting as an NNTP server:
The server waits to receive the first NNTP authentication message from the client.

1. When an NNTP message is received from the client, the NNTP padding is removed, the message
base64 decoded and the resulting NTLM message is passed into the NTLM software.

2. The NTLM software will return a status that indicates whether authentication complete d
successfully or failed; or whether more NTLM messages need to be exchanged to complete the
authentication.

3. If the authentication is continuing, the NTLM software will return an NTLM message that needs to
be sent to the server. This message is base64 enco ded, and the NNTP padding is applied and
sent to the client. Steps 2 through 4 are repeated until authentication succeeds or fails.

[MS-PROTO] 6 v20090924
Windows Protocols Overview

Copyright © 2009 Microsoft Corporation.

Release: Thursday, September 24, 2009

40 / 363



2.2.11 NTLM Authentication Protocol; NT LAN Manager Authentication: Post Office
Protocol - Version 3 (POP3) Extension

The NTLM Authentication Protocol; NT LAN Manager Authentication: Post Office Protocol I Version 3
(POP3) Extension specifies how a POP3 client and POP3 server can use the Windows NTLM

Authentication Protocol, as specified in MS -NLMP], to allow the POP3 server to authenticate the

POP3 client. NTLM is a challenge  -response -style authentication protocol that depends on the

application layer protocols to transport NTLM packets from client to server, and from server to

client.

The POP 3 Extension defines how the POP3 Authentication command RFC1734] is used to perform
authentication using the NTLM authentication protocol. The POP3 Authentication command standard

defines an exten sibility mechanism for arbitrary authentication protocols to be plugged into the core
protocol.

The following diagram illustrates the sequence of transformations performed on an NTLM message
to produce a message that can be sent over POP3.

POP3 Auth command
NTLM basetd-encoded
message —I/ MTLM message

basetd-encoded
MNTLM message

Figure 12: Relationship between NTLM message and POP3: NTLM Authentication Protocol
message

The POP3 Extension defines a server and a client role.

When POP3 wishes to perform an NTLM authentication, it needs to interact with the NTLM
subsystem appropriately. Below is an overview of this interaction.

2.2.11.1 Client Role
If acting as a POP3 client:
1. The NTLM subsystem returns the first NTLM message to the client, to be sent to the server.

2. The client should apply the base64 -encoding and POP3 -padding transformations to produce a
POP3 message and send this message to the server.

3. The client should wait for a response from the server. When the response is received, it checks to
see whether itin  dicates the end of authentication (success or failure), or that authentication is
continuing.

4. |If the authentication is continuing, the response message is stripped of the POP3 padding,
base64 decoded, and passed into the NTLM subsystem, upon which the NTLM subsystem may

return another NTLM message that needs to be sent to the server. Steps 2 through 4 are
repeated till authentication succeeds or fails.

2.2.11.2 Server Role

If acting as a POP3 server:
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1. The server waits to receive the first POP3 authentication message from the client.

2. When a POP3 message is received from the client, the POP3 padding is removed, the message
base64 decoded, and the resulting NTLM message passed into the NTLM subsystem.

3. The NTLM subsystem will return a status indicating whether authentication completed
successfully, failed, or whether more NTLM messages need to be exchanged to complete the
authentication.

4. |If the authentication is continuing, the NTLM subsystem will return an NTLM message that needs
to be sent to the server. This message is base64 -encoded, t he POP3 padding is applied and sent
to the client. Steps 2 through 4 are repeated until authentication succeeds or fails.

The NTLM POP3 Extension is used only in the following case: when implementing a POP3 client that
needs to authenticate to a POP3 serve r by using NTLM authentication.

2.2.12 Remote Certificate Mapping Protocol

The Remote Certificate Mapping Protocol is used in deployments where users rely on X.509, as
specified in  [X509] , certificates to gain access to resources. After a client authenticates itself to a
server using an X.509 certificate, the server uses the Remote Certificate Mapping Protocol to contact

a directory to determine the authorization information to use, such a S group memberships. The
Remote Certificate Mapping Protocol returns a PAC, as specified in MS - PAC], which represents the

user's identity and group memberships, suitable for making authorization decisions.
There are three steps  to associate a certificate with an account for the purposes of authorization.

The subjectAltName field of the X.509 certificate should be treated as a user principal name (UPN)
and used as the key, in the database sense, to locate the account record and ¢ orresponding
authorization information.

The issuer and subject names should be taken together as a key, again in the database sense, to
locate the account record.

The issuer name alone should be used as the lookup key when locating the account record.

The Remote Certificate Mapping Protocol server uses attributes of this X.509 certificate and the
indicated methods by the client to determine the authorization information. An implementer of the

Remote Certificate Mapping Protocol must be familiar with X.509 to use the Remote Certificate
Mapping Protocol. For more information about X.509, see GUTMANN] .

2.2.13 NTLM Authentication Protocol; NT LAN Manager Authentication: Simple
Mail Transfer Protocol Extension

NTLM Authentication: Simple Mail Transfer Protocol (SMTP) Extension specifies how an SMTP client

and SMTP server can use the NTLM Authentication Protocol, as specified in MS -NLMP], to allow the
SMTP server to authenticate the S MTP client. The NTLM Authentication Protocol is a

challenge/response authentication protocol that depends on the application layer protocols to

transport NTLM packets from client to server and from server to client.

The NTLM Authentication: SMTP Extension defines how the SMTP is extended to perform
authentication using the NTLM Authentication Protocol. The SMTP standard defines an extensibility
mechanism for arbitrary authentication protocols to be plugged into the core protocol. This
mechanism is the SMTP  -AUTH mechanism.
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The following diagram illustrates the sequence of transformations performed on an NTLM message
to produce a message that can be sent over SMTP.

Baszetd SMTP Padding
MTLM Encoded

Message MTLM
Message Baseb4
Encoded
MTLM
Message
Figure 13: Relationship between NTLM message and SMTP: NTLM Authentication Protocol
message
The NTLM Authentication: SMTP Extension is a pass -through protocol that does not specify the

structure of NTLM information. Instead, the protocol relies on the software that implements the
NTLM Authentication Protocol (as s pecified in NTLM) to process each NTLM message to be sent or
received.

The NTLM Authentication: SMTP Extension defines a server and a client role.

When SMTP wants to perform an NTLM authentication, it needs to interact with the NTLM software
appropriately.  Below is an overview of this interaction.

2.2.13.1 Client Role
If acting as an SMTP client:
1. The NTLM software returns the first NTLM message to the client to be sent to the server.

2. The client applies the base64 encoding and SMTP padding transformations to produce an SMTP
message, and then send this message to the server.

3. The client waits for a response from the server. When the response is received, it checks to see
whether it indica tes the end of authentication (success or failure) or that authentication is
continuing.

4. |If the authentication is continuing, the response message is stripped of the SMTP padding,
base64 decoded, and passed into the NTLM software, on which the NTLM softwar e may return
another NTLM message that needs to be sent to the server. Steps 2 through 4 are repeated until
authentication succeeds or fails.

2.2.13.2 Server Role
If acting as an SMTP server:
The server waits to receive the first SMTP authentication message from the client.

1. When an SMTP message is received from the client, the SMTP padding is removed, the message
base64 decoded, and the resulting NTLM message is passed into the NTLM software.

2. The NTLM software returns a status indicating whether authentication completed succe ssfully,
failed, or more NTLM messages need to be exchanged to complete the authentication.
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3. If the authentication is continuing, the NTLM software returns an NTLM message that needs to be
sent to the server. This message is base64 encoded, and the SMTP pad ding is applied and sent to
the client. Steps 2 through 4 are repeated until authentication succeeds or fails.

Implementers of the NTLM Authentication: SMTP Extension must possess a working knowledge of:

A SMTP, as specified in [RFC2821] and [RFC2554]

A The Multipurpose Internet Mail Extensions (MIME) base64 encoding method, as specified in

RFC1521
The NTLM Authentication Protocol, as specified in MS -NLMP].

p>N

2.2.14 Windows Client Certificate Enrollment Protocol

The Windows Client Certificate Enroliment Protocol allows a client to interact with a Certificate
Authority (CA) for enrollment, issuance, and management of X.509 certificates in a public key
infrastructure (PKI).

A PKI consists of a system of digital cert ificate, certification authorities (CAs), and possibly
registration authorities (RAs) that verify and authenticate the validity of each party involved in an
electronic transaction.

The Windows Client Certificate Enroliment Protocol uses the Distributed Co mponent Object Model
(DCOM) as a transport. DCOM extends the Component Object Model (COM) over a network by

providing facilities for creating and activating objects, and for managing object references, object

lifetimes, and object interface queries.

2.3 Authentication Protocols Logical Dependencies and Protocol Stack Views

This section provides several conceptual authentication areas to describe the logical dependencies
among the authentication protocols and protocol stack views as appropriate.

2.3.1 Integrated Authentication Protocols

When discussing authentication, it can be easier to visualize the protocols involved when they are
separated into client and server views. The client view of integrated authentication is as follows:
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Figure 14: Client and server integrated authentication model

Here, RPC -based protocols use either SPNEGO or NTLM to authenticate to their servers. SPNEGO
allows for the selection of Kerberos or NTLM during authenticatio
use either SPNEGO or Kerberos directly; for example, in the case of LDAP (as specified in

RFC2251] ).

The server view of integrated authentication is the same as
domain controller interaction. This is shown below:

n. Similarly, GSS

the client view with the addition of

-aware protocols
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Figure 15: Client and server integrated authentication (with domain controller) model

Here, both NTLM and Kerberos can be seen int eracting with the domain controller (more details of
that interaction are found in the Certificate Services Server Protocols Overview section).
Additionally, Kerberos may invoke the Kerberos Service for User extensions, as specified in MS -

SFU].

2.3.2 Server Side Include 1.4 Protocol

Passport Server Side Include (SSI) Version 1.4 (SSI1.4) protocol is an authentication service that is
used by MSN and its partners to authenticate users accessing services that requires that the user be
authenticated.

The SSI1.4 protocol is used by online services to authenticate users/clients using the Passport
Authentication service. The protocol is also known as Tweener or SSI1.4.

The SSI1.4 protocol isan HTTP ~ -based protocol [RFC2616] for authe nticating a client to a partner
server, with the assistance of an authentication server . It relies on HTTP cookies carried with
standard HTTP messages to convey authentication information between an authentication server
and a partner server, as specified in [MS -PASS].

2.3.2.1 Protocol Stack

There is a simple protocol stack in the SSI1.4 usage by Passport. For example, an application that

needs to use a service is asked to authenticate itself (the user actually). The application uses an API

to the SSI1.4 protocol. The SSI1.4 protocol uses HTTP or HTTPS as its transport. HTTP(S) in turn
uses TCP at ports 80 or 443 over IP.
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Figure 16: SSI 1.4 protocol stack

2.3.2.2 Logical Dependencies

As specified in  [MS -PASS], the SSI1.4 specification, the protocol works between a client, the Partner
Service (service being accessed) and the Authentication Service (Passport). These dependencies can
be represented as follows.

Passport Aware
Application

'

SSI 1.4
[MS-PASS]

'

Passport Partner Service HﬂTPégf}IEver I PEIEsportS.::Jchintlcatlon

Figure 17: SSI 1.4 model dependencies

During the authentication process, the service, when asked for access to a protected resource,
redirects the client to the Passport service; the Passport service prompts the client for his/her
credentials; the credentials are submitt ed to Passport; the Passport service redirects the client to
the partner service with successful or failed results of the authentication.

2.3.3 Internet Protocol Security Protocols Extensions

The Internet Protocol Security (IPsec) Protocols Extensions are composed of the following elements:
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A A set of extensions to the Internet Key Exchange (IKE) protocol, as specified in MS - IKEE
A The Authenticated IP keying protocol MS - AIPS] , which peers may use instead of the IKE protocol

when negotiating IP security parameters.

2.3.3.1 Protocol Stack

The IPsec Extensions retain the protocol stack as specified in [REC2409] and [REC3947] for the IKE
and IKE NAT -Traversal protocols, respectively.

IKE Extensions
[MS-IKEE] and [MS-AIPS]

Authenticated IP MNAT-T
Fragmentation Fast Failover
Megaotiation Discovery Reliable Delete
IKE Ports

UDP Port 500

UPD Port 4500

L

LDP ESP Y
! y -
IPva IPVG |

Physical Network

Figure 18: IPSec with IKE and IKE NAT - Traversal Protocols

As shown, all but one of the extensions consists of changes within the IKE protocol itself. This

modi fies the protocol stack view in one respect only: it supports authentication using a

cryptographically generated address (CGA) as specified in  [REC3972] . This alteration does not
introduce a new la yer. Instead, it introduces an additional logical dependency between the IKE

Extensions and the CGA functionality of the underlying IPv6 implementation.

2.3.3.2 Logical Dependencies

As noted above, there can be a logical dependency between the IKE Extensions and the IPv6 CGA
functionality.

The IKE Extensions protocol is a General Security Service (GSS) I aware protocol. As a result, its use
of Authentication Services results in the logical dependencies specified in section 224 .
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2.3.4 Domain Services Interaction Protocols

Domain Services Interaction encompasses both the ability of domain members to share the
authentication and authorization services of the domain controller, as well as the ability to
administer and manage that authorization. Like the previous section on basic authentication, this is

best divided into conceptual areas, as shown be low:
Integrated Administration
Authentication [SAM, SLA)

i

Domain Membership
(Metlogon Protocol)

Figure 19: Conceptual areas of domain services interaction

2.3.5 Integrated Authentication

As shown in  Authentication Methods (section 2.2.4 ), integrated authentication provides
authentication services to application protocols. For server -side authentication, it is frequently useful
to use a domain controller for the authentication and authorization. Authentication Protocols Domain
Support [MS -APDS] specifies how various authentication protocols connect to the domain controller

and make use of domain resources.

2.3.5.1 Protocol Stack

Various aspects of domain  -based authentication are shown below:
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Figure 20: Domain -based authentication examples

In the diagram, the authentication protocols on the top line use the Netlogon protocol MS -NRPC],
either directly in the case of NTLM MS -NLMP] or indirectly through the generic pass -through facility
of Netlogon . The latter allows Certificate Mapping as described in MS -RCMP]; Digest
Authentication, as described in MS -APDS] ; and PAC verification, as defined in MS -PAC] and [MS -
APDS], all of which take place at the domain controller.

2.3.6 Credential Security Support Provider Protocol Overview

The Credential Security Support Provider (CredSSP) Protocol enables an application to securely

delegate a user's credentials  from a client to a target server. CredSSP first establishes an

encrypted channel between the client and the target server using Transport Layer Security (TLS)

(as specified in [REC2246] ). ltuses TLS as an encrypted pipe; it does not rely on client/server
authentication services available in TLS . CredSSP then uses the Simple and Protected GSS -API
Negotiation Mechanism (SPNEGO) Protocol Extensions to negotiate a GSS mechanism that performs

mutual au thentication and GSS confidentiality services to securely bind to the TLS channel and
encryptthe credentials  for the target server. All GSS security tokens are sent over the encrypted
TLS channel.

The CredSSP protocol enables an application to securely de legate a user's credentials  from a client
to a target server. For example, the Microsoft Terminal Server uses CredSSP Protocol to securely
delegate the user's password or SmartCard PIN from the client to the server to remotely log in the

user and establish  a terminal services session.

Policy settings control whether a client delegates the user's credentials  to assure that the user's
credentials  are not delegated to an unauthorized server such as a computer under the
administrative control of an attacker. W hile trust may exist to facilitate authentication between the
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client and server (for example, based on Kerberos (as specifiedin [REC4120] ) or NTLM (as
specified in [MS -NLMP]) this does not mean that the target server is trusted with the user's
credentials

2.3.6.1 Logical Dependencies

The CredSSP Protocol is a composite protocol that relies on other, standards -based, security
protocols . Itfirstusesthe  TLS, as specified in [MS -TLSP], to establish an encrypted channel
between the CredSSP client and the CredSSP server (the client is anonymous at this point; the client

and the server may have no common trusted CA root).

All subsequent messages are sent over th is channel. The CredSSP Protocol then uses - SPNEGO (as
specified in  [MS - SPNG]) to authenticate the user and server within the encrypted TLS session.
SPNEGO provides a framework for two parties engaged in authentication to selec t from a set of
possible authentication mechanisms, in a fashion that preserves the opaque nature of the security
protocols to the application protocol that uses SPNEGO ; in this case, CredSSP Protocol.

CredSSP Protocol uses SPNEGO to mutually authenticate the CredSSP client and CredSSP server. It
then uses the encryption key established under SPNEGO to "securely bind" to the TLS session (the
process by which the server's public key used in the TLS handshake is authenticated) The client
encrypts the server's  public key using the encryption key established under SPNEGO and sends it to
the server; the server verifies that it indeed is the same public key used in the TLS handshake and
sends an acknowledgment back to the client also encrypted under the SPNEGO encryption key. This
step is described in detail in section 3.1 . Lastly, the client sends the user's credentials  encrypted
under the SPNEGO encryption key to the server. All subsequent data that may be sent b etween the
client and server application using the CredSSP Protocol is encrypted under TLS as specified in  [MS -
CSSP]. The only new, on  -the -wire formats introduced by the CredSSP Protocol are the encapsulation

of the  SPNEGO token s sent overthe TLS channel, the binding between the TLS and SPNEGO
protocols, and the format of the user credentials.

2.3.6.2 CredSSP Relationship to Other Protocols

The CredSSP Protocol uses the TLS protocol, as specified in MS - CSSP], to encrypt all traffic
between the CredSSP client and CredSSP server. The TLS protocol requires a reliable transport such

as the TCP protocol, as specified in RFEC793] , for all messages exchanged between the client and
the server.

The CredSSP Protocol uses SPNEGO , as specif ied in [MS -SPNG], for mutual authentication

between the CredSSP client and CredSSP server . SPNEGO requires at least one other Generic
Security Services (GSS) (as specified in  [REC2078] ) compatible authentication protocol (in
additionto SPNEGO itself) to be present for it to work. SPNEGO has no dependence on any specific
GSS-compatible protocols; although in practice, Kerberos (as specified in  [MS -KILE] ) is generally
used.

The Remote Desktop Protocol (RDP) uses the CredSSP Protocol to delegate credentials from the RDP
client to the RDP server, and encrypt all data that follows using the TLS channel that is established
as part of the CredSSP Pr  otocol.

2.3.6.3 Directory Replication Service Remote Protocol Relationship to Other
Protocols

The Directory Replication Service Remote Protocol (drsuapi) is based on RPC and therefore has the
prerequisites identified in MS -RPCE] as being common to all RPC interfaces.
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