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1 Introduction

The Domain Name Service (DNS) Server Management Protocol defines RPC interfac es that provide
methods for remotely accessing and administering a DNS server. It is a client/server protocol based
on RPC that is used in the configuration, management, and monitoring of a DNS server.

Sections 1.5, 1.8, 1.9, 2, and 3 of this specification are normative. All other sections and examples in
this specification are informative.

1.1 Glossary
This document uses the following terms:

access control list (ACL) :Alist of acce ss control entries (ACES) that collectively describe the
security rules for authorizing access to some resource; for example, an object or set of objects.

Active Directory : A general -purpose network directory service . Active Directory also refers to
the Windows implementation of a directory service . Active Directory stores information
about a variety of objects in the network. Importantly, user accounts, computer accounts,
groups, and all related credential information used by the Windows implementation of Kerberos
are stored in  Active Directory . Active Directory is either deployed as Active Directory Domain
Services (AD DS) or  Active Directory Lightweight Directory Services (AD LDS). MS -ADTS
describes both forms. For more information, see MS -AUTHSOD] section 1.1.1.5.2,  Lightweight
Directory Access Protocol (LDAP) versions 2 and 3, Kerberos, and DN S.

Active Directory domain : Adomain hosted on  Active Directory . For more information, see [MS -
ADTS].

Active Directory domain controller promotion (DCPROMO) : The act of causing a server to
becom e a domain controller (DC).

Active Directory forest : See forest
active refresh : A self -generated DNS query for the DNSKEY records at a trust point  , for the
purpose of automatically retrieving new trust anchors and removing revoked  trust anchors

See [RFC5011] .

aging : A concept in which a DNS server keeps track of time stamps for the last update of
individual resource records. Duration from last time stamp to current time is considered as the
age of the resource -record and this value is used for scavenging, a process for cleaning out not -
recently used records.

application directory partit ion : An application NC.

ASCIl : The American Standard Code for Information Interchange (ASCII) is an 8 -bit character -
encoding scheme based on the English alphabet. ASCII codes represent text in computers,
communications equipment, and other devices that wor k with text. ASCII refers to a single 8 - bit
ASCII character or an array of 8 -bit ASCII characters with the high bit of each character set to
zero.

authentication level : A numeric value indicating the level of authentication or message protection
that remote procedure call (RPC) will apply to a specific message exchange. For more
information, see C706] section 13.1.2.1 and MS -RPCE].

authoritative : ADNS serveris authoritative for a portion of the DNS namespace if it hosts a
primary or s econdary zone for that portion of the DNS namespace.

autocreated zone : A zone thatis created automatically by a DNS server, such as 0.in -addr.arpa,
127.in -addr.arpa or 255.in  -addr.arpa.
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cache : When a DNS server receives information from other servers, it stores the information for a
certain amount of time in its own in -memory zones, also referred to as a DNS cache. This
improves perfo rmance of domain name resolution and reduces DNS -related query traffic. The
cache contains only nodes that have unexpired records and expired DNS records that are not -
yet -freed.

cache scope : Au nique version of acache  zone that can be created inside a DNS server cache.
Resource records can then be added (and subsequently managed) in the cache scope. The cache
scope behavior is the sam e as a DNS server cache.

client subnet record : Acollectionof IPv4 and IPv6 subnets grouped together. Each Client
Subnet Record has a unique name.

Coordinated Universal Time (UTC) : A high -precision atomic time standard that approximately
tracks Universal Time (UT). It is the basis for legal, civil time all over the Earth. T ime zones
around the world are expressed as positive and negative offsets from UTC. In this role, it is also
referred to as Zulu time (Z) and Greenwich Mean Time (GMT). In these specifications, all
references to UTC refer to the time at UTC -0 (or GMT).

cro ssRef object : An object residing in the partitions container of the config NC that describes the
properties of a naming context (NC), such as its domain naming service name, operational
settings, and so on.

delegation : A name server record set in a parent zone that lists the authoritative name servers
for a delegated subzone.

directory server : A persistent storage for DNS zones and records. A DNS server can access DNS
data stored ina  directory server using the LDAP protocol or a similar directory access
mechanism.

directory server security descriptors : The set of  security descriptors read fro m the
directory server , encompassing the DNS Server Configuration Access Control List, Zone Access

Control List, and the Application Directory Partition Access Control List.

directory service (D S) : A service that stores and organizes information about a computer
network’s users and network shares, and that allows network administrators to manage users'
access to the shares. See also Ac tive Directory

directory -server -integrated :ADNS serveris directory -server -integrated if a local directory

server such as Active Directory resides in the same machine as the DNS Server.
distinguished name (DN) : A name that uniquely identifies an object by using the relative
distinguished name (RDN) for the object, and the names of container objects and domains
that contain the object. The distinguished name (DN) identifies the object and its location in a
tree.
DNS domain partition : An application directory partition stored inthe  directory server that

is replicated to all DNS servers in the domain.

DNS forest partition : An application directory partition stored inthe directory server that is
replicated to all DNS servers in the forest.

DNS Operations  : DNS Query Process ing, DNS Zone Transfer, DNS Recursive Query, and DNS
Update are collectively called DNS Operations

DNS policy : A group of processing rules, based on which a DNS Operation is controlled and
allowed or denied access. A DNS Policy can be at a server level or at a specific zone . ADNS
Policy is specifictoa DNS Operation
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DNS policy criteria :ANULL -terminated Unicode string that states one of the processing rules of
a DNS Policy

Domain Name System (DNS) : A hierarchical, distributed database that contains mappings of
domain names (1 ) to various types of data, such as IP addresses. DNS enables the location of
computers and services by user -friendly names, and it also enables the discovery of other
information stored in the database.

dynamic endpoint : A network -specific server address  that is requested and assigned at run time.
For more information, see [C706].

dynamic update : A mechanism defined in RFC2136] by which updates for DNS records can be
sent to the authoritativn. ' e DNS server fora  zone through the DNS protocol.

expired DNS record : A DNS record stored in the cache whose age is greater than the value of its
TTL.

forest :Inthe Active Directory directory service,a  forest is a set of naming contexts (NCs)
consisting of one schema NC, one config NC, and one or more domain NCs. Because a set of
NCs can be arranged into a tree structure, a forest is also a set of one or several trees of NCs.

forwarder :The forwarder isthe kernel -mode component of the router that is responsible for

forwarding data from one router interface to the others. The forwarder  also decides whether a
packet is destined for local delivery, whether it is destined to be forwarded out of another
interface, or both. There are two kernel -mode forwarders :unicast and multicast.

forwarders  : A DNS server that is designated to facilitate forwarding of queries for other DNS

servers.
FSMO role : A set of objects that can be updated in only one naming context (NC) replica (the
FSMO role owner's replica) at any given time. For more information, see [MS -ADTS] section

3.1.1.1.11. See also FSMO role owner

FSMO role owner  : The domain controller (DC) holding the naming context (NC) replica in which
the objects ofa FSMO role can be updated.

full zone transfer (AXFR) : A DNS protocol mechanism RFC1035] _ through which an entire copy
of aDNS zone can be transmitted to a remote DNS server.

fully qualified domain name (FQDN) : An unambiguous domain name (2) that gives an absolute
location inthe  Domain Name System's (DNS) hierarchy tree, as defined in [RFC1035] section
3.1and [RFC2181] section11.

global nam e zone (GNZ) : A zone that provides single -label name resolution for large enterprise
networks that do not deploy WINS and where using domain name suffixes to provide single -
label name resolution  is not practical.

globally unique identifier (GUID) : A term used interchangeably with universally unique
identifier (UUID) in Microsoft protocol technical documents (TDs). Interchanging the usa ge of
these terms does not imply or require a specific algorithm or mechanism to generate the value.
Specifically, the use of this term does not imply or require that the algorithms described in
RFC4122] or [C706] must be used for generating the GUID . See also universally unique
identifier (UUID)

glue record : Arecord of type A or AAAA included in a zone to specify the IP address of a DNS
server used in a delegation. The fully qualified domain name of each glue record will match the
fully qualified domain name of an authoritative DNS server found in one of the NS records in the
delegation.
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incremental zone transfer (IXFR) : A DNS protocol mechanism RFC1995] through which a
partial copy of a DNS  zon e can be transmitted to a remote DNS server. An incremental zone
transfer, or IXFR, is represented as a sequence of DNS record changes that can be applied to
one image ofa zone to synchronize it with another image of a zone .

Interface Definition Language (IDL) : The International Standards Organization (ISO) standard
language for specifying the interface for remote pro cedure calls. For more information, see
[C706] section 4.

Internet Protocol version 4 (IPv4) : An Internet protocol that has 32 - bit source and destination
addresses. IPv4 is the predecessor of IPv6.

Internet Protocol version 6 (IPv6) : Arevised version oft  he Internet Protocol (IP) designed to
address growth on the Internet. Improvements include a 128 -bit IP address size, expanded
routing capabilities, and support for authentication (2) and privacy.

key master : A DNS server that is responsible for generating and maintaining DNSSEC signing
keys for one particular zone .

key rollover  : The process through which DNSSEC signing keys are updated as described in
[REC4641] and [RFC5011].

key signing key (KSK) : A DNSKEY used to sign only the DNSKEY record set at the root of the
zone , as defined in [RFC4641].

lame delegation : A delegation  in which none of the name servers listed in the delegation  host
the delegated subzone or respond to DNS queries.

Lightweight Dir ectory Access Protocol (LDAP) : The primary access protocol for Active
Directory . Lightweight Directory Access Protocol (LDAP) is an industry -standard protocol,
established by the Internet Engine ering Task Force (IETF), which allows users to query and
update information in a directory service (DS) , as described in [MS  -ADTS]. The Lightweight
Directory Access Protocol can be either versio n2 [REC1777] orversion3 [RFC3377] .

local directory server : A directory server instance on the same host as the DNS server.

multizone operation : An operation requested to be performed on a set of zones with one or
more particular properties, rather than on a single zone.

multizone operation string : A string indicating a property defining a set of zones on which an

operation is to be performed.

naming context root (NC Root) : The specific directory object referenced by the naming context
dsname.

Network Data Representation (NDR) : A specification that defines a mapping from Interface
Definition Language (IDL) data typ es onto octet streams. NDR also refers to the runtime
environment that implements the mapping facilities (for example, data provided to NDR ). For
more information, see [MS  -RPCE] and [C706] section 14.

network mask . A bit vector that, when logically AND -ed with an IP address, indicates the subnet
to which an IP address belongs. Also known as net mask.

node : An entry identified by name i naDNS zone . A node contains all of the DNS records sets
associated with the name.

nonkey master primary server :Inafile -backed s igned zone, a nonkey master primary is a
server that holds the primary copy of the signed zone. A nonkey master primary server can also
do signature refreshes and Zone Signing using Zone Signing Keys but cannot generate or
manage keys on its own.
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NoRefresh interval : If an update which does not change the DNS data for a record set is received
within the NoRefresh interval then the DNS server will not update the timestamp on the
record. This allows the DNS server to avoid unnecessary updates to the data store.

online signing : The process of signing and maintaining DNSSEC characteristics of a zone.
opnum : An operation number or numeric identifier that is used to identify a specific remote
procedure call (RPC) method or a method in an interface. For more information, see [C706]

section 12.5.2.12 or [MS  -RPCE].

primary DNS server : A DNS server that holds a master authoritative copy of a particular zone's
data in local persistent storage.

primary server : In a DHCPvV4 server failover configuration, the primary server in the failover
relationship is the first server that is used when an attempt is made by a DHCP client to obtain
an IP address and options. A server is primary in the context of a subnet. However, a pr imary

server for a given subnet can also be a secondary server for another subnet.

primary zone  : A zone for which a master authoritative copy of data is held in persistent local
storage or in a locally accessible directory server .Azonestoredina directory server isa
primary zone for any DNS server that can retrieve a copy of it from its local directory
server

read -only domain controller (RODC) : A domain controller (DC) that does not accept originating
updates. Additio nally,an RODC does not perform outbound replication. An RODC cannot be the
primary domain controller (PDC) for its domain.

refresh interval :Ifthe NoRefresh interval for a record has expired and the DNS server receives
a DNS update that does not change the record data then the DNS server will commit a new
timestamp to the data store. The combination of NoRefresh and refresh intervals allows a DNS
server to maintain a relatively accurate record timestamp without unnecessary updates to the
data store.

relative distinguished name (RDN) : The name of an object relative to its pa rent. This is the
leftmost attribute  -value pair inthe  distinguished name (DN) of an object. For example, in the
DN "cn=Peter Housto n, ou=NTDEV, dc=microsoft, dc=com", the RDN is "cn=Peter Houston".
For more information, see RFEC2251] .

remote procedure call (RPC ): A context -dependent term commonly overloaded with three
meanings. Note that much of the industry literature concerning RPC technologies uses this term
interchangeably for any of the three meanings. Following are the three definitions: (*) The
runtime en vironment providing remote procedure call facilities. The preferred usage for this
meaning is "RPC runtime". (*) The pattern of request and response message exchange between
two parties (typically, a client and a server). The preferred usage for this meani ng is "RPC
exchange". (*) A single message from an exchange as defined in the previous definition. The
preferred usage for this term is "RPC message". For more information about RPC, see [C706].

resource record (RR) : A single piece of DNS data. Each resource record consists of a DNS type,
a DNS class, a time to live (TTL), and record data (RDATA) appropriate for the resource
record's DNS type.

Response Rate Limiting (RRL) : A collection of Domain Name System (DNS) server settings
that can help mitigate DNS amplification attacks. See RRL] .

root directory system agent - specific entry (rootDSE) : The logical root of a directory server,
whose distinguished name (DN) is the empty string. In the Lightweight Directory Access
Protocol (LDAP) ,the rootDSE is anamelessentry (a DN with an empty string) containing the
configuration status of the server. Access to this entry is typically available to unauthenticated
clients. The rootDSE contains attributes that represent t he features, capabilities, and

extensions provided by the particular server.

15 / 399

[MS -DNSP] - v20160714

Domain Name Service (DNS) Server Management Protocol
Copyright © 2016 Microsoft Corporation

Release: July 14, 2016


http://go.microsoft.com/fwlink/?LinkId=90325
http://go.microsoft.com/fwlink/?LinkId=617464

root hints : DNS root hints contain host information that is needed to resolve names outside of
the authoritative DNS domains. It contains names and addresses of the root DNS servers.

RPC transport  : The underlying network services used by the remote procedure call (RPC) runtime
for communications between networ k nodes. For more information, see [C706] section 2.

scavenging : A regularly scheduled process in which the state of database records are changed if
they have not been updated within a certain time interval, measured by the process that checks
whether curr ent time exceeds the record's time stamp value.

secondary DNS server : A DNS server that holds an authoritative read -only copy of a particular
zone's data. The copy is periodically copied from another authoritative DNS server. Each zone
can have any number  of secondary DNS servers.

secondary zone  : A zone for which an authoritative read -only copy of data is hosted by a
particular DNS server. The data for a secondary zone is periodically copied from another DNS
server that is authoritative for the zone.

secret key transaction authentication (TSIG) : An authentication mechanism specified in
RFC2845] for DNS dynamic updates that uses a one -way hashing function to provide a
cryptographically secure means of identifying each endpoint.

secure delegation : A delegation in a parent zone (name server record set), along with a signed
delegation signer (DS) record set, signifying a delegationto a s igned subzone.
secure dynamic update : A modification of the dynamic update mechanism defined in

RFC3645] by which updates for DNS records can be sent securely to the authoritative DNS
server fora zone through the DNS protocol.

security context : An abstract data structure that contains authorization information for a
part icular security principal in the form of a Token/Authorization Context (see MS -DTYP] section
2.5.2). A server uses the authorization information in a security context to check access to
requested resources. A security context also contains a key identifier that associates mutually
established cryptographic keys, along with other information needed to perform secure
communication with another security principal.

security descriptor : A data structure containing the security information associated with a
securable object. A security descriptor identifies an object's owner by its security identifier
(SID). If access control is configured for the object, its security descriptor contains a
discretionary access control list (DACL) with SIDs for the security principals who are allowed or
denied access. Applications use this structure to set and query an object's security status. The
security descriptor is used to guard access to an object as well as to control which type of
auditing takes place when the object is accessed. The security descr  iptor format is specified in
[MS -DTYP] section 2.4.6; a string representation of security descriptors , called SDDL, is
specified in [MS -DTYP] section 2.5.1.

security provider : A pluggable securi ty module that is specified by the protocol layer above the
remote procedure call (RPC) layer, and will cause the RPC layertouset his module to secure
messages in a communication session with the server. The security provider is sometimes
referred to as an authentication service. For more information, see [C706] and [MS -RPCE].

security support provider (SSP) : A dynamic -link library ( DLL) that implements the Security
Support Provider Interface (SSPI) by making one or more security packages available to
applications. Each security package provides mappings between an applicat ion's SSPI function
calls and an actual security model's functions. Security packages support security protocols such
as Kerberos authentication and NTLM.

Security Support Provider Interface (SS PI) : A Windows -specific APl implementation that
provides the means for connected applications to call one of several security providers to
establish authenticated connections and to exchange data securely over those connections. This
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is the Windows equival  ent of Generic Security Services (GSS) -API, and the two families of APIs
are on -the -wire compatible.

serial number  : Afieldinthe SOA record [RFC1035]fora  zone . This value is used to compare
different versions of ~ zone .

server level policy : A policy can be specified at each scope (subnet) or it can be specified global
to t he DHCP server. A policy which is global to the DHCP server is referred as a server -level
policy and applies to all the scopes configured on the DHCP server.

server scope : A collection of DNS server settings with a uniqgue name. The DNS server behavior is
determined by the applied server scope.

signing key descriptor (SKD) : A collection of DNSSEC signing key characteristics such as
algorithm, key length, and signature validity period that describe how DNSSEC signing keys and
corresponding signatures should b e generated and maintained by the DNS server.

single -label name : A domain name consisting of exactly one label [for example contoso. (an
absolute name) or contoso (a relative name)]. When written in dotted -notation [REC1034] ,a
single -label name  will contain at most one period (.).

start of authority (SOA) : Every zone containsa SOA record as defined in [RFC1035] section
3.3.13 and clarified in [RFC2181] section 7 at the beginning of the zone that provides
information relevant for a zone .

stub : Used as specified in [C706] section 2.1.2.2. A stub that is used on the clientis c alled a
"client stub ",anda stub thatis used on the server is called a "server stub ".

stub zone : A specialized version of a secondary zone . Astub zone contains only those resource
records that are ne  cessary to identify the authoritative DNS server forthat  zone . Astub zone
consists of the zone root SOA resource record [RFC1035] and [RFC 2181], zone root NS
resource records [RFC1035], and glue resource records forthe zone root SOA and NS
records.

time stamp  : An integer value representing the number of hours that have elapsed since midnight
(00:00:00 ), January 1, 1601 UTC.

Time -To-Live (TTL) : The time duration for which a Server Object is available.

tombstone : Aninactive DNS node which is not considered to be part of a DNS zone but has not
yet been deleted from the zone database inthe directory server . Tomb stones may be
permanently deleted from the zone once they reach a certain age. Tombstones  are not used
for DNS zones that are not stored in the directory server . A node is a tombstone if its

dnsTombstoned attribute has been set to "TRUE".

trust anchor  : A DNSKEY (p ublic key) or DS (public key hash) record that is presumed to be
authentic (that is trusted); a DNSKEY or DS record that is in the "TrustAnchors" zone. A DS
trust anchor cannot be used in a DNSS  EC proof, but it can serve as an authentication of a
retrieved DNSKEY record, allowing it to become a DNSKEY trust anchor

trust point  : An FQDN that has one or more trust anchors ; a point in the DNS namespace from
which a DNSSEC proof can begin, via the presumption of trust anchor authenticity; a node in the
"TrustAnchors" z one that contains a DS or DNSKEY record.

Unicode string : A Unicode 8 -hit string is an ordered sequence of 8 -bit units, a Unicode 16  -bit
string is an ordered sequence of 16 -bit code units, and a Unicode 32 -bit string is an ordered
sequence of 32 -bit code un its. In some cases, it could be acceptable not to terminate with a
terminating null character. Unless otherwise specified, all Unicode strings follow the UTF-16LE
encoding scheme with no Byte Order Mark (BOM).
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universally unique identifier (UUID) : A 128 -bit value. UUIDs can be used for multiple
purposes, from tagging objects with an extremely short lifetime, to reliably identifying very
persistent objects in cross  -process communication such as client and server interfaces, manager
entry -point vectors, and RPC objects. UUIDs are highly lik ely to be unique. UUIDs are also
known as globally unique identifiers (GUIDs) and these terms are used interchangeably in
the Microsoft protocol technical documents (TDs). Interchanging the usag e of these terms does
not imply or require a specific algorithm or mechanism to generate the UUID. Specifically, the
use of this term does not imply or require that the algorithms described in [RFC4122] or [C706]
must be used for generating the UUID.

User Datagram Protocol (UDP) : The connectionless protocol within TCP/IP that corresponds to
the transport layer in the ISO/OSI reference model.

UTF - 16LE : The Unicode Transformation Format - 16-bit, Little Endian encoding scheme. It is used
to encode Unicode cha racters as a sequence of 16  -bit codes, each encoded as two 8 - bit bytes
with the least - significant byte first.

UTF-8: A byte -oriented standard for encoding Unicode characters, defined in the Unicode standard.
Unless specified otherwise, this term refers to the UTF -8 encoding form specified in
[UNICODES5.0.0/2007] __ section 3.9.

virtualization instance : A'logical partition in a DNS server, which is capable of independently
hosting zones and zone s  copes. Same -name zones and zone scopes can be hosted in different
virtualization instances.

Windows Internet Name Service (WINS) : A name service for the NetBIOS protocol,
particularly designed to ease transition to a TCP/IP based network. The Microsoft
imp lementation of an NBNS server.

Windows Internet Name Service Reverse Lookup (WINS -R) : A form of reverse lookup
performed by the DNS server using NBSTAT RFC1002] lookups to map IPv4 addresses to
single -label names.

zone : A domain namespace is divided up into several sections called zones [RFC1034] and
[RFC2181]. A zone represents authority over a portion of the DNS namespace, excludi ng any
subzones that are below  delegations

zone scope : A unique version of a zone that can be created inside an existing zone. Reso urce
records can then be added (and subsequently managed) to the zone scope.

zone signing key (ZSK) : A DNSKEY used to sign all of the records in a zone, as defined in
[RFC4641].
zone transfer ~ : A DNS protocol mechanism [RFC1035] by which a full or partial ¢ opy of a DNS

zone can be transmitted from one DNS server to another.

MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as defined
in [REC2119] . All statements of optional behavior use either MAY, SHOULD, or SHOULD NOT.

1.2 References

Links to a document in the Microsoft Open Specifications library point to the correct section in the

most recently published version of the referenced document. However, because individual documents
in the library are not updated at the same time, the sect ion numbers in the documents may not
match. You can confirm the correct section numbering by checking the Errata .
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1.2.1 Normative References

We conduct frequent surveys of the normative references to assure their continued availability. If you
have any issue with finding a normative reference, please contact dochelp@microsoft.com . We will
assist you in finding the relevant information.

[ATMA] Technical Committee, ATM Forum, "ATM Name System Specification Version 1.0",
http://www.ipmplsforum.org/ftp/pub/approved -specs/af -saa-006 9.000.pdf

[C706] The Open Group, "DCE 1.1: Remote Procedure Call", C706, August 1997,
https://www2.opengroup.org/ogsys/catalog/c706

[DRAFT -DNSSEC-ECDSA] Hoffman, P., and Wijngaards, W., "Elliptic Curve DSA for DNSSEC", draft -

hoffman -dnssec -ecdsa-04, December 2010,  http://tools.ietf.org/html/draft -hoffman -dnssec -ecdsa -
04.t xt

[FIPS186] FIPS PUBS, "Digital Signature Standard (DSS)", FIPS PUB 186 -3, June 2009,
http://csrc.nist.gov/publications/fips/fips186 -3/fips_186 -3.pdf

[FIPS197] FIPS PUBS, "Advanced Encryption Standard (AES)", FIPS PUB 197, November 2001,
http://csrc.nist.gov/publications/fips/fips197/fips -197.pdf

[IANA -DNSSECAN] IANA, "Domain Name System Security (DNSSEC) Algorithm Numbers",
http://www.iana.org/assignments/dns -sec-alg-numbers

[IANA -DNS] IANA, "Domain Name System (DNS) Parameters", April 2009,
http://www. _iana.org/assignments/dns _ -parameters

[IANA -PROTO-NUM] IANA, "Protocol Numbers", February 2007,

http://www.iana.org/assignments/protocol -numbers

[IANAPORT] IANA, "Service Name and Transport Prot ocol Port Number Registry", November 2006,
http://www.iana.org/assignments/service -names -port -numbers/service _-names -port - numbers.xhtml
[MS - ADA1] Microsoft Corporation, " Active Directory Schema Attributes A o

[MS - ADA2] Microsoft Corporation, " Active Directory Schema Attributes M

[MS - ADA3] Microsoft Corporation, " Active Directory Schema Attributes N -Z".

[MS - ADSC] Microsoft Corporation, " Active Directory Schema Classes ~ ".

[MS - ADTS] Microsoft Corporation, " Active Directory Technical Specification

[MS -DTYP] Microsoft Corporation, "  Windows Data Types ".

[MS - ERREF] Microsoft Corporation, " Windows Error Codes

[MS - GKDI] Microsoft Corporation, " Group Key Distribution Protocol

[MS -NRPC] Microsoft Corporation, "  Netlogon Remote Protocol  ".

[MS - RPCE] Microsoft Corporation, " Remote Procedure Call Protocol Extensions

[MS -WINSRA] Microsoft Corporation, " Windows Internet Naming Service (WINS) Replication and

Autodiscovery Protocol

[RFC1034] Mockapetris, P., "Domain Names - Concepts and Facilities", STD 13, RFC 1034, November
1987, http://www.ietf.org/rfc/rfc1034.txt
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[RFC1035] Mockapetris, P., "Domain Names - Implementation and Specification”, STD 13, RFC 1035,
November 1987,  http://www.ietf.org/rfc/rfc1035.txt

[RFC1183] Everhart, C., Mamakos, L., Ullman, R. and Mockapetris, P., "New DNS RR Definitions", RFC
1183, October 1990,  http://www.ietf.org/rfc/rfc1183.txt

[RFC1738] Berners -Lee, T., Masinter, L., and M  cCahill, M., Eds., "Uniform Resource Locators (URL)",
RFC 1738, December 1994, http://www.ietf.org/rfc/rfc1738.txt

[RFC1876] Davis, C., Vixie, P., Goodwin, T., et al., "A Means for Expression Location Information in
the Domain Name System", RFC 1876, January 1996, http://www.ietf.org/rfc/rfc1876.txt

[RFC1982] Elz, R., and Bush, R., "Serial Number Arithmetic", RFC 1982, August 1996 ,
http://www.ietf.org/rfc/rfc1982.txt

[RFC1995] Ohta, M., "Incremental Zone Transfer in DNS", RFC 1995, August 1996,
http://www.ietf.org/rfc/rfc1995.txt

[RFC1996] Vixie, P., "A Mechanism for Prompt Notification of Zone Changes (DNS NOTIFY)", RFC
1996, August 1996, http://www.ietf.org/rfc/rfc1996.txt

[RFC206 5] Eastlake, D., and Kaufman, C., "Domain Name System Security Extensions", RFC 2065,
January 1997, http://www.ietf.org/rfc/rfc2065.txt

[RFC2119] Bradner, S., "Key words for use in RFCs to In dicate Requirement Levels", BCP 14, RFC
2119, March 1997, http://www.rfc  -editor.org/rfc/rfc2119.txt

[RFC2136] Thomson, S., Rekhter Y. and Bound, J., "Dynamic Updates in the Domain Name System
(DNS UPDATE)", RFC 2136, April 1997, http://www.ietf.org/rfc/rfc2136.txt

[RFC2181] Elz, R., and Bush, R., "Clarifications to the DNS Specification", RFC 2181, July 1997,
http://www.ietf.org/rfc/rfc2181.txt

[RFC2308] Andrews, M., "Negative Caching of DNS Queries (DNS NCACHE)", RFC 2308, March 1998,
http://www.ietf.org/rfc/rfc2308.txt

[RFC2535] Eastlake, D., "Domain Name System Security Extensions", RFC 2535, March 1999,
http://tools.ietf.org/html/rfc2535.txt

[RFC2671] Vixie, P., "Exten sion mechanism for DNS", RFC 2671, August 1999,
http://www.ietf.org/rfc/rfc2671.txt

[RFC2672] Crawford, M., and Fermilab, "Non -Terminal DNS Name Redirection”, RFC 2672, August
1999, http://www.ietf.org/rfc/rfc2672.txt

[RFC2782] Gulbrandsen, A., Vixie, P., and Esibov, L., "A DNS RR for specifying the location of services
(DNS SRV)", RFC 2782, February 2000, http://www.ietf.org/rfc/rfc2782.txt

[RFC2845] Vixie, P., Gudmundsson, O., Eastlake Ill, D., and Wellington, B., "Secret Key Transaction
Authentication for DNS (TSIG)", RFC 2845, May 2000, http://lwww.ietf.org/rfc/rfc2845.txt

[RFC2915] Mealling, M., and Daniel, R., "The Naming Authority Pointer (NAPTR) DNS Resource
Record", RFC 2915, September 2000, http://www.ietf.org/rfc/rfc2915.txt

[RFC2930] Eastlake Ill, D., "Secret Key Establishment for DNS (TKEY RR)", RFC 2930, September
2000, http://www.ietf.org/rfc/rfc2930.txt

[RFC2931] Ea stlake, D., "DNS Request and Transaction Signature (SIG (0) s)", RFC 2931, September
2000, http://www.ietf.org/rfc/rfc2931.txt
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[RFC3403] Mealling, M., "Dynamic Delegation Discovery System (DD DS) Part Three: The Domain
Name System (DNS) Database", RFC 3403, October 2002, http://www.ietf.org/rfc/rfc3403.txt

[RFC3447] Jonsson, J. and Kaliski, B., "Public -Key Cryptography Standards (PKCS) #1: RSA
Cryptography Specifications Version 2.1", RFC 3447, February 2003,
http://www.ietf.org/rfc/rfc3447 .txt

[RFC3565] Schaad, J., "Use of the Advanced Encryption Standard (AES) Encryption Algorithm in
Cryptographic Message Syntax (CMS)", RFC 3565, July 2003, http://www.ietf.org/rfc/rfc3565.txt

[RFC3596] Thomson, S., Huitema, C., Ksinant, V., and Souissi, M., "DNS Extensions to Support IP
version 6", RFC 3596, October 2003, http://www.ietf.org/rfc/rfc3596.txt

[RFC3597] Gustafsson, A.,"  Handling of Unknown DNS Resource Record (RR) Types", RFC3597,
September 2003,  http://www.ietf.org/rfc/rfc3597.txt

[RFC3629] Yergeau, F., "UTF -8, A Transformation Format of ISO 10646", STD 63, RFC 3629,
November 2003,  http://www.ietf.org/rfc/rfc3629.txt

[RFC3645] Kwan, S., Garg, P., Gilroy, J., Esibov, L., Westhead, J., and Hall, R., "Generic Security
Service Algorithm for Secret K ey Transaction Authentication for DNS (GSS -TSIG)", RFC 3645, October
2003, http://www.ietf.org/rfc/rfc3645.txt

[RFC3852] Housley, R., "Cryptographic Message Syntax (CMS)", RFC 3852, July 2004,
http://www.ietf.org/rfc/rfc3852.txt

[RFC4033] Arends, R., Austein, R., Lason, M., et al., "DNS Security Introduction and Requirements",
RFC 4033, March 2005,  http://www.ietf.org/rfc/rfc4033.txt

[RFC4034] Arends, R., Austein, R., Lason, M., et al., "Resource Records for the DNS Security
Extensions", RFC 4034, March 2005, http://www.ietf.org/rfc/rfc4034.txt

[RFC4035] Arends, R., Austein, R., Lason, M., et al., "Protocol Modifications for the DNS Security
Extensions", RFC 4035, March 2005, http://www.ietf. org/rfc/rfc4035.txt

[RFC4511] Sermersheim, J., "Lightweight Directory Access Protocol (LDAP): The Protocol", RFC 4511,
June 2006, http://www.rfc  -editor.org/rfc/rfc4511.txt

[RFC4641] Kolkman, O., and Gieben, R., "DNSSEC Operational Practices", RFC 4641, September
2006, http://www.ietf.org/rfc/rfc4641.txt

[RFC4701] Stapp, M., Lemon, T., and Gustafsson, A., "A DNS Resource Record (R R) for Encoding
Dynamic Host Configuration Protocol (DHCP) Information (DHCID RR)", RFC 4701, October 2006,
http://www.ietf.org/rfc/rfc4701.txt

[RFC5011] StJohns, M., "Automated Updates of DN S Security (DNSSEC) Trust Anchors", RFC 5011,
September 2007,  http://www.ietf.org/rfc/rfc5011.txt

[RFC5084] Housley, R., "Using AES -CCM and AES -GCM Authenticated Encryption in the Cryptograph ic
Message Syntax (CMS)", RFC 5084, November 2007, http://www.ietf.org/rfc/rfc5084.txt

[RFC5155] Laurie, B., Sisson, G., Arends, R., and Blacka, D., "DNS Security (DNSSEC) Hashed

Authenticate d Denial of Existence", RFC 5155, March 2008, http://www.ietf.org/rfc/rfc5155.txt

[RFC6698] Hoffman, P. and Schlyter, J, "The DNS -Based Authentication of Named Entities (DANE)
Transport Layer Security (TLS) Protocol: TLSA", RFC6698, August 2012,
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[SP800 -38D] National Institute of Standards and Technology., "Special Publication 800 -38D,
Recommendation for Block Cipher Modes of Operation: Galois/Counter Mode (GCM) and GMAC",
November 2007, http://csrc.nist.gov/publications/nistpubs/800 -38D/SP -800 -38D.pdf

[UNICODES.0.0/2007] The Unicode Consortium, "Unicode 5.0.0", 2007,
http://www.unicode.org/versions/Unicode5.0.0/

[X690] ITU -T, "Information Technology - ASN.1 Encoding Rules: Specification of Basic Encoding Rules
(BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER)", Recommendation
X.690, July 2002,  http://www.itu.int/rec/T -REC-X.690/en

1.2.2 Informative References

[MSDN -RPC] Microsoft Corporation, "Remote Procedure Call", http://msdn.microsoft.com/en -
us/library/aa378651.aspx

[MSKB -2919355] Microsoft Corporation, "Windows RT 8.1, Windows 8.1, and Windows Server 2012 R2
Update: April 2014", http://sup __port.microsoft.com/kb/2919355

[RRL] Vixie, P. and Schryver, V., "DNS Response Rate Limiting (DNS RRL)", ISC -TN-2012 -1-Draft 1,
April 2012, http://ss.vix.su/~vixie/isc -tn-2012 -1.txt

1.3 Overview

The DNS Server Management Protocol is a client/server protocol that is used to remotely query,

monitor and configure DNS server settings, its zones , and resource records . The protocol allows a
client to access DNS server settings and properties and also to enumerate all DNS data stored on the

server (DNS zones and DNS records).

The DNS Server Management Protocol is a simple protocol with no state shared across RPC method

calls. Each RPC method call contains one complete request. Output from one method call can be used

as input to another call but the DNS Server Management Protocol do es not provide for locking of DNS
data across method calls. For example, a client can enumerate DNS zones with one call and retrieve

the properties of one or more of the enumerated DNS zones with another call. However, no guarantee

is made that the zone ha s not been deleted by another DNS Server Management Protocol client

between these two method calls.

When the DNS serveris  directory server -integrated , some client requests can require or trigge r
Lightweight Directory Access Protocol (LDAP) requests from the DNS server to the local
directory server or another directory serve r.

In particular, the DNS server can use the defaultNamingContext of the directory server's rootDSE , a
DNS domain partition named DnsDomainZones, or a DNS forest partition named DnsForestZones
to store zone information and zone records. (See section 2.3 for adiscussion of the schemas used to
store this information.) A DNS Server integrated with a directory server creates and automatically
enlists itself in these default application directory partitions . Alternatively, zone information and

zone records can be stored in additional application directory partitions, which can be created (and

removed) by the DNS Server Management Protocol cl ient in order to control the granularity of zone

replication. Zones created in these additional application directory partitions will only be visible to
directory servers enlisted in those partitions, thus allowing for granular control over replication.

A typical remote management involves the client querying or setting the configuration parameters of

the DNS server. The client can also enumerate DNS zones and the DNS records stored in one or more
zones. The client can modify the configuration of the DNS se rver as required. The client can also add,
delete, or modify DNS zones or the DNS records held in zones as required. For example, a remote
management client can:

A Setorretrieve the server's for warders
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A Set or retrieve various DNS server settings.
A Create or modify zones.
A Create or modify zone records.

This usually involves sending a request to the DNS server specifying the type of operation (get, set
and execute are examples of types of operation s) to perform and any specific parameters that are
associated with that operation. The DNS server responds to the client with the result of the operation.

The following diagram shows an example of a remote client creating a zone on the DNS server using

the DNS server Management Protocol. The client sends a request to the server with the operation type
and parameters. The server responds with a success or an error.

Management Client1

——Reguest (Operation Type, Parameters)——— =

.
-

-l Success/Error %

DNS Serverl

Figure 1:DNS Server Management Protocol

1.4  Relationship to Other Prot ocols

The DNS Server Management Protocol relies on RPC MS -RPCE] as a transport. It is used to man age
servers that implement DNS [REC1035] , [REC1183] , [REC1876] , [RFC1995] , [REC1996] , [REC2065] ,
[REC2136] , [REC2535] , [REC2671] , [RFC2672] , [REC2782] , [REC2845] , [REC2915] , [REC2931] ,

[REC3596] , [REC4034] ,and [REC4701] . It also interacts with the Netlogon protocol MS -NRPC].
The following diagram illustrates the relationship of the DNS Server Management Protocol and how it

relates to RPC [MS -RPCE].

DNS Server Management Protocol

RPC RPC Layer

TCP Named Pipes Transport Layer

Figure 2:How the DNS Server Management Protocol uses RPC

The DNS server relies on the LDAP protocol RFC4511] to retrieve and modify DNS information when it
is stored in a directory server. In this case, the DNS server is the client of the LDAP protocol, acting on
behalf of and impersonating (using RPC impersonation), the client of the DNS Serv er Management

Protocol. LDAP's relationship with other protocols is covered in [RFC4511] section 5. Note that
although an LDAP provider can support transports other than TCP, the DNS server is required to open
LDAP connections specifying the TCP transport using port 389.
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The following diagram shows the relationship of the DNS Server Management Protocol to LDAP and
TCP:

DNS Server Management Protocol

LDAP

TCP Transport Layer

Figure 3: How the DNS Server Management Protocol uses LDAP

The following diagram illustrates the interaction between DNS Server Management Protocol Clients,
DNS Servers, and directory servers.
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Management Client
DNS Server Management Protocol
DNS Server 1

LDAP LDAP

Local Directory Server Remote Directory Server

Figure 4: Relationship between DNS Server Management Protocol Clients, DNS Servers, and
Directory Servers

15 Prerequisites/Preconditions

This protocol is implemented on top of RPC and, as a result, has the prerequisites identified in MS -
RPCE].
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The DNS Server Management Protocol assumes that a client has obtained the name of a server that
supports this protocol before the protocol is invoked. It also assumes that if a local directory server is
available, the DNS server will esta blish an LDAP session to it and has appropriate credentials for
requests. If no local directory server is available, or if a connection cannot be established, the DNS

server operates only with zones loaded from files in the local file system rather than wi th zones
replicated in the directory service, and operations requiring a directory service will fail.

All LDAP operations described in this protocol are performed with the local directory server unless

otherwise stated. Consistency of DNS data stored in t he local directory server is not guaranteed, since
complete or partial updates to the LDAP directory can be replicated to the local directory server at any

time. The protocol assumes that the DNS server polls the local directory server for changes that nee d
to be synchronized with the in -memory zones.

1.6  Applicability Statement

This protocol is applicable when an application needs to remotely configure a DNS server. It is not
applicable to scenarios with multiple clie nts simultaneously managing a DNS server, if the ability to
prevent interference is required.

1.7  Versioning and Capability Negotiation

This document covers versi  oning issues in the following areas:

A Supported Transports: The DNS Server Management Protocol uses the RPC protocol as a transport
and multiple RPC transports

A Protocol Versions: This protocol h as a version number of 5.0.

A Security and Authentication Methods: Authentication and security are provided as specified in

MS -RPCE].

The DNS server requests the principal name f or the security provider available on the system.

Then Providers, for whom a principal name was obtained, are registered as supported

authenticating mechanism for RPC calls. An RPC client using TCP, immediately after creating a

binding attempts to negotiate authentication using RPC_C_AUTHN_GSS_NEGOTIATE and

authentication level as RPC_C_AUTHN_LEVEL_PKT_INTEGRITY as specified in section s2.11 and
21.2 .

A Localization: This protocol passes text strings in various methods. Localization considerations for
such strings are  specified where relevant.

A Capability Negotiation: The DNS Server Management Protocol does not support negotiation of the
protocol version to use. Instead, this protocol uses only the protocol version number specified in
the IDL for versioning and capability negotiation. Note that the present version of the IDL includes
a client version input parameter ( dwClientVersion ) for some of the method calls (section
2.2.1.2.1 ). This parameter allows the server to provide responses conforming to earlier versions of
certain data structures associated with those method calls, while allowing extensibility of the
present version of the protocol.

1.8 Vendor -Extensible Fields

This protocol uses Win32 error codes as defined in MS - ERREF] section 2.2. Vendors are advised to
reuse those values with their indicated meaning. Choosing any other value runs the risk of a collision

in the future.
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1.9 Standards Assignments

The following parameters are private Microsoft assignments.

Parameter Value Reference

RPC Interface  UUID for DNS | 50ABC2A4 -574D -40B3 -9D66 -EE4FD5FBAQ076 C706] section A.2.5

Named Pipe name \PIPE\DNSSERVER
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2 Messages

The following sections specify how the DNS Server Management Protocol messages are transported
and what common data types are us ed.

2.1 Transport

All implementations MUST support the RPC over TCP protocol sequence (ncacn_ip_tcp), as specified in

MS - RPCE], with dynamic endpoints . Implementations MAY  <1> also support the RPC over named
pipes protocol sequence (ncacn_np), as specified in [MS -RPCE], with named pipe name

\PIPE\DNSSERVER. The choice of transport for any given communication is up to the client application
or higher -layer protocol.

The protocol MUST use the following UUID:
DnsServer: 50ABC 2A4-574D -40B3 -9D66 - EE4FD5FBAO76

The protocol MUST use an IDL version of 5.0.

2.1.1 Server Security Settings

The DNS Server Management Protocol uses Security Support Provider Interface (SSPI) security

provided by RPC, as specified in MS - RPCE] section 3.3.1.5.2 for sessions using TCP as the transport
protocol. The server SHOULD register the following as security providers:

A RPC_C_AUTHN_GSS_NEGOTIATE
A RPC_C_AUTHN_GSS_KERBEROS
A RPC_C_AUTHN_WINNT

The DNS server MUST allow only authenticated access to RPC clients. The DNS server MUST NOT allow

anonymous RPC clients. The DNS RPC server MUST perform a three -phase authorization test to ensure
that the client is authorized to perform the specific RPC operation. The three -phase authorization test
is specified in section  3.1.6.1 . If the server is directory ser ver integrated, the server MUST cache

directory server security descriptors until the next LDAP read operation that reads them and
perform LDAP read operations for security descriptors as specified in section  3.1.6.2 .

The DNS server can support up to 1,234 concurren t RPC calls.

The DNS server MUST limit access to only clients that negotiate an authentication level higher than
that of RPC_C_AUTHN_LEVEL_NONE (see [MS -RPCE] section 2.2.1.1.8).

2.1.2  Client Security Settings

The DNS RPC client SHOULD use a  security support provider (SSP) over RPC as specified in
RPCE], for sessions using TCP as RPC transport protocol. A client SHOULD a uthenticate using:

A RPC_C_AUTHN_GSS_NEGOTIATE

A client using TCP as the RPC transport requests RPC_C_AUTHN_LEVEL_PKT_INTEGRITY
authentication with the DNS server.

For negotiating RPC security, the DNS RPC client uses the following parameters:

A Theclient SH OULD<2> request mutual authentication by requesting the
RPC_C_QOS_CAPABILITIES_MUTUAL_AUTH capability. The client MAY additionally request the
RPC_C_QOS_CAPABILITIES_IGNORE_DELEGATE_FAILURE ca pability.
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A The identity tracking type is set to RPC_C_QOS_IDENTITY_STATIC.

A The impersonation type is set to RPC_C_IMP_LEVEL_IMPERSONATE, indicating that the server can
impersonate the client; the client MAY instead specify RPC_C_IMP_LEVEL_DELEGATE. <3>

2.2  Common Data Types

In addition to RPC base types and definitions specified in [C706] and [MS -RPCE], additional data types
are defined below. This protocol also uses the types WORD and DWORD defined in MS -DTYP].
All multi -byte integer values in the messages declared in this section use little -endian byte order

unless otherwise noted.

All fields designated as Unicode strings MUS T be implemented using UTF-16LE strings as defined in
[UNICODES.0.0/2007] section 2.6.

221 DNS RPC Common Messages

2.2.1.1 Enumerations and C onstants

22111 DNS_RPC_TYPEID

The DNS Server Management Protocol RPC methods use a generic and extensible data structure of

type DNSSRV_RPC UNION (section 2.2.1.2.6) , which is a union of pointers to dif ferent data types. A
DNS_RPC_TYPEID value is used to specify what data is being stored in an instance of the
DNSSRV_RPC_UNION structure. The DNS_RPC_TYPEID enumeration combined with a
DNSSRV_RPC_UNION structure allow the DNS RPC interface to communicate ma ny different types of
DNS server configuration and data in a single structure.

typedef enum _DnssrvRpcTypeld

DNSSRV_TYPEID_NULL =0,
DNSSRV_TYPEID_DWORD,
DNSSRV_TYPEID_LPSTR,
DNSSRV_TYPEID_LPWSTR,
DNSSRV_TYPEID_IPARRAY,
DNSSRV_TYPEID_BUFFER, /II'5
DNSSRV_TYPEID_SERVER_INFO_W2K,
DNSSRV_TYPEID_STATS,
DNSSRV_TYPEID_FORWARDERS_W2K,
DNSSRV_TYPEID_ZONE_W2K,
DNSSRV_TYPEID_ZONE_INFO_W2K, il 10
DNSSRV_TYPEID_ZONE_SEDNDARIES_W2K,
DNSSRV_TYPEID_ZONE_DATABASE_W2K,
DNSSRV_TYPEID_ZONE_TYPE_RESET_W2K,
DNSSRV_TYPEID_ZONE_CREATE_W2K,
DNSSRV_TYPEID_NAME_AND_PARAM, il15
DNSSRV_TYPEID_ZONE_LIST_W2K,
DNSSRV_TYPEID_ZONE_RENAME,
DNSSRVTYPEID_ZONE_EXPORT,
DNSSRV_TYPEID_SERVER_INFO_DOTNET,
DNSSRV_TYPEID_FORWARDERS_DOTNET, Il 20
DNSSRV_TYPEID_ZONE,
DNSSRV_TYPEID_ZONE_INFO_DOTNET,
DNSSRV_TYPEID_ZONE_SECONDARIES_DOTNET,
DNSSRV_TYPEID_ZONE_DATABASE,
DNSSRV_TYPEID_ZONE_TYPE_RESET DOTNET, // 25
DNSSRV_TYPEID_ZONE_CREATE_DOTNET,
DNSSRV_TYPEID_ZONE_LIST,
DNSSRV_TYPEID_DP_ENUM,
DNSSRV_TYPEID_DP_INFO,
DNSSRV_TYPEID_DP_LIST, /I 30
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DNSSRV_TYPEID_ENLIST_DP,
DNSSRV_TYPEID_ZONE_CHANGE_DP,
DNSSRV_TYPEID_ENUM_ZONES_FILTER,
DNSSRV_TYPEID_ADDRARRAY,
DNSSRV_TYPEID_SERVER_INFO, Il 35
DNSSRV_TYPEID_ZONE_INFO,
DNSSRV_TYPEID_FORWARDERS,
DNSSRV_TYPEID_ZONE_SECONDARIES,
DNSSRV_TYPEID_ZONE_TYPE_RESET,
DNSSRV_TYPEID_ZONE_CREATE, Il 40
DNSSRV_TYPEID_IP_VALIDATE,
DNSSRV_TYPEID_AUTOCONFIGURE,
DNSSRV_TYPEID_UTF8_STRING_LIST,
DNSSRV_TYPEID_UNICODE_STRING_LIST,
DNSSRV_TYPEID_SKD, I 45
DNSSRV_TYPEID_SKD_LIST,
DNSSRV_TYPEID_SKD_STATE,
DNSSRV_TYPEID_SIGNING_VALIDATION_ERROR,
DNSSRV_TYPEID_TRUST_POINT_LIST,
DNSSRV_TYPEID_TRUST_ANCHOR_LIST, /I 50
DNSSRV_TYPEID_ZONE_SIGNING_SETTINGS,
DNSSRV_TYPEID_ZONE_SCOPE_ENUM,
DNSSRV_TYPEID_ZONE_STATS,
DNSSRV_TYPEID_ZONE_SCOPE_CREATE,
DNSSRV_TYPEID_ZONE_SCOPE_INFO, Il 55
DNSSRV_TYPEID_SCOPE_ENUM,
DNSSRV_TYPEID_CLIENT_SUBNET_RECORD,
DNSSRV_TYPEID_POCY,
DNSSRV_TYPEID_POLICY_NAME,
DNSSRV_TYPEID_POLICY_ENUM, Il 60
DNSSRV_TYPEID_RRL
DNSSRV_TYPEID_VIRTUALIZATION_INSTANCE
DNSSRV_TYPEID_VIRTUALIZATION_INSTANCE_ENUM

}
DNS_RPC_TYPEID, *PDNS_RPC_TYPEID;

DNSSRV_TYPEID_NULL: No data is provided.

DNSSRV_TYPEID_DWORD: A DWORD value.

DNSSRV_TYPEID_LPSTR: A pointerto anull -terminated UTF-8 [REC3629] string.
DNSSRV_TYPEID LPWSTR: A pointerto a null  -terminated Unicode string

DNSSRV_TYPEID_IPARRAY: A pointerto an  |P4_ARRAY . This structure is used to specify a list of
IPv4 addresses.

DNSSRV_TYPEID_BUFFER: Apointertoa DNS_RPC BUFFER (section 2.2.1.2.2) . This structure is
used to hold a generic buffer of the DNS server information. Interpretation of the buffer depends
upon the request.

DNSSRV_TYPEID_SERVER_INFO_W?2K: A pointer to a struct  ure of type
DNS_RPC_SERVER_INFO_W2K (section 2.2.4.2.2.1) . This structure is used to specify general DNS
server state and configuration.

DNSSRV_TYPEID_STATS: A pointer to a structure of type DNSSRV_STATS (section 2.2.10.2.2)
The structure exposes internal statistics and counters.

DNSSRV_TYPEID_FORWARDERS_W2K: A pointer to a structure of type
DNS_RPC_FORWARDERS_W2K (section 2.2.5.2.10.1) . This structure specifies the set of DNS
servers this DNS server will forward unresolved queries to.
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DNSSRV_TYPEID_ZONE_W?2K: A pointer to a structure of type
DNS RPC_ZONE_W2K (section 2.2.5.2.1.1) . This structure is used to specify basic information
about a DNS zone.

DNSSRV_TYPEID_ZONE_INFO_W?2K: A pointer to a structure of type
DNS_RPC_ZONE_INFO_W2K (section 2.2.5.2.4.1) . This structure is used to specify detailed DNS
zone information.

DNSSRV_TYPEID_ZONE_SECONDARIES_W?2K: A pointer to a structure of type
DNS_RPC_ZONE_SE CONDARIES_W2K (section 2.2.5.2.5.1) . This structure is used to specify
information about the secondary servers for a primary DNS zone.

DNSSRV_TYPEID_ZONE_DATABASE_W2K: A pointer to a structure of type
DNS_RPC_ZONE_DATABASE_W2K (section 2.2.5.2.6.1) . This structure specifies how a DNS zone
is stored in persistent storage.

DNSSRV_TYPEID_ZONE_TYPE_RESET_W?2K: This value is not used.

DNSSRV_TYPEID_ZONE_CREATE_W2K: A pointer to a structure of type
DNS_RPC_ZONE_CREATE_INFO_W2K (section 2.2.5.2.7.1) . This structure is used to specify
parameters required when creating a new DNS zone.

DNSSRV_TYPEID_NAME_AND_PARAM: A pointer to a structure of type
DNS_RPC_NAME_AND_PARAM (section 2.2.1.2.5) . Thisis a general purpose structure used to
associate a parameter name with a DWORD value.

DNSSRV_TYPEID_ZONE_LIST_W2 K: A pointer to a structure of type
DNS _RPC ZONE_LIST W2K (section 2.2.5.2.3.1) . This structure is used to enumerate zones.

DNSSRV_TYPEID_ZONE_RENAME: This value is not used.

DNSSRV_TYPEID_ZONE_ EXPORT: A pointer to a structure of type
DNS_RPC_ZONE_EXPORT_INFO (section 2.2.5.2.8) . This structure is used to specify how to export
a zone to afile.

DNSSRV_TYPEID_SERVER_INFO_DOTNET: A point er to a structure of type
DNS_RPC_SERVER_INFO_DOTNET (section 2.2.4.2.2.2) . This structure is used to specify general
DNS server state and configuration.

DNSSRV_TYPEID_FORWARDERS_DOTNET: A pointe r to a structure of type
DNS_RPC_FORWARDERS DOTNET (section 2.2.5.2.10.2) . This structure specifies the set of DNS
servers this DNS server will forward unresolved queries to.

DNSSRV_TYPEID_ZONE: A pointer to a structure of type DNS_RPC_ZONE (section 2.2.5.2.1) .This
structure is used to specify basic information and a DNS zone.

DNSSRV_TYPEID_ZONE_INFO_DOTNET: A pointer to a structure of type
DNS_RPC_ZONE_INFO_DOTNET (section 2.2.5.2.4.2) . This structure is used to specify detailed
information about a DNS zone.

DNSSRV_TYPEID_ZONE_SECONDARIES_DOTNET: A pointer to a structure of type
DNS_RPC_ZONE_SECONDARIES_DOTNET (section 2.2.5.2.5.2) . This structure is used to specify
information about the secondary servers for a primary DNS zone.

DNSSRV_T YPEID_ZONE_DATABASE: A pointer to a structure of type
DNS_RPC_ZONE_DATABASE (section 2.2.5.2.6) . This structure specifies how a DNS zone is stored
in persistent storage.

DNSSRV_TYPEID_ZONE_TYPE_R  ESET_DOTNET: This value is not used.
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DNSSRV_TYPEID_ZONE_CREATE_DOTNET: A pointer to a structure of type
DNS_RPC_ZONE_CREATE_INFO_DOTNET . This structure is used to specify parameters required
whe n creating a new DNS zone.

DNSSRV_TYPEID_ZONE_LIST: A pointer to a structure of type
DNS _RPC ZONE_LIST (section 2.2.5.2.3) . This structure is used to enumerate zones.

DNSSRV_TYPEID_DP_ENUM: A pointer to a structure of type
DNS RPC_DP_ENUM (section 2.2.7.2.3) . This structure is used to specify basic information about
an application directory partition.

DNSSRV_TYPEID_DP_INFO: A poin ter to a structure of type
DNS RPC_DP_INFO (section 2.2.7.2.1) . This structure specifies detailed information about a single
application directory partition.

DNSSRV_TYPEID_DP_LIST: A pointertoa structure of type
DNS_RPC_DP_LIST (section 2.2.7.2.4) . This structure is used to enumerate application directory
partitions.

DNSSRV_TYPEID_ENLIST_DP: A pointer to a structure of type

DNS_RPC_ENLIST DP (section 2.2.7.2.5) . This structure is used to request enlistment changes for
an application directory partition.

DNSSRV_TYPEID_ZONE_CHANGE_DP: A pointer to a structure of type
DNS_RPC_ZONE_CHANGE_DP_(section 2.2.7.2.6) . This structure is used to request that a DNS
zone be moved from one application directory partition to another.

DNSSRV_TYPEID_ENUM_ZONES_FILTER: A pointerto a st ructure of type
DNS_RPC _ENUM_ZONES FILTER (section 2.2.5.2.9) . This structure is used to filter DNS zones
during enumeration.

DNSSRV_TYPEID_ADDRARRAY: A pointer to a structure of type
DNS_ADDR_ARRAY (section 2.2.3.2.3) . This structure is used to specify a list of IPv4 or IPv6
addresses.

DNSSRV_TYPEID_SERVER_INFO: A pointer to  a structure of type

DNS_RPC_SERVER_INFO (section 2.2.4.2.2) . This structure is used to specify general DNS server
state and configuration.

DNSSRV_TYPEID_ZONE_INFO: A pointer to a structure of typ e
DNS_RPC_ZONE_INFO (section 2.2.5.2.4) . This structure is used to specify detailed information
about a DNS zone.

DNSSRV_TYPEID_FORWARDERS: A pointer to a structure of type
DNS_RPC_FORWARDERS (section 2.2.5.2.10) . This structure specifies the set of DNS servers this
DNS server will forward unresolved queries to.

DNSSRV_TYPEID_ZONE_SECONDARIES: A pointer to a structure of type
DNS_RPC_ZONE_SECONDARIES (section 2.2.5.2.5) . This structure is used to specify information
about the secondary servers for a primary DNS zone.

DNSSRV_TYPEID ZONE_TYPE_RESET: This value is not used.

DNSSRV_TYPEID_ZONE_CREATE: A pointer to a structure of type
DNS_RPC_ZONE_CREATE_INFO (section 2.2.5.2.7) . This structure is used to specify parameters
required when creating a new DNS zone.

DNSSR V_TYPEID_IP_VALIDATE: A pointer to a structure of type
DNS_RPC_IP_VALIDATE (section 2.2.3.2.4) . This structure is used to request IP validation and to
return the results of IP validation.
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DNSSRV_ TYPEID_AUTOCONFIGURE: A pointer to a structure of type
DNS_RPC_AUTOCONFIGURE (section 2.2.8.2.1) . This structure is used to request DNS server
autoconfiguration.

DNSSRV_TYPEID_UTF8_STRING_LIST: A pointer to a structure of type
DNS_RPC_UTF8_STRING_LIST (section 2.2.1.2.3) . This structure is used to represent a list of
UTF-8 [RFC3629] strings.

DNSSRV_TYPEID_UNICODE_STRING_LIST: A pointer to a structure of type
DNS_RPC_UNICODE_STRING_LIST (section 2.2.1.2.4) . This structure is used to represent a list of
Unicode strings.

DNSSRV_TYPEID_SKD: A pointer to a structure of type DNS_RPC_SKD (section 2.2.6.2.1) . This
structure is used to specify detailed signing key descriptor (SKD) information.
DNSSRV_TYPEID_SKD_LIST: A pointer to a structure of type

DNS_RPC_SKD_LIST (section 2.2.6.2.2) . This structure is used to enumerate signing key
descriptors.

DNSSRV_TYPEID_SKD_STATE: A pointer to a structure of type
DNS _RPC_SKD_STATE (section 2.2.6.2.3) . This structure is used to specify detailed signing key
descriptor state information.

DNSSRV_TYPEID_SIGNING_VALIDATION_ERROR: A pointer to a structure of type
DNS_RPC_SIGNING_VALIDATION_ERROR _ (section 2.2.6.2.8) . This structure is used to specify
signing key descriptor validation error information.

DNSSRV_TYPEID_TRUST_POINT_LIST: A pointer to a structure of type
DNS_RPC TRUST POINT_LIST (section 2.2.6.2.5) . This structure is used to enumerate trust
points

DNSSRV_TYPEID_TRUST_ANCHOR_LIST: A pointer to a structure of type
DNS _RPC TRUST _ANCHOR_LIST (section 2.2.6.2.7) . This structure is used to enumerate trust
anchors

DNSSRV_TYPEID_ZONE_SIGNING_SETTINGS: A pointer to a structure of type

DNS_RPC_ZONE_DNSSEC_SETTINGS (section 2.2.6.2.9) . This structure is used to specify the
DNSSEC settings for file -backed zones.

DNSSRV_TYPEID_ZONE_SCOPE_ENUM: A pointer to a structure of type
DNS_RPC _ENUM_ZONE_SCOPE_LIST (section 2.2.13.2.1) . This structure is used to enumerate
zone scopes  or cache scopes

DNSSRV_TYPEID_ZONE_STATS: A pointer to a structure of type
DNS_RPC ZONE_STATS V1 (section 2.2.12.2.5) . This structure is used to enumerate the zone
statistics.

DNSSRV_TYPEID_ZONE_SCOPE_CREATE: A pointer to a structure of type
DNS_RPC ZONE_SCOPE _CREATE_INFO V1 (section 2.2.13.2.2.1) . This structure is used to create
the zone scope or cache scope.

DNSSRV_TYPEID_ZONE_SCOPE_INFO: A pointer to a structure of type
DNS_RPC_ZONE_SCOPE_INF O V1 (section 2.2.13.2.3.1) . This structure is used to get the zone
scope or cache scope information.

DNSSRV_TYPEID_SCOPE_ENUM: A pointer to a structure of type DNS_RPC_ENUM_SCOPE_LIST
(section 2.2.14.1.1 ). The structure is used to enumerate the server scopes configured on the DNS
server.
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DNSSRV_TYPEID_CLIENT_SUBNET_RECORD: A pointer to a structure of type
DNS_RPC_CLIENT_SUBNET_RECORD (section 2.2.15.2.1 ). The structure is used to enumerate the
client subnet records configured on the DNS server.

DNSSRV_TYPEID_POLICY: A pointer to a structure of type DNS_RPC_POLICY (section 2.2.15.25).

DNSSRV_TYPEID_POLICY_NAME: A pointer to a structure of type DNS_RPC_POLICY_NAME
(section 2.2.15.2.6 ).

DNSSRV_TYPEID_POLICY_ENUM: A pointer to a structure of type
DNS_RPC_ENUMERATE_POLICY_LIST (section 2.2.15.2.7 ). The structure is used to enumerate the
DNS polic y configured on the DNS server.

DNSSRV_TYPEID_RRL: A pointer to a structure of type DNS_RPC_RRL_PARAMS (section

2.2.16.2.1 ). This structure is used to configure parameters for Response Rate Limiting (RRL)
DNSSRV_TYPEID_VIRTUALIZATION_INSTANCE : A pointer to a structure of type
DNS_RPC_VIRTUALIZATION_INSTANCE (section 2.2.17.1.1 ).
DNSSRV_TYPEID_VIRTUALIZATION_INSTANCE_ENUM : A pointer to a structure of type
DNS_RPC_ENUM_VIRTUALIZATION_INSTANCE_LIST (section 2.2.17.1.3) . This structure is used to
enumerate the virtualization instances in the DNS Server.
Clients and servers of the DNS Server Management Protocol SHOULD <4> support all values above.

2.2.1.12 DNS_ RPC_PROTOCOLS

DNS_RPC_PROTOCOLS is a DWORD value that specifies types of RPC protocols supported by the DNS
server. For more details about this t ype, see section 2.1 in MS - RPCE].

Constant/value Description

DNS_RPC_USE_TCPIP The server allows clients to connect using RPC over TCP/IP.

0x00000001

DNS_RPC_USE_NAMED_PIPE The server allows clients to connect using RPC over named pipes.

0x00000002

DNS_RPC_USE_LPC An implementation - specific mode of communicating with a client on the same
0x00000004 machine.  <5>_

DNS_RPC_USE_ALL_PROTOCOLS | The server allows clients to connect using any of the above RPC mechanisms.
OXFFFFFFFF

22113 TRUSTPOINT_STATE

The TRUSTPOINT_STATE enumeration identifies the current state of the life cycle of a DNSSEC trust
point. The state of the trust point is determined by the states of its trust anchors and is given for
informational purposes only; it does no t affect the DNS or LDAP protocol.

typedef enum

TRUSTPOINT_STATE_INITIALIZED,
TRUSTPOINT_STATE_DSPENDING,
TRUSTPOINT_STATE_ACTIVE,
TRUSTPOINT_STATE_DELETE_PENDING,
TRUSTPOINT_STATE_DELETED
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TRUSTPOINT_STATE, *PTRUSTPOINT_STATE;

TRUSTPOINT_STATE_INITIALIZED : Indicates a trust point that has no trust anchors but has child nodes that
do have trust anchors.

TRUSTPOINT_STATE_DSPENDING : Indicates a trust point that has only DS trust anchors and is therefore

ineffective for DNSSEC operations.

TRUSTPOINT_STATE_ACTIVE : Indicates a trust point that has one or more DNSKEY trust anchors. Queries

covered by this trus  t point will be validated using the DNSKEY trust anchors.

TRUSTPOINT_STATE_DELETE_PENDING : Indicates a trust point containing only revoked DNSKEY trust

anchors. When the  [REC5011] remove -hold -down time is exceeded for all revoked trust anchors, this trust point
will be deleted.

TRUSTPOINT_STATE_DELETED : Reserved. MUST NOT be sent by the server, MUST be ignored by the receiver.

22114 TRUSTANCHOR_STATE

The TRUSTANCHOR_STATE enumeration identifies the current state of the life cycle of a DNSSEC trust
anchor. All states other than TRUSTANCHOR_STATE_DSPENDING and
TRUSTANCHOR_STATE_DSINVALID correspond to the states given in RFC5011] section 4.2. Only the
TRUSTANCHOR_STATE_VALID and TRUSTANCHO R_STATE_MISSING trust anchors affect the DNS
protocol (by acting as a DNSSEC trust anchor). None of the states affect the LDAP protocol

RFC4511] .

typedef enum

{
TRUSTANCHOR_STATE_INITIALIZED,
TRUSTANCHOR_STATE_DSPENDING,
TRUSTANCHOR_STATE_DSINVALID,
TRUSTANCHOR_STATE_ADDPEND,
TRUSTANCHOR_STATE_VALID,
TRUSTANCHOR_STATE_MISSING,
TRUSTANCHOR_STATE_REVOKED,
TRUSTANCHOR_STATE_DELETED

}
TRUSTANCHOR_STATE, *PTRUSTANCHOR_STATE;

TRUSTANCHOR_STATE_INITIALIZED : Reserved. MUST NOT be sent by the server, MUST be ignored by the

receiver.

TRUSTANCHOR_STATE_DSPENDING : Indicates a DS trust anchor that can be replaced by the DNSKEY trust

anchor that m atches the hash of the DS trust anchor after the next [RFC5011] active refresh
TRUSTANCHOR_STATE_DSINVALID : Indicates a DS trust anchor that matches a DNSKEY record that is not

valid as atrust anchor because the SEP flag is not set or because the algorithm is unsupported.
TRUSTANCHOR_STATE_ADDPEND : Indicates a DNSKEY trust anchor that has not exceeded the [RFC5011] add -
hold -down time. This trust anchor can become a valid trust anchor after the hold -down time has been exceeded.
TRUSTANCHOR_STATE_VALID : Indicates a DNSKEY trust anchor that has exceeded the [RFC5011] add -hold -

down time, has been matched to (and has replaced) a DS trust anchor, or has been added by the administrator.

This trust anch or is trusted for DNSSEC operations, and a copy exists in the TrustAnchors zone.
TRUSTANCHOR_STATE_MISSING . Indicates a DNSKEY trust anchor that is valid but was not seen in the last
[RFC5011] active refresh. This trust anchor is trusted for DNSSEC operations, and a copy exists in the
TrustAnchors zone.

TRUSTANCHOR_STATE_REVOKED : Indicates a DNSKEY trust anchor that has been revoked by the
authoritative zone administrator according to [RFC5011]. This trust anchor will be deleted when the [RFC5011]
remove -hold -down time is exceeded.

TRUSTANCHOR_STATE_DELETED : Reserved. MUST NOT be sent by the server, MUST be ignored by the
receiver.
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2.2.1.2  Structures

22.1.21 DNS_RPC_CURRENT_CLIENT_VER

This structure specifies version number information of the DNS RPC client. This version number is
used by RPC clients to identify the requested RPC structures' version to the s erver so that the server
can treat the request appropriately. This structure is defined as (in host byte order):

1 2 S
0(1(2|3|4|5|6|7(8[9|0(1|2|3|4|5[6|7|8|9|0]|1|2|3|4[|5|6|7|8|9|0]1

DNS RPC Client Major Version DNS RPC Client Minor Version

DNS RPC Client Major Version (2 bytes): The major version number for the DNS RPC client. This
MUST have a value from the following set:

Value Meaning

0x0000 Client requests RPC structures that do not require specific version numbers.

0x0006 Client reques ts RPC structures associated with version 6.

0x0007 Client requests RPC structures associated with version 7.

DNS RPC Client Minor Version (2 bytes): The minor version number for the DNS RPC client.
Senders MUST set this to zero and receivers MUST ignore it.

2.21.22 DNS_RPC_BUFFER

DNS_RPC_BUFFER defines a structure that contains a set of a specific type of structures. The DNS
Server Management Protocol uses this structure to return information from the server , While
processing R_DnssrvComplexOperation2 (section 3.1.4.8 ) method calls with operation type
"Statistics".

typedef struct _DnssrvRpcBuffer {
DWORDIwLength;
[size_is(dwLength)] BYTE Buffer[ ];
}DNS_RPC_BUFFER,
*PDNS_RPC_BUFFER;

dwLength: The length, in bytes, of the data stored in Buffer.

Buffer: A variable length array of bytes of length specified by dwLength . The buffer can contain one
or more DNS_RPC_NODE structures (section 2.2.2.2.3 ). Each DNS_RPC_NODE contains the length
of that node , so the DNS_RPC_BUFFER dwLength can be larger to indicate multiple
DNS_RPC_NODE structures.

22123 DNS_RPC_UTF8_STRING_LIST

DNS_RPC_UTF8_STRING_LIST defines a structure that contains a list of null -terminated UTF -8 strings.
This structure is used by the DNS Ser ver Management Protocol while processing R_DnssrvOperations2
(section 3.1.4.6 ) and R_DnssrvQuery2 (section 3.1.4.7 ) method calls, witho  perations type
"GlobalQueryBlockList".

typedef struct _DnsRpcUtf8StringList {
[range(0,10000)] DWORD dwCount;
[size_is(dwCount), string] char* pszStrings(];
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}DNS_RPC_UTF8 STRING_LIST,
*PDNS_RPC_UTF8_STRING_LIST;
dwCount: The number of strings presen tin the pszStrings array.

pszStrings: A variable length array of pointers to null -terminated UTF -8 strings.

2.2.1.24 DNS_RPC_UNICODE_STRING_LIST

DNS_RPC_UNICODE_STRING_LIST definesa  structure that contains a list of null -terminated Unicode
strings. This structure is used by the DNS Server Management Protocol while processing the
R_DnssrvComplexOperation2 (section 3.1.4.8) method call, with operations of type
"EnumerateKeyStorageProviders".

typedef struct _DnsRpcUnicodeStringList {
[range(0,10000)] DWORD dwCount;
[size_is(dwCount), string] wchar_t * pwszStringsl];

} DNS_RPC_UNICODE_STRING_LIST,
*PDNS_RPC_UNICODE_STRING_IST:

dwCount: The number of strings present in the pwszStrings array.

pwszStrings: A variable -length array of pointers to null -terminated Unicode strings.

2.21.25 DNS_RPC_NAME_AND_PARAM

DNS_RPC_NAME_AND_PARAM defines the structure that contains information about a simple server
property that takes a DWORD value. The DNS Server Management Protocol uses this structure to
exchange information about various properties that take an integer val ue, while processing the
R_DnssrvOperation2 (section 3.1.4.6 ) method call with operation types "ResetDwordProperty",
"DeleteNode", and "DeleteRecordSet".

typedef struct _DnssrvRpcNameAndParam  {
DWORDdwParam;
[string] char* pszNodeName;

} DNS_RPC_NAME_AND_PARAM,
*PDNS_RPC_NAME_AND_PARAM;

dwParam: The requested new value for the server property specified by pszNodeName.
pszNodeName: Pointer to a null  -terminated UTF -8 string that specifies the name of the server
property.

2.2.1.2.6 DNSSRV_RPC_UNION

DNSSRV_RPC_UNION specifies a collection of all possible messages structures that can be exchanged
between a client and server communicating using the DNS Server Management Protocol. This is used

by the R_Dnssr vOperation2 (section  3.1.4.6 ), R_DnssrvQuery2 (section 3.1.4.7 )and
R_DnssrvComplexOperation2 (section 3.1.4.8 ) method calls. The exact message format inside
DNSSRV_RPC_UNION is identified by an accompanying DNS_RPC_TYPEID (section 2.2.1.1.1 ) value.
Clients and servers of  the DNS Server Management Protocol SHOULD <6>_support all members of
DNSSRV_RPC_UNION.

typedef
[switch_type(DWORD)]
union _DnssrvSrvRpcUnion {
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[case(DNSSRV_TYPEID_NULL)]

PBYTE Null;
[case(DNSSRV_TYPEID_DWORD)]
DWORDword;
[case(DNSSRV_TYPEID_LPSTR)]
[string] char* String;
[case(DNSSRV_TYPEID_LPWSTR)]
[string] wchar_t* WideString;

[case(DNSSRV_TYPEID_IPARRAY)]
PIP4_ARRAY IpArray;
[case(DNSSRV_TYPEID_BUFFER)]
PDNS_RPC_BUFFERLUuffer;
[case(DNSSRV_TYPEID_SERVER_INFO_W2K)]
PDNS_RPC_SERVER_INFO_W2Rerverinfow2K;
[case(DNSSRV_TYPEID_STATS)]
PDNSSRV_STATSStats;
[case(DNSSRV_TYPEID_FORWARDERS_W2K)]
PDNS_RPC_FORWARDERS_WRKwardersw2K;
[case(DNSSRV_TYPEID_ZONE_W2K)]
PDNS_RPC_ZONE_W2RoneW2K;
[case(DNSSRV_TYPEID_ZONE_INFO_W2K)]
PDNS_RPC_ZONE_INFO_W2KonelnfoW2K;
[case(DNSSRV_TYPEID_ZONE_SECONDARIES_W2K)]
PDNS_RPC_ZONE_SECONDARIES_W3&condariesW2K;
[case(DNSSRV_T YPEID_ZONE_DATABASE_W2K)]
PDNS_RPC_ZONE_DATABASE_WBitabaseW2K;
[case(DNSSRV_TYPEID_ZONE_CREATE_W2K)]
PDNS_RPC_ZONE_CREATE_INFO_WZ¢neCreateW2K;
[case(DNSSRV_TYPEID_NAME_AND_PARAM)]
PDNS_RPC_NAME_AND_| PARANMmMeANdParam;
[case(DNSSRV_TYPEID_ZONE_LIST_W2K)]
PDNS_RPC_ZONE_LIST_W2KoneListW2K;
[case(DNSSRV_TYPEID_SERVER_INFO_DOTNET)]
PDNS_RPC_SERVER_INFO_DOTNEServerinfoDotNet;
[case(DNSSRV_TYPEID_FORWARDERS_DOTNET)]
PDNS_RPC_FORWARDERS_DOTN#etwarder sDotNet;
[case(DNSSRV_TYPEID_ZONE)]
PDNS_RPC_ZONEone;
[case(DNSSRV_TYPEID_ZONE_INFO_DOTNET)]
PDNS_RPC_ZONE_INFO_DOTNEdonelnfoDotNet;
[case(DNSSRV_TYPEID_ZONE_SECONDARIES_DOTNET)]
PDNS_RPC_ZONE_SECONDARIES_DOTNEScondariesDotNet;
[case(DNSSRV_TYPEID_ZONE_DATABASE)]
PDNS_RPC_ZONE_DATABASEatabase;
[case(DNSSRV_TYPEID_ZONE_CREATE_DOTNET)]
PDNS_RPC_ZONE_CREATE_INFO_DOTNE®neCreateDotNet;
[case(DNSSRV_TYPEID_ZONE_LIST)]
PDNS_RPC_ZONE_LISTZoneList;
[case(DNSSRV_TYPEID_ZONE_EXPORT)]
PDNS_RPC_ZONE_EXPORT_INFZoneExport;
[case(DNSSRV_TYPEID_DP_INFO)]
PDNS_RPC_DP_INFODirectoryPartition;
[case(DNSSRV_TYPEID_DP_ENUM)]
PDNS_RPC_DP_ENURirectoryPartitionEnum;
[case(DNSSRV_TYPEID_DP_ LIST)]
PDNS_RPC_DP_LIST DirectoryPartitionList;
[case(DNSSRV_TYPEID_ENLIST_DP)]
PDNS_RPC_ENLIST_DPEnlistDirectoryPartition;
[case(DNSSRV_TYPEID_ZONE_CHANGE_DP)]
PDNS_RPC_ZONE_CHANGE_[@BneChangeDirectoryPartition;
[case(DNSSRV TYPEID _ENUM ZONES _FILTER)]
PDNS_RPC_ENUM_ZONES_FILTERnumZonesFilter;
[case(DNSSRV_TYPEID_ADDRARRAY)]
PDNS_ADDR_ARRAXddrArray;
[case(DNSSRV_TYPEID_SERVER_INFO)]
PDNS_RPC_SERVER_INFGerverinfo;
[case(DNSSRV_TYPEID_ZONE_CREATE)]
PDNS RPC_ZONE_CREATE_INFQoneCreate;
[case(DNSSRV_TYPEID FORWARDERS)]
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PDNS_RPC_FORWARDERSrwarders;
[case(DNSSRV_TYPEID_ZONE_SECONDARIES)]
PDNS_RPC_ZONE_SECONDARIER®condaries;
[case(DNSSRV_TYPEID_IP_VALIDATE)]
PDNS_RPC_IP_VALIDATE IpValidate;
[case(DNSSRV_TYPEID_ZONE_INFO)]
PDNS_RPC_ZONE_INFCZonelnfo;
[case(DNSSRV_TYPEID_AUTOCONFIGURE)]
PDNS_RPC_AUTOCONFIGURRutoConfigure;
[case(DNSSRV_TYPEID_UTF8_STRING_LIST)]
PDNS_RPC_UTF8_STRING_LIST Utf8StringList;
[case(DNSSRV_TYPEID_UNICODE_STRING_LIST)]
PDNS_RPC_UNICODE_STRING_LISTUnicodeStringList;
[case(DNSSRV_TYPEID_SKD)]
PDNS_RPC_SKIBkd;
[case(DNSSRV_TYPEID_SKD_LIST)]
PDNS_RPC_SKD_LISTSkdList;
[case(DNSSRV_TYPEID_SKD_STATE)]
PDNS_RPC_SKD_STATEKkdState;
[case(DNSSRV_TYPEID_SIGNING_VALIDATION_ERROR)]
PDNS_RPC_SIGNING_VALIDATION_ERRORigningValidationError;
[case(DNSSRV_TYPEID_TRUST_POINT_LIST)]
PDNS_RPC_TRUST_POINT_LISTTrust PointList;
[case(DNSSRV_TYPEID_TRUST_ANCHOR_LIST)]
PDNS_RPC_TRUST_ANCHOR_LISTrustAnchorList;
[case(DNSSRV_TYPEID_ZONE_SIGNING_SETTINGS)]
PDNS_RPC_ZONE_DNSSEC_SETTIN@&®neDnsSecSettings;
[case(DNSSRV_TYPEID_ZONE_SCOPE_ENUM)]
PDNS_RPCENUM_ZONE_SCOPE_LISTZoneScopelList;
[case(DNSSRV_TYPEID_ZONE_STATS)]
PDNS_RPC_ZONE_STATZoneStats;
[case(DNSSRV_TYPEID_ZONE_SCOPE_CREATE)]
PDNS_RPC_ZONE_SCOPE_CREATE_INopeCreate;
[case(DNSSRV_TYPEID_ZONE_SCOPE_INFO)]
PDNS_RPC_ZONE_SCOPE_INFS8copelnfo;
[case(DNSSRV_TYPEID_SCOPE_ENUM)]
PDNS_RPC_ENUM_SCOPE_LISScopelList;
[case(DNSSRV_TYPEID_CLIENT_SUBNET_RECORD)]
PDNS_RPC_CLIENT_SUBNET_RECORbnetList;
[case(DNSSRV_TYPEID_POLICY)]
PDNS_RPC_POLICYpPolicy;
[case(DNSSRV_TYPEID_POLICY_NAME)]
PDNS_RPC_POLICY_NAMIBPolicyName;
[case(DNSSRV TYPEID_POLICY_ENUM)]
PDNS_RPC_ENUMERATE_POLICY_LISpPolicyList;
[case(DNSSRV_TYPEID_RRL)]
PDNS_RPC_RRL_PARAMSRRLParams;
[case(DNSSRV TYPEID_ VIRTUALIZATION_INSTANCE)]
PDNS_RPC_VIRTUALIZATION_INSTANCE VirtualizationInstance;
[case(DNSSRV_TYPEID_VIRTUALIZATION_INSTANCE_ENUM)]
PDNS_RPC_ENUM_VIRTUALIZATION_INSTANCE_LIST VirtualizationInstanceList;

} DNSSRV_RPC_UNION;

Null:  No data is provided.
Dword:  Datais a DWORD value.
String: A pointerto a null  -terminated UTF -8 string or a NULL pointer.

WideString: A pointer to a null  -terminated Unicode string or a NULL pointer.

IpArray: An array of IPv4 addresses in IP4_ARRAY (section 2.2.3.2.1 ) format.

Buffer: A pointer to a DNS_RPC_BUFFER (section 22.1.2.2 ).
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ServerinfoW2K: A pointer to a structure of type DNS_RPC_SE RVER_INFO_W?2K (section 2.2.4.2.2 ).
This structure is used to specify general DNS server state and configuration.

Stats: A pointer to a structure of type DNSSRV_STAT (section 2.2.10.2.2 ). The structure exposes
internal statistics and counters.

ForwardersW2K: A pointer to a structure of type DNS_RPC_FORWARDERS_W2K (section
2.2.5.2.10.1 ). This structure specifies the set of DNS servers this DNS server will forward
unresolved queries to.

ZoneW2K: A pointer to a structure of type DNS_RPC_ZONE_W?2K (section 2.2.5.2.1 ). This structure
is used to specify basic information about a DNS zone.

ZonelnfoW2kK: A pointer to a structure of type DNS_RPC_INFO_W2K (section 2.2.5.2.4 ). This
structure is used to specify detaile d DNS zone information.

SecondariesW2K: A pointer to a structure of type DNS_RPC_ZONE_SECONDARIES_W2K (section
2.2.5.2.5 ). This structure is used to specify information about the secondary server s for a primary
DNS zone.

DatabaseW2K: A pointer to a structure of type DNS_RPC_ZONE_DATABASE_W2K (section
2.2.5.2.6 ). This structure specifies how a DNS zone is stored in persistent storage.

Zon eCreateW2K: A pointer to a structure of type DNS_RPC_ZONE_CREATE_INFO_W?2K (section
2.2.5.2.9 ). This structure is used to specify parameters required when creating a new DNS zone.

NameAndParam: A pointer to a structure of type DNS_RPC_NAME_AND_PARAM (section 2.2.1.25 ).
This is a general purpose structure used to associate a parameter name with a DWORD value.

ZoneListW2K: A pointerto a  structure of type DNS_RPC_ZONE_LIST_W?2K (section 2.2.1.2.5). This
structure is used to enumerate zones.

ServerinfoDotNet: A pointer to a structure of type DNS_RPC_SERVER_INFO_DOTNET (section
2.2.4.2.2). This structure is used to specify general DNS server state and configuration.

ForwardersDotNet: A pointer to a structure of type DNS_RPC_FORWARDERS_DOTNET (section
2.2.5.2.10.2 ). This structure specifies the set of DNS servers this DNS server will forward
unresolved queries to.

Zone: A pointer to a structure of type DNS_RPC_ZONE (section 2.2.5.2.1). This structure is used to
specify basic information about a DNS zone.

ZonelnfoDotNet: A pointer to a structure of type DNS_RPC_ZONE_INFO_DOTNET (sect ion
2.2.5.2.4). This structure is used to specify detailed DNS zone information.

SecondariesDotNet: A pointer to a structure of type DNS_RPC_ZONE_SECONDARIES_DOTNET
(section 2.2.5.2.5). This structure is used to specify information about the secondary ser vers for a

primary DNS zone.

Database: A pointer to a structure of type DNS_RPC_ZONE_DATABASE (section 2.2.5.2.6). This
structure specifies how a DNS zone is stored in persistent storage.

ZoneCreateDotNet: A pointer to a structure of type DNS_RPC_ZONE_CR EATE_INFO_DOTNET
(section 2.2.5.2.9). This structure is used to specify parameters required when creating a new
DNS zone.

Zonelist: A pointer to a structure of type DNS_RPC_ZONE_LIST (section 2.2 .5.2.3 ). This structure is
used to enumerate zones.

ZoneExport: A pointer to a structure of type DNS_RPC_ZONE_EXPORT_INFO (section 2.25.2.8 ).
This structure is used to specify how a zone is expo rted to file.
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DirectoryPartition: A pointer to a structure of type DNS_RPC_DP_INFO (section 2.2.7.2.1 ). This
structure specifies detailed information about a single application directory partitio n.

DirectoryPartitionEnum: A pointer to a structure of type DNS_RPC_DP_ENUM (section 2.2.7.2.3 ).
This structure is used to specify basic information about an application directory partition.

Dire ctoryPartitionList: A pointer to a structure of type DNS_RPC_DP_LIST (section 2.2.7.2.4 ). This
structure is used to enumerate the Application Directory Partition Table.

EnlistDirectoryPartition: A pointer to a structure of type DNS_RPC_ENLIST_DP (section 2.2.7.2.5 ).
This structure is used to request enlistment changes for an application directory partition.

ZoneChangeDirectoryPartition: A pointer to a structure of type DNS_RPC_ZONE_CHANGE_DP
(section 2.2.7.2.6 ). This structure is used to request that a DNS zone be moved from one
application directory partition to another.

EnumZo nesFilter: A pointer to a structure of type DNS_RPC_ENUM_ZONES_FILTER (section
2.2.5.2.9). This structure is used to filter DNS zones during enumeration.

AddrArray: A pointer to a structure of type DNS_ADDR_ARRAY (section 2.2.3.2.3 ). This structure is
used to specify a list of IPv4 or IPv6 addresses.

Serverinfo: A pointer to a structure of type DNS_RPC_SERVER_INFO (section 2.2.4.2.2). This
structure is used to specify general DNS server state an d configuration.

ZoneCreate: A pointer to a structure of type DNS_RPC_ZONE_CREATE_INFO (section 2.2.5.2.9).
This structure is used to specify parameters required when creating a new DNS zone.

Forwarders: A pointer to a structure of type DNS_RPC_FORWARDERS (section 2.2.5.2.10 ). This
structure specifies the set of DNS servers this DNS server will forward unresolved queries to.

Secondaries: A poin ter to a structure of type DNS_RPC_ZONE_SECONDARIES (section 2.2.5.2.5).
This structure is used to specify information about the secondary servers for a primary DNS zone.

IpValidate: A pointer to a structure of type DNS_RPC_IP_VALIDATE (section 2.2.3.2.4) .This
structure is used to request IP validation and to return the results of IP validation.

Zonelnfo: A pointer to a structure of type DNS_RPC_ZONE_INFO (section 2.2.5.2.4). This structure
is used to specify detailed DNS zone information.

AutoConfigure: A pointer to a structure of type DNS_AUTOCONFIGURE (section 2.2.8.2.1 ). This
structure is used to request DNS server autoconfiguratio n.

Utf8StringList: A pointer to a structure of type DNS_RPC_UTF8_STRING_LIST (section 2.2.1.2.3 ).
This structure is used to represent a list of UTF -8 [REC3629] strings.

UnicodeStringList: A pointer to a structure of type DNS_RPC_UNICODE_STRING_LIST _(section
2.2.1.2.4). This structure is used to represent a list of Unicode st rings.

Skd: A pointer to a structure of type DNS_RPC_SKD (section 2.2.6.2.1). This structure is used to
specify detailed signing key descriptor (SKD) information.

SkdList: A pointer to a structu  re oftype DNS_RPC_SKD_LIST (section 2.2.6.2.2). This structure is
used to enumerate signing key descriptors.

SkdState: A pointer to a structure of type DNS_RPC_SKD_STATE (section 2.2.6.2.3). This structure
is used to specify detailed signing key descriptor state information.

SigningValidationError: A pointer to a structure of type DNS_RPC_SIGNING_VALIDATION_ERROR
(section 2.2.6.2.8). This structure is used to specify signing key descriptor validation error
information.
41 / 399

[MS -DNSP] - v20160714

Domain Name Service (DNS) Server Management Protocol
Copyright © 2016 Microsoft Corporation

Release: July 14, 2016


http://go.microsoft.com/fwlink/?LinkId=90439

TrustPointList: A pointer to a structure of type DNS_RPC TRUST_ POINT_LIST (section 2.2.6.2.5).
This structure is used to enumerate trust points.

TrustAnchorList: A pointer to a structure of type DNS_RPC_TRUST _ANCHOR_LIST (section
2.2.6.2.7). This structure is used to enumerate trust anchors.

ZoneDnsSecSettings: A pointer to a structure of type
DNS _RPC ZONE_DNSSEC_SETTINGS (section 2.2.6.2.9) . This structure is used to list the
DNSSEC settings of a zone.

ZoneScopelist: A pointer to a structure of type
DNS_RPC_ENUM_ZONE_SCOPE_LIST (section 2.2.13.2.1) . This structure is used to enumerate
zone scopes in a specified zone or cach e scopes in a cache zone.

ZoneStats: A pointer to a structure of type DNS_RPC_ZONE_STATS V1 (section 2.2.12.2.5) .This
structure is used to enumerate the zone statistics.

ScopeCreate: A pointer to a structure of type
DNS RPC ZONE_SCOPE_CREATE INFO V1 (section 2.2.13.2.2.1) . This structure is used to create
a zone scope or cache scope.

Scopelnfo: A pointer to a structure of type
DNS_RPC_ZONE_SCOPE_INFO V1 (section 2.2.13.2.3.1) . This structure is used to specify detailed
DNS zone scope or cache scope information.

ScopelList: A pointer to a structure of type DNS_RPC_ENUM_SCOPE_LIST (section 2.2.14.1.1) .This
structure is used to retrieve all the server scopes configured on the DNS server.

SubnetList: A pointer to a structure of type
DNS RPC CLIENT SUBNET RECORD (section 2.2.15.2.1) . This structure is used to retrieve details
ofa client subne trecord inthe DNS server.

pPolicy: A pointer to a structure of type DNS_RPC_POLICY (section 2.2.15.2.5) . This structure is
used to retrieve details of a DNS Policy in the DNS server.

pPolicyNam e: A pointer to a structure of type DNS_RPC_POLICY_NAME (section 2.2.15.2.6) . This
structure is used while enumerating DNS Policies in a DNS server per level.

pPolicyList: A pointer to a structu  re of type
DNS RPC _ENUMERATE POLICY LIST (section 2.2.15.2.7) . This structure contains a list of
DNS_RPC_POLICY_NAME structures.

pRRLParams : A pointer to a structure of type DNS_RPC_RRL_PARAMS (section 2.2.16.2.1 ). This
structure contains the configuration parameters for Response Rate Limiting (RRL).

VirtualizationInstance 1 A point er to a structure of type DNS_RPC_VIRTUALIZATION_INSTANCE
(section 2.2.17.1.1) . This structure is used to retrieve details of a virtualization instance in the
DNS server.

VirtualizationInstanceLis t: A pointer to a structure of type
DNS_RPC_ENUM_VIRTUALIZATION_INSTANCE_LIST (section 2.2.17.1.3) . This structure is used to

enumerate virtualization instances in a DNS server.
2.2.2 Resource Record Me ssages

2.2.2.1 Enumerations and Constants

22211 DNS_RECORD_TYPE
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The DNS_RECORD_TYPE is a 16 -bit integer value that specifies DNS record types that can be

enumerated by the DNS

server.

Constant/value

Description

DNS_TYPE_ZERO
0x0000

An empty record type ( RFC1034] section 3.6 and [RFC1035] section 3.2.2).

DNS_TYPE_A An A record type, used for storing an IP address ([RFC1035] section 3.2.2).

0x0001

DNS_TYPE_NS An authoritative name  -server record type ([RFC1034] section 3.6 and [RFC1035]
0x0002 section 322)

DNS_TYPE_MD
0x0003

A mail -destination record type ([RFC1035] section 3.2.2).

DNS_TYPE_MF
0x0004

A mail forwarder  record type ([RFC1035] section 3.2.2).

DNS_TYPE_CNAME
0x0005

A record type that contains the canonical name
3.2.2).

of a DNS alias ([RFC1035] section

DNS_TYPE_SOA
0x0006

A Start of Authority (SOA) record type ([RFC1035] section 3.2.2).

DNS_TYPE_MB
0x0007

A mailbox record type ([RFC1035] section 3.2. 2).

DNS_TYPE_MG
0x0008

A mail group member record type ([RFC1035] section 3.2.2).

DNS_TYPE_MR
0x0009

A mail -rename record type ([RFC1035] section 3.2.2).

DNS_TYPE_NULL
0X000A

A record type for completion queries ([JRFC1035] section 3.2.2).

DNS_TYPE_WKS
0x000B

A record type for awell  -known service ([RFC1035] section 3.2.2).

DNS_TYPE_PTR
0x000C

A record type containing FQDN pointer ((RFC1035] section 3.2.2).

DNS_TYPE_HINFO
0x000D

A host infor mation record type ([RFC1035] section 3.2.2).

DNS_TYPE_MINFO
0x000E

A mailbox or mailing list information record type ([RFC1035] section 3.2.2).

DNS_TYPE_MX
0x000F

A mail -exchanger record type ([RFC1035] section 3.2.2).

DNS_TYPE_TXT
0x0010

A record type containing a text string ([RFC1035] section 3.2.2).

DNS_TYPE_RP

A responsible -person record type RFC1183] .
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0x0012

Constant/value Description
0x0011
DNS_TYPE_AFSDB A record type containing AFS database location [RFC 1183].

DNS_TYPE_X25
0x0013

An X25 PSDN address record type [RFC1183].

DNS_TYPE_ISDN
0x0014

An ISDN address record type [RFC1183].

0x0022

DNS_TYPE_RT A route through record type [RFC1183].

0x0015

DNS_TYPE_SIG A cryptographic public key signature record type RFC2931] .
0x0018

DNS_TYPE_KEY A record type containing public key used in DNSSEC REC2535] .
0x0019

DNS_TYPE_AAAA An IPv6 address record type RFC3596] .

0x001C

DNS_TYPE_LOC A location information record type RFC1876] .

0x001D

DNS_TYPE_NXT A next -domain record type RFC2065] .

Ox001E

DNS_TYPE_SRV A server selection record type RFEC2782] .

0x0021

DNS_TYPE_ATMA An Asynchronous Transfer Mode (ATM) address record type ATMA] .

DNS_TYPE_NAPTR
0x0023

An NAPTR record type [REC2915] .

DNS_TYPE_DNAME
0x0027

A DNAME record type  [RFC2672] .

DNS_TYPE_DS
0x002B

A DS record type [RFC4034] .

DNS_TYPE_RRSIG
0x002E

An RRSIG record type [RFC4034].

DNS_TYPE_NSEC
0x002F

An NSEC record type [RFC4034].

DNS_TYPE_DNSKEY
0x0030

A DNSKEY record type [RFC4034].

DNS_TYPE_DHCID
0x0031

A DHCID record type REC4701] .

DNS_TYPE_NSEC3

An NSEC3record type [RFC5155] .
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Constant/value Description

0x0032

DNS_TYPE_NSEC3PARAM
0x0033

An NS EC3PARAM record type [RFC5155].

DNS_TYPE_TLSA
0x0034

A TLSA record type

RFC6698] .

DNS_TYPE_ALL
OXOOFF

A query -only type requesting all records [RFC1035].

DNS_TYPE_WINS
OxXFFO1

A record type containing

data [MS-WINSRA] .

Windows Internet Name Service (WINS) forward lookup

DNS_TYPE_WINSR
OXFF02

A record type containing WINS reverse lookup data [MS

-WINSRA].

An implementation SHOULD

Other type values that are not explicitly defined in
values defined by  [IANA -DNS] .

2.22.12 DNS_RPC_NODE_FLAGS

<7> support all the preceding record types.

the preceding table MUST be enumerable, including

DNS_RPC_NODE_FLAGS enumerates the possible property values for the DNS_RPC_NODE and
DNS_RPC_RECORD structures, which MUST have dwFlags field set to any combination of following
possible values. T hese flags are used to indicate special properties of DNS records and to request
special handling of DNS records during enumeration and modification operations.

Constant/value

Description

DNS_RPC_FLAG_CACHE_DATA
0x80000000

Data is from the DNS cache.

DNS_RPC_FLAG_ZONE_ROOT
0x40000000

Data is from enumeration performed at a zone -root.
Applicable for dwFlags in DNS_RPC_NODE (section

22223 )

DNS_RPC_FLAG_AUTH_ZONE_ROOT
0x20000000

Data is fro m enumeration performed at an authoritative
zone -root. Applicable for dwFlags in DNS_RPC_NODE
(section 2.2.2.2.3).

DNS_RPC_FLAG_ZONE_DELEGATION
0x10000000

Data is from enumeration performed at a node that is
represents in a delegated subzone. Applicable for dwFlags
in DNS_RPC_NODE (section 2.2.2.2.3).

DNS_RPC_FLAG_RECORD_DEFAULT_TTL
0x08000000

Record SHOULD use zone default
dwFlags in DNS_RPC_RECORD (section

TTL value. Applicable for
22225 ).

DNS_RPC_FLAG_RECORD_TTL_CHANGE
0x04000000

This flag is set in case of update record to update TTL value
for the record. Applicable for dwFlags in
DNS_RPC_RECORD (section 2.2.2.2.5).

DNS_RPC_FLAG_RECORD_CREATE_PTR
0x02000000

This flag is set when adding or deleting a record. Applicable
for dwFlags in DNS_RPC_RECORD (section 2.2.2.2.5).
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Constant/value

Description

DNS_RPC_FLAG_NODE_STICKY
0x01000000

This flag is set when enumerating a node that is at the
domain root. Applicable for dwFlags in DNS_RPC_NODE
(section 2.2.2.2.3).

DNS_RPC_FLAG_NODE_COMPLETE
0x00800000

This flag is set when requested enumeration is completed
with the buffer being returned. Applicable for dwFlags in
DNS_RPC_NODE (section 2.2.2.2.3).

DNS_RPC_FLAG_SUPPRESS_NOTIFY
0x00010000

This flag is set when updated record to disable zone -update
notifications for a zone. Applicable for dwFlags in

DNS_RPC_RECORD (section 2.2.2.2.5).

DNS_RPC_FLAG_AGING_ON
0x00020000

This flag is set when updating a record to enable or disable
aging for a record. Applicable for dwFlags in
DNS_RPC_RECORD (section 2.2.2.2.5).  <8>

DNS_RPC_FLAG_OPEN_ACL
0x00040000

This flag is set when updating a record to disable access
control for a record. Applicable for dwFlags in
DNS_RPC_RECORD (section 2.2.2.2.5).

DNS_RPC_FLAG_RECORD_WIRE_FORMAT
0x0 0100000

This flag is set when adding a resource record of an
unknown type ( [RFEC3597] section 2). Applicable for
dwFlags in DNS_RPC_RECORD (section 2.2.2.2.5).

DNS_RPC_FLAG_SUPPRESS_RECORD_UPDATE_PTR
0x00200000

This flag is set when replacing a resource record.
Applicable for dwFlags in DNS_RPC_RECORD (section
2.2.2.2.5).

An implementation SHOULD

2.2.2.2  Structures

22221 DNS_RPC_NAME

<9> support all of the preceding flags.

The DNS_RPC_NAME structure is used to specify an FQDN, a DNS label, or another string in an RPC

buffer by the DNS server. See section

3.1.6.3 for the handling of this structure in the directory server.

0(1(2|3[4|5(6|7(8]|9(0|1|2|3|4]|5

cchNameLength

dnsName (variable)

cchNameLength (1 byte):

The length, in bytes, of

the string stored in the dnsName member. To

represent an empty string, cchNameLength MUST be zero and dnsName MUST be empty. The

length of this structure is always 4
this field. The pad bytes

dnsName (variable):

-byte aligned so there can be 0
are not included in the cchNameLength count.

-3 bytes of padding at the end of

A UTF-8 string with length given by cchNameLength. The string MUST NOT be

null -terminated. This string can represent a Fully qualified domain name (FQDN) or any other

string.

22222 DNS_COUNT_NAME

The DNS_COUNT_NAME structure is used to specify an FQDN in an LDAP message.
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0(1(2|3|4|5(6|7(8|9(0|1|2|3|4|5|6|7|8[9|0(1|2(3|4(5|6|7(8|9|0]|1

Length LabelCount RawName (variable)

Length (1 byte): The length, in bytes, of the string stored in the RawName member, including null
termination. To represent an empty string, Length MUST be zero, LabelCount MUST be zero, and
RawName MUST be empty.

LabelCount (1 byte): The count of DNS labels in the RawName member.

RawName (var  iable): A string containing an FQDN in which a 1 -byte label length count for the
subsequent label has been inserted before the first label and in place of each "." delimiter. The
string MUST be null  -terminated. The maximum length of the string, including t he null terminator,
is 256 bytes.

2.2.2.2.3 DNS_RPC_NODE

DNS_RPC_NODE defines a structure that is used as a header for a list of DNS_RPC_RECORD
structures (section  2.2.2.2.5 )retu rned by the DNS server inside a DNS_RPC_BUFFER (section
2.2.1.2.2 ) while processing the R_DnssrvEnumRecords2 (section 3.1.4.9 ).

0(1(2|3|4|5|6|7(8[9|0(1|2|3|4|5[(6|7|8|9|0]|1|2|3|4[(5|6|7|8|9|0]1

wlLength wRecordCount

dwFlags

dwChildCount

dnsNodeName (variable)

wlLength (2 bytes): The length of this structure, in bytes, including the fixed size elements plus the
length of the dnsNodeName element. The length of this structure is always 4 -byte aligned, so it is
possible to have 0 -3 bytes of padding at the end of the structure. The pad bytes are included in
the wLength count.

wRecordCount (2 bytes): The number of DNS_RPC_RECORD st ructures that follow this node
structure.

dwFlags (4 bytes): The properties of the DNS_RPC_NODE structure.

dwChildCount (4 bytes): The total number of children nodes below this node in the DNS record
database.

dnsNodeName (variable): The name of this node  in DNS_RPC_NAME (section 2.2.2.2.1 ) format.

2.22.24 DNS_RPC_RECORD_DATA

DNS_RPC_RECORD_DATA defines a collection of possible resource record structures that are available
on the DNS server. This is used by the DNS server while responding to R_DnssrvEnumRecords2
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(section 3.1.4.9 ) method call to return resource record information inside a DNS_RPC_RECORD
(2.2.2.2.5 ) structure that in turn is encapsulated inside a DNS_RPC_BUFFER (section 22122 )
structure. It is simila  rly used as input to the R_DnssrvUpdateRecord (section 3.1.4.5 )and
R_DnssrvUpdateRecord?2 (section 3.1.4.10 ) method calls.

The DNS_RPC_R ECORD_DATA MUST be specified in one of the type -specific formats defined in a
section that follows, where the type is indicated by the wType value inthe DNS_RPC_RECORD
(section 2.2.2.2.5) structure. Further, for each DNS_RECORD_TYPE (section 2.2.2.1.1 ) that the server
supports, the server MUST support the corresponding DNS_RPC_RECORD_DATA subtype.

222241 DNS_RPC_RECORD_A

The DNS_RPC_RECORD_A structure contains an IPv4 addre ss. This record MUST be formatted as
follows:

0(1(2|3|4|5|6|7(8[9|0(1|2|3|4|5[6|7|8|9|0]|1|2|3|4[|5|6|7|8|9|0]1

IPv4 Address

IPv4 Address (4 bytes): An IPv4 address in network byte order.

222242 DNS_RPC_RECORD_NODE_NAME

The DNS_RPC_RECORD_NODE_NAME structure contains information about a DNS record of any of the
following types: <10>

A DNS_TYPE_PTR

A DNS_TYPE_NS

A DNS_TYPE_CNAME
A DNS_TYPE_DNAME
A DNS_TYPE_MB

A  DNS_TYPE_MR

A DNS_TYPE_MG

A DNS_TYPE_MD
A DNS_TYPE_MF

This record MUST be formatted as follows:

0(1(2|3|4|5|6|7(8[9|0(1|2|3|4|5(6|7|8|9|0|1|2|3|4[|5|6|7|8|9|0]1

nameNode (variable)

nameNode (variable): The FQDN of this nodein  DNS_RPC_NAME (section 2.2.2.2.1) format.

222243 DNS_RPC_RECORD_SOA

48 / 399

[MS -DNSP] - v20160714

Domain Name Service (DNS) Server Management Protocol
Copyright © 2016 Microsoft Corporation

Release: July 14, 2016



The DNS_RPC_RECORD_SOA structure contains information about an SOA record (section 3.3.13 in
RFC1035] ). This record MUST be formatted as follows:

0(1(2|3|4|5(6|7(8|9(0|1|2|3|4|5|6|7|8[9|0(1|2(3|4(5|6|7[8|9|0]|1

dwSerialNo

dwRefresh

dwRetry

dwExpire

dwMinimumTtl

namePrimaryServer  (variable)

Zone Administrator Email (variable)

dwSerialNo (4 bytes): The serial number of the SOA record.

dwRefresh (4 bytes): The interval, in seconds, at which a secondary DNS server attempts to
contact the primary DNS server for getting an update.

dwRetry (4 bytes): The interval, in seconds, a  t which a secondary DNS server retries to check with

the primary DNS server in case of failure.

dwExpire (4 bytes): The duration, in seconds, that a secondary DNS server continues attempts to
get updates from the primary DNS server and if still unsuccessfu | assumes that the primary DNS
server is unreachable.

dwMinimumTtl (4 bytes): The minimum duration, in seconds, for which record data in the zone is
valid.
namePrimaryServer (variable): The FQDN of the primary DNS server for this zone in

DNS_RPC_NAME (sect ion 2.2.2.2.1 ) format.

Zone Administrator Email (variable): The contact email address for the zone administrators in a
structure of type DNS_RPC_NAME (section 2.2.2.2.1).

222244 DNS_RPC_RECORD_NULL

The DNS_RPC_RECORD_NULL structure contains information for any record for which there is no more
specific DNS_RPC_RECORD structure. This record MUST be formatted as follows:

0(1(2|3|4|5(6|7(8|9(0|1|2|3|4|5|6|7|8[9|0(1|2(3|4(5|6|7(8|9|0]|1

bData (variable)
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bData (variable): An array of data. The sender can provide any data in this array.

222245 DNS_RPC_RECORD_WKS

The DNS_RPC_RECORD_WHKS structure contains the information for the well known services supported

by a host, as defined in section 3.4.2 RFC1035] . Thisrecord MUST be formatted as follows:

1 2 3
0|1|2(3|4|5(6|7|8|9|0|1|2|3|4|5(6|7|8(9|0|1(2|3|4|5[|6|7|8[9|0]|1
ipAddress

chProtocol bBitMask (variable)
ipAddress (4 bytes): The IPv4 address of the server that provides the service.
chProtocol (1 byte): The IP protocol number as specified in [IANA -PROTO-NUM].
bBitMask (variable): A list of service names (specified as "keywords" in the "WELL KNOWN PORT
NUMBERS" section of [IANAPORT] ) or port number if service name is unknown as an ASCII

character string in DNS_RPC_NAME (section 2.2.2.2.1 ) format. If more than one port is listed for a
single combination of service name and IP protocol number, then only the first such port number

is indicated when that service name is used. Each service name or port MUST be separated by a
single space character, and the string MUST be terminated by a single null character. Each port

number specified MUST be less than or equal to 1024. The terminating null character MUST be

included inthe cch NameLength  field of the DNS_RPC_NAME (section 2.2.2.2.1) structure.

222246 DNS_RPC_RECORD_STRING

The DNS_RPC_RECORD_STRING structure contains information about a DNS record of any of the
following types:

A DNS_TYPE_HINFO
A DNS_TYPE_ISDN
A DNS_TYPE_TXT

A DNS_TYPE_X25

A DNS_TYPE_LOC

This packet contains one or more instances of stringData, depending upon the type listed above. This
record MUST be formatted as follows:

0(1(2|3|4|5(6|7(8|9(0|1|2|3|4|5|6|7|8[9|0(1|2(3|4(5|6|7[8|9|0]|1

stringData (variable)
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stringData (variable): Each stringData member contains the host name value for a node in
DNS_RPC_NAME (section 2.2.2.2.1 ) structure.

222247 DNS_RPC_RECORD_MAIL_ERROR

The DNS_RPC_RECORD_MAIL_ERROR structure contains information about a DNS record of any of the
following types:

A DNS_TYPE_MINFO
A DNS_TYPE_RP

This record MUST be formatted as follows:

0(1(2|3|4|5|6|7(8[9|0(1|2|3|4|5[6|7|8|9|0|1|2|3|4[|5|6|7|8|9|0]1

nameMailBox (variable)

ErrorMailBox (variable)

nameMailBox (variable): A structure of type DNS_RPC_NAME (section 2.2.2.2.1 ) containing the
RMAILBX value specified in section 3.3.7 of RFC1035] _for an MINFO record, or the mbox -dname
value specified in section 2.2 of RFC1183] for an RP record.

ErrorMailBox (variable): A structure of type DNS_RPC_NAME (section 2.2.2.2.1) containing the
EMAILBX value specified in section 3.3.7 of [RFC1035] for an MINFO record, or the txt -dname
value specified in section 2.2 of [RFC1183] for an RP record.

222248 DNS_RPC_RECORD_NAME_PREFERENCE

The DNS_RPC_RECORD_NAME_PREFERENCE structure specifies information about a DNS record of
any of the following types:

A DNS_TYPE_MX
A DNS_TYPE_AFSDB
A DNS_TYPE_RT

This record MUST be formatted as follows:

0(1(2|3|4|5|6|7(8[9|0(1|2|3|4|5[(6(7|8|9|0]|1|2|3|4[|5|6|7|8|9|0]1

wPreference nameExchange (variable)
wPreference (2 bytes): The preference value for the DNS server that holds the record.
nameExchange (variable): The FQDN of the server hosting the mail -exchange and specified in

DNS_RPC_NAME (section 2.2.2.2.1 ) format.
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222249 DNS_RPC_RECORD_SIG

The DNS_RPC_ RECORD_SIG structure contains information about cryptographic public key signatures
as specified in section 4 of [REC2535] .<1 1> This record MUST be formatted as follows:

1 2 S
0(1(2|3[(4|5(6|7(8|9(0|1|2|3|4|5|6|7|8[9|0(1|2(3|4(5|6|7[8|9|0]|1

wTypeCovered chAlgorithm chLabelCount

dwOriginalTtl

dwSigExpiration

dwsSiglnception

wKeyTag nameSigner (variable)

Signaturelnfo  (variable)

wTypeCovered (2 bytes): The type covered value for SIG RR as specified in section 4.1 of
[RFC2535].

chAlgorithm (1 byte): The algorithm value for SIG RR as specified in section 4.1 of [RFC2535].

chLabelCount (1 byte): The total number of | abels present in the name of the record signed by the

SIG RR as specified in section 4.1 of [RFC2535].

dwOriginalTtl (4 bytes): The original TTL value of the record signed by the SIG RR as specified in
section 4.1 of [RFC2535].

dwSigExpiration (4 bytes): The signature expiration time as specified in section 4.1 of [RFC2535].

dwsSiglnception (4 bytes): The signature inception time as specified in section 4.1 of [RFC2535].

wKeyTag (2 bytes): The key tag value for SIG RR as specified in section 4.1 of [RFC2535]

namesSigner (variable): Pointer to a structure of type DNS_RPC_NAME (section 2.2.2.2.1)

containing the FQDN of the originating host for this record.

Signaturelnfo (variable): Binary signature information as specified in section 4.1 of [RFC2535].

2222410 DNS_RPC_RECORD_RRSIG

The DNS_RPC_RECORD_RRSIG structure contains information about cryptographic public key
signatures as specified in section 3 of [REC4034] .<12> This record MUST be formatted as follows.

1 2 3
0(1(2|3|4|5(6|7(8|9(0|1|2|3|4|5|6|7|8[9|0(1|2(3|4(5|6|7[8|9|0]|1

wTypeCovered chAlgorithm chLabelCount
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dwOriginalTtl

dwSigExpiration

dwsSiglInception

wKeyTag namesSigner (variable)

Signaturelnfo (variable)

wTypeCovered (2 bytes): The type covered value for RRSIG RR as specified in section 3.1 of
[RFC4034].

chAlgorithm (1 byte): The algorithm value for RRSIG RR as specified in section 3.1 of [RFC4034].

chLabelCount (1 byte): The total number of labels present in the name of the record signed by the

RRSIG RR as specified in section 3.1 of [RFC4034].

dwOriginalTtl (4 bytes): The original TTL value of the record signed by the RRSIG RR as specified in
section 3.1 of [RFC4034].

dwSigExpiration (4 bytes): The signature expiration time as specified in section 3.1 of [RFC4034].

dwsSigInception (4 bytes): The signature inception time as specified in section 3.1 of [RFC4034].

wKeyTag (2 bytes): The tag value for RRSIG RR as specified in section 3.1 of [RFC4034].

namesSigner (variable): A structure of type  DNS_RPC_NAME (section 2.2.2.2.1) containing the

FQDN of the originating host for this record.

Signaturelnfo (variable): Binary signature information as specified in section 3.1 of [RFC4034].

2222411  DNS_RPC_RECORD NSEC

The DNS_RPC_RECORD_NSEC structure contains the next FQDN in the zone as specified in section 4
of [REC4034] .<13> Thisrecord MUS T be formatted as follows.

0(1(2|3|4|5|6|7(8[9|0(1|2|3|4|5(6|7|8|9|0]|1|2|3|4[(5|6|7|8|9|0]1

namesSigner (variable)

NSECBitmap (variable)

namesSigner (variable): A structure of type  DNS_RPC_NAME (section 2.2.2.2.1) containing the
FQDN of the originating host for this record.
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NSECBitmap (variable): Bitmap of types present at this node as specified in section 4 of [RFC4034].

2222412 DNS_RPC_RECORD_DS

The DNS_RPC _RECORD_DS structure contains a public key associated with an FQDN as specified in
section 5 of [RFC4034] .<14> Thisrecord MU ST be formatted as follows.

1 2 3
0(1(2|3[(4|5(6|7(8|9(0|1|2|3|4|5|6|7|8[9|0(1|2(3|4(5|6|7[8|9|0]|1

wKeyTag chAlgorithm chDigestType

bDigest (variable)

wKeyTag (2 bytes): The key tag of the DNSKEY record referred to by this DS record, as specified in
section 5 of [RFC4034].

chAlgorithm (1 byte): Algorithm value of the DNSKEY record referred to by this DS record, as
specified in section 5 of [RFC4034].

chDigestType (1 byte): The digest algorithm that was used to construct this DS record, as specified
in section 5 of [RFC4034].

bDigest (variable): An array of bytes containing the digest value as specified of section 5 in
[RFC4034].

2222413 DNS_RPC_RECORD_KEY

The DNS_RPC_RECORD_KEY structure contains a public key associated with an FQDN as specified in
section 3 of [RFC2535] .<15> This record MUST be formatted as follows:

1 2 3
0|1|2(3|4|5(6|7|8|9|0|1|2|3|4|5(6|7|8(9|0|1(2|3|4|5[(6|7|8[9|0]|1
wFlags chProtocol chAlgorithm
bKey (variable)

wFlags (2 bytes): Flags value for the key RR as specified in section 3.1 of [RFC2535]
chProtocol (1 byte): Protocol value for the key RR as specified in section 3.1 of [RFC2535].
chAlgorithm (1 byte): Algorithm value for the key RR as specified in section 3.1 of [RFC2535].
bKey (variable): An array of bytes containing the key value as spe cified of section 3.1 in [RFC2535].

2222414  DNS_RPC_RECORD_DHCID

The DNS_RPC_RECORD_DHCID structure contains a public key associated with an FQDN as specified
in section 3 of [RFC2535] .<16> This record MUST be formatted as follows.
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0(1(2|3|4|5(6|7(8|9(0|1|2|3|4|5|6|7|8[9|0(1|2(3|4(5|6|7(8|9|0]|1

bDHCID (variable)

bDHCID (variable): An opaque DHCID record as specified in section 3 in REC4701] .

2222415 DNS_RPC_RECORD_DNSKEY

The DNS_RPC_RECORD_DNSKEY structure contains a public key associated w ith an FQDN as specified
in section 2 of [RFC4034] .<17> This record MUST be formatted as follows.
1 2 3
0|1|2(3|4|5(6|7|8|9|0|1|2|3|4|5(6|7|8(9|0|1(2|3|4|5[6|7|8[9|0]|1
wFlags chProtocol chAlgorithm
bKey (variable)

wFlags (2 bytes): Flags value for the key RR as specified in section 2.1 of [RFC4034].
chProtocol (1 byte): Protocol value for the key RR as specified in section 2.1 of [RFC4034].
chAlgorithm (1 byte): Algorithm value for the key RR as specified in section 2.1 of [RFC4034].
bKey (variable): An array of bytes containing the key value as specified of section 2.1 i n [RFC4034].

2222416 DNS_RPC_RECORD_AAAA

The DNS_RPC_RECORD_AAAA structure contains IPv6 address information. This record MUST be
formatted as follows:

0(1(2|3|4|5|6|7(8[9|0(1|2|3|4|5[(6|7|8|9|0]|1|2|3|4[(5|6|7|8|9|0]1

ipv6Address (16 bytes)

ipv6Address (16 bytes): An IPv6 address member holds an IPv6 address, in network byte order.

2222417  DNS_RPC_RECORD_NXT

The DNS_RPC_RECORD_NXT specifies a NXT resource record as specified in secti on 5.1 of
[REC2535] .<18> This record MUST be formatted as follows:
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0(1(2|3|4|5(6|7(8|9(0|1|2|3|4|5|6|7|8[9|0(1|2(3|4(5|6|7(8|9|0]|1

wNumRecordTypes wTypeWords (variable)

nextName (variable)

wNumRecordTypes (2 bytes): The number of 16 - bit unsigned integers in the variable sized
wTypeWords array. This value MUST be greater than 1.

wTypeWords (variable): An array for of 16  -bit unsigned integers in little -endian byte order for that
contains a variable sized bit  -mask value for types present in this record, as specified in section 5.2
of [RFC2535]. The most significant bit of the first integer corresponds to type zero and MUST be
zero. If there is a second 16 -bit unsigned integer present in the array, the most significant bit of
the second integer corresponds to type 16, and so on.

nextName (variable): A DNS_RPC_NAME (section 2.2.2.2.1 ) containing next name information, as
specified in section 5.2 of [RFC2535].

2222418 DNS_RPC_RECORD_SRV

The DNS_RPC_RECORD_SRYV specifies an SRV resource record as specified in RFC2782] . This record
MUST be formatted as follows:
1 2 3
0(1|2|3(4|(5|6|7(8(9]|0|1(2(3|4|5[(6|7|8|9|0(1(2|3|4|5|6|7|8|9|0]|1
wPriority wWeight

wPort nameTarget (variable)
wPriority (2 bytes): The priority of the target host as specified in [RFC2782].
wWeight (2 bytes): The relative weight for the target host as specified in [RFC2782].
wPort (2 bytes): The port number for the service on the target host as specified in [RFC2782].

nameTarget (vari able): The FDQN of the server that hosts this service in DNS_RPC_NAME (section
2.2.2.2.1 ) format, as specified in [RFC2782].

2222419 DNS_RPC_RECORD_ATMA

The DNS_RPC_RECOR D_ATMA specifies a resource record that contains ATM address information as
specified in [ATMA] . This record MUST be formatted as follows:

1 2 3
0(1(2|3|4|5(6|7(8|9(0|1|2|3|4|5|6|7|8[9]|0(1|2(3|4(5|6|7[8|9|0]|1

chFormat bAddress (variable)
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chFormat (1 byte): The format of the address as specified in section 5.2 of [ATMA].

bAddress (variable): The ATM address of the node to which this resource record pertains (see
section 5.2 of [ATMA]).

2222420 DNS_RPC_RECORD_NAPTR

The DNS_RPC_RECORD_NAPTR specifies a NAPTR resource record as specified in section 4 of
[REC3403] .<19> This record MUST be formatted as follows:

0(1(2|3|4|5(6|7(8|9(0|1|2|3|4|5|6|7|8[9|0(1|2(3|4(5|6|7[8|9|0]|1

wOrder wPreference

nameFlags (variable)

nameService (variable)

nameSubstitution (variable)

nameReplacement (variable)

wOrder (2 bytes): A value that specifies the order in which the NAPTR record is processed, as
specified in section 4.1 in [RFC3403].

wPreference (2 bytes): The preference given to this NAPTR record, as specified in section 4.1 in
[RFC3403].
nameFlags (variable): Pointer to a structure of type DNS_RPC_NAME (section 2.2.2.2.1 ) containing

the string fla gs value as specified in section 4.1 in [RFC3403].

nameService (variable): Pointer to a structure of type DNS_RPC_NAME (section 2.2.2.2.1)
containing service parameters value for NAPTR to control the rewriting and interpretation of the
field in the record,  as specified in section 4.1 in [RFC3403].

nameSubstitution (variable): Pointer to a structure of type DNS_RPC_NAME (section 2.2.2.2.1)
containing a substitution expression value for the NAPTR record, as specified in section 4.1 in
[RFC3403].

nameReplaceme  nt (variable): Pointer to a structure of type DNS_RPC_NAME (section 2.2.2.2.1)
containing a replacement expression value for the NAPTR record, as specified in section 4.1 in
[RFC3403].
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2222421 DNS_RPC_RECORD_WINS

The DNS_RPC_RECOR D_WINS specifies a WINS resource record. This record MUST be formatted as
follows:

0(1(2|3[(4|5(6|7(8|9(0|1|2|3|4|5|6|7|8[9|0(1|2(3|4(5|6|7[8|9|0]|1

dwMappingFlag

dwLookupTimeout

dwCacheTimeout

cWinsServerCount

aipWinsServers (variable)

dwMappingFlag (4 bytes): The scope of the WINS record lookups. This value MUST be set to
0x00000000 or any combination of the following:

Value Meaning

DNS_WINS_FLAG_SCOPE Server forwards lookup requests to remote WINS servers.
0x80000000

DNS_WINS_FLAG_LOCAL Server performs WINS lookups locally.
0x00010000

dwLookupTimeout (4 bytes): The duration, in seconds, for which the server waits to receive a
response from a remote DNS server.

dwCacheTimeout (4 bytes): The duration, in seconds, for wh ich the server keeps this record in its
cache before considering it stale.

cWinsServerCount (4 bytes): The number of WINS server addresses in this record. The value of
this field MUST be at least one.

aipWinsServers (variable): An array of IPv4 addressesi  n network byte order with length given by
cWinsServerCount.

2222422 DNS_RPC_RECORD_WINSR

The DNS_RPC_RECORD_WINSR specifiesa  Windows Internet Name Service Reverse Loo kup
(WINS -R) resource record. This record MUST be formatted as follows:

0(1(2|3|4|5(6|7(8|9(0|1|2|3|4|5|6|7|8[9|0(1|2(3|4(5|6|7[8|9|0]|1

dwMappingFlag

dwLookupTimeout
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dwCacheTimeout

nameResultDomain (variable)

dwMappingFlag (4 bytes): The scope of the WINS  -R record lookups. This value MUST be set to zero
or any combination of the following:

Value Meaning

DNS_WINS_FLAG_SCOPE Server forwards lookup requests to remote WINS servers.
0x80000000

DNS_WINS_FLAG_LOCAL Server performs WINS lookups locally.
0x00010000

dwLookupTimeout (4 bytes): The duration, in seconds, for which server waits to receive a response
from a remote DNS server.

dwCacheTimeout (4 bytes): The duration, in seconds, for which server keeps this record in its
cache before considering it stale.

nameResultDomain (variable): Pointer to a structure of type DNS_RPC_NAME (section 22221 )

containing a domain name suffix that will be appended to a single -label name  obtained from a
WINS -R lookup.

2222423 DNS_RPC_RECORD TS

The DNS_RPC_RECORD_TS specifies information for a node that has been tombstoned

0(1(2|3|4|5|6|7(8[9|0(1|2|3|4|5[(6|7|8|9|0]|1|2|3|4[(5|6|7|8|9|0]1

EntombedTime

EntombedTime (8 bytes): The time at which this node was tombstoned, represented as the number
of 100 -nanosecond intervals since  midnight (00:00:00), January 1, 1601 UTC.

2222424 DNS_RPC_RECORD_NSEC3

The DNS_RPC_RECORD_NSECS3 structure SHOULD  <20> specify an NSEC3 resource record as
specified in [REC5155] section 3. This record MUST be formatted as follows.

0(1(2|3|4|5(6|7(8|9(0|1|2|3|4|5|6|7|8[9|0(1|2(3|4(5|6|7(8|9|0]|1

chAlgorithm bFlags wlterations

bSaltLength bHashLength salt (variable)
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nextHashedOwnerName (variable)

bitmaps (variable)

chAlgorithm (1 byte): A value that specifies the cryptographic hash algorithm used to construct the
hash value, as specified in [RFC5155] section 3.1.

bFlags (1 byte): A value that specifies NSEC3 processing flags, as specified in [RFC5155] section
3.1

wlterations (2 bytes): A value that specifies the number of additional times the hash function has
been performed, as specified in [RFC5155] section 3.1.

bSaltLength (1 byte): A value that specifies the length of the salt field, in octets.

bHashLength (1 byte): A value that specifies the length of the nextHashedOwnerName field, in
octets.

salt (variable): A value that specifies the salt to be appended to the original owner name before

hashing, as specified in [RFC5155] section 3.1.

nextHashedOwnerName (variable): A value that specifies the next hashed owner name in hash
order, as specified in [RFC5155] sect ion 3.1.

bitmaps (variable): A value that specifies the DNS types that exist at the original owner name of the
NSECS record, as specified in [RFC5155] section 3.1.

2222425 DNS_RPC_RECORD_NSEC3PARAM

The DNS_RPC_RECORD_NSEC3PA RAM structure SHOULD <21> specify an NSEC3PARAM resource
record as specified in RFC5155] section 3. This record MUST be forma tted as follows.

1 2 3
0|1|2(3|4|5|6|7|8|9|0|1|2|3|4|5(6|7|8(9|0|1|2|3|4|5[(6|7|8[9|0]|1
chAlgorithm bFlags wlterations
bSaltLength salt (variable)
chAlgorithm (1 byte): A value that specifies the cryptographic hash algorithm used to construct the
hash value, as specified in [RFC5155] section 4.1.
bFlags (1 byte): A value that specifies NSEC3 processing flags, as specified in [RFC5155] section
3.1
wlterations (2 bytes): A value that specifies the number of additional times the hash function has

been performed, as specified in [RFC5155] section 4.1.

bSaltLength (1 byte): A value that specifies the length of the salt field, in octets.
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salt (variable): A value that specifies  the salt to be appended to the original owner name before
hashing, as specified in [RFC5155].

2222426 DNS_RPC_RECORD_TLSA

The DNS_RPC_RECORD_TLSA structure SHOULD <22> specify a TLSA resource record as defined in
RFC6698] section 2. This record MUST be formatted as follows.

1 2 S
0(1(2|3|4|5|6|7(8[9|0(1|2|3|4|5[(6|7|8|9|0]|1|2|3|4[(5|6|7|8|9|0]1

bCertUsage bSelector bMatchingType bCertificateAssociationDat

bCertUsage (1 byte) : Specifies the association used to match the certificate presented during TLS
handshake ([RFC6698] section 2.1.1).

bSelector (1 byte) : Specifies the part of the TLS certificate which will be matched aga inst the TLS
association data ([RFC6698] section 2.1.2.

bMatchingType (1 byte) : Specifies how the certificate association is presented ([RFC6698] section
2.1.3).

bCertificateAssociationData (variable) : Specifies the certificate association data that is to be

matched ([RFC6698] section 2.1.4).

2222427 DNS_RPC_RECORD_UNKNOWN

The DNS_RPC_RECORD_UNKNOWN structure SHOULD  <23> specify a resource record of unknown
type ( [REC3597] section 2). This record MUST be formatted as follows.

0(1(2|3|4|5|6|7(8[9|0(1|2|3|4|5(6|7|8|9|0]|1|2|3|4[(5|6|7|8|9|0]1

bData (variable)

bData (variable) . Specifies the unknown record data. The data MUST be in the format in which it
will be returned in the response message for a DNS query.

22225 DNS_RPC_RECORD

The DNS_RPC_RECORD structure is used to specify a sin gle DNS record's parameters and data. This
structure is returned by the DNS server in response to an R_DnssrvEnumRecords?2 (section 3.1.4.9 )
method call.

typedef struct _DnssrvRpcRecord  {
WORDwDatalLength;
WORDWTYype;
DWORDIwFIlags;
DWORDiwSerial;
DWORDIwTtISeconds;
DWORDIwTimeStamp;
DWORDIwReserved;
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[size_is(wDataLength)] BYTE Buffer[];
} DNS_RPC_RECORD,
*PDNS_RPC_RECORD,
DNS_FLAT_RECORD,
*PDNS_FLAT_RECORD;

wDatalLength: The total size of the variable buffer, in bytes. Note that the DNS_RPC_RECORD
structure is always 4  -byte aligned, which means there can be 0 -3 bytes of padding at the end of
the structure. The pad bytes are not included in the wDataLength count.

wType: The ty pe of the resource record, as specified in section 2.2.2.1.1 DNS_RECORD_TYPE.
dwFlags: Resource record properties. This field can contain one of the RANK* flags in the low -order

bits and one oft he DNS_RPC_FLAGS* in the high  -order bits.
Value Meaning
RANK_CACHE_BIT The record came from the cache.
0x00000001
RANK_ROOT_HINT The record is a preconfigured root hint.
0x00000008
RANK_OUTSIDE_GLUE This value is not used.
0x00000020
RANK_CACHE_NA_ADDITIONAL The record was cached from the additional section of a non -
0x00000031 authoritative response.
RANK_CACHE_NA_AUTHORITY The record was cached from the authority section of a non -
0x00000041 authoritative response.
RANK_CACHE_A_ADDIT IONAL The record was cached from the additional section of an
0x00000051 authoritative response.
RANK_CACHE_NA_ANSWER The record was cached from the answer section of a non -
0x00000061 authoritative response.
RANK_CACHE_A_AUTHORITY The record was cached from the authority section of an
0x00000071 authoritative response.
RANK_GLUE The recordisa glue record in an authoritative zone.
0x00000080
RANK_NS_GLUE The recordisa delegation (type NS) record in an
0x00000082 authoritative zone.
RANK_CACHE_A_ANSWER The record was cached from the answer section of an
0x000000c1 authoritative response.
RANK_ZONE The record comes f rom an authoritative zone.
0x000000f0
DNS_RPC_FLAG_ZONE_ROOT The record is at the root of a zone (not necessarily a zone
0x40000000 hosted by this server; the record could have come from the

cache).

DNS_RPC_FLAG_AUTH_ZONE_ROOT The record is at the root of a zone that is locally hosted on
0x20000000 this server.
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Value

Meaning

0x80000000

DNS_RPC_FLAG_CACHE_DATA The record came from the cache.

0x00100000

DNS_RPC_FLAG_RECORD_WIRE_FORMAT The record SHOULD <24> be treated as a resource record of

unknown type ( [REC3597] section 2) by the DNS server.

dwSerial: This MUST be set to 0x00000000 when sent by the client or server, and ignored on receipt

by the server or client.

dwTtlSeconds: The duration, in seconds, after which this record will expire.

dwTimeStamp:

The time stamp , in hours, for the record when it received the last update.

dw Reserved:  This value MUST be set to 0x00000000 when sent by the client and ignored on receipt

by the server.

Buffer:  Record data in DNS_RPC_RECORD_DATA (section 2.2.2.2.4 ) format where typeiss  pecified
by the value wType .<25>

Value

Meaning

DNS_TYPE_ZERO

DNS_RPC_RECORD_TS

0x0000

DNS_TYPE_A DNS_RPC_RECORD_A

0x0001

DNS_TYPE_NS DNS_RPC_RECORD_NODE_NAME
0x0002

0x0003

DNS_TYPE_MD

DNS_RPC_RECORD_NODE_NAME

DNS_TYPE_MF
0x0004

DNS_RPC_RECORD_NODE_NAME

0x0005

DNS_TYPE_CNAME

DNS_RPC_RECORD_NODE_NAME

0x0006

DNS_TYPE_SOA

DNS_RPC_RECORD_SOA

DNS_TYPE_MB
0x0007

DNS_RPC_RECORD_NODE_NAME

0x0008

DNS_TYPE_MG

DNS_RPC_RECORD_NODE_NAME

0x0009

DNS_TYPE_MR

DNS_RPC_RECORD_NODE_NAME

0x000A

DNS_TYPE_NULL

DNS_RPC_RECORD_NULL

0x000B

DNS_TYPE_WKS

DNS_RPC_RECORD_WKS
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Value

Meaning

DNS_TYPE_PTR
0x000C

DNS_RPC_RECORD_NODE_NAME

DNS_TYPE_HINFO
0x000D

DNS_RPC_RECORD_STRING

DNS_TYPE_MINFO
0x000E

DNS_RPC_RECORD_MAIL_ERROR

DNS_TYPE_MX
0x000F

DNS_RPC_RECORD_NAME_PREFERENCE

DNS_TYPE_TXT
0x0010

DNS_RPC_RECORD_STRING

DNS_TYPE_RP
0x0011

DNS_RPC_RECORD_MAIL_ERROR

DNS_TYPE_AFSDB
0x0012

DNS_RPC_RECORD_NAME_PREFERENCE

DNS_TYPE_X25
0x0013

DNS_RPC_RECORD_STRING

DNS_TYPE_ISDN
0x0014

DNS_RPC_RECORD_STRING

DNS_TYPE_RT
0x0015

DNS_RPC_RECORD_NAME_PREFERENCE

DNS_TYPE_SIG
0x0018

DNS_RPC_RECORD_SIG

DNS_TYPE_KEY
0x0019

DNS_RPC_RECORD_KEY

DNS_TYPE_AAAA
0x001C

DNS_RPC_RECORD_AAAA

DNS_TYPE_NXT
0x001E

DNS_RPC_RECORD_NXT

DNS_TYPE_SRV
0x0021

DNS_RPC_RECORD_SRV

DNS_TYPE_ATMA
0x0022

DNS_RPC_RECORD_ATMA

DNS_TYPE_NAPTR
0x0023

DNS_RPC_RECORD_NAPTR

DNS_TYPE_DNAME
0x0027

DNS_RPC_RECORD_NODE_NAME

DNS_TYPE_DS
0x002B

DNS_RPC_RECORD_DS
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Value Meaning

DNS_TYPE_RRSIG DNS_RPC_RECORD_RRSIG
0x002E

DNS_TYPE_NSEC DNS_RPC_RECORD_NSEC
0x002F

DNS_TYPE_DNSKEY DNS_RPC_RECORD_DNSKEY
0x0030

DNS_TYPE_DHCID DNS_RPC_RECORD_DHCID
0x0031

DNS_TYPE_NSEC3 DNS_RPC_RECORD_NSEC3
0x0032

DNS_TYPE_NSEC3PARAM | DNS_RPC_RECORD_NSEC3PARAM
0x0033

DNS_TYPE_TLSA DNS_RPC_RECORD_TLSA
0x0034

DNS_TYPE_WINS DNS_RPC_RECORD_WINS
OxFFO1

DNS_TYPE_WINSR DNS_RPC_RECORD_WINSR
OXFF02

Other type values that are not explicitly defined in the preceding table MUST be enumerable,
including values defined by IANA -DNS], and they MUST use the DNS_RPC_RECORD_NULL
(section 2.2.2.2.4.4 ) structure. If the dwFlags field is set to
DNS_RPC_FLAG_RECORD_WIRE_FORMAT, the DNS_RPC_RECORD_UNKNOWN (section
2.2.2.2.4.27 ) struc ture MUST be used for all resource record types.

2.2.3 Address Information Messages

2.2.3.1 Enumerations and Constants

22311 DNS_IPVAL_CONTEXT

DNS_IPVAL_CONTEXT is a DWORD value that specifies possible context values for IP validation. This

is used to populate the dwContext field in DNS_RPC_IP_VALIDATE (section 2.2.3.2.4 ). The DNS server
MUST use this value to determine the type of validation that SHOULD <26> be performed for IP
address specified in DNS_RPC_IP_VALIDATE (section 2.2.3.2.4).

Constant/value Description

DNS_IPVAL_DNS_SERVERS Validate that IP addresses are reachable and operational by the DNS

0x00000000 SErvers.

DNS_IPVAL_DNS_ROOTHINTS Validate that IP addresses are suitable as root -hints.

0x00000001

DNS_IPVAL_DNS_FORWARDERS Validate that IP addresses are server level forwarders.

0x 00000002
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Constant/value

Description

DNS_IPVAL_DNS_ZONE_MASTERS
0x00000003

Validate that IP addresses are remote DNS servers hosting a zone, named
as pointed to by pszContextName in the DNS_RPC_IP_VALIDATE (section
2.2.3.2.4).

DNS_IPVAL_DNS_DELEGATIONS

Validate that IP addresses are remote DNS servers are name

-server for the

delegated zone, named as pointed to by pszContextName in the

DNS_RPC_IP_VALIDATE (section 2.2.3.2.4).

0x00000004

2.23.1.2 DNS_IP_VALIDATE_RETURN_FLAGS

DNS_IP_VALIDATE_RETURN_FLAGS is a DWORD value that specifies the results of IP validation
performed by the DNS server. This value will be used by the DNS server to populate the Flags field
within each DNS_ADDR structure (section 2.2.3.2.2 ) present in the DNS_ADDR_ARRAY (section
2.2.3.2.3 ) structure which in turn is present inside the returned DNS_RPC_IP_VALIDATE structure
(section 2.2.3.2.4 )<27> .

Constant/value Description

ERROR_SUCCESS The remote IP address is valid.

0x00000000

DNS_IPVAL_INVALID_ADDR Remote IP address is not a valid IP address.

0x00000001

DNS_IPVAL_UNREACHABLE Remote IP address is not reachable.

0x00000002

DNS_IPVAL_NO_RESPONSE
0x00000003

Remote IP address does not appear to be hosting a DNS server.

DNS_IPVAL_NOT_AUTH_FOR_ZONE
0x00000004

Remot e IP address is not authoritative for the required zone, specified by
pszContextName in the DNS_RPC_IP_VALIDATE (section 2.2.3.2.4).

DNS_IPVAL_UNKNOWN_ERROR
0x000000FF

The DNS server encountered an unknown error occurred while validating IP
address.

DNS_IPVAL_NO_TCP
0x80000000

Indicated that remote IP address, responds to
does not respond to TCP DNS messages.

UDP DNS messages, but

2.2.3.2  Structures

22321 IP4_ARRAY

The IP4_ARRAY structure is used to represent an array of IPv4 addresses. This structure cannot
represent IPv6 addresses.

typedef struct _IP4_ARRAY {
DWORDAddrCount;
[size_is(AddrCount)] DWORD
} IP4_ARRAY,
*PIP4_ARRAY;

AddrArray[];
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AddrCount: The number of IPv4 addresses present in the AddrArray member.

AddrArray: An array of IPv4 addresses. An IPv4 address is represented as a 32 - bit unsigned integer
in network byte order.

An empty IP4_ARRAY is represented by AddrCount settozero and AddrArray unused. Senders of an
empty IP4_ARRAY MUST set AddrArray  to a single entry containing binary zeros, and receivers MUST
ignore it.

2.23.22 DNS_ADDR

This DNS_ADDR structure is used to represent an IP address. The IP address is either IPv4 or IPVv6.

typedef struct _DnsAddr {
CHAR MaxSa[32];
DWORDnsAddrUserDword[8];
} DNS_ADDR,
*PDNS_ADDR;
MaxSa: This field MUST be constructed as specified in DNS ADDR.
DnsAddrUserDword: This field MUST be constructed as specified in DNS ADD USER .

Any field not specified above MUST be set to zero by the sender and ignored by the receiver.

223221 DNS ADDR

An IPv4 or IPv6 addressed used by DNS_ADDR MaxSa field.

0(1(2|3|4|5|6|7(8[9|0(1|2|3|4|5[(6|7|8|9|0]|1|2|3|4[(5|6|7|8|9|0]1

Address Family Port Number

IPv4 Address

IPv6 Address (16 bytes)

Padding
Address Family (2 bytes): This MUST be set to 0x0002 if this is an IPv4 address or 0x0017 if this is
an IPv6 address.
0x0002
0x0017
Port Number (2 bytes): Senders MUST set this to zero, and receivers MUST ignore it.
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IPv4 Address (4 bytes): An IPv4 address in network byte order value for the host pointed to by
DNS_ADDR structure.

IPv6 Address (16 bytes): An IPv6 address in network byte order value for the host pointed to by
DNS_ADDR structure.

Padding (8 bytes): Senders MUST set this to zero, and receivers MUST ignore it.

223222 DNS ADD USER

Used by DNS_ADDR DnsAddrUserDword field.

0(1(2|3|4|5|6|7(8[9|0(1|2|3|4|5[(6|7|8|9|0|1|2|3|4[(5|6|7|8|9|0]1

SockaddrLength

SubnetLength

Flags

Padding (20 bytes)

SockaddrLength (4 bytes): The length of valid data in the socket address structure present above
this field.

SubnetLength (4 bytes): Senders MUST set this to 0x00000000 and receivers MUST ignore this
value.

Flags (4 bytes): Clients MUST set to 0x00000000. Senders will use this field to indicate the results of
IP validation for this IP address, where it has a format as follows (in host byte order):

0(1(2|3|4|5|6|7(8[|9|0(1|2|3|4|5[(6|7|8|9|0|1|2|3|4|5|6(|7|8|9]|0]1

T Zero RTT validationStatus

T (1 bit):  If set, DNS over UDP is available from the remote DNS server but DNS over TCP is not
available.

Zero (7 bits): Reserved. Senders MUST set these bits to zero and receivers MUST ignore them.

RTT (12 bits): Round trip time to the remote DNS server for a UDP query, measured in units of 10
milliseconds.

validationStatus (12 bits): The result of the DNS UDP validation attempt. This field MUST be set to
one of the DNS_IP_VALIDATE_ RETURN_FLAGS (section 2.2.3.1.2 ).

Padding (20 bytes): This can be any value and MUST be ignored.

2.23.23 DNS_ADDR_ARRAY
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The DNS_ADDR_ARRAY structure  is used to represent an array of DNS_ADDR (section

2.2.322 )

structures. The DNS Server Management Protocol uses this structure to exchange lists of mixed IPv4

and IPv6 addresses between client a nd server.

typedef struct _DnsAddrArray  {
DWORMaxCount;
DWORDAddrCount;
DWORDTag;
WORDFamily;
WORDWordReserved;
DWORLFlags;
DWORDMatchFlag;
DWORDReservedl;
DWOR[Reserved2;
[size_is(AddrCount )] DNS_ADDR AddrArray(];
} DNS_ADDR_ARRAY,
*PDNS_ADDR_ARRAY;

MaxCount: The actual number of IP addresses that are present in the AddrArray member.

AddrCount: Must be set to the same value as MaxCount.

Tag: This field is unused. Senders MUST set the value to zero and receivers MU ST ignore it.

Family:  The family of addresses present in the array, such as AF_INET or AF_INETS. If this field is

not specified, addresses with all families can be present.

WordReserved: This field is unused. Senders MUST set the value to zero and receiv
it.

Flags: This field is unused. Senders MUST set the value to zero and receivers MUST ignore it.

ers MUST ignore

MatchFlag: This field is unused. Senders MUST set the value to zero and receivers MUST ignore it.

Reservedl: This field is unused. Senders MUST set the value to zero and receivers MUST ignore it.

Reserved2: This field is unused. Senders MUST set the value to zero and receivers MUST ignore it.

AddrArray: An array of DNS_ADDR (section 2.2.3.2.2) structures. The number of elements in this

array is specified by the AddrCount member.

An empty DNS_ADDR_ARRAY is represented by AddrCount  set to zero. Senders of an empty

DNS_ADR_ARRAY MUST set the other fields' values to zero (including a single entry in
which is set to binary zeros), and receivers MUST ignore them.

2.23.24 DNS_RPC_IP_VALIDATE

AddrArray

The DNS_RPC_IP_VALIDATE structure is used to request that the DNS server validate a number of IP
addresses. This can be used by clients to determine if an IP address is suitable for use as a DNS
server in the context specified by the dwContext member (see below). This structure is to request IP
validation while processing the R_Dnssr vComplexOperation2  (section 3.1.4.8) method call with

operation type IpValidate.

typedef struct _DnsRpclPValidate {
DWORDIwRpcStructureVersion;
DWORDIwReservedo;
DWORDwContext;
DWORDIwReservedi,
[string] char* pszContextName;
PDNS_ADDR_ARRY aipValidateAddrs;

} DNS_RPC_IP_VALIDATE,
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*PDNS_RPC_IP_VALIDATE;

dwRpcStructureVersion: The DNS management structure version number. This value MUST be set
to 0x00000001.

dwReservedO: This field is unused. The client MUST set this value to zero and the server MUST
ignore it.
dwContext: The context or purpose for which addresses present in aipValidateAddrs MUST be

validated by the DNS server. This field MUST be set to one of the following values:

Value Meaning
DNS_IPVAL_DNS_SERVERS Validate that IP addresses are reachable and operational by the
0x00000000 DNS servers.
DNS_IPVAL_DNS_ROOTHINTS Validate that IP addresses are suitable as root hints
0x00000001
DNS_IPVAL_DNS_FORWARDERS Validate that IP addresses are server level forwarders.
0x00000002
DNS_IPVAL_DNS_ZONE_MASTERS Validate that IP addresses are remote DNS servers hosting a zone,
0x00000003 named as pointed to by pszContextName.
DNS_IPVAL_DNS_DELEGATIONS Validat e that IP addresses are remote DNS servers are name -
0x00000004 server for the delegated zone, named as pointed to by
pszContextName
dwReserved1: This field is unused. The client MUST set this to zero and the server MUST ignore it.
pszContextName: A pointerto an ull-terminated ASCII character string that specifies a zone name.

The use of this zone name is specified by the dwContext member.

aipValidateAddrs: A pointertoa DNS_ADDR_ARRAY structure (sectio n 2.2.3.2.3) contains a list of
IP addresses to be validated by the DNS server.

2.24  Server Messages

2.2.4.1 Enumerations and Constants

22411 DNS_BOOT_METHODS

The DNS_BOOT_METHODS is an 8 -bit integer value that specifies the sources of information from
which the DNS server obtains information at boot time. Following are possible values for this:

Constant/value Description

BOOT_METHOD_UNINITIALIZED Server 0 btains the boot information, the list of zones to load, and populates its

0x00 database in the following order, until successful: from a file -based persistent
storage, or from the directory server, or from the persistent copy of the DNS

Zone Table. <28>

BOOT_METHOD_FILE Server obtains boot information, the list of zones to load, and populates its
0x01 database from a file based persistent storage.
BOOT_METHOD_REGISTRY Server obtains boot  information, the list of zones to load, and populates its
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Constant/value Description

0x02 database from the local persistent copy of the DNS Zone Table.

BOOT_METHOD_DIRECTORY Server obtains boot information, the list of zones to load, and populates its
0x03 database from the local persistent copy of the DNS Zone Table for zones
located in local persistent storage, and from the directory server for zones
persistently stored in the di rectory server.

22412 DNS_NAME_CHECK_FLAGS

The DNS server enforces different levels of syntax checking for FQDNs. DNS_NAME_CHECK_FLAGS is
a DWORD value that specifies the configured level of syntax checking for FQDNs. DNS RFC1034] and
RFC2181] requiresthatall FQDNs meet the following basic criteria:

A Total length no longer than 255 characters.
A Each label is less than 63 characters.
A No two consecutive "." characters.

The name check value MUST be set to one of the following allowed values to modify basic FQDN
val idity checking:

Constant/value Description

DNS_ALLOW_RFC_NAMES_ONLY The DNS server accepts FQDNs that only contain the ASCII characters "a -2",

0x00000000 "A-Z",and "0 -9". Names that begin with "." or contain two consecutive "."
characters are rejected. T he name can contain zero or one ", but this
character MUST appear as the first character in the name if it is present.

DNS_ALLOW_NONRFC_NAMES The DNS server accepts any printable ASCII character in an FQDN.

0x00000001

DNS_ALLOW_MULTIBYTE_NAMES The DNS server accepts all characters specified above and also UTF -8

0x00000002 RFC3629] characters in FQDNSs.

DNS_ALLOW_ALL_NAMES The DNS server does not restrict the set of chara cters that appear in FQDNs.

0x00000003

2.2.4.2  Structures

22421 DNSSRV_VERSION

The DNSSRV_VERSION is used to store detailed version information of the operating system running
on the DNS server. This structure is used by the DNS server to populate th e dwVersion field in the
DNS_RPC_SERVER_INFO structure (section 2.2.4.2.2 ).

1 2 3
0(1(2|3|4|5(6|7(8|9(0|1|2|3|4|5|6|7|8[9|0(1|2(3|4(5|6|7(8|9|0]|1

Service Pack Version OS Minor Version OS Major Version
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Service Pack Version (2 bytes): The implementation  -specific revision number of the DNS server's
operating system.  <29>

OS Minor Version (1 byte): The minor OS version number for the DNS server.

OS Major Version (1 byte): The major OS version number for the DNS server.

22422 DNS_RPC_SERVER_INFO

The DNS_RPC_SERVER_INFO structure contains information about the DNS server's configuration and
state. There ar e different versions of the DNS_RPC_SERVER_INFO structure. The DNS server MUST
use one of the structures corresponding to the value of the dwClientVersion field in DNS Server
Management Protocol method calls (section 3.1.4 ) as shown in the following table. If the method call
does not specify the value of dwClientVersion ,the DNS_RPC_SERVER_INFO_W?2K version of the
structure MUST be used.

Value Structure

0x00000000 | DNS_RPC_SERVER_INFO_W2K (section 2.2.4.2.2.1 )

0x00060000 | DNS_RPC_SERVER_INFO_DOTNET (section 2.2.4.2.22 )

0x00070000 DNS_RPC_SERVER_IN FO_LONGHORN (section 2.2.4.2.2.3 )

224221 DNS_RPC_SERVER_INFO_W2K

This structure is used to specify general DNS server state and configuration.
typedef struct _DnsRpcServerinfoW2K  {
DWORDIwVersion;
UCHARfBootMethod;

BOOLEANfAdminConfigured;
BOOLEANfAllowUpdate;
BOOLEANfDsAvailable;

[string] char* pszServerName;
[string] wchar_t* pszDsContainer;
PIP4_ARRAY aipServerAddrs;
PIP4_ARRAY aipListenAddrs;
PIP4_ARRAY aipForwarders;
PDWORIDExtension1;
PDWORIDExtension2;
PDWORIDpEXxtension3;
PDWORIDExtension4;
PDWORIDExtension5;
DWORDIwLogLevel;
DWORDIwDebugLevel;
DWORDIwForwardT imeout;
DWORDIwRpcProtocaol;
DWORDIwNameCheckFlag;
DWORDAddressAnswerLimit;
DWORDIwRecursionRetry;
DWORDIwRecursionTimeout;
DWORDIwMaxCacheTtl;
DWORDIwDsPollingInterval;
DWORDIwScavenginglInterval;
DWORDiwDefaultRefreshinterval;
DWORDiwDefaultNoRefreshinterval,
DWORDIwReserveArray[10];
BOOLEANfAutoReverseZones;
BOOLEANfAutoCacheUpdate;
BOOLEANfRecurseAfterForwarding;
BOOLEANfForwardDelegations;
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BOOLEANfNoRecursion;
BOOLEANfSecureResponses;
BOOLEANfRoundRobin;
BOOLEANfLocalNetPriority;
BOOLEANfBindSecondaries;
BOOLEANfWriteAuthorityNs;
BOOLEAN(fStrictFileParsing;
BOOLEANfLooseWildcarding;
BOOLEANfDefaultAgingState;
BOOLEANfReserveArray[15];

} DNS_RPC_SERVER_INFO_W2K,

*PDNS_RPC_SERVER_INFO_W2K;

dwVersion: The operating system version of the DNS server in DNSSRV_VERSION (section
22421 ).

fBootMethod: The method by which the DNS server obtains information at the start time. This MUST
be set to one of the possible values as specified in DNS_BOOT_METHODS (section 224.1.1 ).

fAdminConfigured: A Boolean field that specifies whether the DNS server has be en configured by an
administrator. On a fresh installed server this value MUST be set to FALSE. This value MUST be set
to TRUE whenever a zone is created, or a record is modified, or an Active D irectory domain
controller promotion (DCPROMO) configures the DNS server.

fAllowUpdate: A Boolean field that indicates whether the DNS server allows dynamic DNS updates.
This field MUST be set to FALSE if the server does not allow dynamic zone -updates, ot herwise set
to TRUE.

fDsAvailable: A Boolean field that specifies whether a directory server is available to the DNS
server. It MUST be set to FALSE, if the server does not have access to a directory server.

pszServerName: A pointerto a null  -terminated UTF-8 string that contains the FQDN of the DNS
server.

pszDsContainer: A pointer to a null  -terminated Unicode string that points to the DNS server's
container pathasa  distinguished name (DN) in the directory server. If no directory server is
configured, this value MUST be set to NULL. This value is synthesized by the server by
concatenating a constant container relative distinguishe d name (RDN) and the result of an
LDAP search operation to retrieve the defaultNamingContext of the Active Directory server's

rootDSE. <30>

aipServerAddrs: The list of IP addresses that are available on the server.
aipListenAddrs: The list of IP addresses that are explicitly configured by the administrator on the
DNS server that listens for the DNS requests. If this value is set to NULL then the server listens to

all available IP addresses.

aipForwarders: The list of remote DNS servers to which this DNS server will forward unresolved
DNS requests.

pExtensionl: Reserved for future use and MUST be ignored by receiver.
pExtension2 : Reserved for future use and MUST be ignored by receiver.
pExtension3: Reserved for future use and MUST be ignored by receiver.
pExtension4: Reserved for future use and MUST be ignored by receiver.
pExtension5: Reserved for future use and MUST be i gnored by receiver.
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dwLogLevel: This indicates which DNS packets will be logged and how they will be logged. This field
MUST be set to either zero or a combination (by bitwise OR) of the possible values as specified
under DNS_LOG_LEVELS (section  2.2.9.1.1 ). If this value is set to zero, then no logging will be
performed for DNS packets.

dwDebugLevel: Unused. Receivers MUST ignore.

dwForwardTimeout: The time interval, in seconds, for which the D NS server waits for a response
from each server in the forwarders list.

dwRpcProtocol: This value indicates what RPC protocols this DNS server will accept connections on.
This value MUST be set to any combination of values specified in DNS_RPC_PROTOCOLS (section
2.21.1.2 ).

dwNameCheckFlag: The level of domain  name checking and validation enforced by the DNS server.
This value MUST be set one of the allowed values that are specified in DNS_NAME_CHECK_FLAGS
(section 2.2.4.1.2 ).

cAddressAnswerLimit: The configured value for the maximum number of type A IP address
resource records that the DNS server can insert in the answer section of a response to a UDP
query of type A. If this value is set to 0x00000000 then the DNS server MUST NOT enforce any
artifici al limit on number of records in a response and if response becomes larger than the DNS
UDP packet size then the truncation bit MUST be set RFC1035] . If this property value is not
0x00000000 and the DNS server is unable to add the specified number of records to the response
message due to message size limitations, it MUST return as many records as will fit in the
message and the truncation bit MUST NOT be set. The DNS server MUST NOT enforce t his limit if
the query is not of type A. If the value of this property is not 000000000 the DNS server MUST
enforce this limit for UDP queries and MUST NOT enforce this limit for TCP queries. If the
LocalNetPriority property value is set to TRUE, the DNS server first orders the address records
as per the LocalNetPriority property and then MUST select the first cAddressAnswerLimit type
A records in this sorted list for inclusion in the response. The value MUST be either zero or
between 0x00000005 and 0x0000 001C inclusive.

dwRecursionRetry: The time -interval, in seconds, for which the DNS server waits before it retries a
recursive query to the remote DNS server from which it did not receive a response. The values
MUST be between 1 and 15 seconds inclusive.

dwRecursionTimeout: The time -interval, in seconds, for which the DNS server waits for a recursive
query -response from a remote DNS server. The values MUST be between 1 and 15 seconds
inclusive.

dwMaxCacheTtl: The maximum time duration, in seconds, for whi ch the DNS server will cache a
resource record obtained from a remote server in a successful query response. The values for this
MUST be between 0 to 30 days (but specified in seconds) inclusive.

dwDsPollingInterval: The interval, in seconds, at which the DNS server will poll a directory server
to obtain updated information for any changes that have occurred to zones loaded in the server.
The values MUST be between 30 and 3600 seconds inclusive.

dwScavenginginterval: The scavenging interval, in hours, on the DNS server. This is the interval
at which the server will execute the cleanup of stale DNS records. The value MUST be between 0
and 8760 hours (1 year). If this value is zero then scavenging is disabled.

dwDefaultRefreshinterval: The default value of the refresh interval , in hours, for new zones
created on the DNS server. For any primary zone created on the server by default this value is
used as the refresh interval.

dwDefaultNoRefreshinterval: The default value of the NoRefresh interval , in hours, for new
zones created on the DNS server. For any primary zone created on the server by default this value
is used as the NoRefresh interval.
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dwReserveArray: This value is reserved for future use and MUST be ignored by the receiver.
Senders MUST set this to zero and receivers MUST ignore it.

fAutoReverseZones: A Boolean value that indicates whether the DNS server is configured to
automatically create standard reverse lookup zones at boot time.

fAutoCacheUpdate: A Boolean value that indicates whether the DNS server is configured to
automatically write  -back cached root hints and delegation data to persistent storage.

fRecurseAfterForwarding: A Boolean value that indicates whether the DNS server is configured to
use r ecursion in addition to forwarding. If this value is TRUE (0x01) then if the DNS server does
not have any forwarders configured or if fowarders are unreachable then it MUST return failure,
otherwise it MUST perform normal recursive processing for this quer y as specified in section 4.3.1

RFC1034] .

fForwardDelegations: A Boolean value indicates whether or not the DNS server will forward queries
about delegated subzones to servers outside of its authoritative zone. If this value is set to TRUE,
then the DNS server forwards all name queries about delegated subzones to forwarding servers in
other zones; otherwise it will send such queries within its authoritative zone to the corresponding
subzone o nly.

fNoRecursion: A Boolean value that indicates whether the DNS server will perform recursive
resolution for queries. If this value is TRUE then recursion MUST NOT be performed even if the
Recursion Desired (RD) bit (section 4.1.1 of [RFC1035]) is set in the DNS query packet header. If
this value is FALSE then recursion will be performed as per [RFC1035].

fSecureResponses: A Boolean value that indicates if the DNS server needs to screen DNS records
received in remote query responses against the zone of authority for the remote server to prevent
cache pollution. If it is set to TRUE, the DNS server caches only the records that are in zone of
authority for the remote server that was queried. When set to FALSE, all records in the cache are
saved.

fRoundRo bin: A Boolean value that indicates if the DNS server is configured to rotate the order of
DNS records it returns for a given name. If this value is set to FALSE no round robin will be
performed and DNS records will be returned in static, arbitrary order.

fLocalNetPriority: A Boolean value that indicates if the DNS server is configured to prioritize
address records in a response based on the IP address of the DNS client that submitted the query.
If this is set to TRUE the DNS server will return address re cords in the order of their closeness to
the querying client's IP address by applying the network mask pointed to by
LocalNetPriorityNetMask. If this value is set to O then the DNS server return s records in the order
in which they are obtained from the database.

fBindSecondaries: A Boolean value that indicates if the DNS server allows zone transfers to
secondary DNS servers running ol der non -Microsoft software. If this value is set to TRUE the DNS
server sends zone transfer to secondaries via a slower mechanism, with one resource record in
each message.

fWriteAuthorityNs: A Boolean value that indicates if the DNS server is enabled to write NS records
in the authority section of all successful authoritative responses. If this value is TRUE then NS
records will be included in the authority section of responses, otherwise NS records will only be
included in referral responses.

fStrictFile Parsing: A Boolean value that indicates if the DNS server is configured to perform strict
file parsing. When this value is set to TRUE and a record parsing error is detected server will quit
after indicating error. If this value is FALSE parsing errors wi Il cause that specific record to be
ignored and the server will continue to load the rest of the database.

fLooseWildcarding: A Boolean value that indicates if the DNS server is configured to perform loose
wildcarding [RFC1035], otherwise it returns FALSE . When a server does not find a resource record
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that matches the name and type specified in the query in the authoritative zone, then it searches

for related wildcard records, (section 4.3.3 [RFC1034])), if configured to perform loose wildcarding

will retur n the first node it finds that has matching resource -record type, whereas if it is not then
it will return the first node that has any resource record.

fDefaultAgingState: A Boolean value that indicates if the default value of ageing state for new
primary zones created on the DNS server. For any primary zone created on the server this value is
used as its default aging state. If this is FALSE then timestamps of records in the zone will not be

tracked whereas when this value is TRUE then the timestamps of r ecords in the zone will be
tracked.
fReserveArray: Reserved for future use. These values MUST be ignored by receiver.

224222 DNS_RPC_SERVER_INFO_DOTNET

All fields have same definition as specified in DNS_RPC_SERVER_INFO_W2K (section 224.2.2.1 ),
with the following exceptions: <31>

typedef struct _DnsRpcServerinfoDotNet {
DWORDIwRpcStructureVersion;
DWORDiwReservedO;
DWORDIwVersion;
UCHARfBootMethod;
BOOLEANfAdminConfigured,;
BOOLEANfAllowUpdate;
BOOLEANfDsAvailable;
[string] char* pszServerName;
[string] wchar_t* pszDsContainer;
PIP4_ARRAY aipServerAddrs;
PIP4_ARRAY aipListenAddrs;
PIP4_ARRAY aipForwarders;
PIP4_ARRAY aipLogFilter;
[string] wchar_t* pwszLogFilePath;
[string] char* pszDomainName;
[string] char* pszForestName;
[str ing] char* pszDomainDirectoryPartition;
[string] char* pszForestDirectoryPartition;
[string] char* pExtensions[6];
DWORDIwLogLevel;
DWORDIwDebugLevel;
DWORDIwForwardTimeout;
DWORDIwRpcProtocaol;
DWORDIwNameCheckFlag;
DWORDAddressAnswe rLimit;
DWORDIwRecursionRetry;
DWORDIwRecursionTimeout;
DWORDIwMaxCacheTtl;
DWORDiwDsPollingInterval;
DWORDIwLocalNetPriorityNetMask;
DWORDIwScavenginglInterval;
DWORDiwDefaultRefreshinterval;
DWORDIwDefaultNoRefreshinterval;
DWORDIwLastScavengeTime;
DWORDIwEventLogLevel;
DWORDIwLogFileMaxSize;
DWORDIwDsForestVersion;
DWORDIwDsDomainVersion;
DWORDIwDsDsaVersion;
DWORDIwReserveArray[4];
BOOLEANfAutoReverseZones;
BOOLEANfAutoCacheUpdate;
BOOLEANfRecu rseAfterForwarding;
BOOLEANfForwardDelegations;
BOOLEANfNoRecursion;
BOOLEANfSecureResponses;
BOOLEANfRoundRobin;
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BOOLEANfLocalNetPriority;
BOOLEANfBindSecondaries;
BOOLEANfWriteAuthorityNs;
BOOLEAN(fStrictFileParsing;
BOOLEANfLooseWildcarding;
BOOLEANfDefaultAgingState;
BOOLEANfReserveArray[15];
} DNS_RPC_SERVER_INFO_DOTNET,
*PDNS_RPC_SERVER_INFO_DOTNET;

dwRpcStructureVersion: The DNS management structure version number. The following are
possible values:

Value Meaning

0x00000001 Structure is of type DNS_SERVER_INFO_DOTNET.

0x00000002 | Structure is of type DNS_SERVER_INFO_LONGHORN.

dwReservedO: This field is reserved for future use. Senders MUST set this to zero and it MUST be
ignored by receiver.

aipLog Filter:  The list of IP addresses used for debug log filtering. The DNS server will log DNS traffic
that is sent to or received from for these IP addresses and will not log DNS traffic to or from other
IP addresses. If this value is set to NULL then the DN S server will not perform IP filtering when
logging DNS traffic.

pwszLogFilePath: A pointer to a null  -terminated Unicode string that contains an absolute pathname
or relative pathname or filename for the operational log file on the DNS server. If this va lue is set
to NULL, the log SHOULD be logged to an implementation specific log file.

pszDomainName: A pointer to a null  -terminated UTF -8 string that contains the name of the
directory server domain to which the DNS server belongs if directory server is av ailable. This value
will be NULL if no directory server is available.

pszForestName: A pointer to a null  -terminated UTF -8 string that contains the name of the directory
server forest towhicht he DNS server belongs if directory server is available. This value will be
NULL if no directory server is available.

pszDomainDirectoryPartition: A pointer to a null  -terminated UTF -8 string that contains the base
name for the domain wide DNS application d irectory partition.
pszForestDirectoryPartition: A pointerto a null  -terminated UTF -8 string that contains the base

name for the forest -wide DNS application directory partition.

pExtensions: Reserved for future use. Senders MUST set this to NULL and it MUST be ignored by the
receiver.
dwLocalNetPriorityNetMask: The net mask used by the DNS server to prioritize address records in

responses when the server is configured to enforce LocalNetPriority as mentioned above.

dwLastScavengeTime: The timestamp at which the last scavenging cycle was executed on the DNS
server. If this value is set to 0 then no scavenging cycle has been run since the server was last
started.

dwEventLogLevel: This value indicates what level of events will be logge d by the DNS server. This
value MUST be set to one of the combination of the possible values for this defined in
DNS_EVENTLOG_TYPES (section 2.2.9.1.2 ).

dwLogFileMaxSize: The maximum allowed si  ze, in bytes, for the log file.

77 1 399

[MS -DNSP] - v20160714

Domain Name Service (DNS) Server Management Protocol
Copyright © 2016 Microsoft Corporation

Release: July 14, 2016



dwDsForestVersion: This value indicates the directory server forest version being used by the DNS
server, stored in the ForceForestBehaviorVersion property.

dwDsDomainVersion: This value indicates the directory server dom ain version being used by the
DNS server, stored in the ForceDomainBehaviorVersion property.

dwDsDsaVersion: This value indicates the directory server local server version being used by the
DNS server, stored in the ForceDsaBehaviorVersion property.

224223 DNS_ RPC_SERVER_INFO_LONGHORN

All fields have same definition as specified in section DNS_RPC_SERVER_INFO_DOTNET (section
2.2.4.2.2.2 ), with the following exceptions: <32>

typedef struct _DnsRpcServerinfoLonghorn {
DWORDIwRpcStructureVersion;
DWORDiwReservedO;
DWORDiwVersion;
UCHARfBootMethod;
BOOLEANfAdminConfigured;
BOOLEANfAllowUpdate;
BOOLEANfDsAvailable;
[string] char* pszServerName;
[string] wchar_t* pszDsContainer;
PDNS_ADDR_ARRAYipServerAddrs;
PDNS_ADDR_ARRA¥ipLis tenAddrs;
PDNS_ADDR_ARRAMipForwarders;
PDNS_ADDR_ARRAMipLogFilter;
[string] wchar_t* pwszLogFilePath;
[string] char* pszDomainName;
[string] char* pszForestName;
[string] char* pszDomainDirectoryPartition;
[string] char* pszForestDirector yPartition;
[string] char* pExtensions[6];
DWORDIwLogLevel;
DWORDIwDebugLevel;
DWORDIwForwardTimeout;
DWORDIwRpcProtocaol;
DWORDIwNameCheckFlag;
DWORDAddressAnswerLimit;
DWORDiwRecursionRetry;
DWORDIwRecursionTimeout;
DWORDIwMaxCacheTtl;
DWORDIwDsPollingInterval;
DWORDiwLocalNetPriorityNetMask;
DWORDIwScavenginglInterval;
DWORDIwDefaultRefreshinterval;
DWORDIwDefaultNoRefreshinterval;
DWORDIwLastScavengeTime;
DWORDIwEventLogLevel;
DWORDIwLogFil eMaxSize;
DWORDIwDsForestVersion;
DWORDIwDsDomainVersion;
DWORDIwDsDsaVersion;
BOOLEANfReadOnlyDC;
DWORDIwReserveArray[3];
BOOLEANfAutoReverseZones;
BOOLEANfAutoCacheUpdate;
BOOLEANfRecurseAfterForwarding;
BOOLEANfForwardDelegations;
BOOLEANfNoRecursion;
BOOLEANfSecureResponses;
BOOLEANfRoundRobin;
BOOLEANfLocalNetPriority;
BOOLEANfBindSecondaries;
BOOLEANfWriteAuthorityNs;
BOOLEAN(fStrictFileParsing;
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BOOLEANfLooseWildcarding;
BOOLEANfDefaultAgingState;
BOOLEANfReserveArray[15];

} DNS_RPC_SERVER_INFO_LONGHORN,
*PDNS_RPC_SERVER_INFO_LONGHORN,
DNS_RPC_SERVER_INFO,
*PDNS_RPC_SERVER_INFO;

fReadOnlyDC: A Boolean value that indicates whether the DNS server has accessto ad irectory
server that is running in read -only mode, that is, whether the server does not accept directory
server write operations. The DNS server detects whether this is the case by reading the
supportedCapabilities attribute of the server's rootDse object, looking for
LDAP_CAP_ACTIVE_DIRECTORY_PARTIAL_SECRETS_OID. (See [MS-ADTS], section 3.1.1.3.2.10.)

225 Zone Messages

2.25.1 Enumerations and Constants

22511 DNS_ZONE_TYPE

DNS_ZONE_TYPE is an 8 -bit integer value that specifies the type of a zone. An implementation
SHOULD<33> support following values.

Constant/value Description

DNS_ZONE_TYPE_CACHE This zone is used to store all cached DNS records received from remote
0x00 DNS servers during normal query processing.
DNS_ZONE_TYPE_PRIMARY The DNS server is a primary DNS server for this zone.

0x01

DNS_ZONE_TYPE_SECONDARY The DNS server is acting as a secondary DNS server for this zone.
0x02

DNS_ZONE_TYPE_STUB Zoneis a stub zone |, thatis, it contains only those resource records
0x03 that are necessary to identify authoritative DNS servers for th at zone.
DNS_ZONE_TYPE_FORWARDER The DNS server is a forwarder for this zone, that is, the server does not
0x04 have authoritative information for resource records in this zone.
DNS_ZONE_TYPE_SECONDARY_CACHE | This zone is used to hold cached records for some implementation
0x05 specific purpose.

22512 DNS_ZONE_SECONDARY_SECURITY

DNS_ZONE_SECONDARY_SECURITY is a 32 -bit integer value that enumerates the types of security
settings that are enforced by the master DNS server to honor zone transfer requests for this zone.

Constant/value Description

ZONE_SECSECURE_NO_SECURITY | No security enforcement for secondaries, that is, any request will be
0x0000000 0 honored.

ZONE_SECSECURE_NS_ONLY Zone transfer request will be honored from the remote servers, which are in
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Constant/value

Description

0x00000001

the list of name servers for this zone.

ZONE_SECSECURE_LIST_ON LY
0x00000002

Zone transfer request will be honored from the remote servers, which are
explicitly configured by IP addresses in the aipSecondaries field in the
DNS_RPC_ZONE_INFO structure (section 22524 ).

ZONE_SECSECURE_NO_XFER
0x00000003

No zone transfer requests will be honored.

22513

DNS_ZONE_NOTIFY_LEVEL

DNS_ZONE_NOTIFY_LEVEL is a DWORD value that enumerates the levels of notification settings that
can be configured on a master DNS server to send out notifications to secondaries about any changes

to this zone, so that they can initiate a zone transfer to g

et updated zone information.

Constant/value

Description

ZONE_NOTIFY_OFF
0x00000000

The Master DNS server does not send any zone notifications.

ZONE_NOTIFY_ALL_SECONDARIES

The Master DNS server sends zone natifications to all secondary servers for
this zone, either they are listed as name -servers for this zone or they are

0x00000001 ner e 1 T . >
present explicitly in the zone notify list for this zone. (DNS notify RFC1996
is a mechanism in which the primary DNS server for a zone notifies
secondary servers about any changes in the zone.)
ZONE_NOTIFY_LIST_ONLY The Master DNS server sends zone notifications only to those rem ote
0x00000002 servers which are explicitly configured by IP addresses in the aipNotify

field in the DNS_RPC_ZONE_INFO structure (section 22524 ).

22514 ZONE_REQUEST_FILTERS

ZONE_REQUEST_FILTERS is a 32 -bit integer value that specifies possible selection filter types for zone

selection. An implementation SHOULD

<34> support all values.

Constant/value

Description

ZONE_REQUEST_PRIMARY
0x00000001

Consider primary zones.

ZONE_REQUEST_SECONDARY
0x00000002

Consider secondary zones

ZONE_REQUEST_CACHE
0x00000004

Consider cache zones.

ZONE_REQUEST_AUTO
0x00000008

Consider the autocreated zones
(section 2.2.5.2.2 )turned on.

. These are zones with the AutoCreated flag

ZONE_REQUEST_FORWARD
0x00000010

Consider zones whose names do not end with the "arpa" label.

ZONE_REQUEST_REVERSE

Consider zones whose names end with the "arpa" label.

[MS -DNSP] - v20160714
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Constant/value Description

0x000 00020

ZONE_REQUEST_FORWARDER | Consider forwarder zones.

0x00000040

ZONE_REQUEST_STUB Consider stub zones.

0x00000080

ZONE_REQUEST_DS Consider zones that are directory server integrated.

0x00000100

ZONE_REQUEST_NON_DS Consider zones that are not directory server integrated (that is, zones that are

0x00000200 either persistently stored in local storage or are zones of type
DNS_ZONE_TYPE_CACHE or DNS_ZONE_TYPE_SECONDARY_CACHE (section
2.25.1.1 ).

ZONE_REQUEST_DOMAIN_DP Consider zones that are stored in the domain application directory partition.
0x00000400

ZONE_REQUEST_FOREST_DP Consider zones that are stored in the forest applic ation directory partition.
0x00000800

ZONE_REQUEST_CUSTOM_DP Consider zones that are stored in a custom application directory partition, where
0x00001000 the application directory partition name is specified by pszPartitionFqdn in the
DNS_RPC_ENUM_ZONES_FILTER (sect ion 2.2.5.2.9 ) structure.

ZONE_REQUEST_LEGACY_DP Consider zones that are stored in the default application directory partition.
0x00002000

22515 ZONE_SKD_ROLLOVER TYPE

ZONE_SKD_ROLLOVER_TYPE is a 32 -bit integer value that specifies possible key rollover types for a
signing key descr iptor. An implementation SHOULD <35> support all values.

Constant/value Description

DNS_ROLLOVER_TYPE_PREPUBLISH A method of key rollover in which the new key is published in the

0x00000000 zone before it will be used. See RFC4641] section 4.2.

DNS_ROLLOVER_TYPE_DOUBLE_SIGNATURE | A method of key rollover in which data is signed by both old and

0x00000001 new keys simultaneously for a period of time. See [RFC4641]
section 4.2.

22516 ZONE_SKD_ROLLOVER_ACTION

ZONE_SKD_ROLLOVER_ACTION is a 32 -hit integer value that specifies possible key rollover actions for

a signing key descriptor. An implementation SHOULD <36> support all values.
Constant/value Description
DNS_ROLLOVER_ACTION_DEFAULT The server MUST never send this value. The client MUST send
0x00000000 this value to indicate that no change to the current key rollover
behavior is desired.
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Constant/value

Description

DNS_ROLLOVER_ACTION_NORMAL
0x00000001

The server will perform a normal key rollover the next time the
keys for this signing key descriptor are rolled over.

DNS_ROLLOVER_ACTION_REVOKE_STANDBY
0x00000002

The server will revoke the standby key for this signi ng key
descriptor as defined by RFC5011] the next time the keys for
this signing key descriptor are rolled over. This rollover action

applies only to signing key descriptors representing key signing
keys (those whose fISKSK property as described in section

2.2.6.2.1 is setto 0x00000001).

DNS_ROLLOVER_ACTION_RETIRE
0x0000 0003

The server will retire this signing key descriptor and remove all
signatures associated with it the next time the keys for this
signing key descriptor are rolled over.

2.2.5.2  Structures

22521 DNS_RPC_ZONE

The DNS_RPC_ZONE structure

Management Protocol method calls (section
does not specify the value of
MUST be used.

dwClientVersion

contains basic information about a zone present on the DNS server.
There are different versions of the DNS_RPC_ZONE structure. The DNS server MAY
one of these structures depending upon the value of the
3.1.4 ) as follows in the table provided. If the

<37> decide to use
field in DNS Server
method call
, the DNS_RPC_ZONE_W?2K version of the structure

dwClientVersion

Value Structure

0x00000000

DNS_RPC_ZONE_W2K (section

225211 )

0x00060000 or 0x00070000

DNS_RPC_ZONE_DOTNET (section

225212 )

225211 DNS_RPC_ZONE_W2K

This structure is used to specify basic information

typedef struct _DnssrvRpcZoneW2K  {
[string] wchar_t* pszZoneName;
DNS_RPC_ZONE_FLAGSlags;
UCHARZoneType;
UCHARVersion;
} DNS_RPC_ZONE_W2K,
*PDNS_RPC_ZONE_W2K;

pszZoneName: A pointer to a null
Flags: Zone flags as specified in section
ZoneType:

22511 .
Version:

-terminated Unicode string that

about a DNS zone.

contains zone -name.

22522 .

The zone type. This MUST be set to one of the allowed DNS_ZONE_TYPE section

The RPC protocol version. It MUST be set to 0x32.
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225212 DNS_RPC_ZONE_DOTNET

All fields have same definition as specified in section DNS_RPC_ZONE_W?2K (section 2.2.5.2.1.1 ), with

the following exceptions:

typedef struct _DnssrvRpcZoneDotNet  {
DWORDIwRpcStructureVersion;
DWORDIwReservedo;
[string] wchar_t* pszZoneName;
DNS_RPC_ZONE_FLAGSlags;
UCHARZoneType;
UCHARVersion;
DWORDIwDpFlags;
[string] char* pszDpFqdn;

} DNS_RPC_ZONE_DOTNET,
*PDNS_RPC_ZONE_DOTNET,
DNS_RPC_ZONE,

*PDNS_RPC_ZONE;

dwRpcStructur  eVersion:  The DNS management structure version number. This value MUST be set
to 0x00000001.

dwReservedO: This field is reserved for future use. Senders set this to an arbitrary value and
receivers MUST ignore it.

dwDpFlags: Application directory partit ion flags for this zone. This MUST be set to one of the
combination of the DNS_RPC_DP_FLAGS (section 2.2.7.1.1 ). If this zone is not stored in the
directory server this value MUST be 0x00000000.

pszDpFgdn: A pointerto a null -terminated UTF -8 string that specifies the FQDN of the application
directory partition in which this zone is stored in the directory server. If this zone is not stored in
the directory server this value MUST be NULL.

If the D NS RPC client sends an older version of DNS_RPC_ZONE structure, that is,
DNS_RPC_ZONE_W2K (section 2.2.5.2.1.1), then the DNS RPC server MUST construct a current
version of DNS_RPC_ZONE structure, that is, DNS_RPC_ZONE_DOTNET, using the following steps:

1. Copy the same value for fields that are common to input and the current version of the
DNS_RPC_ZONE structures.

2. The dwRpcStructureVersion field MUST be set to "1".

3. All other fields that are defined only in DNS_RPC_ZONE_DOTNET and are not defined in
DNS_RPC_Z ONE (section 2.2.5.2.1 ), MUST be set to "0".

22522 DNS_RPC_ZONE_FLAGS

DNS_RPC_ZONE_FLAGS is a bit -mask value used by the DNS_RPC_ZONE structure (section 2.25.2.1 )

to indicate zone properties and state.

This type is declared as follows:

typedef DWORIDNS_RPC_ZONE_FLAGS, *PDNS_RPC_ZONE_FLAGS;
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Figure 5:DNS_RPC_ZONE_FLAGS Bit  -Mask

A (Paused) :If setto 1, indicates that this zone is currently administratively paused. The DNS server
will not use this zone to respond to queries, will not accept updates in this zone, and will suspend
all other functions related to this zone. The default value fo r this flag is O.

B (Shutdown) . If set to 1, indicates that an error occurred that caused the DNS server to be unable
to load a complete copy of the zone into memory. For primary zones, the DNS server MUST set
this flag to 1 if an error occurred while load ing the zone or its records from persistent storage. If
the zone is directory server  -integrated, the DNS server MUST retry loading the zone at an interval
specified by the DsPollingInterval property (section 3.1.1.1 ) and set this flag to zero if a
subsequent loading attempt succeeds. If the server is not directory server -integrated the DNS
server MUST NOT automatically retry loading the zone. For secondary and stub zones, the DNS
server MUST setth is flag to 1 if zone transfer was refused by all of the master servers or if zone
transfer could not be successfully completed. The DNS server MUST retry zone transfer as
specified by [RFC1034 ] and set this flag to zero if a subsequent zone transfer attempt succeeds.
The default value of this field MUST be 1 and the value MUST be set to zero if the zone is
successfully loaded during initialization (section 3.1.3).

C (Reverse) :If setto 1, indicates that this is a reverse lookup zone.

D (AutoCreated) : If set to 1, indicates that zone was auto -created. A DNS server MAY automatically
create certain zone s at boot time which are flagged as "AutoCreated". Such zones are never
written to persistent storage, and the DNS Server MUST NOT perform any DNS Server
Management Protocol RPC operations on such zones. <38>

E (Dsintegrated) . If set to 1, indicates that zone is stored in a directory server.

F (Aging) :If setto 1, indicates that zone has aging enabled for resource records.

G (Update) : The type of updates that are supported on this zone. This value MUST be set to one of
the possible value from DNS_ZONE_UPDATE (section 2.2.6.1.1 ).

H (ReadOnly) :If setto 1, indicates that this zone is operating in read -only mode. The DNS server
SHOULD<39> supportread -only zones. If the DNS server supports read -only zones, it MUST set
this flag to 1 if the zone is loaded from a directory server that is read -only, and in all other cases it

MUST set the flag to O.

I (Unused) : MUST be set to zero when sent and MUST be ignored on receipt.

22523 DNS_RPC_ZONE_LIST

The DNS_RPC_ZONE_LIST structure contains the information about a list of zones present on the DNS
server. There are different versions of the DNS_RPC_ZONE_LIST structure. The DNS server

SHOULD <40> use one of these structures depending upon the passed -in value for the
dwClientVersion field in DN S Server Management Protocol method calls (section 3.1.4 ) as shown in
the following table. If the method call does not specify the value of dwClientVersion , the

DNS_RPC_ZONE_LIST _WZ2K version ofth e structure MUST be used.

Value Structure

0x00000000 | DNS_RPC_ZONE_LIST_W2K (section 2.2.52.3.1 )
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Value Structure

0x00060000 DNS_RPC_ ZONE_LIST_DOTNET (section  2.2.5.2.3.2 )

0x00070000 | DNS_RPC_ ZONE_LIST_DOTNET (section 2.2.5.2.3.2)

225231 DNS_RPC_ZONE_LIST_W2K

This structure is used to enumer ate zones.

typedef struct _DnssrvRpcZoneListW2K  {
[range(0,500000)] DWORD dwZoneCount;
[size_is(dwZoneCount)] PDNS_RPC_ZONE_W2K ZoneArray[l;
} DNS_RPC_ZONE_LIST_W2K,
*PDNS_RPC_ZONE_LIST_W2K;

dwZoneCount: The number of zones present in the array of zones pointed to by ZoneArray.

ZoneArray: An array of structures of type DNS_RPC_ZONE (section 2.2.5.2.1.1 ). Each element of
the array represents one zone.

225232 DNS_RPC_ZONE_LIST DOTNET

All fields have same definition as specified in section DNS_RPC_ZONE_LIST_W2K (section
2.2.5.2.3.1 ), with the following exceptions:

typedef struct _DnssrvRpcZonelListDotNet {
DWORDIwRpcStructureVersion;
DWORDIwReservedo;
[range(0,500000)] DWORD dwZoneCount;
[size_is(dwZoneCount)] PDNS_RPC_ZONE_DOTNET ZoneArray[l;
} DNS_RPC_ZONE_LIST _DOTNET,
*PDNS_RPC_ZONE_LIST DOTNET,
DNS_RPC_ZONE_LIST,
*PDNS_RPC_ZONE_LIST;

dwRpcStructureVersion: The DNS management structure version number. This MUST be set to
0x00000001.
dwReservedO: This field is reserved for future use. Sende rs can send an arbitrary value and

receivers MUST ignore it.

If the DNS RPC client sends an older version of DNS_RPC_ZONE_LIST structure, that is,
DNS_RPC_ZONE_LIST_W?2K (section 2.2.5.2.3.1), then the DNS RPC server MUST construct a current
version of DNS_ RPC_ZONE_LIST structure, that is, DNS_RPC_ZONE_LIST_DOTNET, using the
following steps:

1. Copy the same value for the fields that are common to input and the current version of
DNS_RPC_ZONE_LIST structures.

2.  The dwRpcStructureVersion field MUST be set to "1".

3. The value for the ZoneArray field MUST be obtained from the input structure as
DNS_RPC_ZONE_W?2K (section 2.2.5.2.1.1 ) array elements and each MUST be converted using
the steps specified in section DNS_RPC_ZONE_DOTNET (section 2.2.5.2.1.2 ), and then assigned
to the ZoneArray field in the DNS_RPC_ZONE_LIST_DOTNET structure.
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4. All other fields that are defined only in DNS_RPC_ZONE_LIST_DOTNET a nd are not defined in
DNS_RPC_ZONE_LIST_WZ2K (section 2.2.5.2.3.1), MUST be set to "0".

22524 DNS_RPC_ZONE_INFO

The DNS_RPC_ZONE_INFO structure contains the detailed information about a zone present on the
DNS server. The DNS se  rver uses this structure to return information about a zone while responding

to R_DnssrvQuery?2 (section 3.1.4.7 ) method calls with operation type "Zonelnfo". There are different
versions of DNS_RP C_ZONE_INFO. The DNS server MUST use the structures corresponding to the
passed -in value for the  dwClientVersion field in DNS Server Management Protocol method calls
(section 3.1.4 ) in the following table, or if the method call does not specify the value of

dwClientVersion , the DNS_RPC_ZONE_ INFO_W2K version of the structure MUST be used.

Value Structure

0x00000000 | DNS_RPC_ZONE_INFO_W2K (section 2.2.52.4.1 )

0x00060000 | DNS_RPC_ ZONE_INFO_DOTNET (section  2.2.5.2.4.2 )

0x00070000 | DNS_RPC_ ZONE_INFO_LONGHORN (section  2.2.5.2.4.3 )

225241 DNS_RPC_ZONE_INFO_W2K

This structure is used to specify detailed DNS zone information.

typedef struct _DnsRpcZonel nfoW2K {
[string] char* pszZoneName;
DWORDIwZoneType;
DWORDOReverse;
DWORDGAIllowUpdate;
DWORDOPaused;
DWORDGShutdown;
DWORDOAutoCreated;
DWORDOUseDatabase;
[string] char* pszDataFile;
PIP4_ARRAY aipMasters;
DWORDOSecureSeconda ries;
DWORUDNotifyLevel;
PIP4_ARRAY aipSecondaries;
PIP4_ARRAY aipNotify;
DWORDOUseWins;
DWORDGOUseNbstat;
DWORDAging;
DWORDIwNoRefreshinterval,
DWORDIwRefreshinterval;
DWORDIwAVvailForScavengeTime;
PIP4_ARRAY aipScavengeServers;
DWORDpvReservedl;
DWORDpvReserved2;
DWORIDpvReserveds;
DWORDpvReserved4;

} DNS_RPC_ZONE_INFO_W2K,

*PDNS_RPC_ZONE_INFO_W2K;

pszZoneName: A pointerto a null  -terminated Unicode string that contains a zone name.

dwZoneType: The zone type. This MUST be set to one of the allowed values as specified in
DNS_ZONE_TYPE (section 2.2.5.1.1 ).
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fReverse: A Boolean value where TRUE (0x00000001) indicates this is a reverse loo kup zone and
FALSE (0x00000000) indicates this is a forward lookup zone.

fAllowUpdate: A value that indicates what kind dynamic updates are allowed for this zone. This
MUST be set to one of the  following values:

Constant/value Description
ZONE_UPDATE_OFF No updates are allowed for the zone.
0x00000000
ZONE_UPDATE_UNSECURE All updates (secure and unsecure) are allowed for the zone.
0x00000001

The zone only allows secure updates, that is, DNS packet MUST

ZONE_UPDATE_SECURE have a TSIG [RFC2845] present in the additional section.
0x00000002
fPaused: A Boolean value indicates whether zone operations are currentl y paused. TRUE indicates

that the DNS server does not use this zone to answer queries or accept updates. FALSE indicates
that the zone is handled normally.

fShutdown: A Boolean value that indicates whether this zone is currently shut down.
fAutoCreated: A Boolean value that indicates whether this zone was autocreated by the DNS server
at boot time.
fUseDatabase: A Boolean value that indicates whether this zone is stored in a directory server.
pszDataFile: A pointerto a null  -terminated UTF -8 character s tring that specifies the name (with no
path) of the zone file for a file -based zone or NULL if this zone is not stored in a file.
aipMasters: A pointer to a structure of type IP4_ARRAY (section 2.2.3.2.1 ) that specifies a list of

IPv4 addresses of the remote DNS servers that can be sources of information for this zone to
perform zone transfers by a secondary. This value is applicable for secondary, stub and forwarder
zones only and MUST be NULL fo  r all other zone types.

fSecureSecondaries: The secondary security settings configured for a zone on the master DNS
server. The DNS server MUST respond to zone transfer requests from a secondary server
according to the behavior description corresponding t o this flag's value as specified in
DNS_ZONE_SECONDARY_SECURITY (section 2.2.5.1.2 ). This value MUST be set to one of the
allowed values as specified in DNS_ZONE_SECONDARY_SECURITY (section 2.2.5. 1.2).

fNotifyLevel: This parameter is ignored, and for dwZoneType parameter setting
DNS_ZONE_TYPE_PRIMARY (specified in section 2.2.5.1.1) and for DNS servers that are not
directory service -integrated, the zone notification setting is set to
ZONE_NOTIFY_A LL_SECONDARIES. Otherwise, it is set to ZONE_NOTIFY_LIST_ONLY, as specified
in section 2.2.5.1.3 .

aipSecondaries: A pointer to a structure of type IP4_ARRAY (section 2.2.3.2.1) that specifies a | ist
of IPv4 addresses of the remote DNS servers that are secondary DNS servers for this zone, or
NULL if there are no secondary DNS servers. If fSecureSecondaries is set to
ZONE_SECSECURE_LIST_ONLY then only zone transfers from IP addresses in this list wi Il be
honored.
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aipNotify: A pointer to a structure of type IP4_ARRAY (section 2.2.3.2.1 ) that specifies a list of IPv4

addresses of the remote DNS servers that are secondaries for this zone, for which this DNS server
is acting as master and the DNS server will send zone notifications to these secondary servers, as
directed by the value of fN otifyLevel above.

fUseWins: A Boolean value that indicates whether WINS resource record lookup is enabled for this
forward lookup zones.

fUseNbstat: A Boolean value that indicates whether WINS -R resource record lookup is enabled for

this reverse lookup zones.

fAging: A Boolean value where TRUE (0x00000001) indicates that aging is enabled for resource
records in this zone, so the time -stamps of records in the zone will be updated when server
rece ives dynamic update request for that record; whereas FALSE(0x00000000) indicates, that the
time -stamps of the records in the zone will not be updated.

dwNoRefreshinterval: The time interval, in hours, that is configured as NoRefresh interval value
for thi s zone. This value determines the time interval between the last update of a record's time
stamp and the earliest instance when that time -stamp can be refreshed.

dwRefreshinterval: The time interval, in hours, that is configured as the refresh interval v alue for

this zone. Records that have not been refreshed by the expiration of this interval are eligible to be
removed during the next scavenging cycle performed by the DNS server.

dwAvailForScavengeTime: The time interval, in hours, that is available bef ore the scheduled next

scavenging cycle for this zone.

aipScavengeServers: A pointer to a structure of type IP4_ARRAY (section 2.2.3.2.1) that specifies a
list of IPv4 addresses of the DNS servers that will perform scavenging for this zone. This value is
applicable for zones of type DNS_ZONE_TYPE_PRIMARY (section DNS_ZONE_TYPE) only. If this
value is NULL, there are no restrictions on which DNS server can perform scavenging for this
zone.

pvReservedl: Reserved for future use. Server MUST set to zero and receiver MUST ignore this
value.

pvReserved?2: Reserved for future use. Server MUST set to zero and receiver MUST ignore this
value.

pvReserved3: Reserved for future use. Server MUST set to zero and receiver MUST ignore this
value.

pvReserved4: Reserv ed for future use. Server MUST set to zero and receiver MUST ignore this
value.

225242 DNS_RPC_ZONE_INFO_DOTNET

All fields have same definition as specified in section DNS_RPC_ZONE_INFO_W 2K (section
2.2.5.2.4.1 ), with the following exceptions:

typedef struct _DnsRpcZonelnfoDotNet {
DWORDIwRpcStructureVersion;
DWORDIwReservedO;
[string] char* pszZoneName;
DWORDIwZoneType ;
DWORDOReverse;
DWORDOAllowUpdate;
DWORDOPaused;
DWORDGShutdown;
DWORDOAutoCreated;
DWORDOUseDatabase;
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[string] char* pszDataFile;
PIP4_ARRAY aipMasters;
DWORDOSecureSecondaries;
DWORDONOotifyLevel;
PIP4_ARRAY aipSecondaries;
PIP4_ARRAY aipNotify;
DWORDOUseWins;
DWORDOUseNbstat;
DWORDAGging;
DWORDIwNoRefreshinterval;
DWORDIwRefreshinterval;
DWORDIwAvailForScavengeTime;
PIP4_ARRAY aipScavengeServers;
DWORDIwForwarderTimeout;
DWORDGForwarderSlave;
PIP4_ARRAY aipLocalMasters;
DWORDIwDpFlags;
[string] char* pszDpFqdn;
[string] wchar_t* pwszZoneDn;
DWORDIwLastSuccessfulSoaCheck;
DWORDiwLastSuccessfulXfr;
DWORDIwReserved1,;
DWORDIwReserved?2;
DWORDIwReserved3;
DWORDIwReserved4;
DWORDiwReserved5;
[string] char* pReservedl,;
[string] char* pReserved?;
[string] char* pReserved3;
[string] char* pReserved4;

} DNS_RPC_ZONE_INFO_DOTNET,

*PDNS_RPC_ZONE_INFO_DOTNET;

dwRpcStructureVersion: The DNS server management structure ve rsion number. This value
SHOULD<41> be set to 0x00000001.

dwReserved0: Reserved for future use. Server will set to zero and receiver MUST ignore this value.

dwForwarderTimeout: (4 bytes): The forwarder timeout value for a zone, in seconds. This is the
number of seconds the DNS server waits for response from a remote DNS server for a forwarded
query. This value is applicable for zones of type DNS_ZONE_TYPE_FORWARDER (section
2.2.5.1.1 ). For all other zone types, senders MUST set this value to zero and receivers MUST
ignore it.

fForwarderSlave: A Boolean value indicating whether the DNS server is not allowed to perform
recursion while resolving names for this zone. The DNS server MUST fail queries after getting
failure from all forwarded servers, if the value is TRUE (0x00000001). Otherwise normal recursion
MUST be performed. This value is applicable for zones of type DNS _ZONE_TYPE_FORWARDER
(section 2.2.5.1.1). For all other zone types, senders MUST set this value to zero and receivers
MUST ignore it.

aipLocalMasters: A pointer to a structure of type IP4_ARRAY (section 2.2.3.2.1) that specifies a list
of IPv4 addresses of primary DNS servers for this zone. If this value is not NULL then it overrides
the master servers list configured in the directory server.

dwDpFlags: Flag value that specifies information abo ut the application directory partition in which
this zone is stored. This MUST be set to any combination of the
DNS_RPC_DP_FLAGS (section 2.2.7.1.1) or zero if this zone is not stored in a directo ry server.

pszDpFqdn: A pointerto anull  -terminated UTF -8 string that specifies the FQDN of the application
directory partition in which this zone is stored. If the zone is not stored in an application directory
partition this value MUST be NULL.
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pwszZo neDn: Pointertoanull -terminated Unicode string that specifies the distinguished name for
the zone if the zone is stored the directory server. This field is applicable for directory server
integrated zones only. The value MUST be NULL if this zone is no t stored in the directory server.

dwLastSuccessfulSoaCheck: The time -stamp at which last SOA record was received successfully
from the primary DNS server for this zone. This field is applicable only for zones which are
secondary or non -authoritative. For  all other zones this value MUST be set to zero by senders and
MUST be ignored by receivers.

dwLastSuccessfulXfr: The time -stamp at which last zone transfer was completed successfully from
the primary DNS server for this zone. This field is applicable only for zones which are secondary or
non -authoritative. For all other zones this value MUST be set to zero by senders and MUST be
ignored by receivers.

dwReserved1:
value.

Reserved for future use. Server MUST set to zero and receiver MUST ignore this

dwRese rved2: Reserved for future use. Server MUST set to zero and receiver MUST ignore this

value.
dwReserved3: Reserved for future use. Server MUST set to zero and receiver MUST ignore this
value.
dwReserved4: Reserved for future use. Server MUST set to zero and receiver MUST ignore this
value.
dwReserved5: Reserved for future use. Server MUST set to zero and receiver MUST ignore this
value.
pReservedl: Reserved for future use. Server MUST set to zero and receiver MUST ignore this value.
pReserved?2: Reserved for future use. Server MUST set to zero and receiver MUST ignore this value.
pReserved3: Reserved for future use. Server MUST set to zero and receiver MUST ignore this value.
pReserved4: Reserved for future use. Server MUST set to zero and receiver MUST ignore this value.
225243 DNS_RPC_ZONE_INFO_LONGHORN

All fields have same  definition as specified in section DNS_RPC_ZONE_INFO_DOTNET (section
2.2.5.2.4.2 ), with the following exceptions:

typedef struct _DnsRpcZonelnfoLonghorn {
DWORDIwRpcStructureVersion;
DWORDIwReservedO;
[string] char* pszZoneName;
DWORDIwZoneType;
DWORDOReverse;
DWORDOAllowUpdate;
DWORDOPaused;
DWORDGShutdown;
DWORDOAutoCreated;
DWORDOUseDatabase;
[string] char* pszDataFile;
PDNS_ADDR_ARRA¥ipMasters;
DWORDOSecureSecondaries;
DWORDONotifyLevel;
PDNS_ADDR_ARRA¥ipSecondaries;
PDNS_ADDR_ARRAYipNotify;
DWORDOUseWins;
DWORDOUseNbstat;
DWORDAging;
DWORDIwNoRefreshinterval,
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DWORDiwRefreshinterval;
DWORDIwAVvailForScavengeTime;
PDNS_ADDR_ARRA¥ipScavengeServers;
DWORDIwForwarderTimeout;
DWORDGForwarderSlave;
PDNS_ADDR_ARRAYipLocalMasters;
DWORDIwDpFlags;

[string] char* pszDpFqdn;
[string] wchar_t* pwszZoneDn;
DWORDIwLastSuccessfulSoaCheck;
DWORDIwLastSuccessfulXfr;
DWORDOQueuedForBackgroundLoad,;
DWORDOBackgroundLoadlnProgress;
BOOL fReadOnlyZone;
DWORDiwLastXfrAttempt;
DWORDiwLastXfrResult;

} DNS_RPC_ZONE_INFO_LONGHORN,
*PDNS_RPC_ZONE_INFO_LONGHORN,
DNS_RPC_ZONE_INFO,
*PDNS_RPC_ZONE_INFO;

dwRpcStructureVersion: The DNS server management structure version number. It SHOULD <42>
be set to 0x00000002.

aipMasters: A pointer to a structure of type DNS_ADDR_A RRAY (section 2.2.3.2.3 ) that specifies a
list of IP addresses of the remote DNS servers that can be sources of information for this zone on
which to perform zone transfers by a secondary. This va lue is applicable for secondary, stub and
forwarder zones only and MUST be NULL for all other zone types.

aipSecondaries: A pointer to a structure of type DNS_ADDR_ARRAY (section 2.2.3.2.3) that

specifies a list of IP addresses of the remote DNS servers t hat are secondary DNS servers for this
zone, or NULL if there are no secondary DNS servers. If fSecureSecondaries is set to
ZONE_SECSECURE_LIST_ONLY, then only zone transfers from IP addresses in this list will be

honored.

aipNotify: A pointer to a struct  ure of type DNS_ADDR_ARRAY (section 2.2.3.2.3) that specifies a list
of IP addresses of the remote DNS servers that are secondaries for this zone, for which this DNS

server is acting as master and the DNS server will send zone notifications to these second ary
servers, as directed by the value of fNotifyLevel above.

aipScavengeServers: A pointer to a structure of type DNS_ADDR_ARRAY (section 2.2.3.2.3) that
specifies a list of IP addresses of the DNS servers that will perform scavenging for this zone. This
value is applicable for zones of type DNS_ZONE_TYPE_PRIMARY (section 2.2.5.1.1 ) only. If this

value is NULL, there are no restrictions on which DNS server can perform scavenging for this zone.

aip LocalMasters: A pointer to a structure of type DNS_ADDR_ARRAY (section 2.2.3.2.3) that
specifies a list of IP addresses of primary DNS servers for this zone. If this value is not NULL then

it overrides the masters servers list configured in the directory server.
fQueuedForBackgroundLoad: This MUST be set to 0x00000001 if this zone is has not yet been
loaded from persistent storage.
fBackgroundLoadInProgress: This MUST be set to 0x00000001 if this zone is currently being
loaded from persistent storage, or 0x00000000 if it has been loaded.
fReadOnlyZone: This MUST be set to 0x00000001 if this zone is backed by a read -only store that
will not accept write operations, or 0x00000000 if not.
dwLastXfrAttempt: The time -stamp at which last zone transfer was att empted by a DNS server.
This field is applicable only for zones which are secondary or not -authoritative. For all other zones

senders MUST set this value to zero and receivers MUST ignore it.
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dwLastXfrResult: The result of the last zone transfer attempte d by server. This field is applicable
only for zones which are secondary or not -authoritative, and in this case it MUST be either a
Win32 error code, or OXFFFFFFFF to indicate that a zone transfer is currently in progress. For all
other zones senders MUST  set this value to zero and receivers MUST ignore it.

22525 DNS_RPC_ZONE_SECONDARIES

The DNS_RPC_ZONE_SECONDARIES structure contains the information about the secondary DNS

servers for a zone. There are different version s of the DNS_RPC_ZONE_SECONDARIES structure. The
DNS server MUST use the structure corresponding to the value of the dwClientVersion in DNS Server
Management Protocol method calls (section 3.1.4 ) as in the following table, or if the method call does

not specify the value of dwClientVersion ,the DNS_RPC_ZONE_SECONDARIES_W?2K version of the
structure MUST be used.

Value Structure

0x00000000 DNS_RPC_ZONE_SECONDARIES_W2K (section 2.2.5.2.5.1 )

0x00060000 | DNS_RPC_ ZONE_SECONDARIES_DOTNET (section 2.2.5.25.2 )

0x00070000 DNS_RPC_ ZONE_SECONDARIES_LONGHORN (section  2.2.5.2.5.3 )

225251 DNS_RPC_ZONE_SECONDARIES_W2K

This structure is used to specify information about the secondary serve rs for a primary DNS zone.

typedef struct _DnssrvRpcZoneSecondariesW2K {
DWORDOSecureSecondaries;
DWORUDONotifyLevel;
PIP4_ARRAY aipSecondaries;
PIP4_ARRAY aipNotify;
} DNS_RPC_ZONE_SECONDARIES_W?2K,
*PDNS_RPC_ZONE_SECONDARIES_W?2K;

fSecureSecondar ies: The secondary security settings configured for this zone. The DNS server
MUST respond to zone transfer requests from a secondary server according to the behavior
corresponding to the value of the flag, as described in DNS_ZONE_SECONDARY_SECURITY
(section 2.2.5.1.2 ). This value MUST be set to one of the allowed values as specified in
DNS_ZONE_SECONDARY_SECURITY (section 2.2.5.1.2).

fNotifyLevel: The settings for sending zone notifications fo r this zone. The DNS server MUST send
notify messages to secondary servers as specified by the entry corresponding to the value of this
flag, as shown in the table in section 2.2.5.1.3 . Thisflag' s value MUST be set to one of the allowed
values as specified in DNS_ZONE_ NOTIFY_LEVEL (section 2.2.5.1.3).

aipSecondaries: The list of IPv4 addresses of remote DNS servers that are permitted to perform
zone transfers for this zone. The DNS server will h onor zone transfer requests from these
secondary servers, as specified by fSecureSecondaries above.

aipNotify: The list of IPv4 addresses of the remote DNS servers that will be sent notification
messages when records in this zone change, as directed by fN otifyLevel above.
225252 DNS_RPC_ZONE_SECONDARIES_DOTNET

All fields have same definition as specified in section DNS_RPC_ZONE_SECONDARIES_W?2K (section
2.2.5.2.5.1 ), with the following exceptions:
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typedef struct _DnssrvRpcZoneSecondariesDotNet {
DWORDIwRpcStructureVersion;
DWORDIwReservedO;
DWORDOSecureSecondaries;
DWORUDONotifyLevel;
PIP4_ARRAY aipSecondaries;
PIP4_ARRAY aipNotify;
} DNS_RPC_ZONE_SECONDARIES_DOTNET,
*PDNS_RPC_ZONE_SECONDARIES_DOTNET;

dwRpcStructureVersion: The DNS server management structure version number. It MUST be set to
0x00000001

dwReservedO: Reserved for future use. Sender MUST set to zero and receiver MUST ignore this
value.

225253 DNS_RPC_ZONE_SECONDARIES_LONGHORN

All fields have same definition as specified in section DNS_RPC_ZONE_SECONDARIES_DOTNET
(section 2.2.5.2.5.2 ), with the following exceptions:

typedef struct _DnssrvRpcZone SecondariesLonghorn {
DWORDIwRpcStructureVersion;
DWORDIwReservedo;
DWORDOSecureSecondaries;
DWORUDONotifyLevel;
PDNS_ADDR_ARRAYipSecondaries;
PDNS_ADDR_ARRA¥ipNotify;
}DNS_RPC_ZONE_SECONDARIES_LONGHORN,
*PDNS_RPC_ZONE_SECONDARIES_LOMIRN,
DNS_RPC_ZONE_SECONDARIES,
*PDNS_RPC_ZONE_SECONDARIES;

dwRpcStructureVersion: The DNS server management structure version number. It MUST be set to
0x00000002.

aipSecondaries: A pointer to a structure of type DNS_ADDR_ARRAY (section 2.2.3.2.3 ) that
specifies a list of IP addresses of remote DNS servers that are permitted to perform zone transfers
for this zone. The DNS server will honor zone transfer requests from these secondary servers, as
directed by the value of fSecureSecondaries above.

aipNotify: A pointer to a structure of type DNS_ADDR_ARRAY (section 2.2.3.2.3) that specifies a list
of IP addresses of the remote DNS servers that be sent notification messages when records in this
zone change, as directed by fNotifyLevel above.

22526 DNS_RPC_ZONE_DATABASE

The DNS_RPC_ZONE_DATABASE structure contains information about the persistent data store for a

zone on the DNS server. There are different versions of the DNS_RPC_ZONE_DATABASE structure.

The DNS server MUST use the structure corresponding to the value of dwClientVersion in DNS Server
Management Protocol method calls (section 3.1.4 ) as shown in the following table, or if the method

call does not specify the value of dwClientVersion ,the DNS_RPC_ZONE_DATABASE_W2K (section
2.2.5.2.6.1 ) version of the structure MUST be used.

Value Stru cture

0x00000000 | DNS_RPC_ZONE_DATABASE_W2K (section 2.2.5.2.6.1)

0x00060000 DNS_RPC_ZONE_DATABASE_DOTNET (section 2.2.5.2.6.2 )
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Value Stru cture

0x00070000 DNS_RPC_ZONE_DATABASE_DOTNET (section 2.2.5.2.6.2)

22526.1 DNS_RPC_ZONE_DATABASE_W2K

This structure specifies how a DNS zone is stored in persistent storage.

typedef struct _DnssrvRpcZoneDatabaseW2K  {
DWORDODsIntegrated;
[string] char* pszFileName;

} DNS_RPC_ZONE_DATABASE_W2K,
*PDNS_RPC_ZONE_DATABASE_W2K;

fDsIntegrated: This MUST be set TRUE (0x00000001) if the zone is stored in a directory server, or
FALSE (0x00000000) if not.
0x00000001
0x00000000

pszFileName: A poi nter to a null -terminated UTF -8 string that specifies the name of the file in which

this zone is stored, or NULL if this zone is to be stored in a directory server or in a file with the
default file name for the zone.

2.2526.2 DNS_RPC_ZONE_DATABASE_DOTNET

All fields have same definition as specified in section DNS_RPC_ZONE_DATABASE_W?2K (section
2.2.5.2.6.1 ), with the following exceptions:

typedef struct _DnssrvRpcZoneDatabaseDotNet {
DWORDIwRpcStructureVersion;
DWORDIwReservedO;
DWORDODsIntegrated;
[string] char* pszFileName;

} DNS_RPC_ZONE_DATABASE_DOTNET,
*PDNS_RPC_ZONE_DATABASE_DOTNET,
DNS_RPC_ZONE_DATABASE,
*PDNS_RPC_ZONE_DATABASE;

dwRpcStructureVersion: The DNS management structure version number. This MUST be set to
0x00000001.
dwReservedO: Reserved for future use. The sender MUST set this value to 0x00000000 and it MUST

be ignored by the receiver.

2.252.7 DNS_RPC_ZONE_CREATE_INFO

The DNS_RPC_ZONE_CREATE_INFO structure contains information required to create a zone or reset

a zone's information on the DNS server. Th ere are different versions of the
DNS_RPC_ZONE_CREATE_INFO structure. The DNS server MUST use the structure corresponding to

the value of dwcClientVersion in DNS Server Management Protocol method calls (section 3.14 )as
shown in the following table, or if the method call does not specify the value of dwClientVersion , the
DNS_RPC_ZONE_CREATE_INFO_W2K version of the structure MUST be used.
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Value Structure

0x00000000 DNS_RPC_ZONE_CREATE_INFO_W?2K (section 2.2.5.2.7.1 )

0x00060000 | DNS_RPC_ZONE_CREATE_INFO_DOTNET (section 2.2.5.2.7.2 )

0x00070000 DNS_RPC_ZONE_CREATE_INFO_LONGHORN (section 2.2.5.2.7.3 )

225271 DNS_RPC_ZONE_CREATE_INFO_W2K

This structure is used to specify parameters required when creating a new DNS zone.

typedef struct _DnsRpcZoneCreatelnfo {
[string] char* pszZoneName;
DWORDIwZoneType;
DWORDOAllowUpdate;
DWORDAging;
DWORDIwFlags;
[string] char* pszDataFile;
DWORDODsIntegrated;
DWORDOLoadEXisting;
[string] char* pszAdmin;
PIP4_ARRAY aipMasters;
PIP4_ARRAY aipSecondaries;
DWORUDSecureSecondaries;
DWORUDONotifyLevel;
[string] char* pvReservedi,;
[string] char* pvReserved?;
[string] char* pvReserved3;
[string] c har* pvReserved4;
[string] char* pvReserved5;
[string] char* pvReserveds;
[string] char* pvReserved?;
[string] char* pvReserveds;
DWORDIwReserved1;
DWORDIwReserved?2;
DWORDIwReserved3;
DWORDIwReserved4;
DWORDIwReserved5;
DWORDIwReserveds6;
DWORDIwReserved7,
DWORDIwReserveds;

} DNS_RPC_ZONE_CREATE_INFO_W2K,

*PDNS_RPC_ZONE_CREATE_INFO_W2K;

pszZoneName: As specified in section  2.2.5.2.4.1 .

dwZoneType: The zone type. This MUST be set to one of the allowed values specified in
DNS_ZONE_TYPE (section 2.2.5.1.1 ), and it MUST NOT be either DNS_ZONE_TYPE_CACHE or
DNS_ZONE_TYPE_SECONDARY_CACHE.

fAllo wUpdate: As specified in section 2.2.5.2.4.1.
fAging:  As specified in section 2.2.5.2.4.1.

dwFlags:  The zone creation behavior that the DNS server is to follow while creating the zone. This
field is only used when the operation is ZoneCreate . The DNS server MUST ignore the value of
this field when the operation is ZoneTypeReset . This field MUST be set to any combination of the
following values:
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Value Meaning

DNS_ZONE_LOAD_OVERWRITE_MEMORY If dwZoneType is not set to the value

0x00000010 DNS_ZONE_TYPE_PRIMARY (section 2.2.5.1.1), then

this flag MUST be ignored. Otherwise, the DNS server

MUST attempt to find and load the zone database from
persistent storage instead of creating a new empty zone
database. If the value of fDsIntegrated is 0x00000 001
then the DNS server MUST search for a pre -existing
zone database in the directory server, otherwise the

DNS server MUST search forapre  -existing zone
database in a file. If a pre -existing zone database is not
found then it continues with zone creation , however if a
pre -existing zone database is found but could not be

loaded, the DNS server MUST fail the operation and

return an error.

DNS_ZONE_CREATE_FOR_DCPROMO If this flag is set, the DNS server MUST create the zone
0x00001000 such that it is directo  ry server -integrated and stored in
the DNS domain patrtition.

DNS_ZONE_CREATE_FOR_DCPROMO_FOREST | Ifthis flag is set, the DNS server MUST create the zone
0x00004000 such that it is directory server -integrated and stored in
the DNS forest partition.

pszDataFile: As specified in section 2.2.5.2.4.1.

fDsIntegrated: A value of 0x00000001 indicates that the zone is to be created to use the directory
server for persistent storage, and 0x00000000 indicates it is not. If this is set to 0x00000001 the
calle r MUST specify the application directory partition information in pszDpFqdn (section
2.2.5.2.7.2 ); in this case the DNS server MUST ignore the value of pszDataFile.

fLoadExisting: If the operatio nis ZoneCreate this field is interpreted as a Boolean value. If set to
TRUE this has the same effect as specifying DNS_ZONE_LOAD_OVERWRITE_MEMORY in the
dwFlags field. If the operation is ZoneTypeReset |, this field can be set to one of the following
values ; however, the DNS server MUST ignore the value of this field if fDsIntegrated is not TRUE
or dwZoneType is not DNS_ZONE_TYPE_PRIMARY (section 2.2.5.1.1).

Value Meaning

DNS_ZONE_LOAD_OVERWRITE_MEMORY The server MUST attempt to find and load the zone database

0x00000010 from persistent storage instead of retaining the existing in -
memory zone database by searching for a pre -existing zone
database in the directory server. If a pre -existing zone

database is not found, then the server MUST fail the
operation an d return an error.

DNS_ZONE_LOAD_OVERWRITE_DS If this flag is set and if the zone already exists in the
0x00000020 database, then the server MUST overwrite the existing zone
database with currentin ~ -memory zone database.

pszAdmin: A pointer to a null -terminated UTF -8 string containing the administrator's email name (in
the format specified in RFC1035] section 8) or NULL to cause the DNS server to use a default
value "hostmaster", followed by the name of the zone. This value MUST be used to populate the
zone administrator email field in the SOA record in the new zone.

aipMasters: As specified in sectio n2.2.5.2.4.1.
aipSecondaries: As specified in section 2.2.5.2.4.1.

fSecureSecondaries: As specified in section 2.2.5.2.4.1.
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fNotifyLevel: As specified in section 2.2.5.2.4.1.

pvReservedl: MUST be set to zero when sent and MUST be ignored on receipt.
pvReserved2: MUST be set to zero when sent and MUST be ignored on receipt.
pvReserved3: MUST be set to zero when sent and MUST be ignored on receipt.
pvReserved4: MUST be set to zero when sent and MUST be ignored on receipt.

pvReserved5: MUST be set to

zero when sent and MUST be ignored on receipt.

pvReserved6: MUST be set to zero when sent and MUST be ignored on receipt.
pvReserved7: MUST be set to zero when sent and MUST be ignored on receipt.
pvReserveds: MUST be set to zero when sent and MUST be ignored on receipt.
dwReserved1: MUST be set to zero when sent and MUST be ignored on receipt.
dwReserved2: MUST be set to zero when sent and MUST be ignored on receipt.
dwReserved3: MUST be set to zero when sent and MUST be ignored on receipt.

dwReserv ed4: MUST be set to zero when sent and MUST be ignored on receipt.

dwReserved5: MUST be set to zero when sent and MUST be ignored on receipt.
dwReserved6: MUST be set to zero when sent and MUST be ignored on receipt.
dwReserved?7: MUST be set to zero wh  en sent and MUST be ignored on receipt.
dwReserveds: MUST be set to zero when sent and MUST be ignored on receipt.
225272 DNS_RPC_ZONE_CREATE_INFO_DOTNET

All fields have sam e definition as specified in section DNS_RPC_ZONE_CREATE_INFO_W2K (section

2.2.5.2.7.1 ), with the following exceptions:

typedef struct _DnsRpcZoneCreatelnfoDotNet {

DWORDIwRpcStructureVersion;

DWORDIwReservedo;

[string] char* pszZoneName;

DWORDIwZoneType;
DWORDOAllowUpdate;
DWORDAging;
DWORDIwFlags;

[string] char* pszDataFile;

DWORDODsIntegrated;
DWORDLoadEXxisting;

[string] char* pszAdmin;

PIP4_ARRAY aipMasters;

PIP4_ARRAY aipSecondaries;
DWORDOSecureSecondaries;

DWORDONOotifyLevel;
DWORDwTimeout;

DWORDORecurseAfterForwarding;

DWORDIwDpFlags;

[string] char* pszDpFqdn;

DWORDIwReserved[32];

} DNS_RPC_ZONE_CREATE_INFO_DOTNET,
*PDNS_RPC_ZONE_CRHE_INFO_DOTNET:;
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dwRpcStructureVersion: As specified in section 2.2.5.2.4.2 .

dwReservedO: As specified in section 2.2.5.2.4.2.

dwTimeout: Equivalent to dwForwarderTimeout specified in section 2 25.2.4.2.
fRecurseAfterForwarding: Equivalent to fForwarderSlave specified in section 2.2.5.2.4.2.

dwDpFlags: As specified in section 2.2.5.2.4.2. However, only the following values can be used and
of these values more than one MUST NOT be specified: D NS_DP_LEGACY,
DNS_DP_DOMAIN_DEFAULT, and DNS_DP_FOREST_DEFAULT. This field is set to zero if the zone
is not to be created to use the directory server for persistent storage. The DNS server returns an
error if any value not listed above is specified or if more than one of the allowable values are
specified.

pszDpFqdn: As specified in section 2.2.5.2.4.2.
dwReserved: MUST be set to zero when sent and MUST be ignored on receipt.

If the DNS RPC client sends an older version of DNS_RPC_ZONE_CREATE_INFO struc ture such as
DNS_RPC_ZONE_CREATE_INFO_W?2K (section 2.2.5.2.7.1), then the DNS RPC server MUST construct

a current version of DNS_RPC_ZONE_CREATE_INFO structure such as
DNS_RPC_ZONE_CREATE_INFO_DOTNET, using steps as specified below:

1. Copy the same value for fields that are common to input and current version of
DNS_RPC_ZONE_CREATE_INFO structures.

2. dwRpcStructureVersion field MUST be set to 1.

3. All other fields that are defined only in DNS_RPC_ZONE_CREATE_INFO_DOTNET and are not
defined in DNS_RPC_ZONE_CREATE_ INFO_W?2K (section 2.2.5.2.7.1), MUST be set to 0.

225273 DNS_RPC_ZONE_CREATE_INFO_LONGHORN

All fields hav e same definition as specified in section DNS_RPC_ZONE_CREATE_INFO_DOTNET
(section 2.2.5.2.7.2 ), with the following exceptions:

typedef struct _DnsRpcZoneCreatelnfoLonghorn {
DWORDIwRpcStructureVersion;
DWORDiwReserved0;
[string] char* pszZoneName;
DWORDIwZoneType;
DWORDGAIllowUpdate;
DWORDAging;
DWORDIwFIlags;
[string] char* pszDataFile;
DWORDODsIntegrated;
DWORDLoadEXxisting;
[string] char* pszAdmin;
PDNS_ADDR_ARRA¥ipMasters;
PDNS_ADDR_ARRAYipSecondaries;
DWORUDSecureSecondaries;
DWORDONotifyLevel;
DWORDwTimeout;
DWORDORecurseAfterForwarding;
DWORDIwDpFlags;
[string] char* pszDpFqdn;
DWORDIwReserv ed[32];

} DNS_RPC_ZONE_CREATE_INFO_LONGHORN,
*PDNS_RPC_ZONE_CREATE_INFO_LONGHORN,
DNS_RPC_ZONE_CREATE_INFO,
*PDNS_RPC_ZONE_CREATE_INFO;
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dwRpcStructureVersion: As specified in section 2.2.5.2.4 3.
aipMasters: As specified in section 2.2.5.2.4.3.
aipSecondaries: As specified in section 2.2.5.2.4.3.

If the DNS RPC client sends an older version of DNS_RPC_ZONE_CREATE_INFO structure such as
DNS_RPC_ZONE_CREATE_INFO_W?2K (section 2.2.5.2.7.1 )or
DNS_RPC_ZONE_CREATE_INFO_DOTNET (section 2.2.5.2.7.2), then the DNS RPC server MUST
construct a current version of DNS_RPC_ZONE_CREATE_INFO structure such as
DNS_RPC_ZONE_CREATE_INFO_LONGHORN, using steps as specified below:

1. Copy the same value for fields that are common to input and current version of
DNS_RPC_ZONE_CREATE_INFO structures.

2. dwRpcStructureVersion field MUST be set to 2.

3. The values for aipMasters and aipSecondaries fields MUST be obtained from input structure as
IP4_ARRAY type and MUST be converted to DNS_ADDR_ARRAY type, and then assigned to
aipMasters and aipSecondaries fields in the DNS_RPC_ZONE_CREATE_INFO_LONGHORN structure.

Note DNS_RPC_ZONE_CREATE_INFO_W2K (section 2.2.5.2.7.1) and
DNS_RPC_ZONE_CREATE_INFO_DOTNET (section 2.2.5.2.7.2), do not support IPv6 address list
of aipMasters and aipSecondaries

4. All other fields that are defined only in DNS_RPC_ZONE_CREATE_INFO_LONGHORN and are not
defined in DNS_RPC_ZONE_CREATE_INFO_W2K (sect  ion 2.2.5.2.7.1) or
DNS_RPC_ZONE_CREATE_INFO_DOTNET (section 2.2.5.2.7.2) structure MUST be set to 0.

2.252.8 DNS_RPC_ZONE_EXPORT_INFO

The DNS_RPC_ZONE_EXPORT_INFO structure contains the in formation file to which a zone is exported
on the DNS server. <43>

typedef struct _DnssrvRpcZoneExport {
DWORDIwRpcStructureVersion;
DWORDIwReserved0;
[string] char* pszZoneExportFile ;
} DNS_RPC_ZONE_EXPORT_INFO,
*PDNS_RPC_ZONE_EXPORT_INFO;

dwRpcStructureVersion: The structure version number; this MUST be set to 0x00000001.

dwReservedO: MUST be set to zero when sent and MUST be ignored on receipt

pszZoneExportFile: A pointertoa null -terminated UTF -8 string that specifies the name of the file to
which a zone is exported by the DNS server.

22529 DNS_RPC_ENUM_ZONES_FILTER

The DNS_RPC_ENUM_ZONES_FILTER structure s  pecifies zone filtering criteria.

typedef struct _DnsRpcEnumZoneskFilter {
DWORDIwRpcStructureVersion;
DWORDiwReserved0;
DWORDIwFilter;
[string] char* pszPartitionFqdn;
[string] char* pszQueryString;
[string] char* pszReserved[6];

}DNS_RPC_ENUM_ZONES_FILTER,
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*PDNS_RPC_ENUM_ZONES_FILTER;

dwRpcStructureVersion: The structure version number; this MUST be set to 0x00000001.
dwReservedO: MUST be set to zero when sent and MUST be ignored on receipt.

dwrFilter: A filter value that specifies the zone types that are to be selected as part of the output
zone list. This value MUST be set to any combination of the ZONE_REQUEST_FILTERS (section

22514 ).
p szPartitionFqgdn: A pointertoanull -terminated UTF -8 string that specifies the distinguished name
for an application directory partition location from which the server is to enumerate zones; if this
is NULL then zone enumeration is not restricted based o n the application directory partition.
pszQueryString: Reserved for future use. Server MUST set to zero and receiver MUST ignore this
value.
pszReserved: Reserved for future use. Server MUST set to zero and receiver MUST ignore this value.
2.25.2.10 DNS_RPC_FORW ARDERS

The DNS_RPC_FORWARDERS structure contains information about forwarders configured on the DNS

server. There are different versions of the DNS_RPC_FORWARDERS structure. The DNS server MUST

use the structures corresp  onding to the value of  dwClientVersion in DNS Server Management Protocol
method calls (section  3.1.4 ) in the following table, or if the method call does not specify the value of
dwClientVersion ,the DNS_RPC_FORWARDERS_W?2K version of the structure MUST be used.

Value Structure

0x00000000 DNS_RPC_FORWARDERS_W2K (section 2.2.5.2.10.1 )

0x00060000 DNS_RPC_FORWARDERS_DOTNET (section 2.2.5.2.10.2 )

0x00070000 | DNS_RPC_FORWARDERS_LONGHORN (section 2.2.5.2.10.3 )

2252101 DNS_RPC_FORWARDERS_W2K

This structure specifies the set of DNS servers this DNS server will forward unresolved queries to.
typedef struct _DnssrvRpcForwardersW2K
DWORDORecurseAfterForwarding;
DWORDiwForwardTimeout;

PIP4_ARRAY aipForwarders;
} DNS_RPC_FORWARDERS_W?2K,
*PDNS_RPC_FORWARDERS_W2K;

fRecurseAfterFo rwarding: A value of 0x00000001 indicates that the DNS server is configured to
use normal recursion for name resolution if forwarders are not configured or are unreachable; a
value of 0x00000000 indicates it is not.

dwForwardTimeout: The time -interval, i n seconds, for which the DNS server waits for a response
from each server in the forwarders list. No restrictions are applied to the range for the
dwForwardTimeout member when modifying its value through this structure. If
dwForwardTimeout is setto zero, then the server SHOULD <44> reset the forward timeout to

the default value, 3 minutes (180 seconds).
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aipForwarders: The list of IP addresses that will be used as forwarders by the DNS server

2.25.2.10.2 DNS_RPC_FORWARDERS_DOTNET

All fields have same definition as specified in section DNS_RPC_FORWARDERS_W?2K (section
2.2.5.2.10.1 ), with the following exceptions:

typedef struct _DnssrvRpcForwardersDotNet {
DWORDIwRpcStructureVersion;
DWORDIwReserved0;
DWORDORecurseAfterForwarding;
DWORDIwForwardTimeout;
PIP4_ARRAY aipForwarders;

} DNS_RPC_FORWARDERS_DOTNET,

*PDNS_RPC_FORWARDERS_DOTNET;

dwRpcStructureVersion: The structure version number. It MUST be set to 0x00000001.

dwReservedO: MUST be set to zero when sent and MUST be ignored on receipt.

2252103 DNS_RPC_FORWARDERS_LONGHORN

All fields have same definition as specified in section DNS_RPC_FORWARDERS_DOTNET (section
2.2.5.2. 10.2), with the following exceptions:

typedef struct _DnssrvRpcForwardersLonghorn {
DWORDIwRpcStructureVersion;
DWORDIwReservedO;
DWORDORecurseAfterForwarding;
DWORDIwForwardTimeout;
PDNS_ADDR_ARRAMipForwarders;
} DNS_RPC_FORWARDERS_LONGHORN,
*PDNS_RPC_FORWARDERS_LONGHORN,
DNS_RPC_FORWARDERS,
*PDNS_RPC_FORWARDERS;

dwRpcStructureVersion: The structure version number. It MUST be set to 0x00000002.

aipForwarders: A pointer to a structure of type DNS_ADDR_ARRAY (s ection 2.2.3.2.3 ) specifies a
list of IP addresses that will be used as forwarders by the DNS server.

2.2.6 Zone Update Messages

2.2.6.1 Enumerations and Constants

2.2.6.11 DNS_ZONE_UPDATE

A DNS_ZONE_UPDATE valueisa2 -bit value that indicates the type of dynamic update that is allowed
for a zone.

Constant/value Description
ZONE_UPDATE_OFF No updates are allowed for the zone.
0x0

ZONE_UPDATE_UNSECURE | All updates (secure and unsecure) are allowed for the zone.
Ox1
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Constant/value Description

ZONE_UPDATE_SECURE The zone only allows secure updates, that is, the DNS packet MUST have a
0x2 TSIG [REC2845] presentin the additional section.

2.2.6.1.2 KeySignScope

KeySignScope defines the scope of the key in a signed zone. It SHOULD <45> be used to indicate
different signing and publishing scopes of the key.

typedef enu  m _KeySignScope

SIGN_SCOPE_DEFAULT,
SIGN_SCOPE_DNSKEY_ONLY,
SIGN_SCOPE_ALL_RECORDS,
SIGN_SCOPE_ADD_ONLY,
SIGN_SCOPE_DO_NOT_PUBLISH,
SIGN_SCOPE_REVOKED

} KeySignScope;

SIGN_SCOPE_DEFAULT: The key is used for its default purpose: If the signing key descriptor's
flsKSK field is set to 0x00000001, the key is used to sign only DNSKEY records in the zone. If the

signing key descriptor's flsKkSK field is set to 0x00000000, the key is used to sig n all records in
the zone.
SIGN_SCOPE_DNSKEY_ONLY: The key is used to sign only DNSKEY records in the zone.
SIGN_SCOPE_ALL_RECORDS: The key is used to sign all records in the zone.
SIGN_SCOPE_ADD_ONLY: The key is published as a DNSKEY in the zone, but i tis not used to sign
any records.
SIGN_SCOPE_DO_NOT_PUBLISH: The key is not published to the zone and is not used to sign any
records.

SIGN_SCOPE_REVOKED: The key is published as a DNSKEY in the zone with its Revoked bit
([REC5011] section 2.1) set. It is used to sign DNSKEY records.

2.2.6.1.3 ImportOpResult

ImportOpResult SH OULD<46> _ define the operations to be executed when the
DNS_RPC_ZONE_DNSSEC_SETTINGS is imported on a zone.

typedef enum ImportOperationResult

IMPORT_STATUS_NOOP,
IMPORT_STATUS_SIGING_READY,
IMPORT_STATUS_UNSIGNING_READY,
IMPORT_STATUS_CHANGED

} ImportOpResult;

IMPORT_STATUS_NOOP: No change was detected in the imported signing settings or the signing
settings of the zone.

IMPORT_STATUS_SIGNING_READY: The zone is marked fo  rre -signing.
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IMPORT_STATUS_UNSIGNING_READY: The zone is marked for unsigning.

IMPORT_STATUS_CHANGED: The change was detected in signing settings imported and were
incorporated, but nore  -signing or unsigning is required.

2.2.6.2  Structures

2.2.6.21 DNS_RPC_SKD

The DNS_RPC_SKD structure specifies a signing key descriptor.

typedef struct _DnssrvRpcSigningKeyDescriptor {
DWORDIwRpcStructureVersion;
DWORDIwReservedo;
GUID Guid,;
[string] wchar_t* pwszKeyStorageProvider;
BOOL fStoreKeysInDirectory;
BOOL fIsKSK;
BYTE bSigningAlgorithm;
DWORDIwKeyLength;
DWORDiwlInitialRolloverOffset;
DWORDIWDNSKEY SignatureValidityPeriod;
DWORDIwDSSignatureValidityPeriod,;
DWORDIwStandardSignatureValidityPeriod;
DWORDIwRolloverType;
DWORDiwRolloverPeriod,;
DWORDIwNextRolloverAction;
DWORDIwReserved,;

} DNS_RPC_SKD,

*PDNS_RPC_SKD;

dwRpcStructureVersion: The structure version number; this MUST be set to 0Ox00000001.
dwRes erved0: MUST be set to zero when sent and MUST be ignored on receipt.

Guid: A unique identifier for this signing key descriptor.

pwszKeyStorageProvider: The Key Storage Provider that will be used to generate and store keys
for this signing key descripto r.

fStoreKeysInDirectory: A value of 0x00000001 indicates that the DNS server exports keys
generated for this signing key descriptor and stores them on the DNS zone object in Active
Directory. A value of 0x00000000 indicates that the DNS server stores key sin self -signed
certificates in the local machine certificate store.

flsKSK: A value of 0x00000001 indicates that this signing key descriptor describes a key signing key

(KSK); a value of 0x00000000 indicates a zone signing key RFEC4641] .
bSigningAlgorithm: The cryptographic algorithm used to generate signing keys. The DNS server

SHOULD<47> support all values given by [IANA -DNSSECAN] and [DRAFT-DNSSEC-ECDSA].

dwKeyLength: The length, in bits, of cryptographic signing keys. This value MUST be ignored if the
signing algorithm does not have variable key length.

dwinitialRolloverOffset: The amount of time, in seconds, to delay the first scheduled key rollover
for this signing key descriptor. The value SHOULD be limited to the range 0x00000000 to
0x00278D00 (30 days), inclusive, but it can be any value. The default value SHOULD be
0x00000000, and the value zero MUST be allowed and treated literally.

dwDNSKEY SignatureValidityPeriod: The number of seconds that signatures covering DNSKEY
record sets generated for this signing key descriptor's keys are valid, as defined by RFC4034
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section 3.1.5. The value SHOULD be limited to the range 0x00005460 (6 hours) to 0xOx00093A80
(7 days), incl usive, but it can be any value. The default value SHOULD be 0x0003F480 (3 days).

dwDSSignatureValidityPeriod: The number of seconds that signatures covering DS record sets
generated for this signing key descriptor's keys are valid, as defined by [RFC4034] section 3.1.5.
The value SHOULD be limited to the range 0x00005460 (6 hours) to 0Ox00093A80 (7 days),
inclusive, but it can be any value. The default value SHOULD be 0x0003F480 (3 days).

dwStandardSignatureValidityPeriod: The number of seconds that signat ures covering record sets
not of type DNSKEY or DS generated for this signing key descriptor's keys are valid, as defined by
[RFC4034] section 3.1.5. The value SHOULD be limited to the range 0x00005460 (6 hours) to
0x0x00278D00 (30 days), inclusive, but it can be any value. The default value SHOULD be
0x000D2F00 (10 days).

dwRolloverType: When sent, this value MUST be set to one of the allowed values specified in
ZONE_SKD ROLLOVER_TYPE (section 2.2.5.1.5) as follows: this value MUST be
DNS_ROLLOVER_TYPE_PREPUBLISH if flsKkSK is 0x00000000 and MUST be
DNS_ROLLOVER_TYPE_DOUBLE_SIGNATURE if flsKkSK is 0x00000001. On receipt, this value
MUST be ignored.

dwRolloverPeriod: The number of seconds between sc heduled key rollovers, or OXFFFFFFFF to
disable automatic key rollovers. This value SHOULD be limited to the range 0x00093A80 (1 week)
to 0x25980600 (20 years), inclusive, in addition to OXFFFFFFFF, when flsKSK is 0x00000001, and
the range 0x00093A80 (1 we ek) to 0x09660180 (5 years), inclusive, in addition to OXFFFFFFFF,
when fIsKSK is 0x00000000. The default SHOULD be 0x02022900 (13 months) when flsKSK is
0x00000001, and 0x0x00278D00 (1 month) when flsKSK is 0x00000000.

dwNextRolloverAction: This value de scribes the next key rollover action that the DNS server will
take for this signing key descriptor. This value MUST be set to one of the allowed values specified
in ZONE_SKD_ROLLOVER_ACTION (secti on 2.2.5.1.6)

dwReserved: This value MUST be set to 0x00000000 when sent by the client and ignored on receipt
by the server.

2.262.2 DNS_RPC_SKD_LIST

The DNS_RPC_SKD_LIST structure contains the informati on about a list of signing key descriptors that
are present for a particular zone on the DNS server.

typedef struct _DnssrvRpcZoneSigningKeyList {
DWORDIwRpcStructureVersion;
DWORDIwReservedO;
[range(0,1000)] DWORD dwCount;
[size_is(dwCount)] PDN S_RPC_SKDSkdArray[];
}DNS_RPC_SKD_LIST,
*PDNS_RPC_SKD_LIST;

dwRpcStructureVersion: The structure version number; this MUST be set to 0x00000001.

dwReservedO: MUST be set to zero when sent and MUST be ignored on receipt.

dwCount: The number of signing  key descriptors present in the array of signing key descriptors
pointed to by  SkdArray

SkdArray: An array of structures of type DNS _RPC_SKD (section 2.2.6.2.1) . Each element of the
array repres ents one signing key descriptor.

2.26.23 DNS_RPC_SKD_STATE
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The DNS_RPC_SKD_STATE structure contains information about the current state of a signing key
descriptor.

typedef struct _DnsRpcSigningKeyDescri ptorState {
DWORDIwRpcStructureVersion;
DWORDIwReservedO;
GUID Guid;
FILETIME ftLastRolloverTime;
FILETIME ftNextRolloverTime;

DWORDiwState;
DWORDiwCurrentRolloverStatus;

[string] wchar_t* pwszActiveKey;
[string] wchar_t* pwszStandbyKey;
[string] wchar_t* pwszNextKey;
DWORDIwReserved,;

} DNS_RPC_SKD_STATE,
*PDNS_RPC_SKD_STATE;

dwRpcStructureVersion: The structure version number; this MUST be set to 0Ox00000001.
dwReservedO: MUST be set to zero when  sent and MUST be ignored on receipt.

Guid: A unique identifier for this signing key descriptor.

ftLastRolloverTime: The time at which the last successful rollover event was performed for this
signing key descriptor. This value MUST be 0 if no rollover h as been performed on this signing key
descriptor.

ftNextRolloverTime: The time at which the next rollover for this signing key descriptor is scheduled.
This MAY be 0 if no rollover event is scheduled. When the time comes for a key rollover to start,
the s igning key descriptor is added to the Rollover Queue, and its dwCurrentRolloverStatus is
changed to DNS_SKD_STATUS_QUEUED. If another signing key descriptor in the zone is in the
process of rolling,  ftNextRolloverTime MAY represent a time in the past.

dwSt ate: The current state of this signing key descriptor. This MUST be set to one of the following

values. <48>
Value Meaning
DNS_SKD_STATE_ACTIVE The signing key descriptor is active and in use for online signing of the
0x00000000 zone.

DNS_SKD_STATE_RETIRED The signing key descriptor is no longer in use for online signing.
0x00000001

dwCurrentRol  loverStatus: The current rollover status of this signing key descriptor. This MUST be
set to one of the following values, representing the various stages of key rollover as described in
[REC4641] and [REC5011] :

Value Meaning
DNS_SKD_STATUS_NOT_ROLLING The signing key descriptor is not currently in
0x00000000 the process of rolling over keys.
DNS_SKD_STATUS_QUEUED This signing key descriptor is waiting for
0x00000001 another rollover to complete before its rollover

can begin. After the signing key descriptor
reaches the head of the Rollover Queue, the
signing key descriptor will move into the
DNS_SKD_STATUS_ROLL_STARTED state.
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Value

Meaning

DNS_SKD_STATUS_ROLL_STARTED
0x00000002

This signing key descriptor has begun the

process of key rollover. Signing key descriptors
representing ZSKs will move from this state to
the

DNS_SKD_STA TUS_ZSK_WAITING_FOR_DNSK
EY_TTL state, and signing key descriptors
representing KSKs will move from this state to

the
DNS_SKD_STATUS_KSK_WAITING_FOR_DS_U
PDATE state.

0x00000003

DNS_SKD_STATUS_ZSK_WAITING_FOR_DNSKEY_TTL

This ZSK signing key descriptor is wa iting for
the previous key to expire in all caching

resolvers (it is waiting for the DNSKEY TTL to
expire). The signing key descriptor will next

move into the
DNS_SKD_STATUS_ZSK_WAITING_FOR_MAXZ
ONE_TTL state.

L
0x0 0000004

DNS_SKD_STATUS_ZSK_WAITING_FOR_MAXZONE_TT

This ZSK signing key descriptor is waiting for

the signatures using the previous key to expire

in all caching resolvers (it is waiting for the
largest record TTL to expire). This is the final
state for ZSK rollovers. The signing key
descriptor will  move into the
DNS_SKD_STATUS_NOT_ROLLING state when
this portion of key rollover is complete.

0x00000005

DNS_SKD_STATUS_KSK_WAITING_FOR_DS_UPDATE

This KSK signing key descriptor is waiting for a
DS record corresponding to the new key to
appear in the par ent zone. If DS records are
found in the parent zone, the server MUST set
the zone's "ParentHasSecureDelegation”
property to 0x00000001 and continue to wait
until the parent's DS record set includes the
new key, at which point the signing key
descriptor wi Il move into the
DNS_SKD_STATUS_KSK_WAITING FOR DS T
TL state. If no DS records are found in the
parent zone, the server MUST set the zone's
"ParentHasSecureDelegation" property to
0x00000000 and transition the signing key
descriptor into the

DNS_SKD_STATUS _KSK_WAITING_FOR_DNSK
EY_TTL state. If there is an error or if the
presence of a DS record set in the parent zone
cannot be determined, the server MUST
continue to attempt to query for this record set
for up to 15 minutes if the zone's
"ParentHasSecureDeleg ation" property is
0x00000000 or until the PokeZoneKeyRollover
command is received if it is 0x00000001.

DNS_SKD_STATUS_KSK_WAITING_FOR_DS_TTL
0x00000006

This KSK signing key descriptor is waiting for

the DS record set in the parent zone to expire

in all caching resolvers (it is waiting for the
parent DS TTL to expire). If the zone's
"RFC5011KeyRollovers" property is TRUE, the
signing key descriptor will next move into the
DNS_SKD_STATUS_WAITING_FOR_5011_REM
OVE_HOLD_DOWN state. Otherwise, this is a
final s tate for KSK rollovers, and signing key
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Value Meaning

descriptors will move into the
DNS_SKD_STATUS_NOT_ROLLING state when
this portion of key rollover is complete.

DNS_SKD_STATUS_KSK_WAITING_FOR_DNSKEY_TTL This KSK signing key descriptor is waiting for
0x00000007 the previous key to expire in all caching
resolvers (it is waiting for the DNSKEY TTL to
expire). This is a final state for KSK rollovers,

and signing key descriptors will move into the
DNS_SKD_STATUS_NOT_ROLLING state when

this portion of key rollover is comp lete.
DNS_SKD_STATUS_KSK_WAITING_FOR_5011_REMOV This KSK signing key descriptor is waiting for
E_HOLD_DOWN the RFC5011 remove hold  -down time before
0x00000008 the revoked previous key can be removed. This

is a final state for KSK rollovers, and signing

key descriptors will move into the
DNS_SKD_STATUS_NOT_ROLLING state when
this portion of key rollover is complete.

DNS_SKD_STATUS_ROLL_ERROR This signing key descriptor experienced an
0x00000009 unrecoverable error during the key rollover.
pwszActiveKey: Signing key pointer string for the signing key descriptor's currently active key. This

is the key that is currently being used to sign zone records.

pwszStandbyKey: Signing key pointer string for the signing key descriptor's standby key. The key
represente d by this string has several different roles depending on the associated signing key
descriptor's flIsKSK flag and its dwRolloverStatus:

A If the signing key descriptor's flsKSK flag is TRUE, pwszStandbyKey represents the "double
signature" key as described i n [RFC4641] section 4.2.2, also depicted as the "standby" key in
[RFC5011] section 6.

A If the signing key descriptor's flsSKSK flag is FALSE, pwszStandbyKey will generally be NULL
unless the SKD is in the process of key rollover:

A If the signing key descripto r's dwRolloverStatus is
DNS_SKD_STATUS_ZSK_WAITING_FOR_DNSKEY_TTL, pwszStandbyKey represents the
"pre -publish” key as described in [RFC4641] section 4.2.1.1.

A If the signing key descriptor's dwRolloverStatus is
DNS_SKD_STATUS_ZSK_WAITING_FOR_MAXZONE_TTL, pw szStandbyKey  represents the
previously active key during the "new RRSIGs" phase of Pre -Publish Key Rollover, as described
in [RFC4641] section 4.2.1.1.

pwszNextKey: Signing key pointer string for the signing key descriptor's next key. The key
represented by this string has several different roles depending on the associated signing key
descriptor's flsKSK flag:

A If the signing key descriptor's flsKSK flag is TRUE, pwszNextKey represents the next key that
will be consumed during key rollover. It is not publ ished in the zone and is not used to sign any
other records. If the zone's "RFC5011KeyRollovers" property is TRUE, this key becomes the next
"standby" key according to [RFC5011]. Otherwise, this key is used as the "double signature" key
according to [RFC46 41] as the signing key descriptor's key rollover process begins.

A Ifthe signing key descriptor's flsKSK flag is FALSE, pwszNextKey represents the "pre  -publish"
key as described in [RFC4641] section 4.2.1.1. When the SKD is in the process of key rollover,
pwszNextKey can be populated with a newly generated post -rollover "pre -publish” key.
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dwReserved: MUST be set to zero when sent and MUST be ignored on receipt.

2.2.6.24 DNS_RPC_TRUST_POINT

The DNS_RPC_TRUST_POINT structure contains information about a trust point or a node in the
TrustAnchors zone.

typedef struct _DnssrvRpcTrustPoint {
DWORDIwRpcStructureVersion;
DWORDIwReservedO;
[string] char* pszTrustPointName;
TRUSTPOINT_STATEeTru stPointState;
__int64  i64LastActiveRefreshTime;
__int64  i64NextActiveRefreshTime;
__int64  i64LastSuccessfulActiveRefreshTime;
DWORDIwLastActiveRefreshResult;
DWORDIwReserved;

} DNS_RPC_TRUST_POINT,

*PDNS_RPC_TRUST_POINT;

dwRpcStructureVersion: The structure version number; it MUST be set to 0x00000001.
dwReservedO: MUST be set to zero when sent and MUST be ignored on receipt.
pszTrustPointName: The FQDN of the trust point or node in the TrustAnchors zone represented by

this structure. This M UST be a non -empty, non -NULL string.

eTrustPointState: An enum containing the current trust point state. This MUST be set to one of the
following values.

Value Meaning

TRUSTPOINT_STATE_INITIALIZED This structure represents a node in the TrustAnchors zone that
0x00000000 does not contain any trust anchors. This node is not a trust point.
TRUSTPOINT_STATE_DSPENDING This trust point contains only DS trust anchors (trust anchors in
0X00000001 the TRUSTANCHOR_STAT E_DSPENDING or

TRUSTANCHOR_STATE_DSINVALID state), rendering it unusable
for DNSSEC proofs.

TRUSTPOINT_STATE_ACTIVE This trust point contains at least one trust anchor in the
0X00000002 TthUSTANCHOR_STATE_VALID or TRUSTANCHOR_STATE_MISSING
state.

TRUSTPOINT_STATE_DELETE_PENDING | This trust point contains only trust anchors in the

0x00000003 TRUSTANCHOR_STATE_REVOKED state.
i64LastActiveRefreshTime: The time of the last active refresh. This is set to zero to indicate that no
active refresh has occurred. Thi s is a 64 -bit value representing the number of 100 -nanosecond
intervals since January 1, 1601 Coordinated Universal Time (UTC)
i64NextActiveRefreshTime: The scheduled time of the next active r efresh, or zero to indicate that
no active refresh is scheduled. This is a 64 - bit value representing the number of 100 -nanosecond

intervals since January 1, 1601 (UTC).

i64LastSuccessfulActiveRefreshTime: The time of the last successful active refresh, or zero to
indicate that no active refresh has occurred. This is a 64 -bit value representing the number of
100 -nanosecond intervals since January 1, 1601 (UTC). A successful active refresh is defined as
an active refresh resulting in retrieval of one or more DNSKEY records for the trust point and, if

108 / 399

[MS -DNSP] - v20160714

Domain Name Service (DNS) Server Management Protocol
Copyright © 2016 Microsoft Corporation

Release: July 14, 2016



this trust point has trust anchors in the TRUSTANCHOR_STATE_VALID state, signifies that one or
more of the retrieved DNSKEY records was validated by DNSSEC.

dwLastActiveRefreshResult: The result of the last acti  ve refresh, either ERROR_SUCCESS or a
nonzero value to indicate that an error has occurred.

dwReserved: MUST be set to zero when sent and MUST be ignored on receipt.

2.2.6.25 DNS_RPC_TRUST_POINT_LIST

The DNS_RPC_TRUST_POINT_LIST structure contains zero or more DNS _RPC_TRUST_POINT
structures.

typedef struct _DnssrvRpcTrustPointList {
DWORDIwRpcStructureVersion;
DWORDiwReservedo;
[range(0,500000)] DWORD dwTrustPointCount;
[size_is(dwTrustPointCount)] PDNS_RPC_TRUST_POINT TrustPointArray[];
} DNS_RPC_TRUST_POINT_LIST,
*PDNS_RPC_TRUST_POINT_LIST;

dwRpcStructureVersion: The structure version number; this MUS T be set to 0x00000001.
dwReserved0: MUST be set to zero when sent and MUST be ignored on receipt.
dwTrustPointCount: The size of the  TrustPointArray array.

TrustPointArray: An array of pointers to DNS_RPC_TRUST_POINT structures.

2.2.6.2.6 DNS_RPC_TRUST_ANCHOR

The DNS_RPC_TRUST_ANCHOR structure contains information about a trust anchor.

typedef struct _DnssrvRpcTrustAnchor {
DWORDIwRpcStructureVersion;
DWORDIwReservedO;
WORDwTrustAnchorTyp e;
WORDwKeyTag;
WORDwWRRLength;
TRUSTANCHOR_STATETrustAnchorState;
__inté4  i64EnteredStateTime;
__inté4  i64NextStateTime;
DWORDIwReserved;
[size_is(wRRLength)] BYTE RRData(];
} DNS_RPC_TRUST_ANCHOR,
*PDNS_RPC_TRUST_ANCHOR;

dwRpcStructureVersion: The structure version number; this MUST be set to 0x00000001.
dwReservedO: MUST be set to zero when sent and MUST be ignored on receipt.
wTrustAnchorType: The DNS record type corresponding to the trust anchor. This MUST be set to

one of the following values.

Value Meaning
DNS_TYPE_DS A DS record type [RFEC4034] .
0x002B

DNS_TYPE_DNSKEY | A DNSKEY record type [RFC4034].
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Value Meaning

0x0030

wKeyTag: The DNSSEC key tag for this trust anchor. The key tag for a DS record trust anchor MUST
match the value of the recordb6s "Key Tag" field (see
trust anchor MUST match the value calculated for the DNSKEY record (s ee [RFC4034] Appendix
B), with the exception that the REVOKE bit of the DNSKEY flags field MUST be set to zero before
the calculation.

wRRLength: The length of the  RRData array.

eTrustAnchorState: The current state of the trust anchor. This MUST be one of the following values.

Value Meaning

TRUSTANCHOR_STATE_DSPENDING This trust anchor can be replaced with a matching DNSKEY trust

0x00000001 anchor when the associated trust point has had a successful active
refresh. If this state is set, wTrustAnchorTyp e MUST be
DNS_TYPE_DS.

TRUSTANCHOR_STATE_DSINVALID The associated trust point has had a successful active refresh, but no
0x00000002 DNSKEY record was found that matches this trust anchor. If this state
is set, wTrustAnchorType MUST be DNS_TYPE_DS.

TRUSTANCHOR_STATE_ADDPEND This trust anchor will become valid after the expiration of the RFC

0x00000003 5011 add hold -down time (see [RFC5011] ). This corresponds to the
"AddPend" state in RFC 501 1.

TRUSTANCHOR_STATE_VALID This trust anchor is trusted for DNSSEC proofs because it was either

0x00000004 explicitly added by the administrator or became valid after the

expiration of the RFC 5011 add hold -down time (see [RFC5011]). This
corresponds to  the Valid state in RFC 5011.

TRUSTANCHOR_STATE_MISSING This trust anchor was in the TRUSTANCHOR_STATE_VALID state but
0x00000005 was missing in the last successful active refresh. It is still trusted for
DNSSEC proofs. This corresponds to the Valid state in [RFC5011].
TRUSTANCHOR_STATE_REVOKED This trust anchor has been marked as revoked by the administrator
0x00000006 for the trust point 's zone. It can never again be trusted for DNSSEC

proofs. This corresponds to the Revoked state in [RFC5011].

i64Enter edStateTime: The time at which this trust anchor entered its current state. This is a 64 - bit
value representing the number of 100 -nanosecond intervals since January 1, 1601 (UTC).
i64NextStateTime: The time at which this trust anchor is scheduled to exit the current state. This is
a 64 -bit value representing the number of 100 -nanosecond intervals since January 1, 1601 (UTC).
The meaning is dependent on the value of eTrustAnchorState
Value of eTrustAnchorState Meaning

TRUSTANCHOR_STATE_DSPENDING Reserved. The value of  i64NextStateTime MUST be set to zero when

0x000000 01 sent and MUST be ignored on receipt.

TRUSTANCHOR_STATE_DSINVALID Reserved. The value of  i64NextStateTime MUST be set to zero when

0x00000002 sent and MUST be ignored on receipt.

TRUSTANCHOR_STATE_ADDPEND This trust anchor is scheduled to enter the

0x00000003 TRUSTANCHOR_STATE_VALID state on or after the value of
i64NextStateTime . This MUST be equivalent to the value of
i64EnteredStateTime added to the value of the add hold -down ti me

110 / 399

[MS -DNSP] - v20160714

Domain Name Service (DNS) Server Management Protocol
Copyright © 2016 Microsoft Corporation

Release: July 14, 2016

[ RFC4


http://go.microsoft.com/fwlink/?LinkId=225980

Value of eTrustAnchorState Meaning
(see [RFC5011)).
TRUSTANCHOR_STATE_VALID Reserved. The value of  i64NextStateTime MUST be set to zero when
0x00000004 sent and MUST be ignored on receipt.
TRUSTANCHOR_STATE_MISSING Reserved. The value of  i64NextStateTime MUST be setto zero when
0x00000005 sent and MUST be ignored on receipt.
TRUSTANCHOR_STATE_REVOKED This trust anchor will become eligible for deletion on or after the
0x00000006 value of i64NextStateTime. This MUST be equivalent to the value of
i64EnteredStateTime added to the value of  the remove hold -down
time (see [RFC5011]).

dwReserved: MUST be set to zero when sent and MUST be ignored on receipt.

RRData: Binary data in the same format as DNS_RPC_RECORD_DNSKEY (section 2.2.2.2.4.15) if
wTrustAnchorType is DNS_TYPE_DNSKEY, or binary data in the same format as
DNS_RPC_RECORD_DS (section 2.2.2.2.4.12) if wTrustAnchorType is DNS_TYPE_DS.

2.26.27 DNS_RPC_TRUST_ANCHOR_LIST

The DNS_RPC_TRUST_ANCHOR_LIST structure contains zero or more DNS RPC_TRUST_ANCHOR
structures.

typedef struct _DnssrvR pcTrustAnchorList {
DWORDIwRpcStructureVersion;
DWORDIwReservedo;
[range(0,500000)] DWORD dwTrustAnchorCount;
[size_is(dwTrustAnchorCount)] PDNS_RPC_TRUST_ANCHOR TrustAnchorArray(];
} DNS_RPC_TRUST_ANCHOR_LIST,
*PDNS_RPC_TRUST_ANCHOR_LIST;

dwRpc StructureVersion: The structure version number; this MUST be set to 0x00000001.
dwReservedO: MUST be set to zero when sent and MUST be ignored on receipt.
dwTrustAnchorCount: The size of the  TrustAnchorArray array.

TrustAnchorArray: An array of pointers to DNS_RPC_TRUST_ANCHOR structures.

2.2.6.2.8 DNS_RPC_SIGNING_VALIDATION_ERROR

The DNS_RPC_SIGNING_VALIDATION_ERROR structure describes an error that oc curred during the
use of an SKD.

typedef struct _DnssrvRpcSigningValidationError {
DWORDIwRpcStructureVersion;
DWORDiwReserved0;
GUID guidSKD;
[string] wchar_t* pwszSigningKeyPointerString;
DWORDiwExtendedError;
DWORDIwReserved;

} DNS_RPC_SIGNING_VALIDATION_ERROR,

*PDNS_RPC_SIGNING_VALIDATION_ERROR,;

dwRpcStructureVersion: The structure version number; this MUST be set to 0x00000001.
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