
Active Directory® Federation 
Services 2.0 (AD FS 2.0) helps IT 
enable users to collaborate across 
organizational boundaries and 
easily access applications on-
premises and in the cloud while 
enhancing application security. 
It does this by streamlining 
user access and supporting 
interoperability and  
development flexibility.

www.microsoft.com/adfs2

The Business Challenge
Employees want security-enhanced access 
to growing numbers of on-premises 
applications, cloud services, and other 
resources. Organizations want that 
access to be easy, yet flexible enough 
to accommodate collaboration across 
organizational boundaries. Access must 
comply with internal security policies 
and external regulations. In addition, 
organizations need to readily adapt to 
changing business needs and technology 
trends, such as the emergence of more 
hosted services and service-oriented 
architecture models. 

Today, few organizations have successfully 
implemented such a comprehensive 
solution. The root of the problem is that 
applications rely on custom access control 
logic which is dependent on existing IT 
infrastructure. The resulting inflexibility 
means that: 
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With Active Directory Federation Services 2.0, a single sign-on gives users seamless access  
to applications in the cloud and on premises.

• With so many technologies in use, user 
access is complicated to secure and 
manage. Every application is a costly 
custom fit, and users must remember 
numerous names and passwords, 
introducing security risk and raising 
help-desk costs.

• Developers who are not identity 
and security experts are expected to 
choose among a broad array of identity 
technologies to address different 
scenarios. The complexity of these can 
lead to sub-optimal and inconsistent 
security design and implementation.

• It’s difficult to connect different 
organizations because of their disparate 
systems. Once applications with hard-
coded access logic are built, adapting 
them to meet changing business needs 
is burdensome and expensive because 
they are bound by the constraints of 
a particular technology. Applications 
in the cloud often require separately 
provisioned accounts, frustrating 
attempts to support single sign-on.

The business need: a unified approach  
to access

Removing these barriers to satisfy the needs 
of business requires a new model. It must 
provide secure, simple access for users 
that works across different applications 
and systems both on premises and in the 
cloud. This single approach must be based 
on widely recognized industry standards 
that interoperate across both platform and 
organizational boundaries. 
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But standards alone aren’t enough. 
The solution also needs to be broadly 
implemented in products from multiple 
vendors, and be simple for developers  
to use. 

This unified broad foundation is what  
AD FS 2.0 is designed to provide.

Secure Collaboration Across 
Organizational Boundaries
Active Directory Federation Services 2.0 
supports claims-based access and single 
sign-on for cloud-based and on-premises 
applications. It does this in the enterprise, 
across organizations, and on the Web, all 
the while enhancing application security. 
It thereby helps reduce the total cost of 
ownership (including lowering IT costs 
by simplifying access management) and 
helps improve enterprise security. AD FS 
2.0 also increases ease of use for both users 
and developers, helping to ensure greater 
compliance with policies and regulations. 

The open architecture of AD FS 2.0 supports 
the Identity Metasystem. This shared 
industry vision defines a single identity 
model for the enterprise, federation, and 
consumer. The Identity Metasystem uses 
claims issued by security token services 
to help applications make user-access 
decisions regardless of the user’s location  
or the application’s architecture.

Streamlines user access

Delivers native single sign-on across 
organizations to applications both on 
premises and in the cloud. This enables 
use of one account and password to access 
diverse systems. Simple and effective trust 
setup and management features in AD FS 
2.0 give partners secure access. This model 
not only helps improve user productivity, 
but also gives IT control of the interaction 
between applications, identity stores, 

and authentication methods across the 
enterprise and with partners.

Works on premises and in the cloud. 
With AD FS 2.0, identities can be used 
seamlessly between on-premises software 
and cloud services and with both browser 
and some rich-client applications. 

Builds on existing infrastructure to  
make user access a configuration task for 
IT rather than a development task. AD FS 
2.0 extends the use of Active Directory 
Domain Services and integrates easily with 
SharePoint® 2010 and Active Directory 
Rights Management Services. 

ADFS 2.0 uses identity information in 
Active Directory or SQL Server® to provide 
access to resources. This information can be 
managed by Forefront® Identity Manager 
so that access rights are based on well-
managed identities that are up to date  
and compliant.

AD FS 2.0 is also designed to be  
interoperable with non-Microsoft®  
infrastructure, thereby working in  
heterogeneous environments.

Provides simplified and flexible access 
management

Supports open standards and offers 
tested interoperability. AD FS 2.0 supports 
industry-standard protocols such as WS-* 
and SAML 2.0, enabling applications 
based on different programming models, 
languages, and devices to interoperate. AD 
FS 2.0 also simplifies access management 
through Web and application single sign-
on, including multi-factor authentication.

Easily evolves to address changing access 
requirements. AD FS 2.0 implements the 
industry Identity Metasystem vision using 
claims-based architecture. Developers 
can use Windows Identity Foundation 1 to 
build claims-aware Windows® applications 

that decouple authentication and access 
management so they can adapt to 
changing access requirements with minimal 
changes to code or customization.

Offers development flexibility. With AD 
FS 2.0, developers can choose technologies 
based on functionality and business need. 
They can mix and match AD FS 2.0 with 
third-party claims-based Secure Token 
Systems, developer frameworks, and clients.

Enhances application security

Provides consistent security because  
AD FS 2.0 uses a common user-access 
model external to applications.

Enables control over access decisions. 
AD FS 2.0 offers integrated support for 
common access methods such as Kerberos 
and x509, so IT pros can choose the 
strength of credentials based on the level  
of security they need.

Assigns identity management to the 
organization closest to the user. AD FS 
2.0 enables the delegation of responsibility 
for access to support a federated identity 
model. Partner organizations can manage 
their own identities while securely sharing 
and accepting identities with each other. 
AD FS 2.0 allows service providers to meet 
customer requirements without the need  
to manage customer identities.

Learn More
• Download Active Directory Federation 

Services 2.0.2 

• Learn about the Microsoft vision for 
end-to-end trust.3

• Get more information about Identity  
& Access Management 4 (IAM)  
from Microsoft. 

• For a deeper understanding of claims-
based identity and how it is used, read 
Claims-Based Identity for Windows. 5
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