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Software Transactional Memo($TM)s an emerging technology for protecting shared state in
concurrent programs, based on automatic control of conent accesses. Its goal is to provide a more
userfriendly and scalable alternative to locks by promoting the notion of transactions as-eldisst
citizen in .NETMicrosoft is experimenting with the STM technology but at this point has no
commitment toproductize the technology.

tfSFasS Ayaidltf GKS a2fFidsFNB LI O1F3S ¢ Pb9¢ CNI YSs
aSY2NRé HKAOK gAftf | fft2g &2dz G2 SELISNAYSYydG 6AGK |
framework that has transactional meary support. The following guide explains how to use the

package, how to write programs with STM and how to contact us for help and feedback. We hope you

enjoy working with this offering and would help us drive improvements into future releases.

There arawo installations packages. In addition to the S@hbled version of the .NET Framework,
the second installation package contains a set of samples, documentation, and a VS2008 project
template for creating STM application. This will get you going wil! ST

We would very much like to hear from you about your experience with STM. Please feel free to
comment and ask questions on ti8d MDevlabMSDN forum

The latest version ofhis document is available at:

http://go.microsoft.com/fwlink/?LinkID=158427

Thank you for evaluating STM.NET.

T The STM.NET Team

DISCOVER THE

FUTURE

OF PARALLEL COMPUTING
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1 Introduction

The .NET Framework version 4 Betal enabled for Software Transactional Memory (STM.NET version 1.0)
provides experimental language and runtime features that allow the prograr to declaratively define

regions of code that run in isolation. This specific implementation of software transactional memory

(STM) is implemented using a modified version of the Common Language Runtime (CLR) version 4.

The goal of this document is £xplain what STM is, why we chose this specific implementation, how to
run the provided samples, and how to write your own applications using STM.

This is both a programming guide and an introduction to transactional memory. If you want to jump
right into using STM, you will want to read the following sections first:

 Section2a | St f 2 >This fMidnRembnstrates how to compile and run adb&3iM
sample.
1 Section4 dAtomic Block to the Rescue: Basic Concépihis section explains basic concepts of
STM.
1 Section5 dWriting Correctly Synchronized CoéleThs section explains how to write your code
ddzOK GKFG AlG Aa O2NNBOGfe aeyOKNRBYAI SR FyR R2S

For a deeper understanding of both STM in general and our implementation, you may want to read
through this manual in order. We have arradgeto present:

f 2NRGAY3T al Stt2 22NIRE

1 Introduction to Transactional Memory Concepts

1 Writing Correctly Synchronized Code

1 Atomic Compatibility Contracts

1 Coordination Between Threads When Using Transactional Memory

1 Transaction Abort in Greater Detall

1 Integration with Traditional Transactions

91 Dealing with I/O and other Side Effects

1 Performance Considerations and Troubleshooting with ETW (Event Tracing for Windows)

1.1 Caveats

1. This is aMSDN DevLamcubationrelease There are no confirmed plans to ship Sad/part ofany
version of theNETFramework The license to use this software specifically prohibits developing
and deploying production software on this framework.

2. There are no performance optimizationdNe have not spent much time optimizing the
performance of our changes. Further, NGEN is disabled. You cannot make meaningful performance
comparisons between programs executing on this framework to the same code running on another
version of the framework.

3. Alphalevel quality. We are a small team talokg a big problem. There are many known and many
unknown bugsand limitations We have done the best that we can to ensure that all samples work
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and that all features covered inisdocumentwork in their basic usage. Please report problems
through theMSDN forum for STM.NETf 1 K2dzZAK 6S 6Aftf YI 1S Iy STF2NI
and issues, this software offering is not supported by Microsoft and its use is restricted e p
terms in the End User License Agreement (EULA).

4. Modified .Net Framework4 Betal base The current STM release is based off of HET
Framework 4 Beta 1 but has been modified to provide STM and work in a Visual Studio 2008
environment.

2 Hello, World!
.S8ST2NB 4SS 32 Ayili2 GKS TAyS RSiGIFIAf&a 2F {¢ax fSiQa

StartVisual Studio 2008 hoosd-ile] New| Project chooseVisual Ciproject type, andMy Templates
INR dzLJ® | 2 dz & K\2 CahsBle ApiBaSoré(idk SCNKGA 30 A a | Odzad2yY GSYLX | {8

your computer that has a combination of settings that are required for the building and debugging of
STM applications using STM.NET. Select it, sagifpame/location of your liking, and click OK.

Add New Project

Project types: Templates:
S5IS_ScriptTask = ([ Visual 5tudic installed temp
Test FlWindows Forms Applicati
WCF " _—
[ WPF Application
Workflow -

=¥ Console Application

4 Visual C= EWindows Service
s |C_§|WF'F User Control Libra
Web E v
Smart Device My Templates
- Office _EITM Console Application

[ S A,

When your new project opens, take a look at the Solution Explorer on the right side:

Solution Explorer

= | @3 R Ea
7] TMConsoleApplicationl
- [Zd] Properties

[+~ == References

L s app.config

- e

There are two details to note:

1. app.configtweaks the VS environmentto use STMNET Ly OF &S &2 dzQNBE OdzNR 2 dzi
contains. We will talk more about the dynamic checker in sedién
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<?xml version ="1.0" encoding ="utf -8" ?>
<configuration >
<startup >
<requiredRuntime  version ="v4.0. 20506"/>
</ startup >

<runtime >
<ZapDisable enabled ="1" />
<gcServer enabled ="true " />

<STMLogOnViolation enabled ="0" />
<STMExceptionOnViolation  enabled ="1" />
<STMRuntimeCheckLevel enabled ="strict " />
<l -
<STMRuntimeCheckLevel enabled="minimal" />
<STMRuntimeCheckLevel enabled="relaxed" />
<STMRuntimeCheckLevel enabled="strict" />
- >

</runtime >
</ configuration >

2. The assemblyeferences in your project contain versions of mscorliladtl System.Transactions.dll
which enable the use of STM. Use these references when developingt&iiéd applications.

The cfault Program.cs contains an empty Main method

static  void Main( string [Jargs) { }

We are now ready to code up our STM Hello World program. STM is about providingsafegd
Therefore our scenario will contain threads that are perfornsogie tasks in a threadnsafe manner.
We will demonstrate how to provide safety using STM.

In our scenario, there will be two string fields. The program tries to maintain the invariant that these
two fields do not reference strings with the same strinueai.e., if fieldl equals field2, then we have a
GA2T L GA2Yy 2F (GKS LINPINIYQa SELISOGFGAZ2Y®

Two threads will be constantly assigning string references to the fields and a third thread will be
LISNA2RAOIf @ OSNAFeAy3d GKFEG GKS LINPINFYQaA Ay Dl NAI

[ SGQa alGlI NI gAGK | yIO@S YR ¢gNRYy3I LINPANIY gAlGK2dz
provide threadsafety. Copy the following code instead of Main, then build and run the program. You
AK2dA R 4S8 | o0dzyOK 2F f¥yBKSoRdMLIGKS (KNRASAGHKS

Y2GAOAY3 GA2tl GA2ya 2F G(KS LINRINI YQa AySENRIYH®

! Main also has a mysterious looking attribute assigned to it [AtomicNotSupported]. You can safely ignore this for
now. We will discuss this attribute and other Atomic contract attributes in se@ion
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private class MyObject
{
private  string m_stringl = "1
private  string m_string2 = "2"
public  MyObiject() {}
public  bool Validate() {
bool result;
result = (m_stringl.Equals(m_string2) == false );
return  result;
}
public void SetStrings( string  s1, string  s2){
m_stringl = s1;
Thread.Sleep(2); /I simulates some work
m_string2 = s2;
}
}
[AtomicNotSupported]
static void Main( string [] args) {
MyObject obj = new MyObject();
int  completionCounter = 0, iterations = 1000;
bool violations = false ;
Thread t1 = new Thread( new ThreadStart( delegate  {
for (int i=0;i<ite rations; i++)
obj.SetStrings( "Hello" , "World" );
}
completionCounter++;
N);
Thread t2 = new Thread( new ThreadStart( delegate  {
for (int i=0;i<iterations; i++)
obj.SetStrings( "World" , "Hello" );
completionCounter++;
N);
Thread t3 = new Thread( new ThreadStart( delegate  {
while  (completionCounter < 2)
{
if  (‘obj.Validate())
{
Console.WriteLine( "Viol ation!" );
violations = true ;
}
}
N);
t1.Start();
t2.Start();
t3.Start();
while  (completionCounter < 2)
Thread.Sleep(1000);
Console.WriteLine( "Violations: " + violations);

10 | Copyright ©2009 Microsoft, All Rights Reserved




Did you get violations? Great, that was expected. By the way: how many statements in the program
above needthreadi TS & GKAOK A&y Qi ratdstBn@ouRMIRIK 0 A PSPPI K246 Y

We could add locks or mutexes to provide thread safety and if you wantgo take a moment to do
GKFd®d b2g tSGQa GNB G2 dzaS {¢ta AyadadSIR® {¢a HAff
about what locks to use and how to avoid deadlocks.

To add the needed isolation in the Hello World sample, please repladéatidate and SetString
methods of MyObject with the following code:

public  bool Validate()
{
bool result = false ;
Atomic.Do(()=>
result = (m_stringl.Equals(m_string2) == false );
D
return  result;
}
public  void SetStrings(  string  sl1, string  s2)
{
Atomic.Do(()=>
m_stringl = s1;
Thread .Sleep(1);
m_string2 = s2;
D
}
LYadSFrFR 2F dzaAy3a t201azx ¢S AyadadSIR dzaSR a! 42YAO0®5
asand | G 20YEA2Q01 ¢ @ 2 KSy @&2dz aSSy

| Atomic.Do(()=> { <statememts> }); |

Try to squint at it and imagine that you are actually seeing this:

| atomic__ { <statememts> } |

Ly 2NRSNJ (2 LINROARS { Kingé mditiglendnguage toBpiler2aNdourev@k K+ R
so far has concentrated on libraries and runtime. For this experimental release, we could not provide
GKS alG2YAO0e 1Se@82NR Ay GKS f lhocksdsidgms a2 ¢S | Oldz
try/catch(AtomicMarke). AtomicMarker is not a real exception that we ever throw and the catch body
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will never get execute® 2S LINBOPARS @K AAYLIE S da! G2YA0dp52¢ 02
details.

Build and run the sample now, there should be no violations anymdtteo(agh, one race condition
remained in the code, have you noticed if?!)

In this sample case, you could modify the code by adding gtluisk statement around the racy code.

This is not an example where STM is particularly interesting with the exgeptio K & & 2 dz RARY Qi
specify what to lock. It was inferred automatically for you by the system. We will talk more about the
GNIXAGa 2F {¢t¢a IyR K2g AGQa RAFTFSNBYy:G FTNRY f201a A

2.1 Known Issues with Debugging

The .NETFramework enabled to use STM has rudimentary support for debugginege8aided

applications under Visual Studio 2008. There are some things which will not work correctly when
A0SLIAY3T GKNRdIdzZAK (GKS O2RSX AyaAiRSrydebuggnyr O¢ o6f 201 &
experience the setup package for STM.NET samples and documentations modifies your Visual Studio
environment in the following manner:

1. ¢KS a/Fff AGNRYy3I O2y@BSNRERAZ2Y FdzyOlAzy 2y 202S04i
2. ¢KS a9yl o6@F LR AIBAY & YR 2G0KSNJI AYLIX AOAG Fdzy Ol A 2
3. ¢KS G9RAG YR /2yiAydzsSé FSFHGdz2NSE Aa RA&AIOESR I a
Please make sure that these options remain disabled whenever you are debuggiren&alst
programs. The below screen shots illustratenhto make sure these options are disabled.
Select Menu | Tools | Options | Debugging, and then inspect the general options and the edit
and-continue suboptions, as illustrated below.
{2YStAYSa &2dz g2dz R KIF @S (G2 Lidzi I WIKNREQ Ay GKS Ol (0K

O2YLIAESNI KILIRZI airAyOS GKSe& IINB y20 6 NBQEKFEA |1 SG2VyRRR (-
code you put there wilheverget executed.

% As you run the Hello World sample and other samples you may note that exceptions of type

AbortReexecExcepticere reported as thrown in the delgger output windows. These exceptions are internal to

the STM system. They are expected and do not indicate any problem in your environment.
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options 21|

Environment = General
Performance Tools [w| Ask before deleting all breakpoints =
Projects and Solutions [l Break all processes when one process breaks
source Fontrol [[] Break when exceptions cross AppDomain or managed,native boundar
;:;::sto'rl’ools [w| Enable addressdevel debugaing
o ) [ show disassembly if source is not available

General [w| Enable breakpoint filters

Edit and Continue [l Enable the exception assistant

Just-In-Time [wl Unwind the call stack on unhandled exceptions

Native vl Enable Just My Code (Managed only) =

Symbals [ show all members for non-user objects in variables windows (Visu
Device Tools
HTML Designer
Office Tools
Test Tools Enable source server support -
Text Templating b 7 | = : : | : _'IJ
Windows Forms Designer LI

oK Cancel |

S 0 . e

Startup « | Edit and Continue
Task List I Enable Edit and Contin
Web Erowser

Performance Tools Native-only options

Projects and Solutions Imvoked by debug commands

Source Control Ask first

Text Editor 3 .

Databaze Tools Warn about stale code

Debugging Belink code changes after debugging
General Allow grecompiling
Edit and Continue 3 Enable while remote debugging or debugging an application running under
Just-In-Time another user account
Mative
Symbaols

Device Tools P

HTML Designer

Office Tools

Team Foundation Server Power Tooks ™

‘| m | »

OK || Cancel ]
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3 What Problems Does STM Address?

We are now taking a break from wong with samples in VS in order to present the basic premises and
value proposition of STM. Once the marketing pitch is over, we will resume with coverage of features
and samples. If you are familiar with STM you may wish to skip to the next section.

3.1 The Crisis

@ Y29 e2dMBAASRKIBRTAYR lye2yS Ay GKS AyRdaAGNE ¢
software performance. The rate of increase in processor speed has slowed dramatically and is nowhere

near the doubling of speed that we saw eyéwo years during the last twenty years.

¢CKIFIdQa GKS o6FlR yS¢gaT GKS 3I22R ySga Aa GKIG az22NBQ
still able to follow the path that Moore predicted. The density of transistors, in an integrated circuit, still

doubles every two years. The industry hagwever, run out of effective ideas for turning those

transistors into faster processors. Therefore, they are using the extra transistors to oregde

processors, buildinghip multiprocessors (CMRI)th many processors on a single chip. Those chips are

also known as muktores, or mamcores.

This is difficult news for the software industry. We can no longer add new features to our applications
and rely on increasing hardware capacity to make evermore complex software perform acceptably. To
state things more positively, we can also no longer rely just on better hardware to bring applications

that were too expensive in the past to become feasible today (as was the case with, for example, speech
recognition). Now, to take advantage of future hardware cafyawe have to fundamentally change the

way we program, to exploit the parallel capacity of this new hardware.

Parallel programming is notoriously difficult. Researchers have been working for decades on systems to

make parallel programming easier, yetspe these efforts, parallel programming has not yet become

LJ2 LJdzf F NJ 6 AGK Fff RS@OSEt2LISNB® {2YS | Y2dzyid 27F a1 SLI
justified ¢ but note that in the past parallel programming was a niche market, if only beadube

expense of multiprocessor computers. The hardware industry has the capability to produce chip
multiprocessors whose core counts double in tHfne@mes similar to those we have been used to for

processor speedswhether they will do so depends on wither anyone will buy them which, in turn,
RSLISYRa 2y 6KSGKSNI GKSNB Aa lye az2fFidi¢6FNB GKFG dziA
be reasonably done on a singdeocessor machine. If we succeed in creating such software, the virtuous

cyck of new hardware and software features and applications will continue.

In order to enable this virtuous cycle Microsoft is making an effort to make effective parallel

programming easier. There are many competing ideas on how this might be accomplishezlare

FTFEANI & NIRAOItY a3SG SOSNB2YyS (2 dzAaS LIz2NBE Fdzy Ol A 2
these ideas, Transactional Memory. Compared to some other ideas in this space, it is evolutionary rather

than revolutionary; programming with tresactions will feel fairly similar to programming today, just

simplified.
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This section of the guide is intended to give an introduction to transactional memory in general. After

AYUNRBRdAzOAY3 (GKS ol arda ¢gSQff Y2 hisadiighal Remarpdzaa G KS

(STM) in the .NET Framework in particular.

3.2 What Are Transactions? Why Are They Useful?

Transactions (like many of the best ideas in computing) originated in the data managemeng world
FILOG>E GKS@QNB 2y S 2 Ftechnkl&yy. Fubschlg Ranshdtiehy adie defiied Bylthé | 6 | &
ACIDproperties of which memory transactions use two: they a@mic (they either happen entirely or

not at all) andsolated(if transactions execute concurrently, theomposite effects are as if the

individual transactions ran serially in some order).

We should be very clear that this is a different problem from either (a) designing a parallel algorithm, or
(b) coding that algorithm in a way that exposes parallelisrak Ta) is a conceptual taglgiven the

problem at hand, you must decide what subtasks can be run at the same time, and which may only be
run after others. Task (b) is a programming language is#iugou know that some set of subtasks

should be run in pallel, how do you express it in your programming language or libraries? This is the
problem that in .NET Framework 4 the n@ask Parallel Libragddresseg the TPL provides parallel
iteration constructs, wheréoop iterations are performed in parallel. The bodies of these iterations may
introduce new, nested parallelism.

2 KSYy @2dzQ@S ONBIFGSR LI NYffSt (I ajlinieHeredc2 dherKtw®@S y 2
tasks access some shared object, ankkast one of them writes to it. Perhaps the shared object has

some associated invariant (as in our Hello World example), and the writing transaction takes it from one
state satisfying this invariant to anothetbut via some intermediate state in whichehinvariant is

violated. Without some mechanism for preventing or handling interference, a reader might observe the
object in this invarianviolating intermediate state, with potentially disastrous results.

3.3 Problems with Locking

The traditional mechanisior preventing interference ikcking;we associate a lock with the object,

and specify a protocol in which threads acquire the lock before accessing the object. In the Hello World
example above, the watchdog thread would acquire the lock to prevent ltjecofrom being observed

Ay GKS AYUSNNSRAIFIGS adladST GKS aaSGGUSNE GKNBFRaA
They would have to complete their updates to restore the invariant before releasing the lock. The

NBI RSNJ dgl (i OKIRDE A sinilirgbtocd. & 2

This is the current state of the art; this is what is available and recommended in languages like C# or
Visual Basic.NET. But there are many problems with using locks.

3.3.1 Lock Accounting

LJ

The first major problem associated withjod y 3 A & KARRSY Ay é&skofiate®R S a ONJR LJG A 2

lockX I yYaRJS OA F& I ThedsRodididd ddtwéeen data and the lock that protects access to it is a
matter of program convention. To the extent that these conventions are documented by good
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programmers, they are done as unchecked comments: systems for specifying and checking locking
conventions are still very much programming language research.

¢tKSNB INB Ylye Ll2aaroftsS t201Ay3 O2y@SyiaArzyao {2YS
cases, locking some single shared object may provide access to a large set of objects. In previous
OSNEA2YAa 2F (GKS @®b9¢ CNIYSg2N] Al ¢l a O2yairRSNBR
require callers to lock the resulting object rathertiarg O1 Ay 3 d G KA & ®¢ {2YSUAYSa
RATFSNBYG FTAStRaA Ay GKS alry$S 202S0Gd ! LINPINIF YYSN.
guestion every time he or she accesses a field of a shared object in a parallel program: does tite curre

thread hold a lock that allows me to access that field? Failure to properly follow the locking protocol

could allow aace conditionwhich is the worst kind of bug: intermittent (and possibly extremely rare),

with consequences that may only be mantfasllions of instructions after it occurs, and in some cases

costs millions of dollars to fix if not caught on time, before software is deployed.

3.3.2 Deadlock

Deadlock is a fundamental problem in lock based programming. If thread 1 attempts to obtain lock A

tKSy €201 .32 o6dzi GKNBIR uw FdGSYLWGa G2 2o6GlrAy . (GKS
which each holds the lock that the other is attempting to acquire. The solution to this problem-is well

known, too: have all threads acquire locks in theng order.

Often this dictum is easier stated than followed. It is common that large #iutiaded applications

homed NR ¢ faS @ Ay I¢ deaidsSvya GKIG GNB G2 SyTF2NDS 201
and a dynamic checking mode ensurkattevery thread acquires locks in (say) ascending level order.

{ dzOK aedaisSvya OFry 06S FIANI & SFFTFSOUALBS Ay FAYRAYy3I O
suite exercises all the possible orders of lock acquisition in parallel executiadsh sany cases this
OKSOlAy3 O2dzdZ R S@Sy 6S R2yS aidlrdAolorttesr gAGK &adzF¥
really give the programmer much help when a violation is detected! Lock X protects data D, and |

change some method BB to accésga D, and therefore acquire lock X to docdaut the method BB

LQY Y2RAFe@Ay3a Aa OFffSR o0& YSiK2R CCI ¢gKAOK K2f Ra
acquiredafter X¢ what should | do? One common, sometimes disastrous error in such sitsiagiom

modify FF to temporarily release lock Y, just for the duration of the call to BB. If FF held Y in order to

modify some object, this may allow that object to be visible in an inconsistent state in which its

invariants are violated.

In short, specifing a lock order is a difficult global problem, requiring the programmer to understand
interactions between completely separate parts of a program, including implementation details of

libraries that ought to be invisible to the caller. (Consider a contaiteess used in a concurrent setting,

GKAOK SELRNIA dal L FdzyOlGAazy GKFG FLWIXEASE | RSt S3
that protects access to the container class interact with locking that might be required by the delegate?)

Further, lock order schemes have generally been applied to systemsstaitic locks, in which a lock
may be named statically. This works in some cases. However -@bjented methodologies lead
naturally to more dynamic locking, in which there may be many ntsta of a class, each protected by
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its own lock. If an instance of class A may point to an instance of B, and both of these have associated
f20142 GKS 201 2NRSNAyYy3I KFra G2 YIFIGOK gA0GK oKL G
GoKF G 022 AyKilai ¢ OKI y3ISa 20SNJ GAYSET GKAAa YIre y24 62N

In conclusion, avoiding deadlocks in a parallel system is subtle and vexing.

3.3.3 Lack of Composition

The deadlock and locking discipline problems illustrate how in order to compose separately authored
threadsafeO2 YLI2 Yy Sy G asx | RS@St 2LISNI ySS hakindiipledshRtomNE G | Y R
details in a manner that violates good software abstraction practices. For example, consider a

developer who is provided with a threaghfe dictionary class, and woulkld to build a bidirectional

dictionary using two dictionaries. In order to make thedbiectional dictionary thread safe, the

developer will need to either coarsen the locks used (and in the process lose scalability) or be given
accesstothe implementaA 2y RSGFAfa 2F GKS RAOGAZ2YINRI &2 GKI G
to provide the higher order operations on the composite data structure. Even if the locking details are
externalized, it is still not guaranteed that the original locldiggipline could be extended in a manner

that is deadlock free.

In all likelihood, composing the data structures in a safe and scalable manner is going to as complicated
as building the composite data structure from scratch, thus losing all the advardageftware reuse
and componentization.

4 Atomic Block to the Rescue: Basic Concepts

In the previous section we have introduced the problems associated with the current solusbarted
state management In this section we will go into the concept of tt®mic blockin detail which is the
mechanism we use for providing transactional memory support in .NET. We will explain how to use it
and how it addresses the problems that were raised in the previous section.

The basic idea for adding transactions tlaiaguage is thatomic blockconstruct

atomic { body }

The system would promise to execliedyatomically and in isolatiog or at least provide those

semantics. To a first approximation, programmers can think about an atomic block as if it acquires a

single unnamed lock shared by all atomic blagkse result will be as if no other atomic bloclasy

NHzy yAy3a 6KAES GKS OdNNByid 2yS 46l a SESOdziAydo h¥ O
¢ the underlying implementation will provide significantly more concurrency.

LG A& AYLRNIIFylGbody GZ¥a O &t K& ®iSgHiGMx@IH exdcutédd S NB
within bodyis part of the transaction; thodymakes calls, the called methods become part of the
transaction. Transactions are lexically scoped but their execution proceeds dynamically while in scope.
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The atomic block is ceiderably more abstract than locking, and immediately solves both of the

problems with locking described above. Lock accounting is no longer argissagarallel program

using transactions ubiquitously, there is, conceptually, only a single locknttacfs all data. Instead of

worrying about what lock needs to be held to access a shared field, we need only worrydisther

GKS FTASEtR Aa aKINBRXI YRI AF a2 6KSGKSNI 6SQONB Odz
race conditions, bt this now means concurrent transactional/ndransactional access to code.
DynamicracRSG SOl A2y G22fta 0S02YS AAYLISNI YR Y2NB ST7T.
them to worry about.

Similarly, deadlock becomes a nissue: since thereigpof @ | aAy 3t S aft201¢ G2 I Ol
Fy Fi2YAO o6t201 +ta FoadNroOdGte GFrlAy3 | aiay3atsS oAd
worried about what happens when we attempt to start a transaction within a transaction, see the

explandion of transaction nestindpelow ¢ the short answer is that only the outermost atomic block has

any effect, and the inner ones are, for most purposes, semantizso)

Getting rid of the accounting and deadlock issues makes parallel programming coblsicémgpler. The
only issues become:

1. Am | accessing possikhared data?

2. Does that data have some invariant that might be violated?

3. Ifso, enclose my access inan atomicblpidk¥ L QY  gNAGSNE YIS adaNB
exit from the atomic tdck.

4.1 Failure Atomicity

In the database worldthe programmer has a way to specify that the current work being done against

the database (the transaction) should be cancelled and its effettes] back When designing #h

GFra2YA0¢ 0t201 S KIR SAGKSNI GKS 2LJXiA2y (G2 LINROJAR
AdSos Ffft26 GKS dzaSNJ G2 Fo2NI GKSYSX 2N FEGSNYFGAD
GKAOK R2Yy Qi 2FFSNI Fye &a2NI 2F NR{tftolF Ol o

OurcNNBY G al G2YA0¢ o0f201 AYLISYSylulrdAzy R2Sa fft2¢
letting an exception escape the boundaries of an atomic block. Thus, the following two sequences are
not equivalent:

atomic { lock (GlobalStmLock) {
M_X++; m_X++;
m_y-- m_y-- ;
throw ne w MyException() throw new MyException()
} }

While these two samples are equivalent from isolation perspective, the one on the left will result in no
change to the variables modified while the one on thght will obviously externalize the side effects to
the variables as soon as the lock is released.
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Providingdatabasestyle failure atomicity is an extremely powerful toolThis cannot be stressed

enough. It provides a much more robust mechanisnmhfamdling failures, instead of the fragile and

dzy 1 SAaGSR aOlF GOKé¢ KFYyRfSNER GKIG RSOSt2LISNBR dzasS (2R
here a great deal of value which is not only available to concurrent code, but to any code that requires a
highlevel of reliability.

4.2 Transaction Nesting

Since atomic blocks are just blocks in the code, they can be nesthdr lexically within one method or
dynamically when one method calls another one. What happens when transactiofiskhes | SNBE Q& I
a0 yRFENR SEFYLX S GKIG f S R aBankAccolinkbstiactitndaftial A 2 y & |
Balanceproperty and aModifyBalance LISN} G A2y O0F2NJ aAYLX AOAGeX SQf
withdrawals). IBankAccountsnay be acce&R 02 Y OdzZNNBy Gf &> 6SQR gl yid (2 L
ModifyBalancemethod inside an atomic block (just as we would use a lock to synchronize such access in

a lockbased program):

Si
f

class BankAccount
{
private int  m_balance;
public void ModifyBalance( int amount){
atomic {
m_balance = m_balance + amount;
if (m_balance < 0)
throw new OverdraftException(m_balance, amount);
}
}
}

b23S (GKIFIG AF GKSNBXQa Iy 2@8SNRNIFG GKS olFflyOoS Y2R
cutely written to illustrate the failure atomicity featurethe consistency check is doaéer the balance

modification and then the modification is undone when the transaction is aborted due the exception

0§KNR gy ® LGiQa O2y@SyASyid G2 o0S lFotS G2 y20A0S vy
will be discarded.

Now consider anothr operation we might find useful:

public  static void Transfer(BankAccount from,
BankAccount to,
int  amount)

ho@Ar2dzates ¢S g2dd R tA1S GKS oFflIyOSyRNKYFASH bR
S R2y Qi gl yld I O2yOdzNNByid 2LISNIGA2Yy G2 aadSrte
We can conveniently achieve this with another, higlesfel, transaction.
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public  static void Transfer(BankAccount from,
BankAcc ount to,
int  amount) {
atomic {
from.ModifyBalance( - amount);
to.ModifyBalance(amount);

}

Now our question is what does it mean to execute the nested transaction inside ModifyBalance, when
A G Q & calte& fiogh @Within the enclosing transaction in Transfer? We definitely do not want the effects
of the withdrawal to be globally visible as long as the entire transfer is not complete, so we get the
following rule for nested transactions:

From isolation pespective, nested transactions are flattened into their parent

On the other hand, failure duetoanoverNJ} Fi Ay az2RAFe. I fFyOS R2SayQi y
entire Transfer operation needs to be fail. Perhaps Transfer can be coded such that isttardle
failure. For example:

public  static void Transfer(BankAccount from,
BankAccount fromBackup,
BankAccount to,
int amount) {
atomic {

try {
from.ModifyBalance( - amount);

catch (OverdraftException) {
fromBackup.ModifyBalance( - amount);
}

to.ModifyBalance(amount);

Thus, we arrive at the following additional rule for nested tratisas:

Nested transactions fail independently of their parents.
When they abort, only the side effects that they have affected are rolled back.

This property is commonly referred tpartial rollback

4.3 The System.TransactionalMemory Namespace

STM.NET addke System.TransactionalMemomamespace to the .NET Base Class Library (BCL). In this
YIEYSaLl OS &2dz ¢2dzdZ R FAYR Fff (GKS !tLQa GKIG INB y
uses of STM will not require invoking any®ARIK S & 12 YA O0¢ o6f 201 Ma Fff OGKIFG

20 Copyright ©2009 Microsoft, All Rights Reserved



However as we have noted before, we currently do not have C# or Visual Basic.Net integration and thus
instead of writing

| atomic  { <body> } |

One uses delegates:

[Atomic.Do_(() => { <body> }); |

We feel this ix userfriendlier version of the following; albeit at a minor loss of performance; both
syntaxes prove the atomglock functionality

try { <body> } catch {AtomicMarker 13 |

The class Atomic resides in the System.TransactionatMenmamespace and it allows the usage of STM
with delegates, anonymous methods, closures, etc. Given what you know already about STM, the
implementation of Atomic.Do should appear trivial by now:

namespace System.TransactionalMemory {
public st atic class Atomic {
public  static void Do( AtomicAction action) {
try {
action();

}
catch ( AtomicMarker ) {}

4.4 How Is STM implemented? What Does It Cost?

STM can bamplemented in a myriad of ways, including using special hardware support that some
hardware vendors have been considering to accelerate a pure software implementation. STM can be
almost trivially implemented using a global lock however this would proxedg bad scaling and will

not supply failure atomicity.

Ly 3ISYSNIf> {¢a AYLIXSYSyilGlrdAz2ya ¢2N)] o6& AyaidNHz¥Sy
implementation of STM, this instrumentation is done by fhestin-Time compile(CLR JIT). When a

piece of code executes inside a transaction, the JIT generates a special version of the code that does the

right thing when objects are read or written into.

Isolation is achieved by associating thin locks with objects, statics, etc. at runtime. Tranddotksa
support optimistic concurrency control. i.e., instead of acquiring locks pessimistically a transaction may
inspect a lock, proceed with its computation and then recheck that the lock has not changed state
before commit time.
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Finally transactions & the ability to transparentlyollbackandre-execute most notably due to
O2yiGSyitAz2y 2y GNIXyalOiAaz2ylf t201ad® Ly GKS aliGd2YAO
transparent to the programmer (although it can be debugged and profiled as aedtitey event from a
performance perspective).

As you can imagine the cost of all the instrumentation and-grened locking is significant. We are

currently measuring anywhere between 2x and 7x serial slowdown compared tbdseki code. There

are addiional details in sectiof that discusses performance. It should be noted though that our

OdzNNBy G {¢a AYLI SYSyidaldAzy KI ayntzatordZAhR&SiddlRayoSof I a A 3
room for improvement and of course hardware support, if and when it becomes available, will

dramatically change the picture.

4.5 Putting the Basics Together: BankAccount Sample

Ly @2dzNJ Ayadl ffl GA PreQras aRdiopeb thdiFRatliBes. 3 @oj \ISDrojéct. Whisit S &
solution contains small feature samples that demonstrate the material discussed in this guide. Each
feature sample corresponds to a method in the Features class in Features.cs so you should be able to
quickly locate the source code for each feature. You select which feature to run using the command line
interface.

¢KS ySEG alyvyLt$S (2 al Stt222NIRé Aa a.lyl! OO02dzyiié
previous section regarding the Atomic.Do APInsaction nesting and failure atomicity. This is how the
Transfer method is defined in the sample:

public  static void Transfer(BankAccount from,
BankAccount backup,
BankAccount to,
int  amount)

Atomic.Do(() =>

/I Be optimistic, credit the beneficiary first
to.ModifyBalance(amount);

/I Find the appropriate funds in source accounts
try

{

from.ModifyBalance( - amount);

catch (OverdraftException)

{
}

backup.ModifyBalance( - amount);

D

Recall that each ModifyBalance operation is in itself a small transaction, thus if it feds/g$ no
Y2ZRAFAOI 0A2ya O0OSKAYR® ¢2 FdZNIKSNI AffdzadNIGS K2¢ 7T
even though the other accounts may not have sufficient funds for the transfer. We then try to withdraw
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FNRY GKS GFNRYEf D028z iiMe LF2 0KAGKRENI ¢ FNRY
OverdraftException will escape the tdpS @St G NI yal OGA2y o62dzy Rl NB |
will be rolled back. The entire transaction will be aborted and the exceptithisurface to the
surrounding code.

5 Writing Correctly Synchronized Code

2SS KIS ONASFfe RAAOdza&aSR K2g¢g al G2YA0¢ o0f201a NBa
lock it is still possible to make the mistake of not using the lock at alilukdao synchronize, results in

arace condition

Very informally, a race condition within the context of STM is a situation where the same data can be

accessed in a conflictimganlSNJ 6 2 i K AYaAARS IyR 2dziaARS GNIyal OGAz
YIEYYSNE YStya GGKFG Fd tSrad 2yS 2F GKS | O00SaasSa &
and outside a transaction is not considered a conflict).
[ SiQa O2y ®»ERSNI LYy SEIY
Initially:
static int X = 0;
static bool X_Shared = false;
1. // APublishero thr|l // AConsumero thread
2. X=42; 2. int fetchedX;
3. atomic { 3. bool fetchedXValid;
4, X_Shared = true;
5 1} 4. atomic {
5. fetchedX = X;
6 fetchedXValid = X_Shared;
7.}
Thisprogram contains two pieces of shared data, or potentially shared data: the variables X and
X_Shared. Itis very easy to see that X_Shared is correctly protected throughout the program; it is
always accessed within a transaction.
However when we examinee0Sa aSa (G2 - ¢S 4SS GKFG GKS aLlzof Aak

OGN yal OtAz2zy sKAES GKS GO2yadzySNERAKAPODR MNE&BODERA AR NUR
that the program is racy. For the program to be racy there needs to beditmm under which those
two conflicting accesses ao®ncurrent

How do we determine whether two accesses could be concurrent? We pretend that we are the OS
scheduler and the computer executing these pieces of code, and we observe whether at any given
moment we can get to a situation where both instructions ar@bled for executich L ¥ G KIF 1 Qa (KS
then we have a race. In our concrete example, suppose the scheduler executes the publisher up till
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instruction #2, where the program wishes to write irfo Then it switches to the consumer thread, takes
GKS g3at20ltf t201¢ aaz20AlFlliSR 6A0K (HB8weadizedwi O o6f 20
instruction #5 that wishes to read the value of X. Where we can see that the:

1. Nextinstructionforts & LJJz6f AAKSNE Ad GoNAGS - €0
2. bSEG AyaiaNdzOiAz2y F2N 6KS aO02yadzYSNE A& aNBIR

Thus, we reach the conclusion that this program has a race condition smee both threads have
conflicting operations on shared dateSo this progranis racy and may result in unexpected results

Note that this observation has nothing to do with the hardware used, how many cores it has, how fast it
is, etc.

Having or not having a race in a program is an intrinsic property of the program!

Many races are bign and never materialize. Some programmers deliberately code races into to their
programs as a means to optimize them. For example[Dibeble Checked ocking DCL pattern is racy
under the above definition, but it may still work for locks and a gimemory modelHowever, patterns
such as DCL are not supported under STM.NET.

Whether programs that are racy under the above definition of races work as expected or not depend on

ad LISOAFAOIGA2Yy 2F (KS & @&naniod ModalBemSrNMdBeRs can Be qlitd (G KS & ¢
non-portable, arcane and difficult to reason about and therefore we encourage our users to stick with

the definition of race freedonthat was brought here. This will save you a lot of hasty and hard to find
concurrency bugs in your code.

In addition to the general benefits of ra®eNBE S RSaA3IyI gKSyYy @2dzQNBE ¢2NJ] Ay3
important since:

STM provides single lockrsanticsonlyto race free programs

3dzA RS @&2dz ¢SNB G2fR GKIFG Fy al

t NBOAZ2dzate Ay GKAA
Sttt GKIFIG slayQid GKS SydANBS G NHziK®

3261t 2010 2

What if your program contains races? In that case the semantics of your program as still well defined,
but are much harder to explain and understand so we will not do so now. Further information on the
topic can be found ifil1][12]. But let us repeat our advice: keep your program race free!

5.1 Ensuring Race Freedom
Races happewhen a piece of data is accessed concurrently inside and outside of transactions. In this
section we will describe successful patterns for avoiding such races.

5.1.1 Follow Standard Data Hiding Practices
First off, following standard data hiding and abstractiactices will make your design problem easier.
The important thing to get right is to protect all access paths to shared data. It should be a design goal to
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GFANBglLtte £t | 0O0Saa LI dKa (G2 akKlFINBR FRbasint GKF G A
about the type in order to ensure race freedom for the data it encapsulates. Race freedom is just
FY203KSNI AY@IFINAFYy(G GKIG GKS GeLlS SyF2NOSa 20SN KS

5.1.2 Synchronize All Accesses to Shared Data

Ore conservative approach to providing correct synchronization is to make sure all accesses to the data
are always synchronized. For example, in the Bank Account sample, the BankAccount type introduces
transactions around all of its public methods and thos tinderlying data (the m_balance) fielchsver
accessed outside of transactions.

¢CKA& A& | &aFFS LINI OGAOS odzi AG R2SayQid Frttz2g G 71A
thread has access to a BankAccount object sometimes andiherR2 Say Qi ySSR (2 LI & &
transactions to access the object. Introducing a transaction in such situation is wasteful, but safe.

5.1.3 Use Structured Parallelism

Structured parallelism makes concurrency both explicit and scoped and as such providds a grea
FNIYSG2N)] F2NI NBlFazyAy3a Foz2dzi GKS aaKlFINBRySaa¢ 27
contains the Parallel Extensions to .NET which is a set of libraries offering both structured and

dzy 8 G NHzOG dzNBR !t LQa F2NJ LI NI ffStftAaYD

The best example of utrsictured parallelism is the Thread API. Once you create a thread, it is executing
AYRSLISYRSyidte 2F GKS O2RS GKIG KFa ONBFGISR Alo | 2
order to join the current activity with the parallel activity thatas carried out by the thread.

The best example of structured parallelissithe Parallel.FoAPI which takes care of spawning and
joining the parallel activities such that when the Parallel.For API returns, the programmer knows that all
parallel tasks have completed.

With structured parallelism, you get very strong guarantees on task complatidrcan thus reason
02dzi GLJzof AaKAYy3IE RIGE A @2dz SYGdSNI GKS !'tL FyR
internal coordination and scoping of the API.

5.1.4 Publishing and Privatizing Data

If it is important for you to take advantage of threltality of objects, then the patterns of

GLIz0f A O UR2YLINADEHEADOS (A2 FTFdzft & | 2dz Oy O2RS (KS Lz
in a racefree and safe manner using STM. Tlagtgrn is depicted graphically in the next figure:
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Access in Atomic Block

Data Under Tx
Control

Publish  Privatize

Data Under
Local Thread
Control

Access Locally

The act of publishing or privatizing is done through modification of some state that is always accessed in
a synchronized manner, and it indicates the state of the data thaubgect to moving between local
and shard states.

/| 2Yy&ARSNI F2NJ SEFYLIX S I RIEGE &GNUzOGdzNB GKFEG O2y il A
and threads inspect it using transactions. However once in a while there is a lengthy operation that

ySSRa G2 Gr{1S LXIFOS GKIG aodolya GKS SyYydANB RIGE afd
(privatized), it is then accessed in a local manner, and when this is done, it is published again. The
PrivatizePublish feature sample shows this pattier code. Here is the piece of code that demonstrates

both privatization and publication:

/I Class declarations

static int []items = new int [DataStructureSize],
/I Privatize
int [] localltems = null

Atomic .Do(() =>

localltems = items;
items= null ;

D;

/I Now can work on this locally.
Array .Sort(localltems);

/I Local work finished, let's publish
Atomic .Do(() => items = localltems);
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staticreference points to transitions from shared to local, using the transactions in the above code
snippet.

Of course, this means that transactions that wish to inspect the array need to first confirm that it is
indeed shared. This is demonstrated in the faiflog code snippet:

/I Transactional modification, conditioned on the existence
/I of a published items array.

1

/I The Retry sample that we will show later demonstrates
/I how to wait for the availability of such data.

Atomic .Do(() =>

int []items = SampleDriver .items ;
if (items!= null )
{

int  temp = items[toldx];
items[toldx] = items[fromldx];
items[fromldx] = temp;

D

In this example, if the data is not available, nothing is done. Sometimes you must wait until the data is
F@FrAflrofS FYyR GKSyYy FLILJX & (GKS 2LINIiA2yd® ¢KAA Aa R
we will discuss in section

5.2 Granularity

In the definition of race conditions we have introduced in this section, we said that it is illegal to access

the same data concurrently in a conflicting manner ingidd outside of transactions. We spend a good

RSt 2F GAYS SELXIAYAY3 gKIFEG 402y Odz2NNByiGfeéeé¢ YSIya
here. This is where the questionddta granularitycomes intoconsideration.

The CLR memory model defines some rules regarding the atomicity of reading and writing data (load

and stores), as a function of the data types. For example a load or a store of an integer or a reference is
Ffglea | aG2YAOododdmidnRdof bifsS igb&vevar Bith doubileyprecision floating point

Gl fdzSazx 2N 20KSNJ aoA3Ié REGE GeLlSaz d2YA0AiGe Aa vy
is the result of an odd mixing of concurrent stores.

Similarly, STM.NET, too, definriles of granularity of accesses that are supported versus those that are
racy. Unsafe code and pointers can really muddy the water. Suppose you have a static variable of type
int, and you obtain two byte* pointers into the integer, one pointing into fhet byte of the variable

and the other pointing into the second byte of the integer. Then suppose the first byte is modified
within transactions, and the second byte is modified outside of transactions. Would this be a race? Do
the concurrent activitiegn this example modify theamepiece ofdata?
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The answer to this question depends on the (hopefully precise) definition of granularity that we provide
here®. There are basically two classes of shared storage in the CLR, one is statiarfibttie othe is

heap objects. So what are the rules for these two classes?

Objects conflicting concurrent access to any part of the same object is considered racy.

Static fields conflicting concurrent access to any part of the same static field is consrdeyed

[ SGQa O2yaARSNI a2YS SEFYLX Sao {dzLlJL)2 &S ¢S KIF @S (KS
public  struct S { public  class C{
public int fs1; public int fcl;
public int fs2; public int fc2;
public  static int si public S sdcl;
} public S sdcz;
static public S sfcl;
static public S sfc2;
}
lfaz2 lFaadzyS GKFGd S KIS ONBIGSR [y AyadlyoS 2F O
Ye/ ® b2¢g fSiQa C)QYé ARSNI LI ANB 2F I Oan8 furth&moreg KSNB |
GKSNB 2yS Aa GNIXyalOGAz2yl € FYR GKS 20KSNJ AayQd |y
myC.fcl myC.fc2 Racy Accesses the same object
concurrently.
myC.slcl.fsl myC.slc2.fs2 Racy.The accesses are to the sam
heap object (referenced by my@).
NET,8 NUzO G & R 448 their A
containers.
C.sfcl C.sfc2 Not racy. Accesses two distinct
static fields.
C.sfcl.fsl C.sfcl.fs2 Racy Accesses the same static fiel
byte * p1 = (by®*)&S.si Byte *p2 = 1 + (byte*)&S.si Racy pl and p2 point into the same
/| Dereference pl /| Dereference p2 static field.
byte * p1 = (byte*)&myC.fcl Byte *p2 = (byte*)&myC.fc2 Racy p1 and p2 point into the samg
/| Dereference pl /| Dereference p2 heapobiject.

“Itis important to note that the definitions that we have chosen have far reaching ramifications for performance
In an ideal world we may have chosen the unit of granularity to be a single bit, or short of that, a single byte, but
that would make bookkeeping extremely costly.

® But notthread stati¢ These variables are local to each thread.
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5.2.1 Bad Effects of Races due to Granularity Violations

If your program contains some violations of the granularity rules just explained in the previous
subsection, this can result in the transactional code ewgting modifications done by nen

transactional code. The reason for this effect is that the STM.NET implementation mastainhewy
copiesthat contain tentative changes made to static fields and objects. The granularity of shadow copies
is generally the one that is described in the rules above, meaning one for each object modified and one
for each static field modified. When the transacticommits, the contents of shadow copies are written
out. However, not only the changed pieces of data inside the shadow copy are copied out but rather the
entire shadow copy is copied out indiscriminately onto the master location. This causes no prdblems i
all writes are protected by transactions. However when a write is not protected by a transaction, it can
be overwritten.

5.2.2 Avoiding Granularity Problems

Aside from unsafe code and managed unions, which are not recommended practices anyway, the main
problems due to granularity will ensue when some fields of an object are modified within transactions

while other fields of the same object are modified outside of transactions, presumably by a

distinguished thread that has knowledge that it can access saidfield LINKA @1 1 St 8¢ & ¢ KS 0S3
eliminate the problem in such case is to bragkthe object into two sulbbjects. This will not only

LINE GARS LINRGSOGA2Y FNRBY 3IANFydzZ  NAGe KFTFNRa odzi |

6 Atomic Compatibility C ontracts

In previous sections we have described how atomic blocks provide automatic isolation and how they
sometimes need to roll back due to various reasons. To provide these properties code that runs inside
atomic blocks needs to be able to be instrumeshby the runtime to provide both (a) isolation and (b)
failure atomicity.

Verifiable managed code lends itself to instrumentation in a straight forward manner such that the JIT in

the CLR version of STM.NET is capable of automatically generating an\atmsiain of the code.

| 26 SOSNI 60a2YS0 dzyal FS O2RS> LkAYy@21S FYyR 20KSNJ T2
thus atomic behavior cannot be automatically inserted in such cases. We will describe in $6¢tien
YSOKFyAaYa GKIFEG FNB FGFAfTlFIofS F2N) adlkYAy3aée adzOK O

However, there are always going to be cases where isolation and fattumgcity cannot be provided,

or it would be prohibitively complex or costly to do so. One must also be cognizant about adding atomic
adzLJL2 NI G2 LddzofAO !'tLQa Fa GKAA A& FRRAY3I Fy2iKSN
't LQa Oethus dahntt be rétrgicted easily in the future.

¢tKdzAX a2YS aSNBAOSa oAttt 0SS adzZIRNISR Ay FG2YAO o
be availablenlyinside atomic blocks. How do we codify that such that we can check for errors? We do
so by using@tomiccompatibilityattributes:
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1 AtomicSupportedAttribute Signifies that the given item may be accessed both inside and
outside of atomic blocKs

1 AtomicNotSupportedAttribute Signifies that the given item can be accessed only outside of
atomic blocks.

1 AtomicRequiredittribute. Signifies that the given item can be accessed only within atomic
blocks.

Thereid f 82  F2dz2NIK aO2y(iNJI OlGé¢é gKAOK A& oFarortte

1 AtomicUncheckedittribute. Signifies that no static checking of compatibility is attempted for
the given item.

These contracts can be applied to asfdies, methods and fields, with the restrictions captured in the
following table:

X X

X X X X
X X X X

X

We will now describevhat each contract means on each item.

6.1 Contract Assignment to Metadata Items

Each method, field, and delegate type has a unique and unambiguous atomic compatibility value
assigned to it. We will refer to this value as #féective atomic compatibility valugf the item. This

value is determined by a set of rules that take into account the nature of the item (e.ghevhbe
method is extern or not) and the set of explicit compatibility annotations that exist on the item and on
the assembly the item is defined within.

Once we have defined how contracts are assigned to these code elements we can start considering what
actions are legal or illegal in the code that you write. Our overall goal is to devise a static annotations
system that warns the user at build time of errors such as calling a method that has the
AtomicNotSupported contract inside an atomic block or mglé method that requires an atomic block,
outside of an atomic block.

®In this section, wheme say inside or outside of atomic blocks we mean dynamically so. For exampladfd
F1 has an atomic block in which it catisthod F2 and F2 invokesethodCo (G KSy Co A& daAy @21 SR
o f 2tGHebne introduced by F1.
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6.1.1 Assembly Level Contract

¢tKS FaaSvyofe fS@St O2y iGN} OO O2yiNRBfa I aAay3atsS (KA
other rules apply to them. The default can be set to eithezmicSupported, or AtomicNotSupported.
ThedefautRS F I dzf & GKIF G | LILIX ASa Ay (GKS OFLasS GKS aaSvyof
AtomicNotSupported.

6.1.2 Method Level Contract
The compatibility value of a method controls which contexts (see Segi®ithe method may be
invoked from and which delegate types can be constructed from the method.

An explicit compatibility contract may be applied to methods.

Nonextern methods that are not explicitly annotated with a compatibility contract follow the assembly
level compatibility value.

Extern methods are by default AtomicNotSupported, regardless of the assembly level contract. We will

discuss in sectioh0.2Y SG K2 R& 2F YIF 1 Ay3a SEGSNYyIt YSGK2R& &dzLJi2
they are all AtomicNotSupported. It is illegal to just mark an extern method with Atomic8agdpo

without using one of the advanced attributes described in secti@n

6.1.3 Field Level Contract
The compatibility value of a field controls which code contextddcaacess the field.

Fields do not follow assembly level contract. The default contract for fields is always AtomicSupported.

Only fields of classes may have an explicit contract assigned to them. Fields of structs are always
considered AtomicSupporteahd it is illegal to annotate them with a compatibility contract.

6.1.4 Delegate Type Contract

The compatibility value of a delegate type controls both what methods could be used to construct an
instance of the given delegate type and which code contexts makénan instance of the given
delegate type.

A compatibility attribute may be applied to a delegate type. The default for delegate types is
AtomicUnchecked.

6.2 Atomic Context

At runtime, a thread can be either inside an atomic block, or outside of all atulptks. At build time,

when we look at a particular piece of code, we may know exactly the circumstances that it will be
invoked under at runtime, or we may know that several options are available. For example, when we
author a method M and decorate it viitAtomicRequired we know that no matter what, control will

only ever enter M when the current thread has already entered an atomic block. This means that when
we enter M we have a very strong guarantee on the runtime state, which allows us to furthenreaso
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that we can call other[AtomicRequired methods, because we will be still maintaining the invariants that
they requira that the thread is within a transaction.

At other occasions we know less about the state of the thread. When a method M has a contract of
AtomicSupported we assert that M can be called either within transactions, or outside of transactions.
Thus when we author the method, we can only safely do things that are allowed batteconditions.

We may not call AtomicNotSupported methods, sincenisly be invoked inside a transaction, and we
also may not call methods with an AtomicRequired contract, since M may be invoked outside of a
transaction.

{2 tSGQa F2NNItATS GKS O2yOSLIi 2F GoKI latohida 1y26Y
context Any IL instruction in any IL method has a unique and unambiguous atomic context value
assigned to it from the following set:

1 AtomicContextAlways Control flow will always readhe instruction while the thread is in an
atomic block.

1 AtomicContextNever. Control flow will never reach the instruction while the thread is in an
atomic block.

1 AtomicContextUnknown.Control may reach the instruction while the thread is in an atomic
block, but it may also reach the instruction when the thread is not within an atomic block.

In order to decide the atomic value of instructions we need to look at the method body tha®tNeg |
part of, and at the effective compatibility value of the method. No other information is required.

The effective atomic compatibility value of the method determines the initial atomic context for the
method, in a pretty straightforward manner:

1 AtomicRequiredmethods start off with amAlwaysatomic context.
1 AtomicNotSupportedmethods start off with d&Neveratomic context.
9 AtomicSupportedmethods start off with ardnknownatomic context.

At this point in our guide we have introduced a single point wiibeecontext changes:

9 atomic blocks (encoded as try/catch(AtomicMarker)) inducélvaysatomic context inside
the try body.

In sectionlOwe will see other mechasms that introduce context transitions.

6.3 Putting Contracts in Context
We are now finally ready to specify what operations are allowed inside what context.

6.3.1 Method Invocation
A method (including a constructor) can only be invoked from a context that isatiisteowith the
YSGK2RQa STFFSOUAQS O2YLI GAOAtAGE OFfdzS® ¢KAA Aa O
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inside the context associated with the row. So AtomicRequired can be called inside an Always context,
but not inside Never and Unknown contexts.

6.3.2 Field Access
Field access follows the same matrix thatheae specified above for method invocation, except
AtomicNotSupported is not allowed on fields.

6.3.3 Delegate Invocation

Recall that delegate types have four possible contracts assigned to them: AtomicSupported,
AtomicNotSupported, AtomicRequired or AtomicUacked. The default for delegate types is
AtomicUnchecked.

The rules for invoking a delegate are identical to those of method invocation and field access, except

that it is always valid to invoke a delegate with a compatibility value of AtomicUncheclasdithe

YSGK2R Ay @21SR R2S4ay Qi &dzZlllR2 NI GKS O2yGSEG Al 61 &
exception will be raised. We will talk more about dynamic contract checking in sécion

6.3.4 Delegate Instance Construction

When a delegate type that has a compatibility value other than AtomicUncheckedis constructed from a
method we make sure that the assignment is valid such that the delegate could be involgd safe
without breaking the assumptions of both the caller and callee. Here is an example demonstrating that:

[AtomicRequired]
public  delegate void MyAction();

public class DelegateSample
{
[AtomicRequired]
public  void M2(MyAction action)
{
action(); /I Since MyAction is AtomicRequired, it is
/I always safe to invoke it from Always context

}

[AtomicSupported]
public  void M1()
{

}

public  void Test()
{
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MyAction action = M1, /l OK. M1 can be invoked from
/I whereever a AtomicRequired method
/I is valid.

try
M2(action); /I OK. AtomicRequired in Always context

}
catch (Ato micMarker) {}

Following the same principle for all contexts and compatibility values we arrive at the following
construction validity rules for delegates.

X X X X

To intuit the above table:

1 Assignment when the contract as identical is always legal
1 AtomicSupported methods may be invoked in any context, and thus casdigned to the
delegate regardless of the delegate contract.
1 Delegate types with unchecked contracts substitute static checking with runtime checking, so
Fye YSGK2R OFly 06S lFaaAadaySR (2 GKSYZI NB3IINRfSaa

6.4 Polymorphism

Whenever virtual or interface methods bind themselves to a particular contract, derivations and
implementations of the given method must provide the contract that the base class or interface has

committed to. If a derived method is unable to provide the taat that the base obliged it to, then it

Oy OK224S8S (2 (GKNRg b20i{dZILR2NISRIOEOSLIiAZ2Y Ay Ol a$s
support. AtomicRedirect, described in sectibth2, provides a good way of doing that in a statically

verifiable manner.

6.5 Contracts Sample
Contracts.cs in the Features project contains an annotated sample demonstrating the correct use of
atomic contract annotations.

6.6 Static Checking for Contract Compatibility
All the contract compatibility rules stem from three following basic rules:
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1 Code pieces that cannot be correctly transacted by the STM system sienddbe executed
insidea transactionThis includes calling external methods and some forms of unsafe code.

1 Alanguage element that requires a transactional contéxlways(e.g. fieldswith the
AtomicRequiredtontract) should not be accessed outsiafea transaction.

1 Alanguage element thaequires a transactional conterf Never(e.g. anAtomicNotSupported
method) should not be accessed inside a transaction.

Any program that uses our STM system should adhere to these rules in order for it to work correctly.

If we have these three basiales, then why did we feel the need to invent a more elaborate contract
checking scheme? These three rules can be verified at runtime since we always know the AtomicContext
in which the thread is currently executing and the AtomicContract of the fieldnethod that is
currently being accessed by the thread. However, due to the language features such as polymorphism
and delegates, at compile time we do not always know these two pieces of information.

Our contract compatibility scheme helps fill this giimallows you to formally specify contracts on the
different language elements. Once these contracts are in place our static checking tool, TxCop, can verify
whether your assembly is correctly using transactions.

6.6.1 Static Checking Errors
This section desibes all the possible errors that can be generated during static checking.

UncheckedContractOnMethod AtomicUnchecked contract has been placed
a method. This is currently not supported by
our system.

MismatchFrominterface The contract on an implementing method is

not compatible with the contract on the
interface method it is implementing. This
violates the polymorphism rules we describe:
in an earlier section.

MismatchFromBaseMethod Thecontract on an overriding method is not
compatible with the contract on the virtual
method it overrides. This again violates our
polymorphism rules.

MismatchOnlInvoke The contract on a method is incompatible wit
the context in which it is invoked.

MismatchOnFieldAccess The contract on a field is incompatible with tf
context in which it is accessed

MismatchOnDelegatelnvoke The contract on a delegate type is
incompatible with the context in which it is
invoked

MismatchOnDelegateAssignment The contract of a method passed to a delega

constructor is incompatible with the contract
of that delegate type. For more details pleast
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see the section that discusses delegate
instance construction rules
IncompatibleContractWithRedirect A method with the AtomicRedirect attribute
has an AtomicNotSupported contract on it.
This is not allowed.
IncompatibleContractWithSuppress A method with the AtomicSuppress attribute
has an AtomicNotSupported contract on it.
Thk is not allowed.
IncompatibleRedirectTarget The target method specified in the
AtomicRedirect attribute either does not exis
or it has a signature (return type and formal
parameters) that is different from the method
on which the AtomicRedirecttaibute is
placed
IncompatibleContractOnRedirectTarget The target method specified in the
AtomicRedirect attribute has the
AtomicNotSupported contract, which makes
un-callable inside transactions.
RedirectGenericNotimplemented We havenot implemented redirect support for
generic methods. So whenever an
AtomicRedirect contract is placed on a genel
method this error will be generated.
SuppressOnNativeMethod AtomicSuppress attribute is placed on a nati
method. We have not implaented support
for this capability. AtomicSuppress can only |
used with managed methods. A workaround
using AtomicSuppress on native methods is
given in section 10.
AtomicMarshallOnincompatibleParametel AtomicMarshalReadonly attribute is placed
a ref, out, or pointer parameter. Since adding
this attribute creates a deep copy of the
parameter, usage with pointer/ref/out
parameters is incorrect.
IncompatibleContractOnStaticlnitializer A type constructor has an AtomicRequired
contract onit.

IncompatibleContractOnFinalizer A finalize method has an AtomicRequired
contract on it.
IncompatibleAttributeOnAtomicDo This is only applicable to mscorlib authors. It

raised when an AtomicSuppress or
AtomicRedirect contract is plad on
Atomic.Do
SpecialMethodAccessesConflictingEleme An anonymous method, closure or another
compiler generated construct accesses
methods or fields with AtomicRequired and
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AtomicNotSupported contracts

InvocationThroughUnmgedFnPtr A mehod is invoked using the calli instructior
i.e. through an unmanaged function pointer.

MultipleContracts A field, method or delegate type has multiple
contracts on it.

RequiredContractWithRedirect AtomicRedirect and AtomicRequired are

placed on the same method. The method is
possibly dead code

Our static checking scheme is conservative so there is room for you to ignore some of the errors that are
3SYySNI G§4SR® C2NJ AyaidlyoSsz tSiQa ale emarddhdsal YLI SY
contract of AtomicSupported. Now according to the polymorphism contract checking rules the
AYLX SYSylGAy3d YSGiK2R (GKIFIG @82dz2Q@S oNARGGSY akKz2dzZ R | f
be invoked in all the contexts that the interamethod is invoked. However, you annotate the method

as AtomicRequired since you expect it to be always be invoked inside a transaction.

TxCop, our static checking tool, will flag the AtomicRequired contract on your method as an error.
However, given yar understanding that this method will never be used outside of a transaction, it is
safe for you to execute your program.

Broadly, our polymorphism errors serve as warnings and can be ignored when the programmer thinks it
is safe to do so. However, ignogi any of the other errors generated by our static checker is likely to
lead to runtime exception.

6.6.2 Using the static checker
Our static checking tool is called TxCop. There are two ways in which you can use it: via the command
line or as a posbuild stepy @A adzZ f adGdzZRA2® LQff RSAONAOGS 020K gt

6.6.2.1 Command-line usage

After you install STM .Net TxCop will be placed in your Program Files folder under Micros8fiMet
To get the various options just type TxCop.exe /? ondbmand line. Doing so would give you the
following output.

C:\ Program Files  \ Microsoft.Net  \ STM>TxCop.exe /?

TxCop.exe
/assembly <assembly>
/pdb <symbols> (not required if pdb is colocated with the assembly)
Ireference < reference or comma seperated list of reference> (short form /r)
Iverbose specifies whether informational messages should be displayed
/exclude <warning type>

The /assembly option is used to specify the assembly or executable you want to rutatibeckecker
on. The /pdb option is used to specify the location of symbols for the assembly you are checking.
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/reference or /r is used to specify the assemblies that are referenced by the assembly you are checking.
It is necessary to specify all the eefnces. The /exclude options lets you twofi static checking for a
given error or warning type.

After running TxCop it will generate a list of errors and print them out on the console.

An example command line usage will look as follows.

C:\ >TxCop.ex e /assembly "C: \ stm\ samples \ TraditionalTransactions.exe" /r
"C: \ mscorlib.dll" /r "C: \ system.data.dll","C: \ system.data.datasetextensions.dll"
/exclude MismatchFrominterface /exclude MismatchFromBaseMethod

An exampleoutput of running TxCop from the commautine on assembly will look as shown bel@e
output gives two different categories of information.

The first two lines are informational messadenly displayed if /verbose is specifiet@hese lines tell us
that TxCop inferred a certain contract fardelegate or closure since delegates and closures cannot be
annotated by our contracts, which are nothing but .Net attributes, we infer their contract based on the
contract of the methods they invoke and the fields they access.

The last line gives axxample of how a static checking error will look if TxCop is run from the command
fAYSd ¢KA&A &ALISOAFTAO SNNBNJ (Stfa dza GKIFIG GKS 02y i N
constructor is not compatible with the contract of the delegate type.

C:\ STM.NET TradT x.cs(189,17): Inferred contract [AtomicSupported] for [STMSamples.
TradT x. <Test8>].

C:\ STM.NET TradT x.cs(215,17): Inferred contract [AtomicNotSupported] for [STMSamples.
TradT x.<Test9>].

STM Static Checking Report :

C:\ STM.NET TradT x.cs(214,17): error TX0006: Incompatible contracts in delegate
assignment.[AtomicNotSupported]STMSamples.TradT X.<Test9> assigned to delegate
[AtomicRequired]System.TransactionalMemory.AtomicAction.
[MismatchOnDelegateAssignment]

6.6.2.2 Visual Studio integration
TxCop can also be added as a pbstld step to Visual Studio. TxCop capabilities should ideally be a part
of the compiler. Adding TxCop as a pbstld step comes close to mimicking this behavior.

To add a posbuild event open Visual studio, load yourga@n, go to the Project menu and click on
t NPLISNIASad ¢KAA gAff ONRARY3A dzlJ GKS LINBPLISNIASa LI
option. At this point you will see two text boxes.

Enter the command to execute TxCop in the textbox thaBsa -&#dzR&R S@Syid O2YYIlI yR f
2y WORMAM ftRA G yR (GKSy Sy i-8d\Window &nd denXidkof @K. Ay (G KS Lk2L
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Studio.

We have reproduced a screen shot of an example of using TxCop with VS integration. The screen shot
highlights several things we have mentionedleauin this section and shows the errors displayed in the
error list window as well. Clicking on the error will take you to the offending file and line. The underlying
framework on which TxCop is built is still not completely mature, which is why younotae that

some of the line numbers are a little off at times.

" Dictionary - MicrosoR Visual Studio (Adrministratcr) sl o=l
File Edit View Project Build Debug Data Tools Test Analyze Window Help
EIRAE RN W= NI EENE:N - ~ &~ | b Debug - Any CPU + | [# assembly B "i‘“ = Ezlb ';’
|%¢| .~ Dictionary + | Solution Bxplor...~ & X
g B3 EA
9 Application = Solution ‘Dictionary’ |
== |

N/A N/A £ [ Dictionary

i=d| Properties
3] References
= App.config
£ BidirectionalP|
] Dictionary.cs
4] DictionaryTest

Build

Build Events Edit Pre-build ... -
Post-build event command ling»
Debug

"§(ProgramFiles)\Microsoft. NET\STM\TxCop.exe” /assembly "$(Thrge =

Resources
- %] PhoneBook.cs|
Services 4 [lll D =] readme.bdt
Settings ¢ Edit Post-build .. ™) =
s ———
s | <Hun the post-build event>
[OH successful build v] =
L —T— b
Error List - x
s = Properties ~ 1 x
|QZ2Errors| |_:50 Warnings| |d)0 Messages
Description File Line Column Project “ e a
B2

@1 [Required] Dictionary.cs 180 9 Dictionary
STMSamples. AtomicCollections.Dictionary < TKey, TValue=> .ContainsKey
(TKey) implements interface methed [Supported]
System.Collections.Generic.IDictionary < TKey, TValue= .ContainsKey(TKey).
[MismatchFrominterface]
@ 2 [Required] Dictionary.cs 253 9 Dictionary
STMSamples. AtomicCollections.Dictionary < TKey, TValue> TryGetValue
(TKey,type parameter. TValue@] implements interface method [Supported]
Systemn.Collections.Generic.IDictionary < TKey, TValue> TryGetValue
(TKey.type parameter. TValue@). [MismatchFromInterface]

@ 3 [Required] Dictionary.cs 357 9 Dictionary =
_—“3 Error List Output |E§Pendmg Checkins |ETest Results E@Flnd Symbol Results

Ready

—— a

The postbuild event command line that is used for the Dictionary sample, which was used to generate
the screen shot is given below. Please use it as a reference when adding your osenifztbsvent.

"$(ProgramFiles) \ Microsoft. NET \ STM TxCop.exe" [ assembly"$(TargetDir)$(TargetFileName)"

Ir "$(ProgramFiles) \ Microsoft. NET  \ STM mscorlib.dll" /r

"$(Windir)  \ Microsoft NET  \ Framework \ v4.0.STMret \ system.dll" /r

"$(Windir)  \ Microsoft. NET  \ Framework \ v4.0.STMret \ system.core.dll" /r

"$(Windir)  \ Microsoft. NET  \ Framework \ v4.0.STMret \ system.data.dll","$(Windir) \ Microsoft.N
ET\ Framework \ v4.0.STMret \ system.data.datasetextensions.dll" /r
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"$(Windir)  \ Microsoft. NET \ Framework \ v4.0.STMret \ system.xml.dll" /r
"$(Windir)  \ Microsoft. NET \ Framework \ v4.0.STMret \ system.xml.ling.dll" /r
"$(ProgramFiles) \ Microsoft. NET \ STM system.transactions.dll"

6.7 Dynamic Contract Checking

As part our STM .Net systenewrovide a runtime checkehat complements our static checking
solution. The runtime checker is part of tlk.R execution enginand carbe usedto help users
identify code that might break the three basic rules of the STM syétiescribed in the previous
section)and help them fix these problems so that their applicasioan safely take advantage of the
STM technology.

6.7.1 Strictness Level of Dynamic Checking

There are foudifferent strictness levels of the runtime checker: minimal, relaxed, stuind highest
The following table defines the violation types caught by the runtime checker at different strictness
levek:

The thread is in a transaction and

1 Nontransactable code feature is encountered (e.g., certain forms of unsa
code)t ort
I A native method without theAtomicRequiredor AtomicSupportedcontract is
invoked.
Reports all violations of thilinimal level and these additional ones:

9 The thread is in a transaction and a field or a method with an explicit
AtomicNotSupportedcontract is accessed.
9 The thread is outside of a transaction andAtomicRequiredmethod or field
is accessed.
(Note that if neither the assembly nor the method has an annotation, then the
method isimplicitly AtomicNotSupported If such a method is encountered inside a
transaction in relaxed mode, then this is not reported as a \iimhalt

"Note that use® Zdef not allowed to add AtomicRequired or AtomicSupported t@tive method, unless
AtomicSuppress is added too. Only native methods that are implemented by the CLR can have an
AtomicSupported or AtomicRequired annotation without an AtomicSuppisss, any p/invoke in your code

MUST have an effective atomic compatibility value of AtomicNotSupported OR have an AtomicSuppress attribute.
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