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Software Transactional Memory (STM) is an emerging technology for protecting shared state in 

concurrent programs, based on automatic control of concurrent accesses. Its goal is to provide a more 

user-friendly and scalable alternative to locks by promoting the notion of transactions as a first-class 

citizen in .NET. Microsoft is experimenting with the STM technology but at this point has no 

commitment to productize the technology. 

tƭŜŀǎŜ ƛƴǎǘŀƭƭ ǘƘŜ ǎƻŦǘǿŀǊŜ ǇŀŎƪŀƎŜ  έΦb9¢ CǊŀƳŜǿƻǊƪ .Ŝǘŀ м ŜƴŀōƭŜŘ ǘƻ ǳǎŜ {ƻŦǘǿŀǊŜ ¢ǊŀƴǎŀŎǘƛƻƴŀƭ 

aŜƳƻǊȅέ ǿƘƛŎƘ ǿƛƭƭ ŀƭƭƻǿ ȅƻǳ ǘƻ ŜȄǇŜǊƛƳŜƴǘ ǿƛǘƘ ŀ ǇǊŜƭƛƳƛƴŀǊȅ ǊŜƭŜŀǎŜ ƻŦ ǘƘŜ Φb9¢ ǊǳƴǘƛƳŜ ŀƴŘ 

framework that has transactional memory support. The following guide explains how to use the 

package, how to write programs with STM and how to contact us for help and feedback. We hope you 

enjoy working with this offering and would help us drive improvements into future releases. 

There are two installations packages.  In addition to the STM-enabled version of the .NET Framework, 

the second installation package contains a set of samples, documentation, and a VS2008 project 

template for creating STM application. This will get you going with STM! 

We would very much like to hear from you about your experience with STM.  Please feel free to 

comment and ask questions on the STM Devlab MSDN forum.  

The latest version of this document is available at:  

http://go.microsoft.com/fwlink/?LinkID=158427 

Thank you for evaluating STM.NET. 

τThe STM.NET Team 

 

 

  

http://social.msdn.microsoft.com/Forums/en-US/stmdevlab/threads
http://go.microsoft.com/fwlink/?LinkID=158427
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1 Introduction  
The .NET Framework version 4 Beta1 enabled for Software Transactional Memory (STM.NET version 1.0) 

provides experimental language and runtime features that allow the programmer to declaratively define 

regions of code that run in isolation. This specific implementation of software transactional memory 

(STM) is implemented using a modified version of the Common Language Runtime (CLR) version 4.   

The goal of this document is to explain what STM is, why we chose this specific implementation, how to 

run the provided samples, and how to write your own applications using STM. 

This is both a programming guide and an introduction to transactional memory.  If you want to jump 

right into using STM, you will want to read the following sections first: 

¶ Section 2 άIŜƭƭƻΣ ²ƻǊƭŘΗέ This section demonstrates how to compile and run a basic STM 

sample. 

¶ Section 4 άAtomic Block to the Rescue: Basic Conceptsέ. This section explains basic concepts of 

STM. 

¶ Section 5 άWriting Correctly Synchronized Codeέ. This section explains how to write your code 

ǎǳŎƘ ǘƘŀǘ ƛǘ ƛǎ ŎƻǊǊŜŎǘƭȅ ǎȅƴŎƘǊƻƴƛȊŜŘ ŀƴŘ ŘƻŜǎƴΩǘ ƘŀǾŜ ǊŀŎŜ ŎƻƴŘƛǘƛƻƴǎΦ 

For a deeper understanding of both STM in general and our implementation, you may want to read 

through this manual in order.  We have arranged it to present: 

¶ ²ǊƛǘƛƴƎ άIŜƭƭƻ ²ƻǊƭŘέ 

¶ Introduction to Transactional Memory Concepts 

¶ Writing Correctly Synchronized Code 

¶ Atomic Compatibility Contracts 

¶ Coordination Between Threads When Using Transactional Memory 

¶ Transaction Abort in Greater Detail  

¶ Integration with Traditional Transactions 

¶ Dealing with I/O and other Side Effects 

¶ Performance Considerations and Troubleshooting with ETW (Event Tracing for Windows) 

1.1 Caveats 

1. This is a MSDN DevLab incubation release. There are no confirmed plans to ship STM as part of any 

version of the .NET Framework.  The license to use this software specifically prohibits developing 

and deploying production software on this framework. 

2. There are no performance optimizations.  We have not spent much time optimizing the 

performance of our changes.  Further, NGEN is disabled.  You cannot make meaningful performance 

comparisons between programs executing on this framework to the same code running on another 

version of the framework. 

3. Alpha-level quality. We are a small team tackling a big problem. There are many known and many 

unknown bugs and limitations. We have done the best that we can to ensure that all samples work 
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and that all features covered in this document work in their basic usage. Please report problems 

through the MSDN forum for STM.NET. !ƭǘƘƻǳƎƘ ǿŜ ǿƛƭƭ ƳŀƪŜ ŀƴ ŜŦŦƻǊǘ ǘƻ ŀƴǎǿŜǊ ǳǎŜǊǎΩ ŎƻƴŎŜǊƴǎ 

and issues, this software offering is not supported by Microsoft and its use is restricted as per the 

terms in the End User License Agreement (EULA). 

4. Modified .Net Framework 4 Beta 1 base. The current STM release is based off of the .NET 

Framework 4 Beta 1 but has been modified to provide STM and work in a Visual Studio 2008 

environment.   

2 Hello, World!  
.ŜŦƻǊŜ ǿŜ Ǝƻ ƛƴǘƻ ǘƘŜ ŦƛƴŜ ŘŜǘŀƛƭǎ ƻŦ {¢aΣ ƭŜǘΩǎ Ǝƻ ǘƘǊƻǳƎƘ ŀ ǎƛƳǇƭŜ άIŜƭƭƻ ²ƻǊƭŘέ ǎŀƳǇƭŜΣ {¢a ǎǘȅƭŜΦ 

Start Visual Studio 2008. Choose File | New | Project; choose Visual C# project type, and My Templates 

ƎǊƻǳǇΦ ¸ƻǳ ǎƘƻǳƭŘ ǎŜŜ ǘƘŜǊŜ άTM Console ApplicationέΦ ¢Ƙƛǎ ƛǎ ŀ ŎǳǎǘƻƳ ǘŜƳǇƭŀǘŜ ǘƘŀǘ ǿŀǎ ƛƴǎǘŀƭƭŜŘ ƻƴ 

your computer that has a combination of settings that are required for the building and debugging of 

STM applications using STM.NET. Select it, specify any name/location of your liking, and click OK. 

 

When your new project opens, take a look at the Solution Explorer on the right side: 

 

There are two details to note:  

1. app.config tweaks the VS environment to use STM.NETΦ  Lƴ ŎŀǎŜ ȅƻǳΩǊŜ ŎǳǊƛƻǳǎΣ ǘƘƛǎ ƛǎ ǿƘŀǘ ǘƘŜ ŦƛƭŜ 

contains. We will talk more about the dynamic checker in section 6.6.  

http://social.msdn.microsoft.com/Forums/en-US/stmdevlab/threads
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<?xml version =" 1.0 "  encoding =" utf - 8"  ?> 
<configuration > 
  <startup > 
    <requiredRuntime  version =" v4.0. 20506" />  
  </ startup > 
 
  <runtime > 
    <ZapDisable  enabled =" 1"  />  
    <gcServer  enabled =" true "  />  
 
    <STMLogOnViolation  enabled =" 0"  />  
    <STMExceptionOnViolation  enabled =" 1"  />  
    <STMRuntimeCheckLevel enabled =" strict "  />  
    <! --   
      <STMRuntimeCheckLevel enabled="minimal" />  
      <STMRuntimeCheckLevel enabled="relaxed" />  
      <STMRuntimeCheckLevel enabled="strict" />  
    -- > 
 
  </ runtime > 
</ configuration > 

2. The assembly references in your project contain versions of mscorlib.dll and System.Transactions.dll 

which enable the use of STM. Use these references when developing STM-enabled applications. 

The default Program.cs contains an empty Main method1: 
 

static  void  Main( string [] args)    {    }.  

 

We are now ready to code up our STM Hello World program. STM is about providing thread-safety. 
Therefore our scenario will contain threads that are performing some tasks in a thread-unsafe manner. 
We will demonstrate how to provide safety using STM. 
 
In our scenario, there will be two string fields. The program tries to maintain the invariant that these 
two fields do not reference strings with the same string value. i.e., if field1 equals field2, then we have a 
Ǿƛƻƭŀǘƛƻƴ ƻŦ ǘƘŜ ǇǊƻƎǊŀƳΩǎ ŜȄǇŜŎǘŀǘƛƻƴΦ 
 
Two threads will be constantly assigning string references to the fields and a third thread will be 
ǇŜǊƛƻŘƛŎŀƭƭȅ ǾŜǊƛŦȅƛƴƎ ǘƘŀǘ ǘƘŜ ǇǊƻƎǊŀƳΩǎ ƛƴǾŀǊƛŀƴǘ ƛǎ ǳǇƘŜƭŘΦ 
  
[ŜǘΩǎ ǎǘŀǊǘ ǿƛǘƘ ŀ ƴŀƠǾŜ ŀƴŘ ǿǊƻƴƎ ǇǊƻƎǊŀƳ ǿƛǘƘƻǳǘ ƭƻŎƪǎ ƻǊ ŀƴȅ ƻǘƘŜǊ ŦƻǊƳ ƻŦ ǎȅƴŎƘǊƻƴƛȊŀǘƛƻƴ ǘƻ 
provide thread-safety. Copy the following code instead of Main, then build and run the program. You 
ǎƘƻǳƭŘ ǎŜŜ ŀ ōǳƴŎƘ ƻŦ ƭƛƴŜǎ ǿƛǘƘ ǘƘŜ ǇƘǊŀǎŜ ά±ƛƻƭŀǘƛƻƴΗέ ƛƴ ǘƘŜ ƻǳǘǇǳǘΥ ǘƘƛǎ ƛǎ ǘƘŜ άǿŀǘŎƘŘƻƎέ ǘƘǊŜŀŘ 
ƴƻǘƛŎƛƴƎ Ǿƛƻƭŀǘƛƻƴǎ ƻŦ ǘƘŜ ǇǊƻƎǊŀƳΩǎ ƛƴǾŀǊƛŀƴǘΦ 
  

                                                           
1
 Main also has a mysterious looking attribute assigned to it [AtomicNotSupported]. You can safely ignore this for 

now. We will discuss this attribute and other Atomic contract attributes in section 6. 
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private  class  MyObject  

{  

    private  string  m_string1 = "1" ;  

    private  string  m_string2 = "2" ;  

 

    public  MyObject() { }  

 

    public  bool  Validate() {  

        bool  result;  

        result = (m_string1.Equals(m_string2) == false );  

        return  result;  

    }  

    public  void  SetStrings( string  s1, string  s2){  

        m_string1 = s1;  

        Thread.Sleep(1);   // simulates some work  

        m_string2 = s2;  

    }  

}  

 

[AtomicNotSupported]  

static  void  Main( string [] args) {  

    MyObject obj = new MyObject();  

    int  completionCounter = 0, iterations = 1000;  

    bool  violations = false ;  

 

    Thread t1 = new Thread( new ThreadStart( delegate  {  

        for  ( int  i = 0; i < ite rations; i++)  

        {  

            obj.SetStrings( "Hello" , "World" );  

        }  

        completionCounter++;  

    }));  

    Thread t2 = new Thread( new ThreadStart( delegate  {  

        for  ( int  i = 0; i < iterations; i++)  

        {  

            obj.SetStrings( "World" , "Hello" );  

        }  

        completionCounter++;  

    }));  

    Thread t3 = new Thread( new ThreadStart( delegate  {  

        while  (completionCounter < 2)  

        {  

            if  (!obj.Validate())  

            {  

                Console.WriteLine( "Viol ation!" );  

                violations = true ;  

            }  

        }  

    }));  

    t1.Start();  

    t2.Start();  

    t3.Start();  

    while  (completionCounter < 2)  

        Thread.Sleep(1000);  

 

    Console.WriteLine( "Violations: "  + violations);  

}  
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Did you get violations?  Great, that was expected. By the way: how many statements in the program 
above need thread-ǎŀŦŜǘȅ ǿƘƛŎƘ ƛǎƴΩǘ ǇǊƻǾƛŘŜŘΚ όƛΦŜΦΣ Ƙƻǿ Ƴŀƴȅ races can you spot?) 
 
We could add locks or mutexes to provide thread safety and if you want you can take a moment to do 
ǘƘŀǘΦ bƻǿ ƭŜǘΩǎ ǘǊȅ ǘƻ ǳǎŜ {¢a ƛƴǎǘŜŀŘΦ {¢a ǿƛƭƭ ǇǊƻǾƛŘŜ ǘƘŜ ƴŜŜŘŜŘ ƛǎƻƭŀǘƛƻƴΣ ǿƛǘƘƻǳǘ ƘŀǾƛƴƎ ǘƻ ǿƻǊǊȅ 
about what locks to use and how to avoid deadlocks. 

 
To add the needed isolation in the Hello World sample, please replace the Validate and SetString 
methods of MyObject with the following code: 

 
public  bool  Validate()  

{  

    bool  result = false ;  

    Atomic.Do(()=>  

    {  

        result = (m_string1.Equals(m_string2) == false );  

    });  

    return  result;  

}  

 

public  void  SetStrings( string  s1, string  s2)  

{  

    Atomic.Do(()=>  

    {  

        m_string1 = s1;  

        Thread .Sleep(1);  

        m_string2 = s2;  

    });  

} 
 
LƴǎǘŜŀŘ ƻŦ ǳǎƛƴƎ ƭƻŎƪǎΣ ǿŜ ƛƴǎǘŜŀŘ ǳǎŜŘ ά!ǘƻƳƛŎΦ5ƻέ ǘƻ ǿǊŀǇ ŀŎŎŜǎǎ ǘƻ ǎƘŀǊŜŘ ǎǘŀǘŜ ƛƴ ǿƘŀǘ ǿŜ ǊŜŦŜǊ ǘƻ 

as an άŀǘƻƳƛŎ-ōƭƻŎƪέΦ  ²ƘŜƴ ȅƻǳ ǎŜŜΥ 

Atomic.Do(()=>  { <statememts> });  

 

Try to squint at it and imagine that you are actually seeing this: 

atomic  { <statememts> }  

 

Lƴ ƻǊŘŜǊ ǘƻ ǇǊƻǾƛŘŜ ǘƘŜ άŀǘƻƳƛŎέ ƪŜȅǿƻǊŘ ǿŜ ƘŀŘ ǘƻ change multiple language compilers and our work 

so far has concentrated on libraries and runtime. For this experimental release, we could not provide 

ǘƘŜ άŀǘƻƳƛŎέ ƪŜȅǿƻǊŘ ƛƴ ǘƘŜ ƭŀƴƎǳŀƎŜΣ ǎƻ ǿŜ ŀŎǘǳŀƭƭȅ ŘŜƳŀǊŎŀǘŜ ŀǘƻƳƛŎ-blocks using a 

try/catch(AtomicMarker). AtomicMarker is not a real exception that we ever throw and the catch body 
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will never get executed2Φ  ²Ŝ ǇǊƻǾƛŘŜ ǘƘŜ ǎƛƳǇƭŜ ά!ǘƻƳƛŎΦ5ƻέ ŎƻƴǎǘǊǳŎǘ ǘƻ ƘƛŘŜ ǘƘŜ ƛƳǇƭŜƳŜƴǘŀǘƛƻƴ 

details. 

Build and run the sample now, there should be no violations anymore (although, one race condition 

remained in the code, have you noticed it?!)3. 

In this sample case, you could modify the code by adding a lock (this) statement around the racy code. 

This is not an example where STM is particularly interesting with the exceptioƴ ǘƘŀǘ ȅƻǳ ŘƛŘƴΩǘ ƘŀǾŜ ǘƻ 

specify what to lock. It was inferred automatically for you by the system. We will talk more about the 

ǘǊŀƛǘǎ ƻŦ {¢a ŀƴŘ Ƙƻǿ ƛǘΩǎ ŘƛŦŦŜǊŜƴǘ ŦǊƻƳ ƭƻŎƪǎ ƛƴ ǘƘŜ ƴŜȄǘ ǎŜŎǘƛƻƴΥ ƛƴǘǊƻŘǳŎǘƛƻƴ ǘƻ {¢aΦ 

2.1 Known Issues with Debugging  
The .NET Framework enabled to use STM has rudimentary support for debugging STM-enabled 

applications under Visual Studio 2008. There are some things which will not work correctly when 

ǎǘŜǇǇƛƴƎ ǘƘǊƻǳƎƘ ǘƘŜ ŎƻŘŜΣ ƛƴǎƛŘŜ άŀǘƻƳƛŎέ ōƭƻŎƪǎΦ Lƴ ƻǊŘŜǊ ǘƻ ƎŜǘ ǘƘƛǎ ǊǳŘƛƳŜƴǘŀry debugging 

experience the setup package for STM.NET samples and documentations modifies your Visual Studio 

environment in the following manner: 

1. ¢ƘŜ ά/ŀƭƭ ǎǘǊƛƴƎ ŎƻƴǾŜǊǎƛƻƴ ŦǳƴŎǘƛƻƴ ƻƴ ƻōƧŜŎǘǎ ƛƴ ǾŀǊƛŀōƭŜǎ ǿƛƴŘƻǿǎέ ƻǇǘƛƻƴ ƛǎ ŘƛǎŀōƭŜŘΦ 

2. ¢ƘŜ ά9ƴŀōƭŜ ǇǊƻǇŜǊǘȅ ŜǾŀƭǳŀǘƛƻƴ ŀƴŘ ƻǘƘŜǊ ƛƳǇƭƛŎƛǘ ŦǳƴŎǘƛƻƴ Ŏŀƭƭǎέ ƻǇǘƛƻƴ ƛǎ ŘƛǎŀōƭŜŘΦ 

3. ¢ƘŜ ά9Řƛǘ ŀƴŘ /ƻƴǘƛƴǳŜέ ŦŜŀǘǳǊŜ ƛǎ ŘƛǎŀōƭŜŘ ŀǎ ǿŜƭƭΦ 

Please make sure that these options remain disabled whenever you are debugging STM-enabled 

programs. The below screen shots illustrate how to make sure these options are disabled. 

Select Menu | Tools | Options | Debugging, and then inspect the general options and the edit-

and-continue sub-options, as illustrated below. 

                                                           
2
 {ƻƳŜǘƛƳŜǎ ȅƻǳ ǿƻǳƭŘ ƘŀǾŜ ǘƻ Ǉǳǘ ŀ ΨǘƘǊƻǿΩ ƛƴ ǘƘŜ ŎŀǘŎƘ ƘŀƴŘƭŜǊ ƻŦ !ǘƻƳƛŎaŀǊƪŜǊΣ ǘƻ ƪŜŜǇ ǘƘŜ /І ƻǊ ±.ΦbŜǘ 
ŎƻƳǇƛƭŜǊ ƘŀǇǇȅΣ ǎƛƴŎŜ ǘƘŜȅ ŀǊŜ ƴƻǘ ŀǿŀǊŜ ǘƘŀǘ ŎƻƴǘǊƻƭ Ŧƭƻǿ ƴŜǾŜǊ ǊŜŀŎƘŜǎ ǘƘƻǎŜ ǇƻƛƴǘǎΦ ¢ƘŜ ΨǘƘǊƻǿΩΣ ƭƛƪŜ ŀƴȅ ƻǘƘŜǊ 
code you put there will never get executed. 
3
 As you run the Hello World sample and other samples you may note that exceptions of type 

AbortReexecException are reported as thrown in the debugger output windows. These exceptions are internal to 
the STM system. They are expected and do not indicate any problem in your environment. 
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3 What Problems Does STM Address? 
We are now taking a break from working with samples in VS in order to present the basic premises and 

value proposition of STM. Once the marketing pitch is over, we will resume with coverage of features 

and samples. If you are familiar with STM you may wish to skip to the next section. 

3.1  The Crisis 
.ȅ ƴƻǿ ȅƻǳΩŘ ōŜ ƘŀǊŘ-ǇǊŜǎǎŜŘ ǘƻ ŦƛƴŘ ŀƴȅƻƴŜ ƛƴ ǘƘŜ ƛƴŘǳǎǘǊȅ ǿƘƻ ƘŀǎƴΩǘ ƘŜŀǊŘ ŀōƻǳǘ ǘƘŜ ŎƻƳƛƴƎ ŎǊƛǎƛǎ ƛƴ 

software performance. The rate of increase in processor speed has slowed dramatically and is nowhere 

near the doubling of speed that we saw every two years during the last twenty years. 

¢ƘŀǘΩǎ ǘƘŜ ōŀŘ ƴŜǿǎΤ ǘƘŜ ƎƻƻŘ ƴŜǿǎ ƛǎ ǘƘŀǘ aƻƻǊŜΩǎ ƭŀǿ ƛǎ ōȅ ƴƻ ƳŜŀƴǎ ŘŜŀŘΦ ¢ƘŜ ƘŀǊŘǿŀǊŜ ƛƴŘǳǎǘǊȅ ƛǎ 

still able to follow the path that Moore predicted. The density of transistors, in an integrated circuit, still 

doubles every two years. The industry has, however, run out of effective ideas for turning those 

transistors into faster processors.  Therefore, they are using the extra transistors to create more 

processors, building chip multiprocessors (CMP) with many processors on a single chip. Those chips are 

also known as multi-cores, or many-cores. 

This is difficult news for the software industry. We can no longer add new features to our applications 

and rely on increasing hardware capacity to make evermore complex software perform acceptably. To 

state things more positively, we can also no longer rely just on better hardware to bring applications 

that were too expensive in the past to become feasible today (as was the case with, for example, speech 

recognition). Now, to take advantage of future hardware capacity, we have to fundamentally change the 

way we program, to exploit the parallel capacity of this new hardware. 

Parallel programming is notoriously difficult. Researchers have been working for decades on systems to 

make parallel programming easier, yet despite these efforts, parallel programming has not yet become 

ǇƻǇǳƭŀǊ ǿƛǘƘ ŀƭƭ ŘŜǾŜƭƻǇŜǊǎΦ {ƻƳŜ ŀƳƻǳƴǘ ƻŦ ǎƪŜǇǘƛŎƛǎƳ ŀōƻǳǘ ǿƘŜǘƘŜǊ ǿŜΩƭƭ ǎǳŎŎŜŜŘ ƴƻǿ ƛǎ ǘƘŜǊŜŦƻǊŜ 

justified ς but note that in the past parallel programming was a niche market, if only because of the 

expense of multiprocessor computers. The hardware industry has the capability to produce chip 

multiprocessors whose core counts double in time-frames similar to those we have been used to for 

processor speeds ς whether they will do so depends on whether anyone will buy them which, in turn, 

ŘŜǇŜƴŘǎ ƻƴ ǿƘŜǘƘŜǊ ǘƘŜǊŜ ƛǎ ŀƴȅ ǎƻŦǘǿŀǊŜ ǘƘŀǘ ǳǘƛƭƛȊŜǎ ǘƘŜƛǊ ǇƻǿŜǊ ǘƻ Řƻ ƛƴǘŜǊŜǎǘƛƴƎ ǘƘƛƴƎǎ ǘƘŀǘ ŎƻǳƭŘƴΩǘ 

be reasonably done on a single-processor machine. If we succeed in creating such software, the virtuous 

cycle of new hardware and software features and applications will continue. 

In order to enable this virtuous cycle Microsoft is making an effort to make effective parallel 

programming easier. There are many competing ideas on how this might be accomplished. Some are 

ŦŀƛǊƭȅ ǊŀŘƛŎŀƭΥ άƎŜǘ ŜǾŜǊȅƻƴŜ ǘƻ ǳǎŜ ǇǳǊŜ ŦǳƴŎǘƛƻƴŀƭ ƭŀƴƎǳŀƎŜǎΣέ ŦƻǊ ŜȄŀƳǇƭŜΦ IŜǊŜ ǿŜ ŦƻŎǳǎ ƻƴ ƻƴŜ ƻŦ 

these ideas, Transactional Memory. Compared to some other ideas in this space, it is evolutionary rather 

than revolutionary; programming with transactions will feel fairly similar to programming today, just 

simplified. 



 

15 Copyright ©2009 Microsoft, All Rights Reserved 

 

This section of the guide is intended to give an introduction to transactional memory in general. After 

ƛƴǘǊƻŘǳŎƛƴƎ ǘƘŜ ōŀǎƛŎǎ ǿŜΩƭƭ ƳƻǾŜ ǘƻ ŘƛǎŎǳǎǎ ǘƘŜ ŘŜǎƛƎƴ ŀƴŘ ǳǎŜ ƻŦ {ƻŦǘǿŀǊŜ ¢Ǌansactional Memory 

(STM) in the .NET Framework in particular. 

3.2 What Are Transactions? Why Are They Useful?  
Transactions (like many of the best ideas in computing) originated in the data management world ς in 

ŦŀŎǘΣ ǘƘŜȅΩǊŜ ƻƴŜ ƻŦ ǘƘŜ ŦƻǳƴŘŀǘƛƻƴǎ ƻŦ ŘŀǘŀōŀǎŜ technology. Full-scale transactions are defined by the 

ACID properties, of which memory transactions use two: they are atomic (they either happen entirely or 

not at all) and isolated (if transactions execute concurrently, their composite effects are as if the 

individual transactions ran serially in some order). 

We should be very clear that this is a different problem from either (a) designing a parallel algorithm, or 

(b) coding that algorithm in a way that exposes parallelism. Task (a) is a conceptual task ς given the 

problem at hand, you must decide what subtasks can be run at the same time, and which may only be 

run after others. Task (b) is a programming language issue ς if you know that some set of subtasks 

should be run in parallel, how do you express it in your programming language or libraries?  This is the 

problem that in .NET Framework 4 the new Task Parallel Library addresses ς the TPL provides parallel 

iteration constructs, where loop iterations are performed in parallel. The bodies of these iterations may 

introduce new, nested parallelism. 

²ƘŜƴ ȅƻǳΩǾŜ ŎǊŜŀǘŜŘ ǇŀǊŀƭƭŜƭ ǘŀǎƪǎΣ ȅƻǳ ƘŀǾŜ ƴƻ ǇǊƻōƭŜƳ ǳƴǘƛƭ ǘƘŜ ǘŀǎƪǎ ŜȄƘƛōƛǘ interference, where two 

tasks access some shared object, and at least one of them writes to it. Perhaps the shared object has 

some associated invariant (as in our Hello World example), and the writing transaction takes it from one 

state satisfying this invariant to another ς but via some intermediate state in which the invariant is 

violated. Without some mechanism for preventing or handling interference, a reader might observe the 

object in this invariant-violating intermediate state, with potentially disastrous results. 

3.3 Problems with Locking  
The traditional mechanism for preventing interference is locking; we associate a lock with the object, 

and specify a protocol in which threads acquire the lock before accessing the object. In the Hello World 

example above, the watchdog thread would acquire the lock to prevent the object from being observed 

ƛƴ ǘƘŜ ƛƴǘŜǊƳŜŘƛŀǘŜ ǎǘŀǘŜΤ ǘƘŜ άǎŜǘǘŜǊέ ǘƘǊŜŀŘǎ ǿƻǳƭŘ ƘƻƭŘ ǘƘŜ ƭƻŎƪ ǿƘƛƭŜ ǘƘŜȅ ŀǊŜ ƳƻŘƛŦȅƛƴƎ ǘƘŜ ƻōƧŜŎǘΦ 

They would have to complete their updates to restore the invariant before releasing the lock. The 

ǊŜŀŘŜǊ άǿŀǘŎƘŘƻƎέ ǘƘǊŜŀŘ ǿƻuld obey a similar protocol. 

This is the current state of the art; this is what is available and recommended in languages like C# or 

Visual Basic.NET. But there are many problems with using locks. 

3.3.1 Lock Accounting  

The first major problem associated with locƪƛƴƎ ƛǎ ƘƛŘŘŜƴ ƛƴ ǘƘŜ ŘŜǎŎǊƛǇǘƛƻƴ ŀōƻǾŜΥ άǿŜ associate a 

lockΧŀƴŘ ǎǇŜŎƛŦȅ ŀ ǇǊƻǘƻŎƻƭΧέ   The association between data and the lock that protects access to it is a 

matter of program convention. To the extent that these conventions are documented by good 
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programmers, they are done as unchecked comments: systems for specifying and checking locking 

conventions are still very much programming language research. 

¢ƘŜǊŜ ŀǊŜ Ƴŀƴȅ ǇƻǎǎƛōƭŜ ƭƻŎƪƛƴƎ ŎƻƴǾŜƴǘƛƻƴǎΦ {ƻƳŜ ƻōƧŜŎǘǎ Ƴŀȅ ōŜ ǇǊƻǘŜŎǘŜŘ ōȅ ƭƻŎƪƛƴƎ άǘƘƛǎΤέ ƛƴ ƻǘƘŜǊ 

cases, locking some single shared object may provide access to a large set of objects. In previous 

ǾŜǊǎƛƻƴǎ ƻŦ ǘƘŜ Φb9¢ CǊŀƳŜǿƻǊƪ ƛǘ ǿŀǎ ŎƻƴǎƛŘŜǊŜŘ ŀ ōŜǎǘ ǇǊŀŎǘƛŎŜ ǘƻ ŜȄǇƻǊǘ ŀ ά{ȅƴŎwƻƻǘέ ƳŜǘƘƻŘΣ ŀƴŘ 

require callers to lock the resulting object rather than ƭƻŎƪƛƴƎ άǘƘƛǎΦέ  {ƻƳŜǘƛƳŜǎ ŘƛŦŦŜǊŜƴǘ ƭƻŎƪǎ ǇǊƻǘŜŎǘ 

ŘƛŦŦŜǊŜƴǘ ŦƛŜƭŘǎ ƛƴ ǘƘŜ ǎŀƳŜ ƻōƧŜŎǘΦ ! ǇǊƻƎǊŀƳƳŜǊ ǎǘǊƛǾƛƴƎ ǘƻ ōŜ ŎŀǊŜŦǳƭ ƛƴ ǘƻŘŀȅΩǎ ǿƻǊƭŘ ŦŀŎŜǎ ǘƘƛǎ 

question every time he or she accesses a field of a shared object in a parallel program: does the current 

thread hold a lock that allows me to access that field?  Failure to properly follow the locking protocol 

could allow a race condition, which is the worst kind of bug: intermittent (and possibly extremely rare), 

with consequences that may only be manifest millions of instructions after it occurs, and in some cases 

costs millions of dollars to fix if not caught on time, before software is deployed. 

3.3.2 Deadlock  

Deadlock is a fundamental problem in lock based programming. If thread 1 attempts to obtain lock A 

tƘŜƴ ƭƻŎƪ .Σ ōǳǘ ǘƘǊŜŀŘ н ŀǘǘŜƳǇǘǎ ǘƻ ƻōǘŀƛƴ . ǘƘŜƴ !Σ ǘƘŜƴ ǘƘŜȅ Ŏŀƴ Ŧŀƭƭ ƛƴǘƻ ŀ άŘŜŀŘƭȅ ŜƳōǊŀŎŜέΣ ƛƴ 

which each holds the lock that the other is attempting to acquire. The solution to this problem is well-

known, too: have all threads acquire locks in the same order. 

Often this dictum is easier stated than followed. It is common that large multi-threaded applications 

home-ƎǊƻǿ άƭƻŎƪ-ƭŜǾŜƭƛƴƎέ ǎȅǎǘŜƳǎ ǘƘŀǘ ǘǊȅ ǘƻ ŜƴŦƻǊŎŜ ƭƻŎƪ ŀŎǉǳƛǎƛǘƛƻƴ ƻǊŘŜǊΥ ŜŀŎƘ ƭƻŎƪ ƛǎ ƎƛǾŜƴ ŀ ƭŜǾŜƭΣ 

and a dynamic checking mode ensures that every thread acquires locks in (say) ascending level order. 

{ǳŎƘ ǎȅǎǘŜƳǎ Ŏŀƴ ōŜ ŦŀƛǊƭȅ ŜŦŦŜŎǘƛǾŜ ƛƴ ŦƛƴŘƛƴƎ Ǿƛƻƭŀǘƛƻƴǎ όŀǘ ƭŜŀǎǘ ǘƻ ǘƘŜ ŜȄǘŜƴǘ ǘƘŀǘ ǘƘŜ ǎȅǎǘŜƳΩǎ ǘŜǎǘ 

suite exercises all the possible orders of lock acquisition in parallel executions). And in many cases this 

ŎƘŜŎƪƛƴƎ ŎƻǳƭŘ ŜǾŜƴ ōŜ ŘƻƴŜ ǎǘŀǘƛŎŀƭƭȅΣ ǿƛǘƘ ǎǳŦŦƛŎƛŜƴǘ ŀƴƴƻǘŀǘƛƻƴǎ ŀƴŘ ŎƘŜŎƪƛƴƎ ǘƻƻƭǎΦ .ǳǘ ǘƘŜȅ ŘƻƴΩǘ 

really give the programmer much help when a violation is detected!   Lock X protects data D, and I 

change some method BB to access data D, and therefore acquire lock X to do so ς but the method BB 

LΩƳ ƳƻŘƛŦȅƛƴƎ ƛǎ ŎŀƭƭŜŘ ōȅ ƳŜǘƘƻŘ CCΣ ǿƘƛŎƘ ƘƻƭŘǎ ƭƻŎƪ ¸Σ ǿƘƛŎƘ ǿŜΩŘ ǇǊŜǾƛƻǳǎƭȅ ŘŜŎƛŘŜŘ Ƴǳǎǘ ōŜ 

acquired after X ς what should I do?  One common, sometimes disastrous error in such situations is to 

modify FF to temporarily release lock Y, just for the duration of the call to BB. If FF held Y in order to 

modify some object, this may allow that object to be visible in an inconsistent state in which its 

invariants are violated. 

In short, specifying a lock order is a difficult global problem, requiring the programmer to understand 

interactions between completely separate parts of a program, including implementation details of 

libraries that ought to be invisible to the caller. (Consider a container class used in a concurrent setting, 

ǿƘƛŎƘ ŜȄǇƻǊǘǎ άaŀǇέ ŦǳƴŎǘƛƻƴ ǘƘŀǘ ŀǇǇƭƛŜǎ ŀ ŘŜƭŜƎŀǘŜ ǘƻ ŀƭƭ ŜƭŜƳŜƴǘǎ ƻŦ ǘƘŜ ŎƻƴǘŀƛƴŜǊΦ Iƻǿ ŘƻŜǎ ƭƻŎƪƛƴƎ 

that protects access to the container class interact with locking that might be required by the delegate?) 

Further, lock order schemes have generally been applied to systems with static locks, in which a lock 

may be named statically. This works in some cases. However object-oriented methodologies lead 

naturally to more dynamic locking, in which there may be many instances of a class, each protected by 
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its own lock. If an instance of class A may point to an instance of B, and both of these have associated 

ƭƻŎƪǎΣ ǘƘŜ ƭƻŎƪ ƻǊŘŜǊƛƴƎ Ƙŀǎ ǘƻ ƳŀǘŎƘ ǿƛǘƘ άǿƘŀǘ Ǉƻƛƴǘǎ ǘƻ ǿƘŀǘέΦ LŦ ǇƻƛƴǘŜǊ ŎȅŎƭŜǎ ŀǊŜ ǇƻǎǎƛōƭŜΣ ƻǊ ƛŦ 

άǿƘŀǘ Ǉƻƛƴǘǎ ǘƻ ǿƘŀǘέ ŎƘŀƴƎŜǎ ƻǾŜǊ ǘƛƳŜΣ ǘƘƛǎ Ƴŀȅ ƴƻǘ ǿƻǊƪΦ 

In conclusion, avoiding deadlocks in a parallel system is subtle and vexing. 

3.3.3 Lack of Composition  

The deadlock and locking discipline problems illustrate how in order to compose separately authored 

thread-safe ŎƻƳǇƻƴŜƴǘǎΣ ŀ ŘŜǾŜƭƻǇŜǊ ƴŜŜŘǎ ǘƻ ǳƴŘŜǊǎǘŀƴŘ ǘƘŜǎŜ ŎƻƳǇƻƴŜƴǘǎΩ locking implementation 

details, in a manner that violates good software abstraction practices. For example, consider a 

developer who is provided with a thread-safe dictionary class, and would like to build a bi-directional 

dictionary using two dictionaries. In order to make the bi-directional dictionary thread safe, the 

developer will need to either coarsen the locks used (and in the process lose scalability) or be given 

access to the implementaǘƛƻƴ ŘŜǘŀƛƭǎ ƻŦ ǘƘŜ ŘƛŎǘƛƻƴŀǊȅΣ ǎƻ ǘƘŀǘ ǎƘŜΩƭƭ ōŜ ŀōƭŜ ǘƻ ǊŜǳǎŜ ǘƘƻǎŜ ƭƻŎƪǎ ƛƴ ƻǊŘŜǊ 

to provide the higher order operations on the composite data structure. Even if the locking details are 

externalized, it is still not guaranteed that the original locking discipline could be extended in a manner 

that is deadlock free. 

In all likelihood, composing the data structures in a safe and scalable manner is going to as complicated 

as building the composite data structure from scratch, thus losing all the advantages of software reuse 

and componentization. 

4 Atomic Block to the Rescue: Basic Concepts 
In the previous section we have introduced the problems associated with the current solution to shared 

state management.  In this section we will go into the concept of the atomic block in detail, which is the 

mechanism we use for providing transactional memory support in .NET. We will explain how to use it 

and how it addresses the problems that were raised in the previous section. 

The basic idea for adding transactions to a language is the atomic block construct: 

atomic  { body  }  

The system would promise to execute body atomically and in isolation ς or at least provide those 

semantics. To a first approximation, programmers can think about an atomic block as if it acquires a 

single unnamed lock shared by all atomic blocks ς the result will be as if no other atomic block was 

ǊǳƴƴƛƴƎ ǿƘƛƭŜ ǘƘŜ ŎǳǊǊŜƴǘ ƻƴŜ ǿŀǎ ŜȄŜŎǳǘƛƴƎΦ hŦ ŎƻǳǊǎŜΣ ǘƘŜ άŀǎ ƛŦέ ǿŀǎ ǾŜǊȅ ƛƳǇƻǊǘŀƴǘ ƛƴ ǘƘŀǘ ǎǘŀǘŜƳŜƴǘ 

ς the underlying implementation will provide significantly more concurrency. 

Lǘ ƛǎ ƛƳǇƻǊǘŀƴǘ ǘƻ ƴƻǘŜ ǘƘŀǘ άŜȄŜŎǳǘŜ body ŀǘƻƳƛŎŀƭƭȅέ ƳŜŀƴǎ ǘƘŀǘ ŜǾŜǊȅthing (transitively) executed 

within body is part of the transaction; if body makes calls, the called methods become part of the 

transaction. Transactions are lexically scoped but their execution proceeds dynamically while in scope. 
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The atomic block is considerably more abstract than locking, and immediately solves both of the 

problems with locking described above. Lock accounting is no longer an issue ς in a parallel program 

using transactions ubiquitously, there is, conceptually, only a single lock that protects all data. Instead of 

worrying about what lock needs to be held to access a shared field, we need only worry about whether 

ǘƘŜ ŦƛŜƭŘ ƛǎ ǎƘŀǊŜŘΣ ŀƴŘΣ ƛŦ ǎƻΣ ǿƘŜǘƘŜǊ ǿŜΩǊŜ ŎǳǊǊŜƴǘƭȅ ǿƛǘƘƛƴ ŀ ǘǊŀƴǎŀŎǘƛƻƴΦ ²Ŝ ǎǘƛƭƭ ƘŀǾŜ ǘƻ ǿƻǊǊȅ ŀōƻǳǘ 

race conditions, but this now means concurrent transactional/non-transactional access to code. 

Dynamic race-ŘŜǘŜŎǘƛƻƴ ǘƻƻƭǎ ōŜŎƻƳŜ ǎƛƳǇƭŜǊ ŀƴŘ ƳƻǊŜ ŜŦŦŜŎǘƛǾŜΣ ǎƛƴŎŜ ǘƘŜǊŜΩǎ ƻƴƭȅ ŀ ǎƛƴƎƭŜ ƭƻŎƪ ŦƻǊ 

them to worry about. 

Similarly, deadlock becomes a non-issue: since there is oƴƭȅ ŀ ǎƛƴƎƭŜ άƭƻŎƪέ ǘƻ ŀŎǉǳƛǊŜ όǿƘŜƴ ǿŜ ǘƘƛƴƪ ƻŦ 

ŀƴ ŀǘƻƳƛŎ ōƭƻŎƪ ŀǎ ŀōǎǘǊŀŎǘƭȅ ǘŀƪƛƴƎ ŀ ǎƛƴƎƭŜ ōƛƎ ƭƻŎƪύΣ ǘƘŜǊŜ ƛǎ ƴƻ ǉǳŜǎǘƛƻƴ ƻŦ ƭƻŎƪ ƻǊŘŜǊΦ όLŦ ȅƻǳΩǊŜ 

worried about what happens when we attempt to start a transaction within a transaction, see the 

explanation of transaction nesting below ς the short answer is that only the outermost atomic block has 

any effect, and the inner ones are, for most purposes, semantic no-ops.) 

Getting rid of the accounting and deadlock issues makes parallel programming considerably simpler. The 

only issues become: 

1. Am I accessing possibly-shared data? 

2. Does that data have some invariant that might be violated? 

3. If so, enclose my access in an atomic block ς ƛŦ LΩƳ ŀ ǿǊƛǘŜǊΣ ƳŀƪŜ ǎǳǊŜ ǘƘŜ ƛƴǾŀǊƛŀƴǘ ƘƻƭŘǎ ōŜŦƻǊŜ 

exit from the atomic block. 

4.1 Failure Atomicity  
In the database world, the programmer has a way to specify that the current work being done against 

the database (the transaction) should be cancelled and its effects rolled back. When designing the 

άŀǘƻƳƛŎέ ōƭƻŎƪ ǿŜ ƘŀŘ ŜƛǘƘŜǊ ǘƘŜ ƻǇǘƛƻƴ ǘƻ ǇǊƻǾƛŘŜ ǎƛƳƛƭŀǊ ōŜƘŀǾƛƻǊ ǘƻ ǘƘŀǘ ƻŦ ŘŀǘŀōŀǎŜ ǘǊŀƴǎŀŎǘƛƻƴǎΣ 

ƛΦŜΦΣ ŀƭƭƻǿ ǘƘŜ ǳǎŜǊ ǘƻ ŀōƻǊǘ ǘƘŜƳΣ ƻǊ ŀƭǘŜǊƴŀǘƛǾŜƭȅ ǿŜ ŎƻǳƭŘ ƘŀǾŜ ƪŜǇǘ ǿƛǘƘ ǘƘŜ άǎƛƴƎƭŜ ƭƻŎƪέ ǎŜƳŀƴǘƛŎǎΣ 

ǿƘƛŎƘ ŘƻƴΩǘ ƻŦŦŜǊ ŀƴȅ ǎƻǊǘ ƻŦ ǊƻƭƭōŀŎƪΦ 

Our cuǊǊŜƴǘ άŀǘƻƳƛŎέ ōƭƻŎƪ ƛƳǇƭŜƳŜƴǘŀǘƛƻƴ ŘƻŜǎ ŀƭƭƻǿ ǘƘŜ ǳǎŜǊ ǘƻ ŀōƻǊǘ ŀ ǘǊŀƴǎŀŎǘƛƻƴΦ ¢Ƙƛǎ ƛǎ ŘƻƴŜ ōȅ 

letting an exception escape the boundaries of an atomic block. Thus, the following two sequences are 

not equivalent: 

atomic {  

    m_x++;  

    m_y-- ;  

    throw ne w MyException()  

}  

lock (GlobalStmLock) {  

    m_x++;  

    m_y-- ;  

    throw new MyException()  

}  

 

While these two samples are equivalent from isolation perspective, the one on the left will result in no 

change to the variables modified while the one on the right will obviously externalize the side effects to 

the variables as soon as the lock is released. 
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Providing database-style failure atomicity is an extremely powerful tool. This cannot be stressed 

enough. It provides a much more robust mechanism for handling failures, instead of the fragile and 

ǳƴǘŜǎǘŜŘ άŎŀǘŎƘέ ƘŀƴŘƭŜǊǎ ǘƘŀǘ ŘŜǾŜƭƻǇŜǊǎ ǳǎŜ ǘƻŘŀȅ ǿƛǘƘ Ƴŀƴǳŀƭ ŜǊǊƻǊ ǊŜŎƻǾŜǊȅ ŎƻŘŜΦ {¢a ǇǊƻǾƛŘŜǎ 

here a great deal of value which is not only available to concurrent code, but to any code that requires a 

high level of reliability. 

4.2 Transaction Nesting  
Since atomic blocks are just blocks in the code, they can be nested, either lexically within one method or 

dynamically when one method calls another one. What happens when transactions nesǘΚ  IŜǊŜΩǎ ŀ 

ǎǘŀƴŘŀǊŘ ŜȄŀƳǇƭŜ ǘƘŀǘ ƭŜŀŘǎ ǘƻ ǘƘƛǎ ǉǳŜǎǘƛƻƴΦ [ŜǘΩǎ ǎŀȅ ǿŜ ƘŀǾŜ ŀ BankAccount abstraction, with a 

Balance property and a ModifyBalance ƻǇŜǊŀǘƛƻƴ όŦƻǊ ǎƛƳǇƭƛŎƛǘȅΣ ǿŜΩƭƭ ǳǎŜ ǘƘƛǎ ŦƻǊ ōƻǘƘ ŘŜǇƻǎƛǘǎ ŀƴŘ 

withdrawals).  If BankAccounts may be accessŜŘ ŎƻƴŎǳǊǊŜƴǘƭȅΣ ǿŜΩŘ ǿŀƴǘ ǘƻ Ǉǳǘ ǘƘŜ ōƻŘȅ ƻŦ ǘƘŜ 

ModifyBalance method inside an atomic block (just as we would use a lock to synchronize such access in 

a lock-based program): 

class  BankAccount  

{  

    private  int  m_balance;  

    public  void  ModifyBalance( int  amount) {  

       atomic {  

           m_balance = m_balance + amount;  

           if  (m_balance < 0)  

              throw  new OverdraftException(m_balance, amount);  

       }  

   }  

}  

    

 

bƻǘŜ ǘƘŀǘ ƛŦ ǘƘŜǊŜΩǎ ŀƴ ƻǾŜǊŘǊŀŦǘ ǘƘŜ ōŀƭŀƴŎŜ ƳƻŘƛŦƛŎŀǘƛƻƴ ƛǎ ǳƴŘƻƴŜΦ ¸ŜǎΣ ǘƘƛǎ ǿŀǎ ŘŜƭƛōŜǊŀǘŜƭȅ ŀƴŘ 

cutely written to illustrate the failure atomicity feature ς the consistency check is done after the balance 

modification and then the modification is undone when the transaction is aborted due the exception 

ǘƘǊƻǿƴΦ  LǘΩǎ ŎƻƴǾŜƴƛŜƴǘ ǘƻ ōŜ ŀōƭŜ ǘƻ ƴƻǘƛŎŜ ŀƴ ŜǊǊƻǊ ŀǘ ŀƴȅ ǇƻƛƴǘΣ ŀƴŘ ƪƴƻǿ ǘƘŀǘ ȅƻǳǊ ǘŜƴǘŀǘƛǾŜ ŎƘŀƴƎŜǎ 

will be discarded. 

 

Now consider another operation we might find useful: 

 

public  static  void  Transfer(BankAccount from,  

                            BankAccount to,  

                            int  amount)  

 

hōǾƛƻǳǎƭȅΣ ǿŜ ǿƻǳƭŘ ƭƛƪŜ ǘƘŜ ōŀƭŀƴŎŜ ǘǊŀƴǎŦŜǊ ǘƻ ōŜ ŀǘƻƳƛŎΥ ǿŜ ǿŀƴǘ ƛǘ ǘƻ ƘŀǇǇŜƴ άŀƭƭ-or-ƴƻǘƘƛƴƎΣέ ŀƴŘ 

ǿŜ ŘƻƴΩǘ ǿŀƴǘ ŀ ŎƻƴŎǳǊǊŜƴǘ ƻǇŜǊŀǘƛƻƴ ǘƻ άǎǘŜŀƭέ ǘƘŜ ƳƻƴŜȅ ŦǊƻƳ ǘƘŜ άŦǊƻƳέ ŀŎŎƻǳƴǘΦ  

We can conveniently achieve this with another, higher-level, transaction. 
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public  static  void  Transfer(BankAccount from,  

                            BankAcc ount to,  

                            int  amount) {  

    atomic {  

        from.ModifyBalance( - amount);  

        to.ModifyBalance(amount);  

    }  

}  

 

Now our question is what does it mean to execute the nested transaction inside ModifyBalance, when 

ƛǘΩǎ ōŜƛƴƎ called from within the enclosing transaction in Transfer? We definitely do not want the effects 

of the withdrawal to be globally visible as long as the entire transfer is not complete, so we get the 

following rule for nested transactions: 

From isolation perspective, nested transactions are flattened into their parent. 

On the other hand, failure due to an over-ŘǊŀŦǘ ƛƴ aƻŘƛŦȅ.ŀƭŀƴŎŜ ŘƻŜǎƴΩǘ ƴŜŎŜǎǎŀǊƛƭȅ ƳŜŀƴ ǘƘŀǘ ǘƘŜ 

entire Transfer operation needs to be fail. Perhaps Transfer can be coded such that it handles the 

failure. For example: 

public  static  void  Transfer(BankAccount from,  

                            BankAccount fromBackup,  

                            BankAccount to,  

                            int  amount) {  

    atomic {  

        try  {  

            from.ModifyBalance( - amount);  

        }  

        catch  (OverdraftException) {  

            fromBackup.ModifyBalance( - amount);  

        }  

        to.ModifyBalance(amount);  

    }  

}  

 

Thus, we arrive at the following additional rule for nested transactions: 

Nested transactions fail independently of their parents.  

When they abort, only the side effects that they have affected are rolled back. 

 

This property is commonly referred to: partial rollback. 

4.3 The System.TransactionalMemory Namespace  
STM.NET adds the System.TransactionalMemory namespace to the .NET Base Class Library (BCL). In this 

ƴŀƳŜǎǇŀŎŜ ȅƻǳ ǿƻǳƭŘ ŦƛƴŘ ŀƭƭ ǘƘŜ !tLΩǎ ǘƘŀǘ ŀǊŜ ƴŜŎŜǎǎŀǊȅ ŦƻǊ ǳǎƛƴƎ {¢aΦ Lƴ ǘƘŜ ŦǳƭƭŜǎǘ ƻŦ ǘƛƳŜΣ Ƴƻǎǘ 

uses of STM will not require invoking any APIτǘƘŜ άŀǘƻƳƛŎέ ōƭƻŎƪ ƛǎ ŀƭƭ ǘƘŀǘ ƛǎ ǘȅǇƛŎŀƭƭȅ ǊŜǉǳƛǊŜd. 
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However as we have noted before, we currently do not have C# or Visual Basic.Net integration and thus 

instead of writing 

atomic  { <body> }  
 

One uses delegates: 

Atomic.Do ( () => { <body> } );  
 

We feel this is a user-friendlier version of the following; albeit at a minor loss of performance; both 

syntaxes prove the atomic-block functionality 

try { <body> } catch {AtomicMarker } {}  

 

The class Atomic resides in the System.TransactionalMemory namespace and it allows the usage of STM 

with delegates, anonymous methods, closures, etc. Given what you know already about STM, the 

implementation of Atomic.Do should appear trivial by now: 

namespace  System.TransactionalMemory  {  

    ...  

    public  st atic  class  Atomic  {  

        ...  

        public  static  void  Do( AtomicAction  action) {  

            try  {  

                action();  

            }  

            catch  ( AtomicMarker ) {}  

        }  

    }  

}  

 

4.4 How Is STM implemented? What Does It Cost? 
STM can be implemented in a myriad of ways, including using special hardware support that some 

hardware vendors have been considering to accelerate a pure software implementation. STM can be 

almost trivially implemented using a global lock however this would provide very bad scaling and will 

not supply failure atomicity. 

Lƴ ƎŜƴŜǊŀƭΣ {¢a ƛƳǇƭŜƳŜƴǘŀǘƛƻƴǎ ǿƻǊƪ ōȅ ƛƴǎǘǊǳƳŜƴǘƛƴƎ ǘƘŜ ǇǊƻƎǊŀƳΩǎ ŀŎŎŜǎǎ ǘƻ ǎƘŀǊŜŘ ǎǘŀǘŜΦ Lƴ ƻǳǊ 

implementation of STM, this instrumentation is done by the Just-in-Time compiler (CLR JIT). When a 

piece of code executes inside a transaction, the JIT generates a special version of the code that does the 

right thing when objects are read or written into. 

Isolation is achieved by associating thin locks with objects, statics, etc. at runtime. Transactional locks 

support optimistic concurrency control. i.e., instead of acquiring locks pessimistically a transaction may 

inspect a lock, proceed with its computation and then recheck that the lock has not changed state 

before commit time. 
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Finally transactions have the ability to transparently rollback and re-execute, most notably due to 

ŎƻƴǘŜƴǘƛƻƴ ƻƴ ǘǊŀƴǎŀŎǘƛƻƴŀƭ ƭƻŎƪǎΦ Lƴ ǘƘŜ άŀǘƻƳƛŎέ ōƭƻŎƪ ǇǊƻƎǊŀƳƳƛƴƎ ƳƻŘŜƭΣ ǘƘƛǎ ŜǾŜƴǘ ƛǎ Ƴƻǎǘƭȅ 

transparent to the programmer (although it can be debugged and profiled as an interesting event from a 

performance perspective). 

As you can imagine the cost of all the instrumentation and fine-grained locking is significant. We are 

currently measuring anywhere between 2x and 7x serial slowdown compared to lock-based code. There 

are additional details in section 0 that discusses performance. It should be noted though that our 

ŎǳǊǊŜƴǘ {¢a ƛƳǇƭŜƳŜƴǘŀǘƛƻƴ ƘŀǎƴΩǘ ǳƴŘŜǊƎƻƴŜ ŀ ǎƛƎƴƛŦƛŎŀƴǘ ŀƳƻǳƴǘ ƻŦ ƻǇǘƛmization. There is still a lot of 

room for improvement and of course hardware support, if and when it becomes available, will 

dramatically change the picture. 

4.5 Putting the Basics Together: BankAccount Sample  
Lƴ ȅƻǳǊ ƛƴǎǘŀƭƭŀǘƛƻƴΩǎ ŘƛǊŜŎǘƻǊȅ Ǝƻ ǘƻ {ŀƳǇƭŜǎ\Features and open the Features.csproj VS project. This 

solution contains small feature samples that demonstrate the material discussed in this guide. Each 

feature sample corresponds to a method in the Features class in Features.cs so you should be able to 

quickly locate the source code for each feature. You select which feature to run using the command line 

interface. 

¢ƘŜ ƴŜȄǘ ǎŀƳǇƭŜ ǘƻ άIŜƭƭƻ²ƻǊƭŘέ ƛǎ ά.ŀƴƪ!ŎŎƻǳƴǘέ ǿƘƛŎƘ Ǉǳǘǎ ƛƴǘƻ ŎƻŘŜ ǘƘŜ ŘƛǎŎǳǎǎƛƻƴ ŦǊƻƳ ǘƘŜ 

previous section regarding the Atomic.Do API, transaction nesting and failure atomicity. This is how the 

Transfer method is defined in the sample: 

public  static  void  Transfer(BankAccount from,  

                            BankAccount backup,  

                            BankAccount to,  

                            int  amount)  

{  

    Atomic.Do(() =>  

    {  

        // Be optimistic, credit the beneficiary first  

        to.ModifyBalance(amount);  

        // Find the appropriate funds in source accounts  

        try  

        {  

            from.ModifyBalance( - amount);  

        }  

        catch  (OverdraftException)  

        {  

            backup.ModifyBalance( - amount);  

        }  

    });  

}  

 

Recall that each ModifyBalance operation is in itself a small transaction, thus if it fails, it leaves no 

ƳƻŘƛŦƛŎŀǘƛƻƴǎ ōŜƘƛƴŘΦ ¢ƻ ŦǳǊǘƘŜǊ ƛƭƭǳǎǘǊŀǘŜ Ƙƻǿ ŦŀƛƭǳǊŜ ŀǘƻƳƛŎƛǘȅ ǿƻǊƪǎΣ ǿŜ ŦƛǊǎǘ ŎǊŜŘƛǘ ǘƘŜ άǘƻέ ŀŎŎƻǳƴǘΣ 

even though the other accounts may not have sufficient funds for the transfer. We then try to withdraw 
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ŦǊƻƳ ǘƘŜ άŦǊƻƳέ ŀŎŎƻǳƴǘΦ LŦ ǘƘƛǎ ŦŀƛƭǎΣ ǿŜ ǘǊȅ ǘƻ ǿƛǘƘŘǊŀǿ ŦǊƻƳ ǘƘŜ άōŀŎƪǳǇέ ŀŎŎƻǳƴǘΦ LŦ ǘƘŀǘ Ŧŀƛƭǎ ǘƻƻΣ ǘƘŜ 

OverdraftException will escape the top-ƭŜǾŜƭ ǘǊŀƴǎŀŎǘƛƻƴ ōƻǳƴŘŀǊȅ ŀƴŘ ǘƘŜ ŎǊŜŘƛǘƛƴƎ ƻŦ ǘƘŜ άǘƻέ ŀŎŎƻǳƴǘ 

will be rolled back. The entire transaction will be aborted and the exception will surface to the 

surrounding code. 

5 Writing Correctly Synchronized Code  
²Ŝ ƘŀǾŜ ōǊƛŜŦƭȅ ŘƛǎŎǳǎǎŜŘ Ƙƻǿ άŀǘƻƳƛŎέ ōƭƻŎƪǎ ǊŜǎŜƳōƭŜ ǘŀƪƛƴƎ ŀ Ǝƭƻōŀƭ ƭƻŎƪΦ ²ŜƭƭΣ ŜǾŜƴ ǿƛǘƘ ŀ Ǝƭƻōŀƭ 

lock it is still possible to make the mistake of not using the lock at all! A failure to synchronize, results in 

a race condition.  

Very informally, a race condition within the context of STM is a situation where the same data can be 

accessed in a conflicting mannŜǊ ōƻǘƘ ƛƴǎƛŘŜ ŀƴŘ ƻǳǘǎƛŘŜ ǘǊŀƴǎŀŎǘƛƻƴǎ ŀǘ ǘƘŜ ǎŀƳŜ ǘƛƳŜΦ ά/ƻƴŦƭƛŎǘƛƴƎ 

ƳŀƴƴŜǊέ ƳŜŀƴǎ ǘƘŀǘ ŀǘ ƭŜŀǎǘ ƻƴŜ ƻŦ ǘƘŜ ŀŎŎŜǎǎŜǎ ƛǎ ŀ ǿǊƛǘŜ όǊŜŀŘƛƴƎ ŀ ǇƛŜŎŜ ƻŦ Řŀǘŀ ǎƛƳǳƭǘŀƴŜƻǳǎƭȅ ƛƴǎƛŘŜ 

and outside a transaction is not considered a conflict). 

[ŜǘΩǎ ŎƻƴǎƛŘŜǊ ŀƴ ŜȄŀƳple: 

Initially:  

static int X = 0;  

static bool X_Shared = false;  

1.  // ñPublisherò thread 

 

2.  X = 42;  

3.  atomic {  

4.      X_Shared = true;  

5.  }  

1.  // ñConsumerò thread 

 

2.  int fetchedX;  

3.  bool fetchedXValid;  

 

4.  atomic {  

5.      fetchedX = X;  

6.      fetchedXValid = X_Shared;  

7.  }  

 

This program contains two pieces of shared data, or potentially shared data: the variables X and 

X_Shared.  It is very easy to see that X_Shared is correctly protected throughout the program; it is 

always accessed within a transaction. 

However when we examine aŎŎŜǎǎŜǎ ǘƻ · ǿŜ ǎŜŜ ǘƘŀǘ ǘƘŜ άǇǳōƭƛǎƘŜǊέ ǘƘǊŜŀŘ ǿǊƛǘŜǎ ǘƻ ƛǘ ƻǳǘǎƛŘŜ ƻŦ ŀ 

ǘǊŀƴǎŀŎǘƛƻƴ ǿƘƛƭŜ ǘƘŜ άŎƻƴǎǳƳŜǊέ ǘƘǊŜŀŘ ǊŜŀŘǎ ƛǘ ƛƴǎƛŘŜ ŀ ǘǊŀƴǎŀŎǘƛƻƴΦ ¢Ƙƛǎ ǎǘƛƭƭ ŘƻŜǎƴΩǘ ƴŜŎŜǎǎŀǊƛƭȅ mean 

that the program is racy. For the program to be racy there needs to be a condition under which those 

two conflicting accesses are concurrent. 

How do we determine whether two accesses could be concurrent? We pretend that we are the OS 

scheduler and the computer executing these pieces of code, and we observe whether at any given 

moment we can get to a situation where both instructions are enabled for executionΦ LŦ ǘƘŀǘΩǎ ǘƘŜ ŎŀǎŜΣ 

then we have a race. In our concrete example, suppose the scheduler executes the publisher up till 
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instruction #2, where the program wishes to write into X. Then it switches to the consumer thread, takes 

ǘƘŜ άƎƭƻōŀƭ ƭƻŎƪέ ŀǎǎƻŎƛŀǘŜŘ ǿƛǘƘ ǘƘŜ ŀǘƻƳƛŎ ōƭƻŎƪ ƛƴ ƛƴǎǘǊǳŎǘƛƻƴ ƴǳƳōŜǊ пΣ ŀƴŘ ǘƘŜƴ voila! we arrive at 

instruction #5 that wishes to read the value of X. Where we can see that the: 

1. Next instruction for thŜ άǇǳōƭƛǎƘŜǊέ ƛǎ άǿǊƛǘŜ ·έΦ 

2. bŜȄǘ ƛƴǎǘǊǳŎǘƛƻƴ ŦƻǊ ǘƘŜ άŎƻƴǎǳƳŜǊέ ƛǎ άǊŜŀŘ ·έΦ 

Thus, we reach the conclusion that this program has a race condition on X since both threads have 

conflicting operations on shared data. So this program is racy and may result in unexpected results. 

Note that this observation has nothing to do with the hardware used, how many cores it has, how fast it 

is, etc. 

Having or not having a race in a program is an intrinsic property of the program! 

Many races are benign and never materialize. Some programmers deliberately code races into to their 

programs as a means to optimize them. For example, the Double-Checked Locking (DCL) pattern  is racy 

under the above definition, but it may still work for locks and a given memory model. However, patterns 

such as DCL are not supported under STM.NET. 

Whether programs that are racy under the above definition of races work as expected or not depend on 

a ǎǇŜŎƛŦƛŎŀǘƛƻƴ ƻŦ ǘƘŜ ǎȅǎǘŜƳ ǊŜŦŜǊǊŜŘ ǘƻ ŀǎ ǘƘŜ ǎȅǎǘŜƳΩǎ memory model. Memory models can be quite 

non-portable, arcane and difficult to reason about and therefore we encourage our users to stick with 

the definition of race freedom that was brought here. This will save you a lot of nasty and hard to find 

concurrency bugs in your code. 

In addition to the general benefits of race-ŦǊŜŜ ŘŜǎƛƎƴΣ ǿƘŜƴ ȅƻǳΩǊŜ ǿƻǊƪƛƴƎ ǿƛǘƘ {¢aΣ ƛǘ ƛǎ ŜǾŜƴ ƳƻǊŜ 

important since: 

STM provides single lock semantics only to race free programs 

tǊŜǾƛƻǳǎƭȅ ƛƴ ǘƘƛǎ ƎǳƛŘŜ ȅƻǳ ǿŜǊŜ ǘƻƭŘ ǘƘŀǘ ŀƴ άŀǘƻƳƛŎέ ōƭƻŎƪ ƛǎ ǾŜǊȅ ǎƛƳƛƭŀǊ ǘƻ ŀ ƭƻŎƪŜŘ ǊŜƎƛƻƴ ǿƛǘƘ ŀ 

Ǝƭƻōŀƭ ƭƻŎƪΦ ²ŜƭƭΣ ǘƘŀǘ ǿŀǎƴΩǘ ǘƘŜ ŜƴǘƛǊŜ ǘǊǳǘƘΦ ¢Ƙƛǎ ƛǎ ǘǊǳŜ ƻƴƭȅ ŦƻǊ ǊŀŎŜ ŦǊŜŜ ǇǊƻƎǊŀƳǎΦ 

What if your program contains races? In that case the semantics of your program as still well defined, 

but are much harder to explain and understand so we will not do so now. Further information on the 

topic can be found in [11][12]. But let us repeat our advice: keep your program race free! 

5.1 Ensuring Race Freedom 
Races happen when a piece of data is accessed concurrently inside and outside of transactions. In this 

section we will describe successful patterns for avoiding such races. 

5.1.1 Follow Standard Data Hiding Practices  

First off, following standard data hiding and abstraction practices will make your design problem easier. 

The important thing to get right is to protect all access paths to shared data. It should be a design goal to 

http://en.wikipedia.org/wiki/Double_checked_locking_pattern
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άŦƛǊŜǿŀƭƭέ ŀƭƭ ŀŎŎŜǎǎ ǇŀǘƘǎ ǘƻ ǎƘŀǊŜŘ Řŀǘŀ ǘƘŀǘ ƛǎ ƳŀƴŀƎŜŘ ōȅ ŀ ǘȅǇŜ ǎǳŎƘ ǘƘŀǘ ƛǘ ƛǎ ǎǳŦŦƛŎƛŜƴǘ ǘƻ reason 

about the type in order to ensure race freedom for the data it encapsulates. Race freedom is just 

ŀƴƻǘƘŜǊ ƛƴǾŀǊƛŀƴǘ ǘƘŀǘ ǘƘŜ ǘȅǇŜ ŜƴŦƻǊŎŜǎ ƻǾŜǊ ǘƘŜ Řŀǘŀ ǘƘŀǘ ƛǎ ŜƴŎŀǇǎǳƭŀǘŜŘ ƛƴǎƛŘŜ ƛǘ ŀƴŘ ƛǎ άƻǿƴŜŘέ ōȅ ƛǘΦ 

5.1.2 Synchronize All Accesses to Shared Data 

One conservative approach to providing correct synchronization is to make sure all accesses to the data 

are always synchronized. For example, in the Bank Account sample, the BankAccount type introduces 

transactions around all of its public methods and thus the underlying data (the m_balance) field is never 

accessed outside of transactions. 

¢Ƙƛǎ ƛǎ ŀ ǎŀŦŜ ǇǊŀŎǘƛŎŜ ōǳǘ ƛǘ ŘƻŜǎƴΩǘ ŀƭƭƻǿ ǘŀƪƛƴƎ ŀŘǾŀƴǘŀƎŜ ƻŦ ǘƘǊŜŀŘ ƭƻŎŀƭƛǘȅΦ ƛΦŜΦΣ ǇŜǊƘŀǇǎ ƻƴƭȅ ŀ ǎƛƴƎƭŜ 

thread has access to a BankAccount object sometimes and then iǘ ŘƻŜǎƴΩǘ ƴŜŜŘ ǘƻ Ǉŀȅ ǘƘŜ Ŏƻǎǘ ƻŦ 

transactions to access the object. Introducing a transaction in such situation is wasteful, but safe. 

5.1.3 Use Structured Parallelism  

Structured parallelism makes concurrency both explicit and scoped and as such provides a great 

ŦǊŀƳŜǿƻǊƪ ŦƻǊ ǊŜŀǎƻƴƛƴƎ ŀōƻǳǘ ǘƘŜ άǎƘŀǊŜŘƴŜǎǎέ ƻŦ ŘŀǘŀΦ ¢ƘŜ Φb9¢ CǊŀƳŜǿƻǊƪ п ŎǳǊǊŜƴǘƭȅ ƛƴ .Ŝǘŀм 

contains the Parallel Extensions to .NET which is a set of libraries offering both structured and 

ǳƴǎǘǊǳŎǘǳǊŜŘ !tLΩǎ ŦƻǊ ǇŀǊŀƭƭŜƭƛǎƳΦ  

The best example of unstructured parallelism is the Thread API. Once you create a thread, it is executing 

ƛƴŘŜǇŜƴŘŜƴǘƭȅ ƻŦ ǘƘŜ ŎƻŘŜ ǘƘŀǘ Ƙŀǎ ŎǊŜŀǘŜŘ ƛǘΦ ¸ƻǳ ƘŀǾŜ ǘƻ ŜȄǇƭƛŎƛǘƭȅ ǿŀƛǘ ŦƻǊ ǘƘŜ ǘƘǊŜŀŘΩǎ ŎƻƳǇƭŜǘƛƻƴ ƛƴ 

order to join the current activity with the parallel activity that was carried out by the thread. 

The best example of structured parallelism is the Parallel.For API which takes care of spawning and 

joining the parallel activities such that when the Parallel.For API returns, the programmer knows that all 

parallel tasks have completed. 

 With structured parallelism, you get very strong guarantees on task completion and can thus reason 

ŀōƻǳǘ άǇǳōƭƛǎƘƛƴƎέ Řŀǘŀ ŀǎ ȅƻǳ ŜƴǘŜǊ ǘƘŜ !tL ŀƴŘ άǇǊƛǾŀǘƛȊƛƴƎέ ǘƘŜ Řŀǘŀ ŀǎ ȅƻǳ ŜȄƛǘ ƛǘΣ ŀƭƭ ŘǳŜ ǘƻ ǘƘŜ 

internal coordination and scoping of the API. 

5.1.4 Publishing and Privatizing Data  

If it is important for you to take advantage of thread locality of objects, then the patterns of 

άǇǳōƭƛŎŀǘƛƻƴέ ŀƴŘ άǇǊƛǾŀǘƛȊŀǘƛƻƴέ Ƴŀȅ ōŜ ǳǎŜŦǳƭΦ ¸ƻǳ Ŏŀƴ ŎƻŘŜ ǘƘŜ ǇǳōƭƛŎŀǘƛƻƴ ŀƴŘ ǇǊƛǾŀǘƛȊŀǘƛƻƴ ǇŀǘǘŜǊƴǎ 

in a race-free and safe manner using STM. The pattern is depicted graphically in the next figure: 
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The act of publishing or privatizing is done through modification of some state that is always accessed in 

a synchronized manner, and it indicates the state of the data that is subject to moving between local 

and shard states. 

/ƻƴǎƛŘŜǊ ŦƻǊ ŜȄŀƳǇƭŜ ŀ Řŀǘŀ ǎǘǊǳŎǘǳǊŜ ǘƘŀǘ Ŏƻƴǘŀƛƴǎ Ƴŀƴȅ ǊŜŎƻǊŘǎΦ ¦ǎǳŀƭƭȅ ǘƘŜ Řŀǘŀ ǎǘǊǳŎǘǳǊŜ ƛǎ άƻƴƭƛƴŜέ 

and threads inspect it using transactions. However once in a while there is a lengthy operation that 

ƴŜŜŘǎ ǘƻ ǘŀƪŜ ǇƭŀŎŜ ǘƘŀǘ ǎŎŀƴǎ ǘƘŜ ŜƴǘƛǊŜ Řŀǘŀ ǎǘǊǳŎǘǳǊŜΦ ¢ƘŜ Řŀǘŀ ǎǘǊǳŎǘǳǊŜ ƛǎ ǘƘŜƴ ōǊƻǳƎƘǘ άƻŦŦƭƛƴŜέ 

(privatized), it is then accessed in a local manner, and when this is done, it is published again. The 

PrivatizePublish feature sample shows this pattern in code. Here is the piece of code that demonstrates 

both privatization and publication: 

// Class declarations  

static  int [] items = new int [DataStructureSize];  

 

// Privatize  

int [] localItems = null ;  

Atomic .Do(() =>  

{  

    localItems = items;  

    items = null ;  

});  

 

// Now can work on this locally.  

Array .Sort(localItems);  

 

// Local work finished, let's publish  

Atomic .Do(() => items = localItems);  
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¢ƘŜ ǇƛŜŎŜ ƻŦ ƛƴŦƻǊƳŀǘƛƻƴ ǘƘŀǘ ƛǎ ŀƭǿŀȅǎ ǎƘŀǊŜŘ ƛǎ ǘƘŜ ǎǘŀǘƛŎ ǊŜŦŜǊŜƴŎŜ άƛǘŜƳǎέΦ IƻǿŜǾŜǊ ǘƘŜ ŀǊǊŀȅ ǘƘƛǎ 

static reference points to transitions from shared to local, using the transactions in the above code 

snippet. 

Of course, this means that transactions that wish to inspect the array need to first confirm that it is 

indeed shared. This is demonstrated in the following code snippet: 

// Transactional modification, conditioned on the existence  

// of a published items array.  

//  

// The Retry sample that we will show later demonstrates  

// how to wait for the availability of such data.  

Atomic .Do(() =>  

{  

    int [] items = SampleDriver .items ;  

    if  ( items != null )  

    {  

        int  temp = items[toIdx];  

        items[toIdx] = items[fromIdx];  

        items[fromIdx] = temp;  

    }  

});  

 

In this example, if the data is not available, nothing is done. Sometimes you must wait until the data is 

ŀǾŀƛƭŀōƭŜ ŀƴŘ ǘƘŜƴ ŀǇǇƭȅ ǘƘŜ ƻǇŜǊŀǘƛƻƴΦ ¢Ƙƛǎ ƛǎ ŘƻƴŜ ƛƴ ǘǊŀƴǎŀŎǘƛƻƴǎ ǳǎƛƴƎ ǘƘŜ άǊŜǘǊȅέ ƻǇŜǊŀǘƛƻƴΣ ǿƘƛŎƘ 

we will discuss in section 7. 

5.2 Granularity  
In the definition of race conditions we have introduced in this section, we said that it is illegal to access 

the same data concurrently in a conflicting manner inside and outside of transactions. We spend a good 

ŘŜŀƭ ƻŦ ǘƛƳŜ ŜȄǇƭŀƛƴƛƴƎ ǿƘŀǘ άŎƻƴŎǳǊǊŜƴǘƭȅέ ƳŜŀƴǎΣ ōǳǘ ǿŜ ǎǘƛƭƭ ƘŀǾŜ ǘƻ ŘŜŦƛƴŜ ǿƘŀǘ άǎŀƳŜ Řŀǘŀέ ƳŜŀƴǎ 

here. This is where the question of data granularity comes into consideration. 

The CLR memory model defines some rules regarding the atomicity of reading and writing data (load 

and stores), as a function of the data types. For example a load or a store of an integer or a reference is 

ŀƭǿŀȅǎ ŀǘƻƳƛŎΦ ¸ƻǳΩŘ ƴŜǾŜǊ ƎŜǘ ŀƴ odd mixture of bits. However with double precision floating point 

ǾŀƭǳŜǎΣ ƻǊ ƻǘƘŜǊ άōƛƎέ Řŀǘŀ ǘȅǇŜǎΣ ŀǘƻƳƛŎƛǘȅ ƛǎ ƴƻǘ ƎǳŀǊŀƴǘŜŜŘ ŀƴŘ ȅƻǳ Ƴŀȅ ōŜ ŀōƭŜ ǘƻ ƴƻǘƛŎŜ ŀ ǾŀƭǳŜ ǘƘŀǘ 

is the result of an odd mixing of concurrent stores. 

Similarly, STM.NET, too, defines rules of granularity of accesses that are supported versus those that are 

racy. Unsafe code and pointers can really muddy the water. Suppose you have a static variable of type 

int, and you obtain two byte* pointers into the integer, one pointing into the first byte of the variable 

and the other pointing into the second byte of the integer. Then suppose the first byte is modified 

within transactions, and the second byte is modified outside of transactions. Would this be a race? Do 

the concurrent activities in this example modify the same piece of data? 
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The answer to this question depends on the (hopefully precise) definition of granularity that we provide 

here4. There are basically two classes of shared storage in the CLR, one is static fields5 and the other is 

heap objects. So what are the rules for these two classes?  

Objects: conflicting concurrent access to any part of the same object is considered racy. 
 
Static fields: conflicting concurrent access to any part of the same static field is considered racy. 

 

[ŜǘΩǎ ŎƻƴǎƛŘŜǊ ǎƻƳŜ ŜȄŀƳǇƭŜǎΦ {ǳǇǇƻǎŜ ǿŜ ƘŀǾŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǘǿƻ ǘȅǇŜǎΥ 

public  struct  S {  

   public  int  fs1;  

   public  int  fs2;  

 

   public  static  int  si;  

}  

 

public  class   C {  

    public  int  fc1;  

    public  int  fc2;  

 

    public  S sdc1;  

    public  S sdc2;  

 

    static  public  S sfc1;  

    static  public  S sfc2;  

}  

 

!ƭǎƻ ŀǎǎǳƳŜ ǘƘŀǘ ǿŜ ƘŀǾŜ ŎǊŜŀǘŜŘ ŀƴ ƛƴǎǘŀƴŎŜ ƻŦ Ŏƭŀǎǎ / ŀƴŘ ǘƘŀǘ ƛǘΩǎ ǊŜŦŜǊŜƴŎŜŘ ǘƘǊƻǳƎƘ ǘƘŜ ǾŀǊƛŀōƭŜ 

Ƴȅ/Φ bƻǿ ƭŜǘΩǎ ŎƻƴǎƛŘŜǊ ǇŀƛǊǎ ƻŦ ŀŎŎŜǎǎŜǎ ǿƘŜǊŜ ŀǘ ƭŜŀǎǘ ƻƴŜ ƻŦ ǘƘŜ ŀŎŎŜǎǎŜǎ ƛǎ ŀ ǿǊƛǘŜ and furthermore 

ǿƘŜǊŜ ƻƴŜ ƛǎ ǘǊŀƴǎŀŎǘƛƻƴŀƭ ŀƴŘ ǘƘŜ ƻǘƘŜǊ ƛǎƴΩǘ ŀƴŘ ǎŜŜ ǿƘŜǘƘŜǊ ǘƘŜȅ ŀǊŜ ŎƻƴǎƛŘŜǊŜŘ ǊŀŎȅ ƻǊ ƴƻǘΥ 

myC.fc1 myC.fc2 Racy. Accesses the same object 
concurrently. 

myC.sdc1.fs1 myC.sdc2.fs2 Racy. The accesses are to the same 
heap object (referenced by myC). In 
.NET, sǘǊǳŎǘǎ ŀǊŜ άƛƴƭƛƴŜŘέ into their 
containers. 

C.sfc1 C.sfc2 Not racy. Accesses two distinct 
static fields. 

C.sfc1.fs1 C.sfc1.fs2 Racy. Accesses the same static field. 

byte * p1 = (byte*)&S.si 
// Dereference p1 

Byte *p2 = 1 + (byte*)&S.si 
// Dereference p2 

Racy. p1 and p2 point into the same 
static field. 

byte * p1 = (byte*)&myC.fc1 
// Dereference p1 

Byte *p2 = (byte*)&myC.fc2 
// Dereference p2 

Racy. p1 and p2 point into the same 
heap object. 

 

                                                           
4
 It is important to note that the definitions that we have chosen have far reaching ramifications for performance. 

In an ideal world we may have chosen the unit of granularity to be a single bit, or short of that, a single byte, but 

that would make bookkeeping extremely costly. 

5
 But not thread static! These variables are local to each thread. 
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5.2.1 Bad Effects of Races due to Granularity Violations  

If your program contains some violations of the granularity rules just explained in the previous 

subsection, this can result in the transactional code over-writing modifications done by non-

transactional code. The reason for this effect is that the STM.NET implementation maintains shadow 

copies that contain tentative changes made to static fields and objects. The granularity of shadow copies 

is generally the one that is described in the rules above, meaning one for each object modified and one 

for each static field modified. When the transaction commits, the contents of shadow copies are written 

out. However, not only the changed pieces of data inside the shadow copy are copied out but rather the 

entire shadow copy is copied out indiscriminately onto the master location. This causes no problems if 

all writes are protected by transactions. However when a write is not protected by a transaction, it can 

be overwritten. 

5.2.2 Avoiding Granularity Problems  

Aside from unsafe code and managed unions, which are not recommended practices anyway, the main 

problems due to granularity will ensue when some fields of an object are modified within transactions 

while other fields of the same object are modified outside of transactions, presumably by a 

distinguished thread that has knowledge that it can access said fieldǎ άǇǊƛǾŀǘŜƭȅέΦ ¢ƘŜ ōŜǎǘ ǿŀȅ ǘƻ 

eliminate the problem in such case is to break-up the object into two sub-objects. This will not only 

ǇǊƻǾƛŘŜ ǇǊƻǘŜŎǘƛƻƴ ŦǊƻƳ ƎǊŀƴǳƭŀǊƛǘȅ ƘŀȊŀǊŘǎ ōǳǘ ŀƭǎƻ ōŜǘǘŜǊ ŎŀǇǘǳǊŜ ǘƘŜ ǇǊƻƎǊŀƳΩǎ ƛƴǘŜƴǘ ŀƴŘ ŘŜǎƛƎƴΦ 

6 Atomic Compatibility C ontracts  
In previous sections we have described how atomic blocks provide automatic isolation and how they 

sometimes need to roll back due to various reasons. To provide these properties code that runs inside 

atomic blocks needs to be able to be instrumented by the runtime to provide both (a) isolation and (b) 

failure atomicity. 

Verifiable managed code lends itself to instrumentation in a straight forward manner such that the JIT in 

the CLR version of STM.NET is capable of automatically generating an atomic version of the code. 

IƻǿŜǾŜǊ όǎƻƳŜύ ǳƴǎŀŦŜ ŎƻŘŜΣ ǇκƛƴǾƻƪŜ ŀƴŘ ƻǘƘŜǊ ŦƻǊƳǎ ƻŦ ƴŀǘƛǾŜ ƛƴǘŜǊƻǇ ŀǊŜ ƴƻǘ άǾƛǎƛōƭŜέ ǘƻ ǘƘŜ WL¢ ŀƴŘ 

thus atomic behavior cannot be automatically inserted in such cases. We will describe in section 10 the 

ƳŜŎƘŀƴƛǎƳǎ ǘƘŀǘ ŀǊŜ ŀǾŀƛƭŀōƭŜ ŦƻǊ άǘŀƳƛƴƎέ ǎǳŎƘ ŎƻŘŜ ǎǳŎƘ ǘƘŀǘ ƛǘ ŎƻǳƭŘ ōŜ ǳǎŜŘ ƛƴǎƛŘŜ ŀǘƻƳƛŎ ōƭƻŎƪǎΦ 

However, there are always going to be cases where isolation and failure atomicity cannot be provided, 

or it would be prohibitively complex or costly to do so. One must also be cognizant about adding atomic 

ǎǳǇǇƻǊǘ ǘƻ ǇǳōƭƛŎ !tLΩǎ ŀǎ ǘƘƛǎ ƛǎ ŀŘŘƛƴƎ ŀƴƻǘƘŜǊ ŘƛƳŜƴǎƛƻƴ ƻŦ ǎǳǇǇƻǊǘŜŘ ǳǎŀƎŜ ǘƘŀǘ ōŜŎƻƳŜǎ ǇŀǊǘ ƻŦ ǘƘŜ 

!tLΩǎ ŎƻƴǘǊŀŎǘ ŀƴd thus cannot be retracted easily in the future. 

¢ƘǳǎΣ ǎƻƳŜ ǎŜǊǾƛŎŜǎ ǿƛƭƭ ōŜ ǎǳǇǇƻǊǘŜŘ ƛƴ ŀǘƻƳƛŎ ōƭƻŎƪǎΣ ǿƘƛƭŜ ƻǘƘŜǊǎ ǿƻƴΩǘ ōŜΦ {ƻƳŜ ƻǘƘŜǊ ǎŜǊǾƛŎŜǎ ǿƛƭƭ 

be available only inside atomic blocks. How do we codify that such that we can check for errors? We do 

so by using atomic compatibility attributes: 
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¶ AtomicSupportedAttribute. Signifies that the given item may be accessed both inside and 

outside of atomic blocks6. 

¶ AtomicNotSupportedAttribute. Signifies that the given item can be accessed only outside of 

atomic blocks. 

¶ AtomicRequiredAttribute . Signifies that the given item can be accessed only within atomic 

blocks. 

There is ŀƭǎƻ ŀ ŦƻǳǊǘƘ άŎƻƴǘǊŀŎǘέ ǿƘƛŎƘ ƛǎ ōŀǎƛŎŀƭƭȅ ŀƴ ŜǎŎŀǇŜ ƘŀǘŎƘΥ 

¶ AtomicUncheckedAttribute . Signifies that no static checking of compatibility is attempted for 

the given item. 

These contracts can be applied to assemblies, methods and fields, with the restrictions captured in the 

following table: 

Item\Mode AtomicSupported AtomicNotSupported AtomicRequired AtomicUnchecked 

Assembly X X X - 
Method X X X - 
Field X - X - 
Delegate Type X X X X 

 

We will now describe what each contract means on each item. 

6.1 Contract Assignment to Metadata Items  
Each method, field, and delegate type has a unique and unambiguous atomic compatibility value 

assigned to it. We will refer to this value as the effective atomic compatibility value of the item. This 

value is determined by a set of rules that take into account the nature of the item (e.g., whether the 

method is extern or not) and the set of explicit compatibility annotations that exist on the item and on 

the assembly the item is defined within. 

Once we have defined how contracts are assigned to these code elements we can start considering what 

actions are legal or illegal in the code that you write. Our overall goal is to devise a static annotations 

system that warns the user at build time of errors such as calling a method that has the 

AtomicNotSupported contract inside an atomic block or calling a method that requires an atomic block, 

outside of an atomic block. 

                                                           
6
 In this section, when we say inside or outside of atomic blocks we mean dynamically so. For example if method 

F1 has an atomic block in which it calls method F2 and F2 invokes method Cо ǘƘŜƴ Cо ƛǎ άƛƴǾƻƪŜŘ ƛƴǎƛŘŜ ŀƴ ŀǘƻƳƛŎ 
ōƭƻŎƪέτthe one introduced by F1. 
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6.1.1 Assembly Level Contract  

¢ƘŜ ŀǎǎŜƳōƭȅ ƭŜǾŜƭ ŎƻƴǘǊŀŎǘ ŎƻƴǘǊƻƭǎ ŀ ǎƛƴƎƭŜ ǘƘƛƴƎΥ ǘƘŜ ŘŜŦŀǳƭǘ ŎƻƴǘǊŀŎǘ ŦƻǊ ƳŜǘƘƻŘǎ ǘƘŀǘ ŘƻƴΩǘ ƘŀǾŜ 

other rules apply to them. The default can be set to either AtomicSupported, or AtomicNotSupported. 

The default-ŘŜŦŀǳƭǘ ǘƘŀǘ ŀǇǇƭƛŜǎ ƛƴ ǘƘŜ ŎŀǎŜ ǘƘŜ ŀǎǎŜƳōƭȅ ŘƻŜǎƴΩǘ ƘŀǾŜ ŀ ŎƻƳǇŀǘƛōƛƭƛǘȅ ŀǘǘǊƛōǳǘŜ ƛǎ 

AtomicNotSupported. 

6.1.2 Method Level Contract  

The compatibility value of a method controls which contexts (see Section 6.2) the method may be 

invoked from and which delegate types can be constructed from the method. 

An explicit compatibility contract may be applied to methods. 

Non extern methods that are not explicitly annotated with a compatibility contract follow the assembly 

level compatibility value. 

Extern methods are by default AtomicNotSupported, regardless of the assembly level contract. We will 

discuss in section 10.2 ƳŜǘƘƻŘǎ ƻŦ ƳŀƪƛƴƎ ŜȄǘŜǊƴŀƭ ƳŜǘƘƻŘǎ ǎǳǇǇƻǊǘŜŘΣ ōǳǘ ƭŜǘΩǎ ŀǎǎǳƳŜ ŦƻǊ ƴƻǿ ǘƘŀǘ 

they are all AtomicNotSupported. It is illegal to just mark an extern method with AtomicSupported, 

without using one of the advanced attributes described in section 10. 

6.1.3 Field Level Contract  

The compatibility value of a field controls which code contexts could access the field. 

Fields do not follow assembly level contract. The default contract for fields is always AtomicSupported.  

Only fields of classes may have an explicit contract assigned to them. Fields of structs are always 

considered AtomicSupported and it is illegal to annotate them with a compatibility contract. 

6.1.4 Delegate Type Contract  

The compatibility value of a delegate type controls both what methods could be used to construct an 

instance of the given delegate type and which code contexts may invoke an instance of the given 

delegate type. 

A compatibility attribute may be applied to a delegate type.  The default for delegate types is 

AtomicUnchecked. 

6.2 Atomic Context  
At runtime, a thread can be either inside an atomic block, or outside of all atomic blocks. At build time, 

when we look at a particular piece of code, we may know exactly the circumstances that it will be 

invoked under at runtime, or we may know that several options are available. For example, when we 

author a method M and decorate it with AtomicRequired we know that no matter what, control will 

only ever enter M when the current thread has already entered an atomic block. This means that when 

we enter M we have a very strong guarantee on the runtime state, which allows us to further reason 
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that we can call other[AtomicRequired methods, because we will be still maintaining the invariants that 

they requireτthat the thread is within a transaction. 

At other occasions we know less about the state of the thread. When a method M has a contract of 

AtomicSupported we assert that M can be called either within transactions, or outside of transactions. 

Thus when we author the method, we can only safely do things that are allowed under both conditions. 

We may not call AtomicNotSupported methods, since M may be invoked inside a transaction, and we 

also may not call methods with an AtomicRequired contract, since M may be invoked outside of a 

transaction. 

{ƻ ƭŜǘΩǎ ŦƻǊƳŀƭƛȊŜ ǘƘŜ ŎƻƴŎŜǇǘ ƻŦ άǿƘŀǘ ƛǎ ƪƴƻǿƴ ŀōƻǳǘ ǘƘŜ ŎƻƳǇŀǘƛōƛƭƛǘȅ ƻŦ ŀ ǇƛŜŎŜ ƻŦ ŎƻŘŜέ ŀǎ atomic 

context. Any IL instruction in any IL method has a unique and unambiguous atomic context value 

assigned to it from the following set: 

¶ AtomicContext.Always. Control flow will always reach the instruction while the thread is in an 

atomic block. 

¶ AtomicContext.Never. Control flow will never reach the instruction while the thread is in an 

atomic block. 

¶ AtomicContext.Unknown. Control may reach the instruction while the thread is in an atomic 

block, but it may also reach the instruction when the thread is not within an atomic block. 

In order to decide the atomic value of instructions we need to look at the method body that theyΩǊŜ ŀ 

part of, and at the effective compatibility value of the method. No other information is required. 

The effective atomic compatibility value of the method determines the initial atomic context for the 

method, in a pretty straightforward manner: 

¶ AtomicRequired methods start off with an Always atomic context. 

¶ AtomicNotSupported methods start off with a Never atomic context. 

¶ AtomicSupported methods start off with an Unknown atomic context. 

At this point in our guide we have introduced a single point where the context changes: 

¶ atomic blocks (encoded as try/catch(AtomicMarker)) induce an Always atomic context inside 

the try body. 

In section 10 we will see other mechanisms that introduce context transitions. 

6.3 Putting Contracts in Context  
We are now finally ready to specify what operations are allowed inside what context. 

6.3.1 Method Invocation  

A method (including a constructor) can only be invoked from a context that is compatible with the 

ƳŜǘƘƻŘΩǎ ŜŦŦŜŎǘƛǾŜ ŎƻƳǇŀǘƛōƛƭƛǘȅ ǾŀƭǳŜΦ ¢Ƙƛǎ ƛǎ ŎŀǇǘǳǊŜŘ ƛƴ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǘŀōƭŜΥ 
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Context\ Contract AtomicRequired AtomicNotSupported AtomicSupported 

Always X - X 
Never - X X 
Unknown - - X 

 

!ƴ Ψ·Ω ƛƴ ǘƘŜ ŎŜƭƭ ƛƴŘƛŎŀǘŜǎ ǘƘŀǘ ŀ ƳŜǘƘƻŘ ǿƛǘƘ the contract associated with the column can be called 

inside the context associated with the row. So AtomicRequired can be called inside an Always context, 

but not inside Never and Unknown contexts. 

6.3.2 Field Access 

Field access follows the same matrix that we have specified above for method invocation, except 

AtomicNotSupported is not allowed on fields. 

6.3.3 Delegate Invocation  

Recall that delegate types have four possible contracts assigned to them: AtomicSupported, 

AtomicNotSupported, AtomicRequired or AtomicUnchecked. The default for delegate types is 

AtomicUnchecked. 

The rules for invoking a delegate are identical to those of method invocation and field access, except 

that it is always valid to invoke a delegate with a compatibility value of AtomicUnchecked. In case the 

ƳŜǘƘƻŘ ƛƴǾƻƪŜŘ ŘƻŜǎƴΩǘ ǎǳǇǇƻǊǘ ǘƘŜ ŎƻƴǘŜȄǘ ƛǘ ǿŀǎ ƛƴǾƻƪŜŘ ƛƴΣ ǘƘǊƻǳƎƘ ǘƘŜ ŘŜƭŜƎŀǘŜΣ ŀ ŘȅƴŀƳƛŎ 

exception will be raised. We will talk more about dynamic contract checking in section 6.6. 

6.3.4 Delegate Instance Construction  

When a delegate type that has a compatibility value other than AtomicUncheckedis constructed from a 

method we make sure that the assignment is valid such that the delegate could be invoked safely 

without breaking the assumptions of both the caller and callee. Here is an example demonstrating that: 

[AtomicRequired]  

public  delegate  void  MyAction();  

 

public  class  DelegateSample  

{  

    [AtomicRequired]  

    public  void  M2(MyAction action)  

    {  

        action(); // Since MyAction is AtomicRequired, it is  

                  // always safe to invoke it from Always context  

    }  

 

    [AtomicSupported]  

    public  void  M1()  

    {  

    }  

 

    public  void  Test()  

    {  
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        MyAction action = M1; // OK. M1 can be invoked from  

                              // whereever a AtomicRequired method  

                              // is valid.  

        try  

        {  

            M2(action); // OK. AtomicRequired in Always context  

        }  

        catch  (Ato micMarker) { }  

    }  

}  

 

Following the same principle for all contexts and compatibility values we arrive at the following 

construction validity rules for delegates. 

Delegate Contract Method Contract 
 AtomicRequired AtomicNotSupported AtomicSupported 

AtomicUnchecked X    X X 
AtomicRequired X - X 
AtomicNotSupported - X X 
AtomicSupported - - X 

 

To intuit the above table: 

¶ Assignment when the contract as identical is always legal 

¶ AtomicSupported methods may be invoked in any context, and thus can be assigned to the 

delegate regardless of the delegate contract. 

¶ Delegate types with unchecked contracts substitute static checking with runtime checking, so 

ŀƴȅ ƳŜǘƘƻŘ Ŏŀƴ ōŜ ŀǎǎƛƎƴŜŘ ǘƻ ǘƘŜƳΣ ǊŜƎŀǊŘƭŜǎǎ ƻŦ ǘƘŜ ƳŜǘƘƻŘΩǎ ŎƻƳǇŀǘƛōƛƭƛǘȅ ŎƻƴǘǊŀŎǘΦ 

6.4 Polymorphism  
Whenever virtual or interface methods bind themselves to a particular contract, derivations and 

implementations of the given method must provide the contract that the base class or interface has 

committed to. If a derived method is unable to provide the contract that the base obliged it to, then it 

Ŏŀƴ ŎƘƻƻǎŜ ǘƻ ǘƘǊƻǿ bƻǘ{ǳǇǇƻǊǘŜŘ9ȄŎŜǇǘƛƻƴ ƛƴ ŎŀǎŜ ƛǘ ƛǎ ƛƴǾƻƪŜŘ ƛƴ ŀƴ ŀǘƻƳƛŎ ŎƻƴǘŜȄǘ ƛǘ ŘƻŜǎƴΩǘ 

support. AtomicRedirect, described in section 10.2, provides a good way of doing that in a statically 

verifiable manner. 

6.5 Contracts Sample 
Contracts.cs in the Features project contains an annotated sample demonstrating the correct use of 

atomic contract annotations. 

6.6 Static Checking for Contract Compatibility  
All the contract compatibility rules stem from three following basic rules:  
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¶ Code pieces that cannot be correctly transacted by the STM system should never be executed 
inside a transaction. This includes calling external methods and some forms of unsafe code. 

¶ A language element that requires a transactional context of Always (e.g. fields with the 
AtomicRequired contract) should not be accessed outside of a transaction. 

¶ A language element that requires a transactional context of Never (e.g. an AtomicNotSupported 
method) should not be accessed inside a transaction. 
 

Any program that uses our STM system should adhere to these rules in order for it to work correctly.  

If we have these three basic rules, then why did we feel the need to invent a more elaborate contract 

checking scheme? These three rules can be verified at runtime since we always know the AtomicContext 

in which the thread is currently executing and the AtomicContract of the field or method that is 

currently being accessed by the thread. However, due to the language features such as polymorphism 

and delegates, at compile time we do not always know these two pieces of information.   

Our contract compatibility scheme helps fill this gap. It allows you to formally specify contracts on the 

different language elements. Once these contracts are in place our static checking tool, TxCop, can verify 

whether your assembly is correctly using transactions.  

6.6.1 Static Checking Errors  

This section describes all the possible errors that can be generated during static checking.  

Error 
Code 

Error name Explanation 

TX0001 UncheckedContractOnMethod AtomicUnchecked contract has been placed on 
a method. This is currently not supported by 
our system.   

TX0002 MismatchFromInterface The contract on an implementing method is 
not compatible with the contract on the 
interface method it is implementing. This 
violates the polymorphism rules we described 
in an earlier section. 

TX0003 MismatchFromBaseMethod The contract on an overriding method is not 
compatible with the contract on the virtual 
method it overrides. This again violates our 
polymorphism rules. 

TX0004 MismatchOnInvoke The contract on a method is incompatible with 
the context in which it is invoked. 

TX0005 MismatchOnFieldAccess The contract on a field is incompatible with the 
context in which it is accessed 

TX0006 MismatchOnDelegateInvoke The contract on a delegate type is 
incompatible with the context in which it is 
invoked 

TX0007 MismatchOnDelegateAssignment The contract of a method passed to a delegate 
constructor is incompatible with the contract 
of that delegate type. For more details please 
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Error 
Code 

Error name Explanation 

see the section that discusses delegate 
instance construction rules 

TX1001 IncompatibleContractWithRedirect A method with the AtomicRedirect attribute 
has an AtomicNotSupported contract on it. 
This is not allowed. 

TX1002 IncompatibleContractWithSuppress A method with the AtomicSuppress attribute 
has an AtomicNotSupported contract on it. 
This is not allowed. 

TX1003 IncompatibleRedirectTarget The target method specified in the 
AtomicRedirect attribute either does not exist 
or it has a signature (return type and formal 
parameters) that is different from the method 
on which the AtomicRedirect attribute is 
placed 

TX1004 IncompatibleContractOnRedirectTarget The target method specified in the 
AtomicRedirect attribute has the 
AtomicNotSupported contract, which makes it 
un-callable inside transactions.  

TX1005 RedirectGenericNotImplemented We have not implemented redirect support for 
generic methods. So whenever an 
AtomicRedirect contract is placed on a generic 
method this error will be generated. 

TX1006 SuppressOnNativeMethod AtomicSuppress attribute is placed on a native 
method. We have not implemented support 
for this capability. AtomicSuppress can only be 
used with managed methods. A workaround to 
using AtomicSuppress on native methods is 
given in section 10. 

TX1007 AtomicMarshallOnIncompatibleParameter AtomicMarshalReadonly attribute is placed on 
a ref, out, or pointer parameter. Since adding 
this attribute creates a deep copy of the 
parameter, usage with pointer/ref/out 
parameters is incorrect. 

TX2001 IncompatibleContractOnStaticInitializer A type constructor has an AtomicRequired 
contract on it. 

TX2002 IncompatibleContractOnFinalizer A finalize method has an AtomicRequired 
contract on it. 

TX2003 IncompatibleAttributeOnAtomicDo This is only applicable to mscorlib authors. It is 
raised when an AtomicSuppress or 
AtomicRedirect contract is placed on 
Atomic.Do 

TX2004 SpecialMethodAccessesConflictingElements An anonymous method, closure or another 
compiler generated construct accesses 
methods or fields with AtomicRequired and 
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Error 
Code 

Error name Explanation 

AtomicNotSupported contracts 
TX2005 InvocationThroughUnmgedFnPtr A method is invoked using the calli instruction 

i.e. through an unmanaged function pointer. 
TX3001 MultipleContracts A field, method or delegate type has multiple 

contracts on it. 
TX3002 RequiredContractWithRedirect AtomicRedirect and AtomicRequired are 

placed on the same method. The method is 
possibly dead code 

 

Our static checking scheme is conservative so there is room for you to ignore some of the errors that are 

ƎŜƴŜǊŀǘŜŘΦ  CƻǊ ƛƴǎǘŀƴŎŜΣ ƭŜǘΩǎ ǎŀȅ ȅƻǳϥǾŜ ƛƳǇƭŜƳŜƴǘŜŘ ŀƴ ƛƴǘŜǊŦŀŎŜ ƳŜǘƘƻŘΦ ¢ƘŜ ƛƴǘŜǊŦŀŎe method has a 

contract of AtomicSupported. Now according to the polymorphism contract checking rules the 

ƛƳǇƭŜƳŜƴǘƛƴƎ ƳŜǘƘƻŘ ǘƘŀǘ ȅƻǳΩǾŜ ǿǊƛǘǘŜƴ ǎƘƻǳƭŘ ŀƭǎƻ ƘŀǾŜ ǘƘŜ !ǘƻƳƛŎ{ǳǇǇƻǊǘŜŘ ŎƻƴǘǊŀŎǘΣ ǎƻ ǘƘŀǘ ƛǘ Ŏŀƴ 

be invoked in all the contexts that the interface method is invoked.  However, you annotate the method 

as AtomicRequired since you expect it to be always be invoked inside a transaction.  

TxCop, our static checking tool, will flag the AtomicRequired contract on your method as an error. 

However, given your understanding that this method will never be used outside of a transaction, it is 

safe for you to execute your program. 

Broadly, our polymorphism errors serve as warnings and can be ignored when the programmer thinks it 

is safe to do so. However, ignoring any of the other errors generated by our static checker is likely to 

lead to runtime exception. 

6.6.2 Using the static checker  

Our static checking tool is called TxCop. There are two ways in which you can use it: via the command 

line or as a post-build step iƴ Ǿƛǎǳŀƭ ǎǘǳŘƛƻΦ LΩƭƭ ŘŜǎŎǊƛōŜ ōƻǘƘ ǿŀȅǎ ƻŦ ǳǎƛƴƎ ǘƘŜ ǘƻƻƭ ƛƴ ǘƘƛǎ ǎŜŎǘƛƻƴΦ 

6.6.2.1 Command-line usage 

After you install STM .Net TxCop will be placed in your Program Files folder under Microsoft.Net\STM. 

To get the various options just type TxCop.exe /? on the command line. Doing so would give you the 

following output. 

C: \ Program Files \ Microsoft.Net \ STM>TxCop.exe /?  

TxCop.exe  

    /assembly <assembly>  

    /pdb <symbols> (not required if pdb is colocated with the assembly)  

    /reference < reference or comma seperated list of reference> (short form /r)  

    /verbose specifies whether informational messages should be displayed  

    /exclude <warning type>  

 

The /assembly option is used to specify the assembly or executable you want to run the static checker 

on.  The /pdb option is used to specify the location of symbols for the assembly you are checking. 
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/reference or /r is used to specify the assemblies that are referenced by the assembly you are checking. 

It is necessary to specify all the references. The /exclude options lets you turn-off static checking for a 

given error or warning type. 

 

After running TxCop it will generate a list of errors and print them out on the console.  

 

An example command line usage will look as follows. 

 
C: \ >TxCop.ex e /assembly "C: \ stm \ samples \ TraditionalTransactions.exe"   /r 

"C: \ mscorlib.dll" /r "C: \ system.data.dll","C: \ system.data.datasetextensions.dll"  

/exclude MismatchFromInterface /exclude MismatchFromBaseMethod  

An example output of running TxCop from the command line on assembly will look as shown below. The 

output gives two different categories of information.  

The first two lines are informational messages (only displayed if /verbose is specified). These lines tell us 

that TxCop inferred a certain contract for a delegate or closure -- since delegates and closures cannot be 

annotated by our contracts, which are nothing but .Net attributes, we infer their contract based on the 

contract of the methods they invoke and the fields they access.  

The last line gives an example of how a static checking error will look if TxCop is run from the command 

ƭƛƴŜΦ ¢Ƙƛǎ ǎǇŜŎƛŦƛŎ ŜǊǊƻǊ ǘŜƭƭǎ ǳǎ ǘƘŀǘ ǘƘŜ ŎƻƴǘǊŀŎǘ ƻŦ ŀ ƳŜǘƘƻŘ ƻǊ ŎƭƻǎǳǊŜ ǇŀǎǎŜŘ ǘƻ ŀ ŘŜƭŜƎŀǘŜ ǘȅǇŜΩǎ 

constructor is not compatible with the contract of the delegate type. 

C: \ STM.NET\ TradT x.cs(189,17): Inferred contract [AtomicSupported] for [STMSamples. 

TradT x. <Test8>].  

C: \ STM.NET\ TradT x.cs(215,17): Inferred contract [AtomicNotSupported] for [STMSamples. 

TradT x.<Test9>].  

 

STM Static Checking Report :  

 

C: \ STM.NET\ TradT x.cs(214,17): error TX0006: Incompatible contracts in delegate 

assignment.[AtomicNotSupported]STMSamples.TradT x.<Test9> assigned to delegate 

[AtomicRequired]System.TransactionalMemory.AtomicAction. 

[MismatchOnDelegateAssignment]  

6.6.2.2 Visual Studio integration  

TxCop can also be added as a post-build step to Visual Studio. TxCop capabilities should ideally be a part 

of the compiler. Adding TxCop as a post-build step comes close to mimicking this behavior.  

To add a post-build event open Visual studio, load your solution, go to the Project menu and click on 

tǊƻǇŜǊǘƛŜǎΦ ¢Ƙƛǎ ǿƛƭƭ ōǊƛƴƎ ǳǇ ǘƘŜ ǇǊƻǇŜǊǘƛŜǎ ǇŀƴŜΦ Lƴ ǘƘŜ ǇǊƻǇŜǊǘƛŜǎ ǇŀƴŜΣ ŎƭƛŎƪ ƻƴ ǘƘŜ Ψ.ǳƛƭŘ 9ǾŜƴǘǎΩ 

option.  At this point you will see two text boxes.  

Enter the command to execute TxCop in the textbox that sŀȅǎ Ψtƻǎǘ-ōǳƛƭŘ ŜǾŜƴǘ ŎƻƳƳŀƴŘ ƭƛƴŜΩ ƻǊ ŎƭƛŎƪ 

ƻƴ Ψ9Řƛǘ tƻǎǘ-ōǳƛƭŘΩ ŀƴŘ ǘƘŜƴ ŜƴǘŜǊ ǘƘŜ ŎƻƳƳŀƴŘ ƛƴ ǘƘŜ ǇƻǇ-up window and then click on OK. 
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aŀƪŜ ǎǳǊŜ ǘƘŀǘ ŦƻǊ ǘƘŜ Ωwǳƴ ǘƘŜ Ǉƻǎǘ-ōǳƛƭŘ ŜǾŜƴǘΩ ŘǊƻǇ-Řƻǿƴ όƛƴ ǘƘŜ ōǳƛƭŘ ŜǾŜƴǘǎ ǇŀƴŜύ ȅƻǳ ǇƛŎƪ Ψhƴ 

ǎǳŎŎŜǎǎŦǳƭ ōǳƛƭŘΩΦ 

Nƻǿ ǿƘŜƴ ȅƻǳ ŎƻƳǇƛƭŜ ȅƻǳǊ ǎƻƭǳǘƛƻƴΣ ȅƻǳ ǿƛƭƭ ǎŜŜ ŀ ƭƛǎǘ ƻŦ ŜǊǊƻǊǎ ƛƴ ǘƘŜ Ψ9ǊǊƻǊ [ƛǎǘΩ ǿƛƴŘƻǿ ƛƴ ±ƛǎǳŀƭ 

Studio. 

We have reproduced a screen shot of an example of using TxCop with VS integration. The screen shot 

highlights several things we have mentioned earlier in this section and shows the errors displayed in the 

error list window as well. Clicking on the error will take you to the offending file and line. The underlying 

framework on which TxCop is built is still not completely mature, which is why you may notice that 

some of the line numbers are a little off at times.  

 

The post-build event command line that is used for the Dictionary sample, which was used to generate 

the screen shot is given below. Please use it as a reference when adding your own post-build event. 

"$(ProgramFiles) \ Microsoft.NET \ STM\ TxCop.exe"  / assembly"$(TargetDir)$(TargetFileName)"  

/r "$(ProgramFiles) \ Microsoft.NET \ STM\ mscorlib.dll" /r 

"$(Windir) \ Microsoft.NET \ Framework \ v4.0.STMret \ system.dll" /r 

"$(Windir) \ Microsoft.NET \ Framework \ v4.0.STMret \ system.core.dll" /r 

"$(Windir) \ Microsoft.NET \ Framework \ v4.0.STMret \ system.data.dll","$(Windir) \ Microsoft.N

ET\ Framework \ v4.0.STMret \ system.data.datasetextensions.dll" /r 
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"$(Windir) \ Microsoft.NET \ Framework \ v4.0.STMret \ system.xml.dll" /r 

"$(Windir) \ Microsoft.NET \ Framework \ v4.0.STMret \ system.xml.linq.dll"  /r  

"$(ProgramFiles) \ Microsoft.NET \ STM\ system.transactions.dll"  

6.7 Dynamic Contract Checking  
As part our STM .Net system we provide a runtime checker that complements our static checking 

solution. The runtime checker is part of the CLR execution engine, and can be used  to help users 

identify code that might break the three basic rules of the STM system (described in the previous 

section) and help them fix these problems so that their applications can safely take advantage of the 

STM technology. 

6.7.1 Strictness Level of Dynamic Checking  

There are four different strictness levels of the runtime checker: minimal, relaxed, strict, and highest. 

The following table defines the violation types caught by the runtime checker at different strictness 

levels: 

 

3. Strictness level 
STM violations caught by the runtime checker 

Minimal The thread is in a transaction and 

¶ Non-transactable code feature is encountered (e.g.,  certain forms of unsafe 
code) τorτ 

¶ A native method without the AtomicRequired or AtomicSupported contract is 
invoked7. 

Relaxed Reports all violations of the Minimal level and these additional ones: 

¶ The thread is in a transaction and a field or a method with an explicit 
AtomicNotSupported contract is accessed. 

¶ The thread is outside of a transaction and an AtomicRequired method or field 
is accessed. 

(Note that if neither the assembly nor the method has an annotation, then the 
method is implicitly AtomicNotSupported. If such a method is encountered inside a 
transaction in relaxed mode, then this is not reported as a violation.) 
 

                                                           
7
 Note that  userΩǎ Ŏode is not allowed to add AtomicRequired or AtomicSupported to a native method, unless 

AtomicSuppress is added too. Only native methods that are implemented by the CLR can have an 
AtomicSupported or AtomicRequired annotation without an AtomicSuppress. Thus, any p/invoke in your code 
MUST have an effective atomic compatibility value of AtomicNotSupported OR have an AtomicSuppress attribute. 
























































































