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Abstract
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currently offers a range of desktop computing optiorfsom traditional PCs tthin clients and from

Terminal Service® hosted virtual machinasthat give large organizations the flexibility needed to meet
their diverse user and IT requirementg.hese corputing options were designed to help simplify and lower
the costs of desktop managemeand enable a much more agile, secure and satisfying computing
experience.Each of these solutions has its own management characteristics, providing enterprise
customes the ability to choose from a range of client computing options based on their particular needs.

Microsoft continues to invest in new technologies and licensing models, such as thadfid®esktop
Optimization Packnd Windows Vista Enterprise Cenizeli Desktofo expand the number of desktop
deployment options.This white paper describes how Microsoft solutions address differertused

scenarios and examines the various traditional and emerging desktop computing options best suited for
typical pesonas irenterprises.It serves as a guide for helping organizations determine the most effective
desktop computing and deployment infrastructure for their growing and evolving workeordechanging
business needs
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The informationcontained in this document represents the current view of Microsoft Corporation on the issues discussed as of the
date of publication. Because Microsoft must respond to changing market conditions, it should not be interpreted to be a
commitment on the parof Microsoft, and Microsoft cannot guarantee the accuracy of any information presented after the date of
publication.

This White Paper is for informational purposes only. MICROSOFT MAKES NO WARRANTIES, EXPRESS, IMPLIED OR STATUTORY, /
TO THE INFORMANON THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the rights under copwgriggut, of
this document may be reproduced, stored in or introduced into a retrieval system, or transmitéey iform or by any means
(electronic, mechanical, photocopying, recording, or otherwise), or for any purpose, without the express written pernfission o
Microsoft Corporation.

Microsoft may have patents, patent applications, trademarks, copyrights, @r atlellectual property rights covering subject
matter in this document. Except as expressly provided in any written license agreement from Microsoft, the furnishig of thi
document does not give you any license to these patents, trademarks, copynglotser intellectual property.

© 2007 Microsoft Corporation. All rights reserved.

Microsoft, Microsoft Desktop Optimization Pack, Microsoft Saét@pplication VirtualizatiorSystem Center Virtual Machine
Manager, Windows Server, Windows Server TeaibervicesVindows Visté&nterprise, and Virtual Servare either registered
trademarks or trademarks of Microsoft Corporation in the United States and/or other countries.
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I. BackgroundEvolving Desktop Landscape for End Us&idS Professionals

al yI3Ay3a L¢ A ¢nvidbament i8 uth nfodzahalérigiagihan it was even a few years
ago, due to changes in how end users view workplace technology and how IT must manage corporate
clients:

End User Expectations

1 Increase in MobilitylLaptops are outpacing sales of desktop PCs due to proven productivity gains;
however, this means that users expect applications and data to be accessible anywhere.

1 ConsumerizationUsers, who are increasingly tech savvy in their home environmentsgettyr
own personal configurations and freedom in the workplabeaddition, users are increasingly using
their own devices to access corporate applications and data.

IT Pro Pressures

1 Cost As computing complexity growdsie tonew form factors, disgrsed networks and an
increasingly mobile workforce, the cost of deploying and managing enterprise PCs has increased
significantly. Deploymentcostsfor device are $160$350per PC and managing each PC can add
another $200- $1,300 annually per devite

9 Security Stolen laptops and maliaie attacks are now commonplace. Last year over 750,000
laptops were lost or stolen in the U.S. aldn8&ecuring corporate laptops and desktops against
viruses, breaches and theft takes tremendous IT resours#dp mention the immeasurable
damage that data loss alone can bring to enterprises and their custdmers

1 Compliance Regulations such as Sarba@dey, HIPAA and Basel Il include stringent requirements
for protection of privacy and corporate informati, and they prescribe significant punitive
consequences if compliance is not maintained

The result of all these factors is an inherent tension, albeit not necessarily a negative one, between IT
and enduser needs.End user demands for ubiquitous acsdly in the face of the increased control IT
must have to secure the enterprise and bring down the costs of managing client de®igemizations
must find the right balance between IT control and employee productivity tdittdei their pertinent
busihessand the regulatonneeds.

' IDC Optimizing Infrastructure

%|DC Optimizing Infrastructure

® Forrester, 2007 Security Budgets Increase

* Forrester, 2007 Security Budgets Increase

® InformationWeek, Compliance Spending To R&2&nBillionBy 2007
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II. Levess for Understanding Flexible Desktop Computifgy OS

¢KS LINBYAAS 0SKAYR aAONR&2FGQa FTtSEA0fS RSajlidz2LI O
no longer just about installing a copy of the OS on alR€eased availability of high bandwidth

network and alvances irall forms of virtualization rievant to the desktop application, machine and

presentatiort have changed the landscape of client computiraytipularly in the enterprise Microsoft

is committed to providing its customers with options when it comes to deploying Windows client

environmers.

The flexibility Microsoft offers in its range of desktop computing options is best understood across three
dimensions

1. Localvs. CentralizedExecution

Microsoft offers flexibilitywhere the processing faiser desktop sessions occuis.user can

leverage the local compute power bis/her devicewhen the OS is installed locally. This is the most

common way of running Windows on PCs. Alternately, caerconnect remotely to a system that

is running in a data centeiPresentation Vidalization, or the ability to detach the user interface

from the OS, enables centralizedecution.! GAf AT Ay3 aAONRPaz2FiQa wSyz20S
technology, the user interface from a centrally hosted Windows environment (whether client or

serve)t Yy 0SS RSt AJSNB RacteEsddcawdithanibea fil PQIzd StNdThent

There are advantages and disadvantages to botHdbaland centralkexecutionmodels and picking
one option overanother (or employing a combination) is basedacombinationof both userand

IT needs/requirementsFor example, all centralized execution options require a persistent network
connection and therefore, cannot be used offlindsage scenarios that need offline capabilities
always use local executiotdowever, centralized execution is the only way to guarantee that
applications and data always reside in the data cenfdris provides a level of control and security
that is difficult to matchin a local execution model

2. Static vsDynamicCompute Stack

As shown in Figure 1hé client compute stack is made thfe OS, data and applications, which have
traditionally been staticallgonfigured to support a single desktop computing solutidhis is a

result of traditional OS/application installation and data storage technologié¢ith respect to

desktop deployment, this means that the OS, application execution/presentation and user data are
all selfcontained within a single devicelhis malel has the advantage of simplicity because it
leverages well understood technologies that ship Wiindows In addition, because the PC is
configured to be completely sesufficient, this solutia is wellsuited to mobile use However, the

tight binding between the various layers may not be appropriate for all scenaiesause of this,
Microsoft has introduced new Windoveeployment optionghat achieve similar results in terms of
mobility but also enable increased flexibility.

By reducing the deendencies between computing layers, Microsoft enables IT to free the different
elements of the system frorane arother. Each layer can then usg¢her systenresources

generically and desnot need to be configuredhdividuallyfor specific systemsResaircescan be
usedon any system, in redgime, on an asieeded basisThe layergan be brought together
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model, users can access applications and data orcléenyt device whether thin or richt from
anywhere.

Windows Client

Traditional Static Configuration Emerging Dynamic Configuration
;L»glApplications @ Applications
Data @ Data, @”
User settings User settings |\
| — J ‘
Y ' @ (0N
s - J
i‘] % Hardware * UVL Hardware *
v Layers dependent on each other 2 Reducing dependencies between layers
2 OS and applications installed locally; and managing truth at the center (i.e.,
data resides locally network centric management) enables
@ User’s PC has authoritative copy v Users to access sessions, apps and
(truth); truth is distributed data on any device from anywhere
“ Managing distributed truth increases v IT to lower TCO, increase agility
complexity '

I Tightly coupled dependencies

Figurel

3. Distributed vs. Network Centric Management

In typicalclient computing witlrich clientall the components of the stack are ldgaihstalled and

tightly bound. Since the rich clients are distributed, this involves managidgervicing the layers

of the stack in a distributed fashion on the individual clieffsom the IT perspectivéhis is amulti-

instance servicingnodel, where each clienthat hosts the adhoritative copyd 2 NJ (4 K'S ité ( NHz{ K€ 0
OS installation as welkats applications and dataeed to be managed across the enterpridehis

can prove to be challenging due to configuration drifts in local dierising from configuration

eventsd SAyYy 3 | LILJX ASR AYRSLISYyRSyidfe G2 SIFOK SyR dzaSNI

Decoupling thaifferent layersof the client computing stacand reducing dependencidstween

the layers enablenanaging components atomically and servignggle instance of components

6 & O Naitrélly et preserve the flexibility of component®ming together dynamically to

execut in either alocalor centralized fashionThis form of administration, calledy S g 2 N] OSy (N
management A & Rherftradiibidal gliént management architectursthat the

authoritative copy ofin OSandapplication packageare both created andnaintainedcentrally.

When a user logs ithe end-user device or the centralized system hostamgend-user session

accessthe OS or application packagiever the network and executen the host device Network
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centric management enables a singhstanceservicingmodel, where OS and application package
configuration changes made in onertral locationcan be made available to all usénsa
deterministic manner. This provides for an unprecedented level of agility and manageability, with
end-users being able to access their OS apglications from anywhere and bEingable todeploy
softwarewith a high level of agilityand simplicity.
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[ll. Flexible Desktop Computing Optioer the OS

Microsoft offers numerous flexible deskt@omputingoptions for Windows, each providing varying
end-user productivity, security and total cost of ownersfifCO) This section desibes these
computing options for Windows

The following Microsoft products argsed to enable the various flexible desktop computing options
the OS

1 Windows Vista Enterprisethe premium edition of Windows Vista optimizéar medium andarge
organizationsHttp://www.windowsvista/enterprise)

1 Windows XP Embedded (XPe) and Windowse@itbedded Windows thin client OSes
(http://www. microsoft.com/embeddell

1 Windows Fundamentals for Legacy PCs (WinFWMdowsbased clienOS for transforming legacy
P& into thin clientsl{ttp://www.microsoft.com/licensingéa/benefits/fundamentals.mspx

f Windows Server Terminal Servieea A O NP se®eFhagedicomputing platform
(http://www.microsoft.com/terminalservicep

' Virtual PC and Virtual Servera A O NP aur2efit in&xhine @irtualization products
(http://www.microsoft.com/virtualizatior)

In addition, Microsoft offers licensing specifically to support flexible desktop computing models, such as:

91 Diskless PGsd Remote Boot for booting client systems from centrally hosted disk images
(http://www.windowsvista.com/enterprisg

1 Windows Vist&nterpriseCentralized Desktop for centrally hosting client$/éh server hardware
(http://www.windowsvista.com/enterprisg

1 Terminal Services CALs
(http://www.microsoft.com/windowsserver2003/howtobuy/licensing/ts2003.mgpx

1 Remote Desktop License (RDL) for Blade PCs
(http://download.microsoft.com/download/7/8/5/785593@-7660-4971-8230
189E9CDO06366/rdl_licensing.doc

It is important to note that there is not necessarily a eneone relationship between the products and
licensing offered; i.e some of the offeringaboveare products whilethers are licensing rightg-or
example, Windows Vista Enterprise is a prodbat Windows Vist&Enterpri® Centralized Desktap a
licensingright.

Thisflexible desktop computingptionsenabled by Microsoft offerings abowan begrouped logically

by their mode of executian Theseelient computing optionsire displayed graphically in Figure 2 below
and workalong an axis from the ricljstributed Windows PC modsgbn the left to the thin, centralized
execution models on the right
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Local Execution Centralized Execution

1. Rich Client 2. Diskless = 3 cjient | 4. Terminal = 5. Blade PC 6. Server

Option PC/ Remote  osted VM | Services Hosted VM
Boot
? Central —
! ; ’ Central - Central — Windows
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Desktop (w/ 1 ‘ I ] ]
Hardware | Desktop or . orwj/oalocal ) Desktop or o) ELCAS Satiel
[ZETep ttqu'.“‘k) I‘?r at ERiop Endpoint - ‘ | Endpoint - | l Endpoint — ‘
UREE Rich or Thin Thin Rich or Thin

| Distributed execution and servicing
| Distributed execution with network centric management

| Centralized execution

Figure2

Loal Execution

1. Rich Client

In this traditionalrich client model the OS is locally installed on stand@@hardware, providing the
richness versatilityand offline capabilities for which P@&sning Windowsare well knownfor.

However, hisoption involvesdistributed servicing of the OS, whiifmot managed weltan

increase TCQOn addition, local storage of data can make rich clients vulnerable to security breaches
and data loss/theftvhen adequate measures for protecting the local data areemoployed

Diskless PC and Remote Boot

In this modelthe OS igpre-installedinto an image filghat is stored ora centralized storagsystem
such as a Storage Area Network (SAN), rather than on a local hard\dttven the PC is booted, the
OSis delivered ordemandover the networkand executesocally using local resource$hisallows

for adynamic environment in which an OS, applications and data can all move freely aleong
machines.The software technology for diskless PCs and rerhote isnascentandrequires
significant network bandwidth as well as a persistent network connectitowever, the advantage
of this model is in centralizingervicingof the operating systemas well as thability to instantly
upgrade or roll back theersion of Windows on a system, which makes it particularly useful during
OS migrations.
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3. Client Hosted Virtual Machine

In this model, Windows is executed within a virtual machine environrhested on one of the two
aforementioneddistributed computingoptions (rich client or diskless PC wigmote boot) This
approach helps mitigate compatibility issues that exist between applications and the OS by allowing
multiple versions of Windows taun on the same piece of standard desktop hardware

simultaneous). In addition, this model can be used offlinghen used in conjunction with a rich

client. However, this optioradds theburden of managing two distinct and distributed OS instances
on the host device

Centralized Execution
4. Windows Server Termingkrvices

Terminal Services provides aserdet 8 SR 02 YLJzi Ay 3 | NOKAGSOGdzNE F2NJ
desktops and pplications on a single serverhe server creates an isolated session for every user
andpresents the user interface (presentation virtizaltion) to the user@nd-point device which

can be either aich or thin client; this ensures that applications and data remain within the data
center. Terminal Servicealso uniquehbenefits from a number of economies due tostsared
computing arcitecture. For example, there is only one OS installatdnchneeds to be

maintained per terminal server and for all the users of that systelowever, this configuration
introduces some challenge&pecifically, each user does not have the flexihititgustomizehis/her
environment in a way thathe usermay be accustomed to doing with a rich clieAtiso,

applications need to run on a Windows Server OS, which may not be supported by application
vendors.

5. Blade PC

With this modé, a client OS is exuted on dedicatethlade PQardwarethat resides in aata

center. There is a ond¢o-one mapping of a user to a bladend the access devicepgmarilyathin
client(a rich clienttan also beisedas an access deviceThis model provides a rigxperience
similar to Windows running on a traditional RGupled with the benefits of physical centralization.
These benefits include the ability to physically secure the core hardware and sofiaiaezing the
aeaidsSyQa aHwelvasldey datd thanay reside on the bladeThe thin client access device
usually runsaan embedded operating system, and Higide value independent of theentralized

blade PC This model also offers the advantage of bare metal PC performance, unencumbered by a
sessioror machine virtualization layeas well as the ability to support free seating/roaming users.
The main disadvantage of this option is the cost, which is primarily driven by suppamtimgne
concurrent user per blade

6. Server Hosted Virtual Machine

This modelcombinesthe benefits of bothTerminal Services andaBle PC models in that it allows
discrete instances of Windows client OSes to run simultaneously on server hamwgeesents
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the user interfacdo the users enepoint device, which can be either@h orathin client; this
ensures that applications and data remain within the data centiedoes this byeveragingserver
(machine) virtualizationServer hosted VMs providesers with a traditioal Windows client
experiencethat more closely emulates the flexibilignd application compatibilitpf Windows
running on a rich clientThisalsoavoids vendor support issues with applicatidinat arise with
Terminal ServicesRelative to blade PCserver hosted VMs enable better density by allowing more
than one user pephysicablade. However, relative to Terminal Services (which leveragsiagle
Windows server installation witbession isolation}josting individual Windows client VNisless
scalableand supports fewer concurrent users per serv&upporting any server hosted VM
deployment is anachinevirtualizationlayeranda set ofmanagement tools Microsoft provides
Virtual Servens the VM layetoday and will offer Windows Server Virtualization natively in
Windows Serve2008 Microsoft will also offer System Center Virtual Machine Manager later this
year, which provides managemetatchnology for virtual machines.

Thevariouscompute options descréxd above have certaicore benefits which align witkpecificuse
cases Therefore, choosingraappropriatecompute option requiresarefuly consideringhe
requirements ofa givenusersceanarios.This document walks throughe general process of mdting
compute options to useprofilesin section V
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IV. Flexible Desktop Computing Options for Applications, Data and Management

The prior section discussed the different options Microsoft offers for deploying Windpersiting

systems foclientcomputing However, OS deployment is only one piece of the puzxpmlications

and data arecriticalresources that users need to access from their desktop sessidresefore, having
flexible deployment options for applications and dat& key to prowviding a complete solution.

Microsoft offers the following products and features to provide flexibility in managing applications and
data. Please note that@me of the solutions, like SoftGrid Application Virtualization, are relevant across
all the compting modek described in the previous semt. Others, like Offline Folder Redirection, are
specifically designed to supparertaintypes of scenarios/users.

The following Microsoft products argsed to enable the various flexible desktop computing apior
applications, data and management:

1 Microsoft SoftGrid ApplicatioVirtualizationg the market leadingpplication virtualization and en
demand streaming platform for Windavelient environmentghttp://www.microsoft.com/softgrid).
SoftGrid Application Virtualization is a key component of the Microsoft Desktop Optimization Pack
(www.windowsvista.com/optimizeddesktopvhen used for the Desp and is available standalone
when SoftGrid Application Virtualization for Terminal Services is used.
 SystemCenteta A ONRP &2F0Qa FlLYAf& 2F €SIRAYy3I L¢ YIyl3ISYS
(http://www.microsoft.com/systemcentey

Applications
MicrosoftSoftGrid Application Virtualization

Microsoft SoftGrid Application Virtualization transforms Windows client applications from products that
are normally installed and tightly coupled within tbieent compute stack into dynammerviceghat can

be delivered tcclient environments orlemand. In addition, SoftGrid enables IT to manage and update
application packages from the center of the network and to have those packages and changes replicated
immediately to client environments when users run their approved applications.

Microsoft SoftGridApplication Virtualizatioprovides benefits to all the variations of thecaland
centralized processing models. These benefits vary slightly dependithg exactdesktop computing
option. However, all the environments benefit from the followicgpabilities

1 Microsoft SoftGridApplication Virtualizationbenefits for both local and centralized execution

o Eliminate Application ConflictSoftGrid eliminates applicatietw-application conflict and
enablesapplications that normally conflictdr example two different versions of the same
applicatior) to run sideby-side. By deploying applications via SoftGrid, IT is able to eliminate
app-to-app conflict testing and to drastically reduce the time it normally takes to deploy new
applications or to update existing ones.
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o Simplify & Accelerate Applicati@eployment; By eliminating applicaticapplicationconflicts,
SoftGridgreatlyenhanesagility of deploying applicationto a rich client Many customers have
seen the time to deploy applications go from several weeks to several days when using
SoftGrid.

o Consolidate and Standardize OS Imag8sftGrid allows IT to remove the majority of
applications that they normally primstall into OS images and to make those packages available
as centrally managed, eslemand servicesConsequently, this allow@rganizationgo reduce
the number of OS iages that exist by department or division and to move closer to having a
single OS image for their entire enterprise.

0 Reduce Support CafiSoftGrid transforms software configuration problems from incidents that
normallyrequire systemic debuggirmja ta SN & Sy i A NB 2 LIS Miiciisingld Sy @A NI
tasks. With SoftGrid, help desk technicians are able to quickly and easily revert user applications
to a known good state without disrupting other parts of the systéihis capability has enabled
SoftGid customers to reduce the time spem helpdesk calls by over 30%

1 SpecificMicrosoft SoftGridApplication Virtualizationbenefits forlocal execution

o Enable roamingree-seatingand offline use¢ Microsoft SoftGridApplication Virtualization
enables roaming and freseatingwith rich clients with local executian a way that has
traditionally only been possible using a centralieadcution model.Additionally, since SoftGrid
enables caching of applications on local devices, it also allows offline use which has not been
possible with centralized execution modeMl/ith SoftGrid, applications follow roaming users as
they move betveen different locahost devices For example, a user can sthis/herday at a
desktop machine in thelneadquarterdocation,andmove to a laptop ake/shetravelsto a
second corporate location arttien use a different desktop machine at the second corporate
location In each case, the use&rpresented with a personalized set Idf sanctioned
applications thatare ddi SNER Reyl YAOlI ft& (2 aGYSShe KAAKKSNI
applications are always being processed withinltwalcomputing environmentsing local
system resourcesiot on a SoftGrid applicatioresver.

1 SpecificMicrosoft SoftGridApplication Virtualizationbenefits for centralizedexecution

0 Consolidate ServegaMlicrosoft SoftGrid Application Virtualization for Terminal Services allows
IT toreduce the number of terminal serveia their environment, in some cases 8$¢409%.

SC2FGDNRARE w$ (i dzNJhse Styidyntpi/dalindzogofhchrh/fiulkg2Y/inkld=92495
" SoftGrid, Return on Virtualizatign / | & S http:/fgdzRéoEoft.com/fwlink/?Linkid=92495
*{2FGDNRARZ wS (i dzNJAse StydynttpH/ddlimitziosoth crh/filkkg2y/imkld=92496
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