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Abstract 

aŜŜǘƛƴƎ ōƻǘƘ L¢ ŀƴŘ ŜƴŘ ǳǎŜǊ ƴŜŜŘǎ ƛƴ ǘƻŘŀȅΩǎ ōǳǎƛƴŜǎǎ environment can be challenging.  Microsoft 

currently offers a range of desktop computing optionsτfrom traditional PCs to thin clients and from 

Terminal Services to hosted virtual machinesτthat give large organizations the flexibility needed to meet 

their diverse user and IT requirements.  These computing options were designed to help simplify and lower 

the costs of desktop management and enable a much more agile, secure and satisfying computing 

experience.  Each of these solutions has its own management characteristics, providing enterprise 

customers the ability to choose from a range of client computing options based on their particular needs. 

Microsoft continues to invest in new technologies and licensing models, such as the Microsoft Desktop 

Optimization Pack and Windows Vista Enterprise Centralized Desktop to expand the number of desktop 

deployment options.  This white paper describes how Microsoft solutions address different end-user 

scenarios and examines the various traditional and emerging desktop computing options best suited for 

typical personas in enterprises.  It serves as a guide for helping organizations determine the most effective 

desktop computing and deployment infrastructure for their growing and evolving workforce and changing 

business needs.    
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I.  Background: Evolving Desktop Landscape for End Users & IT Professionals 
 

aŀƴŀƎƛƴƎ L¢ ƛƴ ǘƻŘŀȅΩǎ ōǳǎƛƴŜǎǎ environment is much more challenging than it was even a few years 

ago, due to changes in how end users view workplace technology and how IT must manage corporate 

clients: 

End User Expectations 
 

¶ Increase in Mobility:  Laptops are outpacing sales of desktop PCs due to proven productivity gains; 
however, this means that users expect applications and data to be accessible anywhere. 

 

¶ Consumerization:  Users, who are increasingly tech savvy in their home environments, expect their 
own personal configurations and freedom in the workplace.  In addition, users are increasingly using 
their own devices to access corporate applications and data. 

 
IT Pro Pressures 
 

¶ Cost:  As computing complexity grows due to new form factors, dispersed networks and an 
increasingly mobile workforce, the cost of deploying and managing enterprise PCs has increased 
significantly.  Deployment costs for device are $160 - $350 per PC1  and managing each PC can add 
another $200 - $1,300 annually per device2.  

 

¶ Security:  Stolen laptops and malicious attacks are now commonplace.  Last year over 750,000 
laptops were lost or stolen in the U.S. alone3.  Securing corporate laptops and desktops against 
viruses, breaches and theft takes tremendous IT resources, not to mention the immeasurable 
damage that data loss alone can bring to enterprises and their customers4. 

 

¶ Compliance:  Regulations such as Sarbanes-Oxley, HIPAA and Basel II include stringent requirements 
for protection of privacy and corporate information, and they prescribe significant punitive 
consequences if compliance is not maintained5. 

 
The result of all these factors is an inherent tension, albeit not necessarily a negative one, between IT 
and end-user needs.  End user demands for ubiquitous access fly in the face of the increased control IT 
must have to secure the enterprise and bring down the costs of managing client devices.  Organizations 
must find the right balance between IT control and employee productivity to facilitate their pertinent 
business and the regulatory needs.   

 

                                                           

1
 IDC, Optimizing Infrastructure 

2
 IDC, Optimizing Infrastructure 

3
 Forrester, 2007 Security Budgets Increase 

4
 Forrester, 2007 Security Budgets Increase 

5
 InformationWeek, Compliance Spending To Reach $28 Billion By 2007 
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II. Levers for Understanding Flexible Desktop Computing for OS  
  

¢ƘŜ ǇǊŜƳƛǎŜ ōŜƘƛƴŘ aƛŎǊƻǎƻŦǘΩǎ ŦƭŜȄƛōƭŜ ŘŜǎƪǘƻǇ ŎƻƳǇǳǘƛƴƎ Ǿƛǎƛƻƴ ƛǎ ǘƘŀǘ ŘŜǇƭƻȅƛƴƎ ²ƛƴŘƻǿǎ ŎƭƛŜƴǘǎ ƛǎ 
no longer just about installing a copy of the OS on a PC.  Increased availability of high bandwidth 
network and advances in all forms of virtualization relevant to the desktopτapplication, machine and 
presentationτhave changed the landscape of client computing, particularly in the enterprise.  Microsoft 
is committed to providing its customers with options when it comes to deploying Windows client 
environments. 
 
The flexibility Microsoft offers in its range of desktop computing options is best understood across three 
dimensions: 
 
1. Local vs. Centralized Execution 

 
Microsoft offers flexibility where the processing for user desktop sessions occurs.  A user can 
leverage the local compute power of his/her device when the OS is installed locally.  This is the most 
common way of running Windows on PCs.  Alternately, user can connect remotely to a system that 
is running in a data center.  Presentation Virtualization, or the ability to detach the user interface 
from the OS, enables centralized execution.  ¦ǘƛƭƛȊƛƴƎ aƛŎǊƻǎƻŦǘΩǎ wŜƳƻǘŜ 5ŜǎƪǘƻǇ tǊƻǘƻŎƻƭ όw5tύ 
technology, the user interface from a centrally hosted Windows environment (whether client or 
server) cŀƴ ōŜ ŘŜƭƛǾŜǊŜŘ ǊŜƳƻǘŜƭȅ ǘƻ ŀ ǳǎŜǊΩǎ access device which can be a full PC or a thin client. 
 
There are advantages and disadvantages to both the local and central execution models and picking 
one option over another (or employing a combination) is based on a combination of both user and 
IT needs/requirements.  For example, all centralized execution options require a persistent network 
connection and therefore, cannot be used offline.  Usage scenarios that need offline capabilities 
always use local execution.  However, centralized execution is the only way to guarantee that 
applications and data always reside in the data center.  This provides a level of control and security 
that is difficult to match in a local execution model. 
 

2. Static vs. Dynamic Compute Stack 
 
As shown in Figure 1, the client compute stack is made of the OS, data and applications, which have 
traditionally been statically configured to support a single desktop computing solution.  This is a 
result of traditional OS/application installation and data storage technologies.  With respect to 
desktop deployment, this means that the OS, application execution/presentation and user data are 
all self-contained within a single device.  This model has the advantage of simplicity because it 
leverages well understood technologies that ship with Windows.  In addition, because the PC is 
configured to be completely self-sufficient, this solution is well-suited to mobile use.  However, the 
tight binding between the various layers may not be appropriate for all scenarios.  Because of this, 
Microsoft has introduced new Windows deployment options that achieve similar results in terms of 
mobility but also enable increased flexibility.   
 
By reducing the dependencies between computing layers, Microsoft enables IT to free the different 
elements of the system from one another.  Each layer can then use other system resources 
generically and does not need to be configured individually for specific systems.  Resources can be 
used on any system, in real-time, on an as-needed basis.  The layers can be brought together 
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ŘȅƴŀƳƛŎŀƭƭȅ ƻƴ ǘƘŜ ǳǎŜǊǎΩ ƳŀŎƘƛƴŜǎΦ  L¢ Ŏŀƴ ŀƭǎƻ ƳŀƴŀƎŜ ǘƘŜ ƭŀȅŜǊǎ ŀǘƻƳƛŎŀƭƭȅΦ  In this decoupled 
model, users can access applications and data on any client deviceτwhether thin or richτfrom 
anywhere.   
 

 
 

 
 

3. Distributed vs. Network Centric Management 
 
In typical client computing with rich client all the components of the stack are locally installed and 
tightly bound.  Since the rich clients are distributed, this involves managing and servicing the layers 
of the stack in a distributed fashion on the individual clients.  From the IT perspective, this is a multi-
instance servicing model, where each client that hosts the authoritative copy όƻǊ ǘƘŜ άǘǊǳǘƘέύ ƻŦ its 
OS installation as well as its applications and data need to be managed across the enterprise.  This 
can prove to be challenging due to configuration drifts in local clients arising from configuration 
events ōŜƛƴƎ ŀǇǇƭƛŜŘ ƛƴŘŜǇŜƴŘŜƴǘƭȅ ǘƻ ŜŀŎƘ ŜƴŘ ǳǎŜǊΩǎ ŜƴǾƛǊƻƴƳŜƴǘ.   
 
Decoupling the different layers of the client computing stack and reducing dependencies between 
the layers enable managing components atomically and servicing single instance of components 
όάǘǊǳǘƘέύ centrally, yet preserve the flexibility of components coming together dynamically to 
execute in either a local or centralized fashion.  This form of administration, called άƴŜǘǿƻǊƪ ŎŜƴǘǊƛŎ 
management,έ ƛǎ ŘƛŦŦŜǊŜƴǘ ǘhan traditional client management architectures in that the 
authoritative copy of an OS and application packages are both created and maintained centrally.  
When a user logs in, the end-user device or the centralized system hosting an end-user session 
access the OS or application packages over the network and execute on the host device.   Network 

Figure 1 
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centric management enables a single-instance servicing model, where OS and application package 
configuration changes made in one central location can be made available to all users in a 
deterministic manner.   This provides for an unprecedented level of agility and manageability, with 
end-users being able to access their OS and applications from anywhere and IT being able to deploy 
software with a high level of agility and simplicity. 
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III. Flexible Desktop Computing Options for the OS  
 

Microsoft offers numerous flexible desktop computing options for Windows, each providing varying 

end-user productivity, security and total cost of ownership (TCO).  This section describes these 

computing options for Windows.   

The following Microsoft products are used to enable the various flexible desktop computing options for 

the OS: 

¶ Windows Vista Enterprise ς the premium edition of Windows Vista optimized for medium and large 

organizations (http://www.windowsvista/enterprise ) 

¶  Windows XP Embedded (XPe) and Windows CE ς embedded Windows thin client OSes 

(http://www. microsoft.com/embedded) 

¶ Windows Fundamentals for Legacy PCs (WinFLP) ς Windows-based client OS for transforming legacy 

PCs into thin clients (http://www.microsoft.com/licensing/sa/benefits/fundamentals.mspx) 

¶ Windows Server Terminal Services ς aƛŎǊƻǎƻŦǘΩǎ server-based computing platform 

(http://www.microsoft.com/terminalservices) 

¶ Virtual PC and Virtual Server ς  aƛŎǊƻǎƻŦǘΩǎ Ŏurrent machine virtualization products 

(http://www.microsoft.com/virtualization) 

In addition, Microsoft offers licensing specifically to support flexible desktop computing models, such as: 

¶ Diskless PCs and Remote Boot for booting client systems from centrally hosted disk images  

(http://www.windowsvista.com/enterprise) 

¶ Windows Vista Enterprise Centralized Desktop for centrally hosting client VMs on server hardware 

(http://www.windowsvista.com/enterprise) 

¶ Terminal Services CALs 

(http://www.microsoft.com/windowsserver2003/howtobuy/licensing/ts2003.mspx) 

¶ Remote Desktop License (RDL) for Blade PCs 

(http://download.microsoft.com/download/7/8/5/7855930A-7660-4971-8230-

189E9CD06366/rdl_licensing.doc) 

It is important to note that there is not necessarily a one-to-one relationship between the products and 

licensing offered; i.e., some of the offerings above are products while others are licensing rights.  For 

example, Windows Vista Enterprise is a product, but Windows Vista Enterprise Centralized Desktop is a 

licensing right. 

This flexible desktop computing options enabled by Microsoft offerings above can be grouped logically 

by their mode of execution.  These client computing options are displayed graphically in Figure 2 below 

and work along an axis from the rich, distributed Windows PC models on the left to the thin, centralized 

execution models on the right.   

http://www.windowsvista/enterprise
http://www.microsoft.com/embedded
http://www.microsoft.com/licensing/sa/benefits/fundamentals.mspx
http://www.microsoft.com/terminalservices
http://www.microsoft.com/virtualization
http://www.windowsvista.com/enterprise
http://www.windowsvista.com/enterprise
http://www.microsoft.com/windowsserver2003/howtobuy/licensing/ts2003.mspx
http://download.microsoft.com/download/7/8/5/7855930A-7660-4971-8230-189E9CD06366/rdl_licensing.doc
http://download.microsoft.com/download/7/8/5/7855930A-7660-4971-8230-189E9CD06366/rdl_licensing.doc
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Figure 2 

 

Local Execution 

1.    Rich Client 

In this traditional, rich client model the OS is locally installed on standard PC hardware, providing the 

richness, versatility and offline capabilities for which PCs running Windows are well known for.  

However, this option involves distributed servicing of the OS, which if not managed well can 

increase TCO.  In addition, local storage of data can make rich clients vulnerable to security breaches 

and data loss/theft when adequate measures for protecting the local data are not employed. 

2. Diskless PC and Remote Boot 

In this model, the OS is pre-installed into an image file that is stored on a centralized storage system 

such as a Storage Area Network (SAN), rather than on a local hard drive.  When the PC is booted, the 

OS is delivered on-demand over the network and executes locally using local resources.  This allows 

for a dynamic environment in which an OS, applications and data can all move freely among client 

machines.  The software technology for diskless PCs and remote boot is nascent and requires 

significant network bandwidth as well as a persistent network connection.  However, the advantage 

of this model is in centralizing servicing of the operating system as well as the ability to instantly 

upgrade or roll back the version of Windows on a system, which makes it particularly useful during 

OS migrations.   
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3. Client Hosted Virtual Machine 

In this model, Windows is executed within a virtual machine environment hosted on one of the two 

aforementioned distributed computing options (rich client or diskless PC with remote boot).  This 

approach helps mitigate compatibility issues that exist between applications and the OS by allowing 

multiple versions of Windows to run on the same piece of standard desktop hardware 

simultaneously.  In addition, this model can be used offline, when used in conjunction with a rich 

client.  However, this option adds the burden of managing two distinct and distributed OS instances 

on the host device. 

Centralized Execution 

4. Windows Server Terminal Services 

Terminal Services provides a server-ōŀǎŜŘ ŎƻƳǇǳǘƛƴƎ ŀǊŎƘƛǘŜŎǘǳǊŜ ŦƻǊ ǊǳƴƴƛƴƎ ƳǳƭǘƛǇƭŜ ǳǎŜǊǎΩ 

desktops and applications on a single server.  The server creates an isolated session for every user 

and presents the user interface (presentation virtualization) to the usersΩ end-point device, which 

can be either a rich or thin client; this ensures that applications and data remain within the data 

center.  Terminal Services also uniquely benefits from a number of economies due to its shared 

computing architecture.  For example, there is only one OS installation which needs to be 

maintained per terminal server and for all the users of that system.  However, this configuration 

introduces some challenges.  Specifically, each user does not have the flexibility to customize his/her 

environment in a way that the user may be accustomed to doing with a rich client.  Also, 

applications need to run on a Windows Server OS, which may not be supported by application 

vendors.   

5. Blade PC 

With this model, a client OS is executed on dedicated blade PC hardware that resides in a data 

center.  There is a one-to-one mapping of a user to a blade, and the access device is primarily a thin 

client (a rich client can also be used as an access device).  This model provides a rich experience 

similar to Windows running on a traditional PC, coupled with the benefits of physical centralization.  

These benefits include the ability to physically secure the core hardware and software powering the 

ǎȅǎǘŜƳΩǎ ŎƻƳǇǳǘƛƴƎ as well as any data that may reside on the blade.  The thin client access device 

usually runs an embedded operating system, and has little value independent of the centralized 

blade PC.  This model also offers the advantage of bare metal PC performance, unencumbered by a 

session or machine virtualization layer, as well as the ability to support free seating/roaming users.  

The main disadvantage of this option is the cost, which is primarily driven by supporting only one 

concurrent user per blade. 

6. Server Hosted Virtual Machine 

This model combines the benefits of both Terminal Services and Blade PC models in that it allows 

discrete instances of Windows client OSes to run simultaneously on server hardware and presents 
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the user interface to the users end-point device, which can be either a rich or a thin client; this 

ensures that applications and data remain within the data center.  It does this by leveraging server 

(machine) virtualization.  Server hosted VMs provide users with a traditional Windows client 

experience that more closely emulates the flexibility and application compatibility of Windows 

running on a rich client.  This also avoids vendor support issues with applications that arise with 

Terminal Services.  Relative to blade PCs, server hosted VMs enable better density by allowing more 

than one user per physical blade.  However, relative to Terminal Services (which leverages a single 

Windows server installation with session isolation), hosting individual Windows client VMs is less 

scalable and supports fewer concurrent users per server.  Supporting any server hosted VM 

deployment is a machine virtualization layer and a set of management tools.  Microsoft provides 

Virtual Server as the VM layer today and will offer Windows Server Virtualization natively in 

Windows Server 2008.  Microsoft will also offer System Center Virtual Machine Manager later this 

year, which provides management technology for virtual machines. 

 

The various compute options described above have certain core benefits which align with specific use 

cases.  Therefore, choosing an appropriate compute option requires carefully considering the 

requirements of a given user sceanarios.  This document walks through the general process of matching 

compute options to user profiles in section V. 
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IV. Flexible Desktop Computing Options for Applications, Data and Management 
 

The prior section discussed the different options Microsoft offers for deploying Windows operating 

systems for client computing.  However, OS deployment is only one piece of the puzzle.  Applications 

and data are critical resources that users need to access from their desktop sessions.  Therefore, having 

flexible deployment options for applications and data are key to providing a complete solution.  

Microsoft offers the following products and features to provide flexibility in managing applications and 

data.  Please note that some of the solutions, like SoftGrid Application Virtualization, are relevant across 

all the computing models described in the previous section.  Others, like Offline Folder Redirection, are 

specifically designed to support certain types of scenarios/users. 

The following Microsoft products are used to enable the various flexible desktop computing options for 

applications, data and management: 

¶ Microsoft SoftGrid Application Virtualization ς the market leading application virtualization and on-

demand streaming platform for Windows client environments (http://www.microsoft.com/softgrid).  

SoftGrid Application Virtualization is a key component of the Microsoft Desktop Optimization Pack 

(www.windowsvista.com/optimizeddesktop) when used for the Desktop and is available standalone 

when SoftGrid Application Virtualization for Terminal Services is used.   

¶ System Center ς aƛŎǊƻǎƻŦǘΩǎ ŦŀƳƛƭȅ ƻŦ ƭŜŀŘƛƴƎ L¢ ƳŀƴŀƎŜƳŜƴǘ ǎƻƭǳǘƛƻƴǎ 

(http://www.microsoft.com/systemcenter) 

Applications 

Microsoft SoftGrid Application Virtualization 

Microsoft SoftGrid Application Virtualization transforms Windows client applications from products that 

are normally installed and tightly coupled within the client compute stack into dynamic services that can 

be delivered to client environments on-demand.   In addition, SoftGrid enables IT to manage and update 

application packages from the center of the network and to have those packages and changes replicated 

immediately to client environments when users run their approved applications. 

Microsoft SoftGrid Application Virtualization provides benefits to all the variations of the local and 

centralized processing models. These benefits vary slightly depending on the exact desktop computing 

option.  However, all the environments benefit from the following capabilities: 

¶ Microsoft SoftGrid Application Virtualization benefits for both local and centralized execution 

 

o Eliminate Application Conflict ς SoftGrid eliminates application-to-application conflict and 

enables applications that normally conflict (for example, two different versions of the same 

application) to run side-by-side.  By deploying applications via SoftGrid, IT is able to eliminate 

app-to-app conflict testing and to drastically reduce the time it normally takes to deploy new 

applications or to update existing ones. 

http://www.microsoft.com/softgrid
http://www.windowsvista.com/optimizeddesktop
http://www.microsoft.com/systemcenter
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o Simplify & Accelerate Application Deployment ς By eliminating application-application conflicts, 

SoftGrid greatly enhances agility of deploying applications to a rich client.  Many customers have 

seen the time to deploy applications go from several weeks to several days when using 

SoftGrid6. 

 

o Consolidate and Standardize OS Images ς SoftGrid allows IT to remove the majority of 

applications that they normally pre-install into OS images and to make those packages available 

as centrally managed, on-demand services.  Consequently, this allows organizations to reduce 

the number of OS images that exist by department or division and to move closer to having a 

single OS image for their entire enterprise. 

 

o Reduce Support Calls ς SoftGrid transforms software configuration problems from incidents that 

normally require systemic debugging of a uǎŜǊΩǎ ŜƴǘƛǊŜ ƻǇŜǊŀǘƛƴƎ ŜƴǾƛǊƻƴƳŜƴǘ ƛƴǘƻ much simpler 

tasks.  With SoftGrid, help desk technicians are able to quickly and easily revert user applications 

to a known good state without disrupting other parts of the system.  This capability has enabled 

SoftGrid customers to reduce the time spent on helpdesk calls by over 30%7. 

 

¶ Specific Microsoft SoftGrid Application Virtualization benefits for local execution  

 

o Enable roaming, free-seating and offline use  ς Microsoft SoftGrid Application Virtualization 

enables roaming and free-seating with rich clients with local execution in a way that has 

traditionally only been possible using a centralized execution model.  Additionally, since SoftGrid 

enables caching of applications on local devices, it also allows offline use which has not been 

possible with centralized execution models.  With SoftGrid, applications follow roaming users as 

they move between different local host devices.  For example, a user can start his/her day at a 

desktop machine in their headquarters location, and move to a laptop as he/she travels to a 

second corporate location and then use a different desktop machine at the second corporate 

location.  In each case, the user is presented with a personalized set of IT sanctioned 

applications that are deliǾŜǊŜŘ ŘȅƴŀƳƛŎŀƭƭȅ ǘƻ άƳŜŜǘέ ƘƛǎκƘŜǊ ƴŜŜŘǎ ƻƴ ŜŀŎƘ ŘŜǾƛŎŜ.  The 

applications are always being processed within the local computing environment using local 

system resources, not on a SoftGrid application server. 

 

¶ Specific Microsoft SoftGrid Application Virtualization benefits for centralized execution  

 

o Consolidate Servers ς Microsoft SoftGrid Application Virtualization for Terminal Services allows 

IT to reduce the number of terminal servers in their environment, in some cases by 33ς40%8.  

                                                           

6
 {ƻŦǘDǊƛŘΣ wŜǘǳǊƴ ƻƴ ±ƛǊǘǳŀƭƛȊŀǘƛƻƴϰ Case Study, http://go.microsoft.com/fwlink/?LinkId=92495 

7
 SoftGrid, Return on Virtualizationϰ /ŀǎŜ {ǘǳŘȅΣ http://go.microsoft.com/fwlink/?LinkId=92495 

8
 {ƻŦǘDǊƛŘΣ wŜǘǳǊƴ ƻƴ ±ƛǊǘǳŀƭƛȊŀǘƛƻƴϰ Case Study, http://go.microsoft.com/fwlink/?LinkId=92496 

http://go.microsoft.com/fwlink/?LinkId=92495
http://go.microsoft.com/fwlink/?LinkId=92495
http://go.microsoft.com/fwlink/?LinkId=92496



