May 2007 .

Summary

Users of the SAP NetWeaver Portal can take advantage of Single Sign-On to Web
based Microsoft backend systems such as Outl ook
SS022KerbMap Module. With Exchange 2007 Microsoft introduces different server roles
that enable administrators to easily choose which features are installed on an Exchange
server. One of these roles is the Client Access server role that provides access to
Microsoft Office Outlook Web Access. In Exchange 2007, Client Access servers support
Integrated Windows Authentication for Exchange 2007 virtual directories. As a result the
SS022KerbMap Module can now be installed on a Client Access server rather than on a
backend server which was necessary if the filter is used in an Exchange 2003
environment. Exchange 2007 now also offers the possibility to cluster mailboxes, a
feature that will likely find a large adoption. We thus investigated a setup that consists
out of a Client Access Server and CCR cluster (Cluster Continuous Replication).

Applies to

A SAP NetWeaver Portal 6.0 SP9 or higher

A Microsoft Active Directory 2003 (forest functional level set to Windows Server 2003)
A Microsoft Exchange 2007 CCR cluster

A SS022KerbMap Module
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Introduction

Users of the SAP NetWeaver Portal can take advantage of Single Sign-On to Web

based Microsoft backend systems using SAP’'s SSOz
SS022KerbMap Module is frequently used for the integration of Microsoft Exchange

Server into a SAP NetWeaver Portal environment.

With Exchange 2007 Microsoft introduces different server roles that enable
administrators to easily choose which features are installed on an Exchange server. One
of these roles is the Client Access server role that provides access to Microsoft Office
Outlook Web Access. In Exchange 2007, Client Access servers support Integrated
Windows authentication for Exchange 2007 virtual directories

As a result the SSO22KerbMap Module can now be installed on a Client Access server
rather than on a backend server which was necessary if the filter is used in an Exchange
2003 environment.

As availability requirements for eMail have increased over the years so too did the need
to guarantee Exchange availability. While client access servers can easily achieve high
availability using a scale out strategy backend servers are single points of failure if no
additional measures are taken to increase their availability.

Exchange 2007 now also offers the possibility to cluster mailboxes a feature that will
likely find a large adoption. We thus investigated a setup that consists out of a Client
Access Server and CCR cluster.

This whitepaper therefore describes the configuration steps that are necessary to
implement the SSO22KerbMap Module in a Exchange cluster 2007 environment that
leverages a distributed setup that consists out of a Client Access Server and a CCR
cluster.

Exchange 2007

Exchange Server provides a complete messaging system that can run on a single server
— meaning that all Exchange services reside on one server, as with the Microsoft Small
Business Server product. However, there are significant gains in deployment,
management, and security that come from having a flexible, modular system that can be
installed across more than one machine. This concept was first introduced in Exchange
2000 Server where a front-end server could be configured to proxy inbound Internet
client protocols to the appropriate mailbox server. Front-end servers are optional and
can reduce the load on mailbox servers and simplify Microsoft Office Outlook® Web
Access (OWA) and Exchange ActiveSync (EAS) user access. Having front-end servers
in medium-size and large organizations made Exchange more scalable by concentrating
particular tasks on a limited number of servers.

In Exchange Server 2007, role-based deployment has been expanded, allowing you to

assign predefined roles to specific servers. These roles allow organizations to control
mail flow, increase security, and distribute services, as shown in the following illustration.
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Customers would typically customize their Exchange Server 2003 installation, creating
specific server roles in a very manual fashion. In Exchange Server 2007, roles are
predefined and chosen during installation. The role selected during installation ensures
that only the necessary services and components are installed. Not only does this
simplify deployment, but it also enables more efficient management and hardware
utilization over time.

Mailbox

( Mailbox

1 Client Access role. Similar to the front-end server in earlier versions of
Exchange, this server proxies Internet client traffic to the correct mailbox server.

I Mailbox role. This role hosts user mailboxes stored in databases that can be
replicated or clustered.

1 Hub Transport role. This role provides internal routing of all messages — from
Edge servers, Unified Messaging (UM) servers, or between two users on the
same mailbox database. The Hub Transport role is also where messaging policy
is enforced for messages moving within and outside the organization.

1 Unified Messaging role. This role enables PBX integration to allow voice mail
and fax messages delivered to Exchange mailboxes, and provides voice dial-in
capabilities to Exchange Server.

9 Edge Transport role. This server resides outside your internal network and
provides on-premise e-mail security, antivirus, and anti-spam services for
Exchange.

Client Access Server

The Client Access server role supports the Microsoft Office Outlook Web Access and
Microsoft Exchange ActiveSync client applications, and the Post Office Protocol version
3 (POP3) and Internet Message Access Protocol version 4revl (IMAP4) protocols. The
Client Access server role also provides access to free/busy data by using the Availability
service and enables clients that are running Microsoft Outlook 2007 and certain mobile
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operating systems to download automatic configuration settings from the Autodiscover
service.

The Client Access server role accepts connections to your Exchange 2007 server from a
variety of different clients. Software clients such as Microsoft Outlook Express and
Eudora use POP3 or IMAP4 connections to communicate with the Exchange server.
Hardware clients, such as mobile devices, use ActiveSync, POP3, or IMAP4 to
communicate with the Exchange server. A Client Access server role must be installed in
every Exchange organization.

CCR cluster (Cluster Continuous Replication)

To provide redundancy for Exchange services and information stores, Exchange Server

2007 provides Cluster Continuous Replication (CCR). Similar to clustering solutions

available with earlier versions of Exchange, CCR uses Windows Clustering Services to

provide virtual servers and failover capabilities. However, with CCR, shared storage is

not required because each node has its own copy of the information stores This allows

customers to implement a variety of storage options such as Direct Attached Storage,

Serial Attached SCSI, and Storage Area Networks. This solution uses a form of log file

shipping that is found in databases such as Miecr

On the active node, transactions are written to the
transaction log. When the current transaction log is full,
the passive node pulls a copy of the transaction log from
the active node to the passive node. A service on the
passive node then posts the transactions from the
replicated transaction log into the database on the
EOvlog stﬁ:tg;;a passive node. If the active node fails (either planned or
unplanned), the cluster fails over to the passive node
that mounts the databases and continues providing
Exchange services. Transactions logs on the new active node are then replicated over to
the new passive node as needed.

Active Passive

Direct
Attached
Storage

Aside from the benefits of having your databases replicated across multiple nodes, you
can also back up the database and transaction logs on the passive node without
impacting performance on the active node. After backup is complete on the passive
node, and the proper transaction logs are deleted, the transaction logs on the active
node are also deleted. The cluster nodes must be on the same subnet, but if the subnet
spans physical networks, you can place the active node and passive node in different
physical locations. This means that replicating your Exchange databases to a remote
disaster recovery site is now possible.

Also, since the reasons for having to restore from backup are reduced with CCR, you
may be able to reduce your operating costs by reevaluating your backup strategy and
decide if the same schedule, backup type, and number of tapes are needed.

The $SS022KerbMap Module

A detailed description of the SSO22KerbMap Module can be found in the collaboration
briefAUsi ng SAP Logon Tickédtas efdo WedDS @ ptpd i Miadrn oncfot
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The ticket bridging mechanism leverages an enhancement of the implementation of the
Kerberos protocol that has been introduced by Microsoft with Active Directory 2003.

Using constrained delegation a service may request a (constrained) Kerberos ticket on
behalf of a user for specified services only. By using protocol transition it is possible that
the client may be authenticated using other methods than Kerberos. Based on this
technology SAP has developed an ISAPI Filter called SSO22KerbMap Module.

Since Exchange 2007 Client Access Servers support Windows Integrated Authentication
the SSO22KerbMap module can be installed on the client access servers rather than on
the Exchange backend server which was necessary in the past with Exchange Server
2003.

The following screen shot shows the browser access to Microsoft Outlook Web Access
through the SAP NetWeaver Enterprise Portal. Using HTTP Watch it is shown that an
SAP Logon Ticket is sent with the HTTP request to the OWA server.

& OWAExchange2007_page - SAP NetWeaver Portal - Windows Internet Explorer @ eige=riely Jiiriele) (o[RS
@\J ~ [ nitpi/ssap-portaltrckowj-dom.extest microsoft.com:30000/ir/portal « [ 42 ] || Live search P |
. ) »
W Ig OWAExchange2007_page - SAP NetWeaver Portal X v B v = v [ Page v ) Took ~
Al MmN = = TP
Wielcome Steve Smith = ; T S *-:i\.,{‘ == Help | Loo Off AP
=y \ AN ;
OWAExchangezm7 _page
OVIAExchange2007_page | History ,
- ) e . : _ =
55 oras Arrange By: Date Hewest on top
{2 Inbox There are no items to show in this view.
('@ Junk E Mail
[LL Motes
[ Outbox
[ Sent Ttems
& Tasks
[ Search Folders
* @ Mstop gl Clear (L Find ~ Y Fer ~GyCopy [@Save =+ 2 Help = E
i ~
| summary | Headers | Cookies | cache | Query Sting | POST Data | Content | Stream|
Cookis Name  Direction  Value Path  Domain Expires -
A Sent  IBI=AXUFAAAAAAAMEWAAIGSNK/FDUF 4 gGnbirug! | SCS =100aPg 1019 1810300267510 / microsoft.com Fri, 17-Apr-2037 14:51:48 GMT
JSESSIONID  Sent  (J2EE4417300)ID12366219500802100410547893086233End li trckwj-dom extest. microsoft,com (Session)
2| Mc1 Sent  GUID=12593bfe7Fbag43ba84da38b735888HASH=Teob ALV =2006118V=3 I microsoft.com Mon, 07-Nov-2016 21:48:22 GMT
T || MsPartner2  Sent LogUser=7312812d-2227-4bfc-aa8-8d4519af eeBaRegUser = / microsoft.com Tue, 15-Jan-2008 22:51:24 GMT =
Bl vrsapsso2  Sent AFEXMDAGABIWb3IDYWwSURIdMULL2 pdGIIABNIYXNDY 2F 1dGhIbnRpY 2F0aIVSUAQALUIIRF .. (ession)
3 || Portalalias Sent portal / sap-portal. trckwj-dom.extest.microsoft.com  (Session)
£ || Portaldlias Recsived portal / sap-portal, trekwj-dom. extest.microsoft.com  (Session)
5 | sepb_” Sent  (JZEE4417300)4417350 / sap-portal. rclo)-dom.extest. microsoft.com  (Session)
£ sapwp_active Sent 1 I trekwj-dom extest. microsoft. com (Session) i
For R = T = = il v
I
€ Local intranet | Protected Mode: Off #100% ~

Integration scenario

The scenario uses a Microsoft Exchange 2007 landscape that consists out of a client
access server and two mailbox servers that are using Cluster Continuous Replication
(CCR).
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Far Help, press F1

The mailboxes could be accessed using a client access server HP64-SFF120 which was
equipped with the SSO22KerbMap Module.

We decided to work with this setup since we assume that several customers will
leverage CCR technology to achieve high availability for the mailboxes of their Exchange
Servers and because the setup of the SSO22KerbMap Module in a clustered Exchange
2003 environment differs from the setup of a non-clustered environment.

When using a Client Access Server it turns out that there is no difference in the setup of
the SSO22KerbMap Module for a clustered and non-clustered Exchange 2007
environment.

Result

The following screenshots show the successful integration of Microsoft Outlook Web
Access 2007 into a SAP NetWeaver Enterprise Portal using the SSO22KerbMap Module
and an Application Integrator iView.
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How to Guide section

The following How-To Guide section describes the steps necessary to configure the
SS0O22KerbMap module on an Exchange 2007 Client Access server.

Please note:

This How-To Guide is not meant as a replacement for the official SAP and Microsoft
documentations. It is rather meant as a source for information that is specific for the
configuration of the SSO22KerbMap Module in an Exchange Server 2007 environment.

The configuration steps can be summarized as follows:

The SSO22KerbMap Module has to be installed on each Client Access Server (if several
ones are used).

In contrast to Exchange 2003 there is no difference in the setup if the server that hosts
the mailboxes is clustered compared to a setup where a single server installation in the
backend is used.

Step 1: Downloading the installation files

1. Download the most recent version of the SSSO22KerbMap Module and the SAP
Logon Ticket Toolkit from SAP Service Marketplace at:
http://service.sap.com/patches -> SAP Support Packages and Patches -> Entry
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http://service.sap.com/patches

by Application Group -> SAP Technology Components -> SAPSSOEXT ->
SAPSSOEXT -> Windows Server on x64 64bit -> SAPSSOEXT_<PL>.SAR

and SSO22KerbMap_<PL>.SAR

Download the most recent version of SAPSECULIB from SAP Service

Marketplace at:

http://service.sap.com/patches -> SAP Support Packages and Patches -> Entry
by Application Group -> SAP Technology Components -> SAPSECULIB ->
SAPSECULIB -> Windows Server on x64 64bit -> SAPSECULIB_<PL>.SAR
Download the verify.pse file from the SAP Enterprise Portal at System

AdministratonY Syst em Confi gurati on

Please note:

Since Exchange Server 2007 is only available on x64 64-bit platforms please be sure to
download the files that have to be used for x64 64bit windows platforms.

Y. Keystore

Step 2: Configuring Windows Integrated Authentication on the client
access server

Em:hange Management Console

File Action ¥iew Help

M= |

&+ @@ 2m

£3 Microsoft Exchange

; E. cClient Access Actions
[#-4aae| Organization Configuration a5 -
Tl Client A
-3 Server Configuration I Crsate Filker lent Access
H 2 i
Ma“b Nams = [Foke [V T Dutlook Angrhers Enable: e
i e—— TgHPELSFFIZ0 Cliert Access Version 6.0 (Buld585.24)  False Refresh
=1 Unified Messaging =2 HPE4-5FF73 Hub Transport, Client Access  Version 8.0 [Build 685.24) False @ Help
-2, Recipient Corfiguration
13 Mailbox -
2, Distribution Group HPB4-SFF120
i) Mai Contact | Enter Product Key...
43 Disconnected Mailhox
.58 Tookbox 2l | #]| "o Enable Cutiook snpwhers...
2 HPG4-5FF120 Fraperties
Outlock Web Accsss | Exchange ActiveSync | Offfine dddress Book Distribution owa (Default Web Site)
Mame_* [ weh Site [ Version [Tupe Froperties
) Exchange [DefaultWeb ... Default Web Site Exchange 2003 or Exchan, Maiboxes @ Hel
5 Exchweb (Default Web Default Web Site Exchange 2003 or Exchan. Exchweb "
& owa [Default Web Site) Default Web Site Exchange 2007
) Public (Default Web Site]  Default Web Site Exchange 2003 or Exchan, Fublic Folders
£ Bl |

whN e

No os

Open the Exchange Management Console.

Locate Server Configuration\Client Access.

On the Outlook Web Access tab, open the properties of the virtual directory that
you want to configure to use Integrated Windows authentication.

Click the Authentication tab.

Select Use one or more of the following standard authentication methods.
Select Integrated Windows authentication.

Click OK.

Microsoft

SAPd

Ad mi

I


http://service.sap.com/patches

As a result the virtual directory that is used for Outlook Web Access is configured to use
Windows Integrated Authentication.

I
: owa (Default Web Site) Properties |
|

Public Computer File Access | Private Computer File Access I Femaote File Servers
General Authentication I S egmentation

% e one or more standard authentication methods:

W Integrated ‘Windows authentication
[ Digest authentication for Windows domain servers

[~ Basic authentication [pazsword iz zent in clear text]

" Uze forms-based authentication:

Logon Format;
¥ Domainuser name

€ Wzer principal name [UEK]
= Wser name only

Logon darmain:

|
[ I Browze, . |
I

nj:i:jn To configure 551 zettings for thiz Dutlook “Web Access vitual directory, use
~the Internet Infarmation Services [[15] snap-in.

k. I Cancel Spply Help

Step 3: Installing the SSO22KerbMap Module on the Client Access Server

This step includes the following tasks:

1. Copying the required files for the ISAPI filter to the local directories

2. Determine the SPN used for constrained delegation.

3. Adapt the configuration file SSO22KerbMap.ini

4. Configure the ISAPI Filter in the Internet Information Services Manager
5

Copying the required files for the ISAPI filter to the local directories

1) The following files that have been downloaded in step 1:
1 SSO022KerbMap.dll
1 SSO22KerbMap.pdb
1 SSO022KerbMap.ini
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1 sapssoext.dll

1 verify.pse
are copied to a local directory on the Client Access Server (in this case
D:\SSO22KerbMap).
i D:'55022KerbMap H=E3|
File  Edit Yiew Faworites Tools  Help | ﬂ'
Qoack - &) - (¥ | - search | *) Folders | -
Address I_} D:y55022KerbMap j E’ Go
Folders ﬂ Mame ~ | Size | Type | Date Modified | Attribute
) Deskt ;I () Microsoft, WCa0,CRT File Folder 411702007 11:06 AM
* Favorites [CJMTAMDES File Folder 411042007 10:00 AM
) Lacal Settings () nkx86_t File Folder 411042007 10:00 AM
) Microsaft VCEC ‘:w] sapssoee,dil 3,044 KE  Application Extension 992072006 326 AM 1
= My Docunl’lents ‘:w] sapssoext_old.dll 2,757 KB Application Extension  1/8/2006 11:53 AM A
L.5 My Reecent Dac \:«] 33022k erbMap.dil 111 KB Application Extension  4/1702007 3:07 AM 1
) HetHood _'}'SSOZZKerbMap.ini Z KB Configuration Settings 401002007 10:11 AM 1
&) PrintHood 55022KerbMap.pdb 833KE FDE File 4{17/2007 3:07 &M A
£ SendTo S5022KerbMap. pdf 265KE  FOF File 1212007 1:54 PM A
) Start Meru E] S5022KerbMap_070417 log Z5 KB Text Document 411712007 3:06 PM 1
) Templates E] S5022KerbMap_070418.log 212KB  Text Document 411812007 12:11 PM A
) UserData Ej S5022KerbMap_550.log TASKE  Text Document 4115/2007 12:11 PM A
) All Users E] Ski_Trace.log OKE  Text Document HISIZ007 12:12 PM 1
) Defaul User o vetify. pse 1KB PSE Filz 411712007 2:45 PM A
) Exchangesetuplogs
) FrameworkSetup
2 Imetpub
) CemDrivers
.2 Program Files
[+ == Pranrar Files (RAY hd
Kl | AT | &

2) The following files that have been downloaded in step 1:
1 Microsoft.VC80.CRT.manifest

T msvem80.dll
T msvcp80.dil
1 msvcr80.dll

are copied to the subdirectory ...\Microsoft.VC80.CRT in the directory specified in 1)
(in this case D:\SSO22KerbMap\Microsoft.VC80.CRT ) on the Client Access Server.

3) The file sapsecu.dll is copied to a directory that is included into the path, for example
the %WINDIR%\SYSTEMS32 directory.

Determine the SPN used for constrained delegation.
1. Log on as a domain administrator.

Use the command

setspn

- line tool

setspn.exe

L hp64 - sff120

to list the configured Service Principal Names (SPN) for HOST for the LocalSystem
account for the client access server (here: hp64-sff120). The tool will list the Service
Principal Name that is registered in Active Directory for the FQDN of the Client

Access Server HP64-sff120.
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HOST/hp64 - sff120.TRCKWJ - dom.extest.microsoft.com

Please note:

The Setspn.exe tool is included with the Microsoft Windows Server 2003 Support
Tools. To install the Windows Support Tools, double-click Suptools.msi in the
Support\Tools folder on the Windows Server 2003 CD.

Adapt the configuration file SSO22KerbMap.ini

Now the configuration file SSO22KerbMap.ini on the Client Access Server can be
adapted to meet the environment. In our setup the configuration file SSO22KerbMap.ini
contains the following entries:

PseFile: D:  \ SSO22KerbMap\ verify.pse

ServicePrincipalName: HOST/hp64 - sff120.TRCKWJ - dom.extest.microsoft.com
FilterPriority: High

SSO2AccountAttribute: s AMAccountName

LogLevel: 3

Configure the ISAPI Filter in the Internet Information Services Manager
Install the SSO22KerbMap Mapping Filter (the SSO22KerbMap.dll ) as an ISAPI filter
on the website the target application is running on, as follows:

Step 3: Configure constrained delegation for the Client Access Server in
Active Directory

Constrained delegation has to be configured only for the client access server. To do this
the Trusted-to-Authenticate-for-Delegation flag has to be configured for the computer
account of the CAS.
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HPE4-5FF120 Properties EHE

General I Operating System I tdember Of
Delegation | Lacation I tanaged By I Diali

Deleqation iz a securnity-zensitive operation, which allows services to act on
behalf of anather uzer.

£~ Do rot brust this computer for delegation
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£ Trust this computer for delegation to specified services only

™ Use Kerberos only
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Service Type | Izer ar Computer | Part | Service Name | D

HOST hpBd-=ff1 20, TRCKMW .

1| | i
I Expanded Add... | Bemawe |

] I Cancel | Apply |

In the following we describe the configuration steps for the computer account of the
Client Access Server:

=

Open the MMC Active directory Users and Computers.

Choose <Your Windows_2003_domain> and locate the computer account of the
cluster node (here HP64-SFF120).

Right-click the cluster node and choose Properties.

Select Delegation and Trust this computer for delegation to specified services only.
Select Use any authentication protocol and choose Add.

Select Users or Computers and enter the cluster node that has been selected above
as object name (here HP64-SFF120).

. Choose Check Names and OK.

8. Add the SPN for the HOST service type for your cluster node which was determined
in Step 2

n

o Uk~ w

Steps 1 to 8 have to be repeated with each client access server if several client access
servers are used. Replace the hostname HP64-SFF120 with the hostname of the client
access server in the configuration steps described above.
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Step 3: Activation of the ISAPI Filter
After the changes have been done one has to activate the filter.

Default Wehb Site Properties E I

Documenkts I Direckory Security | HTTF Headers I Cuskorn Errors
Web Site I Performance ISAPI Filters I Hame Directary

The Following filkers are active only For this Web site and executed in the order
listed below, This lisk does not show Filkers configured Far all the Web sites on this
SErvEr,

Skatus | Filker Mame | Prictiky | d
"' se0zzkerbmap High

Remove

i

Add/Edit Filter Properties

¥

Filker name:; Issnzzkerl:umap ahile |

Executable: ID:'I,ESOEEKerI:uMap'I,SSDEEKerI:uMap.-:III Ve LD |
!
: Browse. .. | E dovn |
]
i | (04 I Zancel Help |
f
Priority: High

Ik Zancel Gl Help

This has to be done by performing an iisreset. Afterwards you have to access the OWA
URL. Only after the filter has been accessed the status will change to green.
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Important Note

Please check SAP Note 735639 SSO22KerbMap: Known issues before installing the
SS022KerbMap Module.

At the time of writing of this whitepaper for each server that uses the SSO22KerbMap
Module, the Microsoft Hotfix 907524 has to be installed to avoid a memory leak in
Windows 2003 caused by Microsof t Isass.exe.

Conclusion

The SSO22KerbMap Module has only to be installed in the Exchange virtual server of
the Client Access Server(s). The setup of the SSO22KerbMap Module for an Exchange
Server 2007 CCR Cluster is identical to the setup that is necessary for a CAS together
with a single non clustered backend server.

References

A Note 735639 - SSO22KerbMap: Known issues
https://service.sap.com/sap/support/notes/735639

A Note 785343 - SSO22KerbMap: Configuration for SSO for Outlook Web Access
https://service.sap.com/sap/support/notes/785343

A Step-by-Step Guide: SSO22KerbMap ISAPI Module Collaboration Brief “Using SAP
Logon Tickets for Single Sign on to Microsoft based web applications”
https://www.sdn.sap.com/irj/servlet/prt/portal/prtroot/com.sap.km.cm.docs/library/unk
own/Using%20SAP%20Logon%20Tickets%20for%20SS0%20to%20Microsoft-
based%20Web%20Applications.pdf

A A memory leak occurs in the Lsass.exe process after you configure constrained
delegation in Windows Server 2003
http://support.microsoft.com/default.aspx?scid=kb;en-us;907524
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