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1 Introduction 

At a time when license compliance has become a regulatory requirement1, corporations need to have a 

firm control over their IT assets. This means accounting for legally owned software assets and 

monitoring un-authorized software that may creep into the enterprise, many times unknowingly. 

Software purchases also constitute a significant portion of IT spending and effective management of 

these resources can lead to significant savings.  

The combination of a mobile and globally dispersed workforce, employee churn, and rapid growth of an 

organization makes it extremely difficult to track and manage IT assets. This paper discusses a solution 

for asset management using Microsoft® Asset Inventory Service (AIS) that can enable IT administrators 

and decision makers to conduct automatic asset discovery, monitor compliance, and make intelligent 

purchase decisions based on real inventory data. 

2 Software Asset Management Challenges 

Software is an important IT asset just like any physical asset such as hardware or machinery, but the 

intangible and digital nature of software makes it difficult to track and manage. As organizations grow, 

the size and diversity of the software assets grow and so do the challenges in managing those assets.  

Effective management of IT assets can both eliminate waste and prevent their misuse. Asset 

management requires automatic tracking and monitoring throughout the asset’s lifecycle – acquisition, 

support, upgrades, license renewals, and retirement. This is possible only by using a tool that can 

automate most, if not all, of the management tasks such as inventory creation, monitoring, license 

reconciliation, reporting etc.  

If software assets are not monitored, organizations run the risk of being found “out of compliance” 

during an audit because of unlicensed or counterfeit assets that appear unknowingly. An employee, 

temporary contractor, or sometimes an outsourcing partner, may install personal or unlicensed 

software without explicit permission. Typically, even after the completion of the task, the unauthorized 

software stays on the machine. Employees often download and install evaluation versions of software 

and use it in a manner that may violate the evaluation licensing terms.  In fact, unintentional use of 

unlicensed software is a major cause of noncompliance2. In order to cover the risk of litigation, fines, 

and damaged reputation arising out of noncompliance, organizations often buy more licenses than are 

required. An efficient Software Asset Management (SAM) regime can instead lead to significant cost 

savings. 

                                                             
1
 The Sarbanes-Oxley Act of 2002 (Pub.L. 107-204, 116 Stat. 745, enacted July 30, 2002), also known as the Public 

Company Accounting Reform and Investor Protection Act of 2002. 

2
 According to a Yankee Group survey, 90 percent of companies worldwide have had to deal with software 

licensing non-compliance issues and nearly 50 percent did not intentionally break the law. 
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Growth in organizations often leads to redundancies in software assets; an acquisition, for example, may 

result in duplicate assets. If the purchasing function is not centralized within the whole organization, it 

may lead to a lack of ownership of license management across the organization. Many times 

organizations pay support and licensing costs for software that is no longer needed. 

The nature of the business invariably results in ever changing software requirements. For example, in an 

IT services organization, employees often use one set of specialized tools for one particular assignment 

and most likely will require a different set of tools in the next assignment. Reclaiming licenses by 

tracking the software that may no longer be in use becomes essential in such scenarios. 

While many tools exist that can help in implementing an asset management solution, most of them fail 

to address two major challenges:  

1. Inventorying and monitoring assets residing on disconnected user PCs – these are the PCs that 

are not on the enterprise network or rarely log onto the enterprise network. 

2. Cataloging – Wipro has seen many organizations using tool assisted software asset discovery 

struggle with manually cataloging the discovered assets. As the installed base grows, the 

inventory is flooded with hundreds of discovered software titles that need to be classified based 

on the established SAM policies. Manual cataloging is a very tedious process; every time a new 

software title is discovered it must be categorized as free, licensed, restricted, banned etc. In 

addition, it is almost impossible to keep pace with the latest software title releases worldwide. 

The need to regularly update the catalog makes this process an even greater challenge. 

Disconnected user PCs and laptops form a major portion of a modern organization’s workforce; 

sometimes as much as 1/3rd of the total workforce may not be on the enterprise network. The reasons 

are manyfold; growth of isolated network segments within the organization on account of a variety of 

security needs, employees working from various locations outside the enterprise network, etc. As a 

result, monitoring or routine inventorying of assets on the PCs of such disconnected user PCs and 

laptops is a major challenge. Even with the use of common tools this challenge remains, as most of 

these tools require access to the enterprise network at least on regular basis. 

3 Software Asset Inventory – First Step to Asset Management 

Software assets form more than 60% of the total IT assets within an organization and effective 

management of these assets is a priority for IT departments. In recent times, industry standards for SAM 

like ISO/IEC 19770 have emerged. Similarly, Information Technology Infrastructure Library (ITIL) has 

published a Software Asset Management Guide (SAM Guide) that documents the best practices in SAM 

which are widely adopted by the industry. ITIL broadly defines software asset management as a sum of 

the following components:  

¶ Software Asset Management (SAM) Policies – Defined organizational policies and software 

standards based on business needs 
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¶ Asset Discovery – Scanning of installed software throughout the organization to create an 

inventory of software assets 

¶ License Reconciliation – Reconciliation of licenses owned with the installed software 

¶ Evaluation – Enforcement of standards compliance, recovery and redeployment of existing 

licenses, and purchase and deployment of additional licenses if needed 

The challenge of software asset management lies not just in creating the asset inventory but in keeping 

it up-to-date. The practice of manually conducting an inventory of software invariably results in 

outdated inventory data and is time consuming because of increasingly dispersed workforce. As new 

employees join and others leave the organization, systems are frequently upgraded or replaced, and this 

inventory data needs to be updated on regular basis. To make matters worse, employees do not want 

their productivity hampered by IT staff frequently interrupting them during the inventorying process. IT 

managers need a tool that can provide accurate, non-intrusive, and automatic inventory for software 

assets.  

4 AIS Overview 

Microsoft AIS addresses the many software asset management challenges discussed earlier. For 

instance, AIS is designed as an online service whose inventory database is accessible over the internet. 

With ubiquitous internet access, the discovery agents running on the user PCs can always upload 

inventory data to the inventory database. This solves the crucial problem of collecting inventory data 

from user PCs disconnected from the corporate network. This architecture, illustrated in Figure 1, also 

has the following additional benefits: 

¶ Obviates the need of maintaining dedicated expensive database servers in-house 

¶ Enables IT administrators to access inventory data at any time and from any location with 

internet access 
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Figure 1: AIS Architecture 

Service 

The AIS service resides in Microsoft datacenters. Customers must register with the service online 
through the Microsoft Volume Licensing Service (MVLS) web site to gain access to AIS3. An account with 
the service is created for every customer organization4. 

Agents running on user PCs belonging to a customer account connect to the service and upload their 
inventory data. The inventory data is checked against the dynamic software catalog data for naming 
rationalization, categorization, and transformation and then stored in the SQL database.   

Authorized administrators from the customer organization can perform various management functions 
by connecting to the service using its web interface, such as: 

¶ Generate various reports about the software assets grouped by software type, software version, 

PC location etc.   

¶ Compare the inventoried software against the organization's MVLS database to generate a 

license entitlement report 

                                                             
3
 Microsoft assures its customers that during the registration process, no comparisons are made on customer’s 

inventory data with in-place volume license agreements. 

4
 Inventory data for up to 20,000 PCs can be uploaded for one account. Although you can increase client numbers 

beyond 20,000, the performance of AIS may deteriorate.  It is advisable to create a new account whenever the 

number of PCs exceeds 20,000. 
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Agent 

After service registration is complete, administrators can download the client installation package that 
has a unique, account-specific certificate. IT administrators must install this lightweight software agent 
on each PC that they wish to include in their inventory. 

The client agent, after it is installed on each user PC, scans the system for installed software at pre-
defined and reconfigurable intervals. The consolidated inventory data is stored in an XML format and is 
uploaded to the web service over a secure web transport (HTTPS). The XML file is typically less than 
100KB per client, so the impact on computer or network operations is minimal.  

4.1 Asset Discovery  

During scheduled scans, the agent looks in specific areas of the system to obtain installed application 
information. Later, based on the data collected during the scan, AIS identifies and classifies the 
software. 

Many asset inventory products in the market scan the entire PC looking for installed software 
information. This method of scanning consumes significant resources and may degrade PC performance. 
This scanning method also generates a lot of redundant information, including multiple entries for the 
same software (same application available in multiple folders) or different versions of the same software 
(Professional vs. Standard versions of Microsoft products), making it difficult for IT administrators to get 
a true picture of the inventory data. 

AIS, on the other hand, uses advanced scanning technology to scan only specific areas of the system5. 
This leads to shorter and non intrusive scanning process on user PCs. AIS agent uses link scanning to 
traverse all the application shortcuts to track any applications that might not have been identified by the 
MSI database. Link scanning results in uncovering installed applications that may not otherwise be 
discovered. AIS’ superior scanning technology gives it a major advantage over other asset inventory 
tools. 

4.2 Data Privacy 

With recent industry momentum towards SaaS and cloud computing, there is an increased acceptance 
towards solutions that may require hosting sensitive data at the service provider’s datacenter. Data 
privacy, though, is still not taken lightly by organizations. Microsoft AIS addresses these concerns with 
multi-tenant web application architecture that is highly secure and with frequent data privacy audits by 
independent 3rd party organization.  

Multi -Tenant Web Application Architecture 

AIS handles multiple requests from different customers at the same time while maintaining a very high 
level of privacy and security of the data. This is achieved by maintaining each customer’s data in a 

                                                             
5
 AIS scans Microsoft Windows Installer (MSI) Database, Add/Remove Programs (ARP), Registry, WMI database (for 

Hardware and User Information), Program Files Folder and Start Menu Folders. Link scanning is restricted to links 

under Program Files and Start Menu Folders. 

Figure 1:  Client/Server architecture for AIS 
 

Figure 1:  Client/Server architecture for AIS 
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separate partition that are password protected. AIS implements 512 bit SSL encryption for all data 
transfers between agents and the service to help ensure security of data in flight. Inventory data is 
stored in the service database in encrypted format. 

Independent 3rd Party Privacy Audits  

All privacy and security measures are reviewed, audited, and verified by an independent 3rd party 
agency that specializes in security and privacy evaluations6. Microsoft conducts privacy audits on a 
regular basis. Even Microsoft does not have access to customers’ inventory and license data due to 
strong data encryption.  

4.3 Software Cataloging 

Automatic software cataloging is a very powerful feature that helps to categorize applications and filter 

out discrepancies in inventory data. Sometimes an application may show up under an unknown category 

or the application itself may not be recognizable. Typically this occurs if application name or MSI 

package properties are misspelled. Similarly, an application that was rebranded - maybe because of an 

acquisition - may still have residual traces of old branding.   

AIS uses a dynamic software catalog for naming rationalization, categorization, and transformation of 

scanned inventory data. Customer data is correlated with a catalog containing a broad set of categorized 

applications. If a match is found, the record is displayed in reports with the corresponding category. 

Microsoft maintains a catalog of software titles in the form of an Application Knowledge Base that 

contains information on a vast majority of software titles, each identified by a unique signature. 

Microsoft researchers continuously update this database with signatures of newly published software. 

The researchers also annotate the application signatures with additional information such as category 

information and correct publisher names before adding them to the catalog. 

4.4 Reporting  

AIS provides a web interface to IT administrators for accessing their organization’s software asset 

inventory reports. The web access is secured over an SSL link, and AIS implements password protected 

access control.  

The inventory data is sterilized for clarity before generating the reports. AIS automatically cleans the 

captured raw inventory data to remove any duplicate entries. AIS leverages the application knowledge 

base when matching the scanned inventory data to the application signature in the database to 

accurately find the application and publisher details.  This ability is unique to AIS. 

                                                             
6
 Asset Inventory Service (AIS) Privacy Assessment Report by Jefferson Wells, May 2008 
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Apart from providing a dashboard on notifications and summary reports, AIS produces comprehensive 
reports with each record by including details such as application name, publisher name, category, 
version etc. 

Ability to Filter Results:  IT administrators can customize reports by selecting appropriate filters such as 

publishers, categories, asset group, and end date.  

Status Accounting: IT administrators can also generate reports based on inventory data corresponding 

to a specific date. Multiple reports belonging to different dates can then be compared to do point-in-

time status checks to show the difference in the asset inventory between two time intervals. This 

information is very beneficial for the administrators to know what changed from a certain date. 

Navigating through Report: IT administrators can select a specific record in the report to get additional 

details such as the PC on which specific software is installed, the first time the software was found in any 

of the PCs, the latest PC on which the software was installed etc.  

All the generated reports can be sent to a printer or can be exported in many popular formats such as 

XML, CSV, TIFF, PDF, Web Archive, and Excel. This information can then be imported and integrated with 

other IT asset management tools.  

4.5 License Management and Reconciliation 

AIS provides the ability to compare an enterprise’s current software inventory with data from Microsoft 

Volume License (VL) agreements and purchase orders specifying actual licenses purchased. Existing 

license data can be imported and incorporated into a variety of reports, allowing IT Administrators to 

review compliance with existing contracts, analyze true-ups or renewal requirements, and reclaim and 

redeploy licenses. 

AIS’ web based interface enables IT administrators with appropriate privileges to carry out various 

license management tasks such as adding, deleting, or editing licenses to reflect the correct licensing 

status7. IT administrators can group specific license agreement pairs, edit and delete such groups if 

required, and generate license entitlement reports for a particular license group. Entitlement reports 

compare license entitlement information with installed software. Administrators can also export these 

reports to formats such as CSV, XML, PDF etc, or save them for future reference. Saved license 

reconciliation statements and reports can be referenced any time later until explicitly deleted. 

5 Deploying AIS 

AIS deployment tasks involve configuring the AIS service and deploying the agent on user desktops. The 
agent is packaged as a Microsoft Windows Installer (MSI) package and can be distributed through any of 
the automatic application distribution channels that already exist in most organizations. 

                                                             
7
 Currently AIS interprets only Microsoft license agreements and does not import third party license information. In 

future, AIS may be enhanced to interpret licensing information for 3
rd

 party software applications as well. 
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The agent is supported on all Windows Operating Systems in Mainstream or Extended phases of the 
support period. The agent leverages Microsoft Update to keep itself up to date. Alternatively, 
organizations can also use Windows Server Update Services or SMS/Configuration Manager for updating 
the agent if required. 

5.1 Deployment Planning  

AIS is available to customers as a part of the Microsoft Desktop Optimization Pack (MDOP), an offering 
that can be purchased with Software Assurance from Microsoft. AIS subscription can then be activated 
from the MVLS site at http://licensing.microsoft.com. 

Microsoft recommends placing the installation package in a secure location since it contains an account-
specific certificate which is needed to upload the inventory data. The agent can be deployed manually 
on PCs, through Systems Management Server (SMS), through configuring group policy objects, or 
through any other software distribution tools used by the enterprise. Once the agent is deployed, clients 
begin the inventory and uploading activities. 

5.2 Required Skills  

AIS deployment does not require special skills. IT staff with experience in using software distribution 

tools will be familiar with most of the tasks in AIS deployment. 

5.3 Deployment Tasks 

¶ Activate Asset Inventory Service: AIS can be activated by logging into MVLS site and using 

Online Services Administration facility. Please refer to the MDOP deployment guide for detailed 

instructions on how to activate the asset inventory service.   

¶ Download AIS Client Software: After the service is activated, administrators can download the 

client software. This package contains an account-specific certificate and is ready to be installed 

on desired computers.  

¶ Deploy the Client on User PCs: IT administrators have many options in the way the AIS client 

can be deployed. Please refer to the AIS deployment guide8  for detailed step-by-step 

instructions on the various client deployment options listed below: 

o Manual Client Deployment 

o Client Deployment with Group Policy 

o Client Deployment with System Center Essentials  

o Client Deployment with Systems Management Server  

o Client Deployment with 3rd Party Software Distribution Tools 

                                                             
8
 http://technet.microsoft.com/en-us/library/bb964349.aspx 

http://licensing.microsoft.com/
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¶ Verify Deployment: Administrators can log into the AIS web site and either search for a 

computer by name or list all the participating computers. Alternatively, IT administrators can 

verify if installation on a specific computer succeeds by checking the entry in the ‘Add or 

Remove Programs’ tool in Windows. Please refer to AIS deployment guide for detailed 

instructions. 

¶ Configure Clients: Optionally, IT administrators can assign the computers running AIS clients to 

groups. In most of the organizations, computers will probably be already assigned to groups. If 

not, IT administrators can use the Group Policy and Group Policy Administrative Template to 

assign computers to various groups. Please refer to the AIS deployment guide for detailed 

instructions.  

5.4 Monitoring 

Once clients are configured and have begun to upload inventory data, the service itself does not require 

any active monitoring. But based on the SAM policies defined, IT administrators may implement a 

schedule to monitor reported inventory data and generate periodic reports for inventory analysis and 

take proactive actions regarding purchases, resource reassignments etc.  

AIS also provides an interface to perform user and account management tasks such as adding or 

deleting users who can access inventory data or generate reports.   

6 Usage Scenarios  

6.1 Using AIS for IT Resource Usage Optimization & Budget Planning  

In the absence of reliable software inventory data, organizations often end up over-licensing the 
software to mitigate the risk of non-compliance.  AIS can provide IT managers with comprehensive data 
on organization-wide software usage including mobile user laptops and PCs which are not on the 
organization network most of the time.  

AIS provides IT managers with the inventory data that is: 

¶ On-Demand and Current – On demand inventory scans enable real time view into the 
organization’s software assets by location. Additionally, automatic inventory scans at 
prescheduled intervals keep the inventory data current. 

¶ Reliable - AIS’ unique data collection and application signature based cataloging technology 
results in reliable inventory data that can be used for financial decision making. 

¶ Actionable – AIS’ in-built reporting capabilities can generate comprehensive reports for decision 
makers based on reliable inventory data, thereby accelerating budget planning exercises.  

AIS enables IT managers to import volume licensing data directly into AIS. The tool can then be used to 
generate license reconciliation reports, re-assign IT assets, monitor licensing and provide data for 
making purchase decisions. 
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6.2 Using AIS for Software License Compliance  

AIS can help organizations to be compliant with various regulatory requirements pertaining to software 
licensing such as those defined in Sarbanes-Oxley (SOX) Act. Regulatory requirements such as SOX, place 
the responsibility of enforcing compliance squarely on the company boards, and organizations can no 
longer afford to be complacent in enforcement.  

Much of the noncompliance is unintentional and AIS can be an effective tool in helping organizations 
enforce SAM policies and monitor compliance because of its ability to perform automatic periodic scans. 
With AIS, IT managers have a comprehensive inventory data at their disposal that can then be used to: 

¶ Weed out unauthorized software installations 

¶ Monitor under-licensing 

¶ Enforce compliance on evaluation and temporary licenses 

6.3 Using AIS for Desktop Standardization  

AIS can be used to drive desktop standardization throughout the organization. Desktop standardization 
can help reduce support costs significantly.9 Desktop standardization can save time on support calls and 
minimize the training needs of the support personnel as they would only need to be trained on a 
common set of applications that are in use throughout the organization. During the standardization 
process, IT managers can leverage AIS inventory data to evaluate alternatives based on user 
preferences. After completing the standardization exercise, AIS can be used to monitor and maintain the 
standards desktop environment throughout the organization. 

6.4 Using AIS for OS Migration Planning    

Legacy application portability is an important factor to consider while planning for organization wide 
operating system migration. Organizations are typically stocked with a diverse set of business 
applications, home-grown or otherwise.  Some of these applications may not be supported on the 
newer OS platforms either because the original publisher has been replaced or no longer exists.   Using 
AIS, IT administrators can quickly identify applications that face compatibility issues and plan accordingly 
to eliminate post migration surprises.  

6.5 Using AIS to Identify Software Usage Patterns 

Organizations can use AIS inventory data to identify software usage patterns and making business 

decisions based on these usage patterns. For example, Wipro used the inventory data on behalf of one 

of its managed infrastructure services customers to monitor the tools usage within the customer 

organization. Inventory data analysis showed that project groups were using specialized tools on a short 

term basis. Different project teams or individuals were installing an evaluation version of specific tools 

to use them for a short period. Often the tool users were citing ‘evaluation’ as the reason for the 

installation. However, upon observing the trend based on the inventory data, Wipro recommended 

                                                             
9
 According to Gartner Research, up to 50% of time spent on a help desk call is associated with trying to determine 

the configuration of the user’s PC. 
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buying certain quantities of frequently used tools that were needed on a short term basis by various 

groups or individuals. These groups were then charged per use. This resulted in huge financial savings 

while also mitigating the risk of non-compliance due to violation of evaluation license terms. 

7 Best Practices  

¶ Deployment process is best carried out in phases. For one of its customers, Wipro carried out 

the discovery client software deployment in three phases. In the first phase client software was 

installed on the user PCs connected to the enterprise network backbone. In this instance, Wipro 

used the automated software distribution channel that was already in place in the customer 

organization.  In the second phase, discovery client software was manually installed on the user 

PCs connected to isolated network segment within the organization. In the final phase, the 

client software deployment was carried out on laptops assigned to employees working from 

their homes, customer sites, or the road. The final phase was the longest phase as the client 

installation was manual and was carried out as part of the standard support procedure while 

handling any support calls from these employees. 

¶ To keep the impact on network availability minimal, schedule the installation of the AIS client 

during off-peak hours while undertaking mass deployment of clients using Systems 

Management Server (SMS) or Group Policy schedules. 

¶ AIS client software runs for the first time within five hours after installation completes. 

Inventory for a client computer is typically displayed on the AIS Web site within one hour after 

completing installation of the client software. However, you should wait for a minimum of 24-

hours after the deployment to generate inventory reports. 

¶ If you are creating a standard desktop image for mass rollout in your organization, it is 

recommended that you deploy the client software after the image has been installed on the 

machines. The client software can be reinstalled (or reimaged) on the same machine a 

maximum of 365 times. 

¶ You can retire a computer by logging into the AIS website if you do not want to collect inventory 

data from it. However, retiring a computer using AIS web interface still leaves the client 

software installed on the user PC even though it no longer reports the inventory data. As a best 

practice, we recommend you remove the AIS client software from the user PC after it is retired. 

¶ For computers that will be reporting through an authenticated proxy server, the proxy server 

needs to be configured to use computer authentication10. 

8 ITIL SAM Processes Aided by AIS 
                                                             
10

 Please refer to the documentation that comes with the proxy server. If you are running Microsoft ISA server, AIS 

Deployment Guide provides detailed step by step instructions.  
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AIS can be used as the platform to implement the Core Asset Management Processes as defined in ITIL 

SAM Guide11. 

ITIL SAM Process How AIS Aids the SAM Process 

Core Asset Management  Processes 

Asset Identification ¶ Automatic Asset Discovery 

¶ Unique Signature based Software Asset Identification 

¶ Comprehensive System Scan  

¶ Cataloging  to Remove Spurious Entries 

Asset Control ¶ Helps Monitor Unauthorized Software   

¶ Reclaim and Reuse Licenses from Retired PCs and Unused 

Software 

Status Accounting ¶ Provides Change History Over Time 

¶ Manage Software Asset Lifecycle  

Database Management ¶ Automated periodic scans keep the asset database current 

¶ Anywhere-Anytime Asset Database Access 

¶ User Access Control 

¶ Hosted Model eliminates database and infrastructure 

maintenance overheads 

Financial Management ¶ Comprehensive reporting capabilities aid financial 

management 

Verification and Compliance Processes 

Verification and Audit ¶ AIS reports aids configuration verification and audit 

Licensing Compliance ¶ Ability to directly import volume licensing data and reconcile 

with discovered software 

Security Compliance ¶ Highly secure transmission of asset data to database over SSL 

                                                             
11

 ITIL – Best Practice for Software Asset Management 6
th

 Ed Office of Government Commerce, 2006 
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¶ Encrypted asset database 

¶ Multi-tenant service design enables a high degree of data 

privacy and protection   

 

9 Summary 

Software asset management poses significant challenges due to the nature of software assets, ever 

changing business requirements, diversity of software titles in use and a globally dispersed workforce. 

AIS provides an effective software asset management solution that significantly increases license 

compliance and may also result in substantial savings. AIS offers a solution to the challenge of 

inventorying and monitoring software assets installed on mobile and disconnected PC users. The 

automatic and dynamic cataloging feature of AIS can nearly eliminate the substantial effort required to 

classify applications manually. 

AIS can also be considered as an enabling tool while implementing ITIL-SAM guidelines. 
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APPENDICES 

Appendix-A Glossary 

Acronym Definition 

AIS Asset Inventory Service 

HTTPS Secure hyper text transport protocol 

ITIL Information Technology Infrastructure Library 

PC Personal Computer (Desktop or Laptop) 

SAM Software Asset Management 

SMS System Management Server 

SOX Sarbanes-Oxley  

MVLS Microsoft Volume Licensing Services 

Appendix-B AIS Privacy  

An online service needs robust security measures implemented using proven technologies in order to 

allay security and privacy concerns. Microsoft ensures protection of customer data during data transfer 

and user access. 

Agent communication and data transfer  

AIS uses Windows® Communication Foundation, Microsoft's unified framework for building secure, 

reliable, transacted, and interoperable distributed applications. This ensures secure data transfers 

between agents deployed at customer sites and the System Center Online Services data center. Further, 

AIS issues unique security certificate to each deployed agent in a client account. This certificate maps 

the uploaded data to the customer account. Without the proper security certificates, data will not be 

accepted into the system.  

User access and authentication and secure web interface  

AIS uses secure socket layer technology (also known as SSL and HTTPS) during user web access as well as 

inventory data transfer from client to the inventory database. SSL has long been the standard for secure 

web transactions. Users are also required to log in using Windows Live ID that is linked to the customer 

account created at the time of subscription before they can see the inventory data. 

Data privacy audits: 
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Microsoft commits to maintain the data privacy assurances given to their customers. As part of this 

process, Microsoft engages third party agencies to conduct data privacy audit and produces a report 

that is publicly available.  

Following link has a recently concluded data privacy audit report by Jefferson Wells, a well known name 

in internal audits and controls. 

http://www.jeffersonwells.com/DefaultFilePile/ClientAuditReports/Microsoft_Asset_Inventory_Service

_Privacy_Assessment_Report.pdf 

Appendix-C MDOP 

The Microsoft Desktop Optimization Pack for Software Assurance (MDOP) is a desktop solution available 

to Software Assurance customers. MDOP reduces application deployment costs, enables delivery of 

applications as services, and allows better management and control of enterprise desktop 

environments. It enables organizations to manage their software assets, predict and accelerate software 

deployment and management, and enhance IT responsiveness and end-user uptime. This can help 

significantly reduce the Total Cost of Ownership of the operating system and the entire application 

management lifecycle.  

¶ Microsoft offers following components as part of MDOP: 

¶ Microsoft Application Virtualization  

¶ Microsoft Advanced Group Policy Management  

¶ Microsoft Diagnostics and Recovery Toolset  

¶ Microsoft System Center Desktop Error Monitoring  

¶ Microsoft Asset Inventory Service  

¶ Microsoft Enterprise Desktop Virtualization 

Appendix-D References  

¶ Optimizing Branch IT Services, Microsoft and Cisco Joint White Paper, 2008 

¶ Microsoft Asset Inventory Services TechNet Site http://technet.microsoft.com/en-

us/library/bb852146.aspx 

¶ Windows Vista Enterprise: Microsoft Asset Inventory Service 

http://www.windowsvista.com/optimizeddesktop 

¶ Microsoft System Center Online Services 

http://www.microsoft.com/systemcenter/sconline/default.mspx 

http://www.jeffersonwells.com/DefaultFilePile/ClientAuditReports/Microsoft_Asset_Inventory_Service_Privacy_Assessment_Report.pdf
http://www.jeffersonwells.com/DefaultFilePile/ClientAuditReports/Microsoft_Asset_Inventory_Service_Privacy_Assessment_Report.pdf
http://technet.microsoft.com/en-us/library/bb852146.aspx
http://technet.microsoft.com/en-us/library/bb852146.aspx
http://www.windowsvista.com/optimizeddesktop
http://www.microsoft.com/systemcenter/sconline/default.mspx
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¶ Case study - http://www.microsoft.com/casestudies/casestudy.aspx?casestudyid=4000001326 

¶ Data privacy audit report by Jefferson Wells - 

http://www.jeffersonwells.com/DefaultFilePile/ClientAuditReports/Microsoft_Asset_Inventory_Servi

ce_Privacy_Assessment_Report.pdf 

http://www.microsoft.com/casestudies/casestudy.aspx?casestudyid=4000001326
http://www.jeffersonwells.com/DefaultFilePile/ClientAuditReports/Microsoft_Asset_Inventory_Service_Privacy_Assessment_Report.pdf
http://www.jeffersonwells.com/DefaultFilePile/ClientAuditReports/Microsoft_Asset_Inventory_Service_Privacy_Assessment_Report.pdf
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About Wipro Product Strategy & Architecture Practice 

The Wipro Product Strategy & Architecture (PSA) practice is a division of Wipro Technologies, a global 

technology services division of Wipro Ltd. (NYSE-WIT). Wipro PSA practice has more than 12 years 

experience in researching, analyzing, and documenting the business value of technology solutions. 

Wipro PSA practice helps enterprises and technology vendors develop innovative and effective product 

and IT strategies that enable them to expand market opportunities, extend competitive advantage and 

economize business operations. 

In addition to providing consulting services to technology vendors, PSA consultants and technologists 

work with global enterprises and service providers in architecting and implementing large-scale systems. 

This practical, hands-on experience gives Wipro PSA practice consultants and technical architects first-

hand knowledge that informs their business analysis work. 

 

For further information, contact patrick.kalaher@wipro.com  or visit www.wipro.com/psa 
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