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Win32_ActiveRoute Win32_ModuleTrace
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Win32_ConnectionShare Win32_PingStatus
Win32_CurrentTime Win32_ProcessStartTrace
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LLLCLIBLCIL Setting Properties | Methods | Associations
Cl B Win3d2_NetworkAdapterConfiguratior | b s ¢ Bt | Shat o
_— : 3 ‘ A Properties of an obiect are values that are used to
a SS 5 Win32_WhSetting = % characterize an instance of a class.

Win32_TimeZone . R
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[ [IF) Win32_Desktop N BitsPerPel uint32 |32 0 —
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7] [F] Win32_MSIResource X Description 'string | Mobhile Intel(R) 45 Ex| \J W '{0)_
[ [F) Win32_AutochkSetting AN DeviceName 'string | Mobhile Intel(R) 45 Ex
[FJ Win32_SerialPortConfiguration E DisplayFlags uint32 |0
-1 | CIM_MonitorResolution E DisplayFrequency uint32 60
[ [E) Win32_StartupCommand "™ DitherTyre uint32  <empty>
-C] [} Win32_BootConfiguration ™ DriverVersion string  <empty>
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[ [ Win32_NamedJohOhiectSecLimitSet -& PelsHeight uint32 768
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E SpecificationVersic uint32 1025
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'SWbemLocator A7 19 MDVERL
Set Locator = CreateObject("WbemScripting.SWbemLocator")

‘O—HIIA>E 1 —IN\DIER
Set Service = Locator.ConnectServer("",

I‘OOt¥Cim2", llll’ IIII)
Namespace

‘DIVU—DFEE (WQL : WMI Query Language)
strQuery = "Select * from Win32_NetworkAdapterConfiguration " & _

"where IPEnabled = True"
‘DIV—DERT (AR AERST D) h

Set objNet = Service.ExecQuery(strQuery)

'TEROESR
For each n in objNet = Z<DES. B
WScript.Echo n.caption NABEIZT7 L 18
WScript.Echo n.MACAddress

Next
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Set Service = Locator.ConnectServer(RemoteHost,Namespace,User,Password)

IP7 RLATHBRITA, BXAZ(CS
LCTWBETED1—FEATRW\NET D

HETEAE PR D ERYS CRTEBNZ NGBS ““wmisample02.vbs

Set Locator = CreateObject("WbemScripting.SWbemLocator")
Set Service = Locator.ConnectServer("DCO1", "root¥cimv2", "Dom¥administrator", "pass")

Service.Security_.Privileges.AddAsString "SeBackupPrivilege", True
Service.Security_.Privileges.AddAsString "SeSecurityPrivilege", True

strQuery = "Select * from Win32_NTEventlogFile" & _

. TV O0ANDTD
Set obj = Service.ExecQuery(strQuery) 7 2 (FHFTRIVER D N E

For each n in obj
r = n.BackupEventLog("C:¥tmp¥Security.evt")

" Where LogfileName = 'Security

Next
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__InstanceCreationEventIZ k& F = I[CEREN AV X2 XD EE R

Set objLocator = CreateObject("WbemScripting.SWbemlLocator™)

Set objService = objLocator.ConnectServer(TargetComputer, _
“”  AdminUser, AdminPass)

strQueryCreate = “"Select * ~ & _
“FROM _InstanceCreationEvent WITHIN b5 ™ & _

“WHERE TargetInstance ISA 'Win32_Process’ ~
Set objEventsCreation = objService.ExecNotificationQuery(strQueryCreate)

Do
Set CreationEvent = objEventsCreation.Nextevent
ProcessName = CreationEvent.Targetlnstance.Name Win32_Procass
Wscript.Echo ProcessName D70/ G+
Loop
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__InstanceModificationEventIZ& A1 —H—0O45 4> DEI1E

Set objLocator = CreateObject(”WbemScripting.SWbemLocator™)

Set objService = objLocator.ConnectServer(TargetComputer,
“ROOT¥CIMV2”, AdminUser, AdminPass)

strQuery= “Select * 7 & _
“FROM __InstanceModificationEvent WITHIN 5 ™ & _

“WHERE Targetinstance [SA 'Win32_ComputerSystem” ”
Set objEventsModification = objService.ExecNotificationQuery(strQuery)

Do
Set ModificationEvent = objEventsModification.Nextevent
UserName = ModificationEvent.Targetlnstance.UserName
Wscript.Echo UserName

Loop
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— LogonID OJ A CEIDIRSNIZES
— LogonType O0A> DT (58, R KDJ—2--)

REOJA> L CWBR1I—Y—n1—5—-1DEOY

Win32_LoggedOnUser S IDEF w1

Antecedent OJA> Ulzd—Y5—ID
(— Dependent OJ A > CEIDIERSNIEES
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__InstanceCreationEventIZ&b1—H—0O5 4> DER

Set objLocator = CreateObject("WbemScripting.SWbemlLocator™)
Set objService = objLocator.ConnectServer(“demo2008~, "ROOT¥CIMV2~, “” “)
Wscript.Echo "M E TLELEE"
strQueryCreate = “Select * FROM _InstanceCreationEvent WITHIN 5 “ & _
“"WHERE Targetinstance ISA 'Win32_LogonSession” “
Set objEventsCreation = objService.ExecNotificationQuery(strQueryCreate)
Do
Set CreationEvent = objEventsCreation.Nextevent
Logonld= CreationEvent.Targetlnstance.LogonID
LogonType = CreationEvent.Targetinstance.LogonType
strQueryLU = “Select * ~ & _
“FROM Win32 LoggedOnUser” ~ Where Dependent like ‘%~ & Logonld & “%"“
Set objLoggedOnUser = objService.ExecQuery(strQueryLU)
For Each u in objLoggedOnUser
If instr(u.Dependent, Logonld) Then
Wscript.Echo u.Antecedent

Wscript.Echo u.Dependent W
End If
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Set objLocator = CreateObject(”WbemScripting.SWbemlLocator™)

Set objService = objLocator.ConnectServer(“demo2008~, "ROOT¥CIMV2~, ™~ ~~

Wscript.Echo “ffmmi5e T LERLEZ™
strQueryCreate = “"Select * FROM _InstanceCreationEvent WITHIN 5 ™ & _
“"WHERE Targetinstance ISA "Win32 LogonSession”
Set objEventsCreation = objService.ExecNotificationQuery(strQueryCreate)
Do
Set CreationEvent = objEventsCreation.Nextevent
Logonld= CreationEvent.Targetinstance.LogonID
LogonType = CreationEvent.Targetinstance.LogonType
Select Case LogonType
Case O strLogonType
Case 2 strLogonType
Case 3 strLogonType
Case 4 strLogonType
Case b strLogonType
Case 6 strLogonType
Case 7 strLogonType
Case 8 strLogonType = “"NetworkClearText”
Case 9 strLogonType = “NewCredentials”
Case 10 strLogonType = “Remotelnteractive(TS)”
Case 11 strLogonType = “Cachedinteractive”
Case 12 strLogonType = “CachedRemotelnteractive”
Case 13 strLogonType = “CachedUnlock”™
End Select

“System”
“Interactive”
“Network”™
“Batch”
“Service”
“Proxy”
“Unlock”™




strQueryLoggedOnUser = “Select * ~ & _
“FROM Win32 LoggedOnUser”
Set objLoggedOnUser = objService.ExecQuery(strQueryLoggedOnUser)

For Each u in objLoggedOnUser
If instr(u.Dependent, Logonld) Then
arrAntecedent = Split(u.Antecedent,”.”)
Wscript.Echo Date & “,” & Time & ”,” & _
Logonld & . & arrAntecedent(2) & “,” & strLogonType
Exit For
End If
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__InstanceDeletionEventlZ&A1—H—O5 AT NDELR

Set objLocator = CreateObject("WbemScripting.SWbemlLocator™)
Set objService = objLocator.ConnectServer(“demo2008~, "ROOT¥CIMV2~, “”, “™)

Wscript.Echo " E T LELE"

strQueryCreate = “Select * ~ & _
“FROM _InstanceDeletionEvent WITHIN 5 ™ & _
“WHERE Targetinstance ISA 'Win32_LogonSession’ ”

Set objEventsDeletion = objService.ExecNotificationQuery(strQueryCreate)
Do

Set DeletionEvent = objEventsDeletion.Nextevent

Logonld= DeletionEvent.Targetinstance.LogonlD

LogonType = DeletionEvent.Targetinstance.LogonType

Wscript.Echo Date & ~,” & Time & 7,” & Logonld & “,” & strLogonType
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0/DB

LogonDateTime

demo2008 5443965 Interactive 2009/03/01 2009/03/01 dom anno
10:00:00 12:15:30

demo2008 6220879 TS 2009/03/01 2009/03/01 dom administrator
12:00:00 13:10:01

ServerName | LogonID LogonType LogoffDateTime
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ActiveScriptEventConsumer(C &K&mofJ 77 -1 )LD
#oragma namespace(” ¥¥¥¥ ¥¥root¥¥subscription™)

instance of ActiveScriptEventConsumer as $Cons
{
Name = “LogonUserLogging™;
ScriptingEngine = “VBScript™;
ScriptFileName = “c:¥¥tmp¥¥demoscript¥¥wmisample08.vbs™;

};

instance of _EventFilter as $Filt

{

Name = “LogonUser”:

Query = “SELECT * FROM _InstanceCreationEvent WITHIN 5 ~
“WHERE Targetlnstance ISA ¥"Win32_LogonSession¥” ~

QuerylLanguage = “"WQL";

EventNamespace = “root¥¥cimv2”;

};

instance of _FilterToConsumerBinding

{
Filter = $Filt;
Consumer = $Cons;

28
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Set objLocator = CreateObject(”WbemScripting.SWbemlLocator™)
Set objService = objLocator.ConnectServer(“demo2008~, "ROOT¥CIMV2~, ™~ ~~
Set objFS = CreateObject(”Scripting.FileSystemObject™)

HEDRD)Th%E
B EoEFEHELE

Logonld= CreationEventTargetEvvent.Targetinstance.LogonlD

LogonType = CreationEventTargetEvent.Targetinstance.LogonType

Select Case LogonType
Case O strLogonType
Case 2 strLogonType
Case 3 strLogonType
Case 4 strLogonType
Case b strLogonType
Case 6 strLogonType
Case 7 strLogonType
Case 8 strLogonType
Case 9 strLogonType
Case 10 strLogonType = “Remotelnteractive(TS)”
Case 11 strLogonType = “Cachedinteractive”
Case 12 strLogonType = “CachedRemotelnteractive”
Case 13 strLogonType = “CachedUnlock”™

End Select

“System”
“Interactive”
“Network”

“Batch”

“Service”

“Proxy”

“Unlock”
“NetworkClearText”
“NewCredentials”




strQueryLoggedOnUser = “Select * FROM Win32 LoggedOnUser”
Set objLoggedOnUser = objService.ExecQuery(strQueryLoggedOnUser)

For Each u in objLoggedOnUser
If instr(u.Dependent, Logonld) Then
arrAntecedent = Split(u.Antecedent,”.”)
Set objLogFile = objFS.OpenTextFile(”C:¥tmp¥demoscript¥userlog.txt™,8,True)
objLogFile.WriteLine Date & “,” & Time & ~,” & Logonld & “,” & _
arrAntecedent(2) & “,” & strLogonType

objLogFile.Close
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