Building the Reliable Enterprise:
Windows Server 2008 versus Red Hat Linux

Introduction

Reliability is a primary consideration in choosing enterprise software, and as the most reliable Windows
Server yet, Windows Server® 2008 stands out from its competition as an excellent foundation. With an
even stronger code base than Windows Server 2003 and a broad range of reliability features, Windows
Server 2008 is an excellent choice to develop, deliver, and manage rich user experiences and
applications you can count on.

Organizations define system reliability as more than just uptime. A reliable solution is one that is:

e Easy to configure and maintain.

e Predictable, especially as business requirements evolve.

e Asaresult of the former two factors, highly available to end users.
In this paper, we compare the capabilities of Windows Server 2008 and Red Hat Enterprise Linux 5 for
building reliable enterprise solutions. (A comparison of Windows and Linux in terms of delivering that
reliability is timely, with both Microsoft and Red Hat recently introducing major releases of their flagship

server operating systems.) We look at six areas where reliability is of chief concern, examining how each
product stacks up in the process:

e Resistance to System Threats
e Policy-Based Management

e Remote Accessibility

e Command-Line Utilities

e  Mission-Critical Application Support

e Administrator and End User Experience

This study concludes that Windows Server 2008 provides some advantages over Red Hat
Enterprise Linux 5 in all six of these areas.

Reliability Provided by Resistance to System Threats

Malicious attacks on any server are an unpleasant fact, and how well the operating system mitigates
system threats plays a key role in ensuring server reliability. It is vital to distinguish how well an
operating system handles threats, as opposed to how many threats there are. Measuring how many
threats exist, while important, does not measure their potential impact on a system, so it gives only a
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partial picture. Analyzing how well an operating system deals with those threats as well gives a more
meaningful indication of reliability. We consider three aspects of resistance to system threats for both
Red Hat Enterprise Linux 5 and Windows Server 2008, with each examined in turn:

e Susceptibility to Threats
e Quick Response to Threats

e Preventing Further Threats

Red Hat Enterprise Linux 5 Resistance to System Threats
Before turning to Windows Server 2008, consider how Red Hat Enterprise Linux 5 has addressed system
threats in these three areas.

Susceptibility tothreats

Contrary to common opinion, Linux is quite vulnerable to threats, and many such exploitable threats
exist. An article on cross-platform threats (published in TechRepublic in May 2007) stated the following:

QY y2i 02y @AY OSiRactiakykafer thaniVieRdsbf2ptodudtshid afiy AbyollzE
YSIYyAy3 2F GKS GSN¥Yo 2SS aStR2Y KSIFNJ2F o0A3
same thing as saying they are inherently more secure. They may merely be attacked less often.
Pointing2 dzi G KIF G GKS& INB ay2i o60SAy3a GFNBSGISR
less vulnerable.&'

Moreover, as of this writing, according to cited sources, the number of Linux security threats has been
larger than the corresponding number of Windows security threats to date in 2008, as shown in the
table at the end of this section. The ability for anyone to examine the full source code of open-source
Linux is an important consideration in terms of finding exploitable vulnerabilities in the operating
system. In other words, the transparency of the inner workings of open-source software may be an
emerging liability now that Linux is becoming more widely deployed.

Quick response to threats

Hot-patching is an important means of responding quickly to new threats without work interruptions,
making it a significant contributor to system reliability; industry estimates suggest that hot-patching can
reduce reboots by 40%-53%. Red Hat Linux relies on other third-party open source software for hot
patching, and software updates from Red Hat are available on a subscription basis only. This scenario
presents two problems in a production environment:

e We must look to a third-party open source solution, which may be open to the same
weaknesses or even malicious modifications as the OS (notwithstanding the fact that these
packages typically have checks and balances to maintain integrity).

! TechRepublic, May 25th, 2007. Cross-platform open source threat: Is open source really more secure? Used with

permission from CNET Networks, Inc., Copyright 2007. All rights reserved.
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e |ntimes of crisis, one should not have to wonder whether they have paid for the appropriate
patches and updates for their operating system.

Preventing further threats

Patching the operating system source code and recompiling is unsupported and not included under Red
Hat's Service Level Agreement (SLA).? In the Red Hat Enterprise Linux environment, administrators need
either to become proficient in modifying core security components or pay someone else to do it.

Windows Server 2008 Resistance to System Threats

Windows Server 2008 compares favorably to Red Hat Enterprise Linux 5 in the areas of response,
prevention, and overall vulnerability to system threats. Microsoft has introduced technologies that
continue to help reduce threats, with new support for physical-security threats and preventing
unnecessary services from running on servers.

Susceptibility to threats

Network Access Protection (NAP) helps dramatically to reduce the susceptibility to threats in Windows
Server 2008. This component is used to determine the health of systems on the network, determining
their worthiness to access resources, based on network health policies. NAP is used to check for status
of updates, security patches, antivirus software, etc. Systems that fail to meet requirements may have
limited access granted, such as the ability only to download updates and necessary patches. This
mechanism can help to ensure that servers have the lowest possible susceptibility to known threats,
helping to expand reliability.

Quick response to threats

Windows Server 2008 also has additional features to provide reliable patch management, another
reliability win. Windows Server Update Services (WSUS) 3.0 adds features such as integrated search, the
ability to create nested computer groups, and improved reporting. Windows Server 2008 has added two
new security groups that give Administrators the ability to delegate patching duties to users and groups
without giving full administrative permissions. To end users, this addition also helps to also reduce
administrative overhead.

Preventing further threats

Active Directory (AD) Rights Management and AD Federation Services help further enhance user
authentication and security of the enterprise. Some of the newest improvements to Windows Server
2008 in the area of threat prevention are:

¢ Read Only Domain Controlle(RODCY, Deployed in offices where lack of physical security,
bandwidth, or personnel are of particular concern. RODC can authenticate users and handle all
the features a branch office would need without the overhead of a full AD deployment.

? Red Hat Knowledge base ¢ article ID 1358
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e Server Cordnstallation Optiong Allows for deployment of a server with limited services and
uses the Windows PowerShellu interface for server management. This helps reduce both attack
surface and management requirements by installing only core components.

Windows Server 2008 also employs BitLocker drive encryption technology, which is designed to help
ensure that volumes are secured from the startup process on.

Summary: Resistance to System Threats

Windows has had less susceptibility and better tools for quick response, and it has introduced
technologies to reduce attack surface of their products. Linux, on the other hand, has had more threats,
depends on third-party and subscription based support, and places the responsibility for prevention
squarely on the IT Pro. These factors may suggest that Windows Server 2008 is the superior choice to
Red Hat Enterprise Linux 5 in the area of resistance to system threats. The following table captures

features of both Red Hat Enterprise Linux 5 and Windows Server 2008 that are relevant to this area.

Red Hat Enterprise Linux5 Windows Server 2008
Susceptibility to threats e CSO reported that Red Hat e CSO reported Windows 2003
Enterprise Linux averaged 106 averaged 29 days of risk.
days at risk in 2006.> ¢ Since the beginning of 2008,
¢ Red Hat Network Security aA ONE a 2 F (B@étin hasS
Advisory has reported 12 security only reported two security
vulnerabilities in 2008 over a 19 threats.”

day time period.*

e The open-source nature of the
code base means that core
components can be modified.

Quick response to e Red Hat Linux relies on other e Improvements to hot-patching
threats third party open source software mean even fewer reboots for
for hot-patching, and software key security updates, and WSUS
updates from Red Hat are is downloadable without extra
available on a subscription basis cost.
only. e Windows 2008 also enables

Local Administrators to perform
maintenance without requiring
Domain permissions.

Preventing further e |T Pros need to become e Windows 2008 Core Server

threats proficient in modifying core installs only core components
security components ourselves or needed for the server to run,
pay someone else to do it for us. and is administered completely

from PowerShell.

® cSO Magazine Days-of-risk in 2006 : Linux, Mac OS X, Solaris and Windows ¢ June 2006

* http://rhn.redhat.com/errata/rhel-server-errata.html

> http://www.microsoft.com/technet/security/current.aspx
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Table 1¢ Resistance to system threats

Reliability from Policy-Based Management

Windows Server 2008 also compares favorably to Red Hat Enterprise Linux 5 in the area of reliability
contributions from policy-based management. Reliable systems must be easy to configure and maintain,
and policy-based management is a great way to achieve that goal. Policies allow administrators the
ability to centrally control settings for their environment in a number of areas, such as software
installation, Internet browser settings, security, and folder redirections. Consistent central management
of end-user machines and servers produces savings in man hours required to manage the network and
in productivity of the end users.

The ability to customize your environmentT from security to feature sets to desktop backgroundst
without customizing the code is the strength and beauty of policy-based management. This technology
allows us the flexibility of being more restrictive or permissive, depending on the needs of the end user.
For example, department managers may be granted the right to install software packages and customize
aspects of their desktops, while at the same time an intern or temporary worker would not be allowed
permission to change or execute certain features. Policy-based management also covers a number of
administrative tasks in a single server component.

Red Hat Enterprise Linux 5 Policy-Based Management

SELinux uses Mandatory Access Control (MAC) to create more granular control over the Linux system.
This framework allows you to classify permissions for processes (subjects). Policies define how these
subjects interact with files, directories, sockets, ports, devices, and other processes (0bjects). These
policies are applied to the overall processes and objects. Control is handled by the kernel, and access
decisions are based upon all information, rather than user account permissions. The idea is to allow a
process to be functional while allowing the least privileged access possible.

Using SELinux, Linux administrators can create policies for their network, but these are quite different
from Windows Group Policies. Actually, SELinux in Red Hat Enterprise Linux 5 covers about 200 subjects
(or processes), and policies in Red Hat Enterprise Linux are rules that define what types a role can access
and what roles a user can have.

Administering policies in the Linux world is not a straightforward and easy task. For example, to apply a
policy to the command diff (which compares the contents of a file) using the GUl interface, you need to
do the following:
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1. Go to Applications ¢ System Tools ¢ SELinux Policy Generation tool
2. Choose whether the policy is applied to the application or user

a. Application
i. Standard init Daemon
ii. Internet Services Daemon(init)
iii. Web Application /Script (CGl)
iv. User Application
b. User
i. X Windows Login User Role
ii. Terminal Login User Role
iii. Root Login User Role

Choose next
3. Type the Name. Executable, Init script

Choose next
4. Enter the TCP and UDP ports the application or user role will listen to the options are:

a. All, 600-1024, unreserved ports (>1024) or select ports
5. Enter the Network ports that the application or User role will connect to the options are:

a. All, orselect ports
6. Next you choose common application traits

Writes syslog messages
Create/manipulate temporary files in /tmp
Uses Pam for authentication

Uses SSSwitch or getpw* calls

Uses dbus

Send audit messages

Interacts with terminal

Sends email

S®m 000 T

7. Select files/directories that the application manages
8. Select Booleans that the application uses

9. Select directory to generate Policy in

This example uses the GUI interface, which is meant to ease administrative overhead. As you can see,
this is not really a time saver.

On the other hand, consider the simpler process to establish a password Policy in Windows Server 2008
using the Group Policy Management Console:

Go to Start ¢ Administrative Tools - Group Policy Management:

1. Choose the Group Policy Object and right click to edit the Policy
2. Click on Computer Configuration ¢ Security Settings - Account Policies
3. Choose Password Policy and in the right pane right click Enable password history

As the image below shows, setting and changing the password history is as simple as clicking a box to
define the policy and then choosing a value and clicking OK.
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Windows Server 2008 Policy-Based Management

Windows Server 2008 expands on the already powerful toolset offered in Windows Server 2003 and
earlier by taking Group Policy to a new level. A particularly powerful set of enhancements, Group Policy
Preferences give Administrators greater ability to manage desktop settings not previously handled in
Group Policy. Preferences differ from Policies in that they can be changed by the user.

e Multiple Local Group Policy ObjectsAllows an Administrator to assign varying levels of local
Group Policies to different local users on the same machine. This is an ideal feature if many

users may share a single machine, such as a kiosk computer or library computer.

¢ Microsoft Desktop Optimization PaciViDOP); MDOP is available through Software Assurance
and is a suite of solutions that allow greater control and reliability of the desktop environment.

MDOP allows you to virtualize applications and Inventory Assets, monitor desktop errors

centrally, use Advanced Group Policy settings, and Diagnose and Recover unbootable or locked-

out systems.

Building the Reliable Enterprise
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Other features include Networking Quarantine, Enterprise QOS, Group Policy Service, device installation,
power management, and removable storage, to name a few. To see a full list of the features visit
http://technet2.microsoft.com/windowsserver2008.

An added bonus is the ability to allow Windows Server 2008 domains to apply Group Policy Settings to
Linux clients. Examples of these are packages such as the following:

o Likewise Enterpris& Allows Linux systems to integrate easily with Active Directory and use the
existing GPO editor to apply group policies to Linux clients.

o Centrify Direct Controt, Installs a client on the host Linux machine to allow it to take part in
Active Directory and allows Administrators to deploy Group Policy. GPOs are even linked using
the Windows hierarchy (Site, Domains, OUs, etc.).

Summary: Policy-Based Management

Managing policies in Windows Server 2008 is easy, and extensive Group Policy gives control over a
plethora of user and system settings. In comparison, the number of processes controlled by Red Hat
Enterprise Linux 5 is limited purely to security. The table below shows how the two types of policy-based
management match up in key areas.

Red Hat Enterprise Linux 5 Windows Server 2008

Includes new, enhanced | e Uses SELinux to give greater e Group Policy Preferences.
Group Policy tools security to Linux. SELinux e Multiple Local Group Policy
provides a simple group policy Objects.
tool to control security issues in e Microsoft Desktop Optimization
Linux. Pack.

e Networking Quarantine
Enterprise QOS.

Utilizes third-party e Third-Party open source software | e Third-party software allows

software exists to extend the limited Windows Server 2008 domains
functionality of the Linux Group to apply Group Policy Settings to
Policy. Linux clients.

Utilizes existing tools e SELinux comes with Red Hat e Expands on the already
Enterprise Linux 5. powerful toolset offered in

Windows Server 2003.

Table 2¢PolicyBased Management

Reliability from Remote Accessibility

Organizations look for reliable systems to be available to all users. Two trends have grown in the last ten
yearsT the growth of mobile, Ganytime-anywhere€ information and the increasing need for protection
from identity theft and compliance. Good examples are laws such as the HIPAA act and Sarbanes- Oxley,
which make it imperative to find a way to allow the telecommuter to work efficiently and highly
securely. Windows and Linux both offer the ability to access systems remotely; this section considers to
what degree each allows us to achieve access and how this benefits us from a reliability standpoint.

Building the Reliable Enterprise Page 8 of 16


http://technet2.microsoft.com/windowsserver2008

Red Hat Enterprise Linux 5 Remote Accessibility
Red Hat Enterprise Linux 5 offers limited remote access ability out of the box. Options include using a
command-line interface (CLI) such as SSH or a VNC-like display:

e RSH /SSH ¢ Allows users to login to remote machines and execute commands via a CLI.

e RCP/SCP ¢ Allows users to login to a remote machine and copy files.

e KDE Desktop Share ¢ Uses a built in VNC (called RFB) to remote into desktops and supports
standard display settings.

ssh rbarrett@remote.raretech.net

The following appears:

The authenticity of host 'remote.raretech.net (10.10.105.3)' can't be
established.

DSA key fingerprint is XX:xx:xx:XX:yy:11:xx:25:xx:xx:xx:rr:11:25:15:00.
Are you sure you want to continue connecting (yes/no)?

Choose yes and you will next see:

Warning: Permanently added 'remote.praretech.ne
list of known hosts.

Enter your password

Now you can run commands on the remote server

Windows Server 2008 Remote Accessibility

Windows Server 2008 offers enhanced remote desktop connections via the RDP protocol using the new
Remote Desktop Connection 6.1 client. The ability to work highly securely from a remote location as if
you were sitting at your desktop at work or the ability to deploy applications in a central repository can
help to quickly and securely improve the reliability with which users can do their jobs, regardless of their
physical location and circumstances. Steps for connection using this client are as follows:

1. RDC 6.4Connects remote desktop connections using Enhanced Client
la Launch RDC

& Remote Desktop Connection

Remote Desktop
- Connection

Computer: dc raretech net -

Connect ] ’ Close ] [ Help ] ’ Cptions >
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1b. Enter cedentials

Enter your credentials

These credentials will be used to connect to do.raretech.net.

L

’ rare-techadministrator

Domain: rare-tech

[C] Rernember my credentials

1c.Accesghe remote machine

Recyde Bin

2. Terminal Servicesémnote Appsg Run applications remotely from user desktops.

3. Terminal Services GatewayAllows remote connection to desktops from almost any Internet

connection.

Building the Reliable Enterprise
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Summary: Remote Accessibility

Windows Server 2008 offers a highly secure, feature-rich remote access client. That makes accessing
resources simple, highly secure, and reliable. Linux uses limited command-line tools and a VNC based
platform that has traditionally produced jumpy, limited-view ability for connected desktops. The
following table shows how each operating system compares in three areas of remote system access.

Red Hat Enterprise Linux 5 Windows Server 2008

Remote clients e RSH ¢ Execute commands on a e RDC 6.1 ¢ Allows greater screen
remote machine using a resolutions.
command line interface. e Dual Monitor Support.
e RCP ¢ Copy remote files.
Y59 a5S ANBERILI { f
interface for remote access based
in the VNC platform.
Easy, secure access e SSH ¢ same as RSH, uses a secure Terminal Service Gateway -
shell. Connect to:
e SCP ¢ same as RCP, uses a secure e Terminal Server sessions.
shell. e Terminal Servers running
RemoteApps.
e Desktop with Remote Desktop
Connection.
Ease of installation e To get terminal shell go to e Terminal Services
Applications ¢ System Tools ¢ RemoteAppsAllow you to
Terminal. distribute applications running
-or- on a server within a secure
e Press ALT ¢ CTRL-F1 session on the server. These can
ALT- F1 thru F5 will give you also be published within a web
differing shells. browser.

Table 3¢ Remote accessibility.

Reliability from Command-Line Utilities

In the area of command-line utilities, Red Hat Enterprise Linux 5 uses the traditional terminal sessions

called shells to run commands in text mode, whereas Windows Server 2008 provides the new

PowerShell utility. PowerShel,a A ONR2 a2 F(1Qa yS6Sad O2 Yodsyduanfuh yS | YR
leap beyond its predecessor, the old DOS command prompt, through the use of cmdlets (command-lets)

based on .NET objects.

Red Hat Enterprise Linux 5 Command-Line Utilities

Linux has been forever associated with its use of various shells to administer and manage systems using
a command line interface. This characteristic can introduce a significant amount of complexity, since
certain commands need certain shells in order to execute. The nature of the commands needed, as well
as the flags to produce the desired results, are not easily manageable.
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Windows Server 2008 Command-Line Utilities

The power of PowerShell lies in the ease of running cmdlets, scripts, or a combination of both. Even
better, PowerShell allows you to combine cmdlets to perform complex administrative tasks. From an
extensive script library, you simply download and customize a script to fit your environment. The easy
verb-noun naming convention makes for a small learning curve. Both these reasons make it an easy and
sensible tool in maintaining a reliable environment.

Summary: Command-Line Utilities

Windows Server 2008 improves on both its DOS predecessor and Linux shells with an easy to use CLI-
based tool that can be easily learned and follows common naming conventions for its commands.
PowerShell has the ability to recognize not only former cmd.exe commands, but cross-platform CLI
commands as well. The following table compares Windows and Linux CLIs, particularly in the area of
ease of use.

Red Hat Enterprise Linux 5 Windows Server 2008 (PowerShel

Ease of use e Text based CLI. e Object based CLI.
e Uses terse commands that are e Uses verb-noun names for
not always clear. cmdlets.
e Recognizes CMD.exe and Unix
commands.
Ease of administration e Admins must remember e Ability to add cmdlets.
commands. e Combine cmdlets to increase
manageability.
Ease of installation e SSH and BASH shells are part of e PowerShell is available for free
the OS. download and is compatible
with Windows XP, Vista, Server
2003 and is packaged with
Server 2008.

Table 4¢ Commandline utilities

Reliability from Mission-Critical Application Support

Reliability is often measured in predictability® Ly  { 2daded®r@rkets, i i ithfortant to be able to
communicate instantly, to build and maintain relationships as well as store, retrieve, and report
instantly (on massive amounts of data.). The need for mission-critical applications to be predictable is
imperative to an organization's success.

Red Hat Enterprise Linux 5 Mission-Critical Application Support
True reliability comes in knowing that your business can run, no matter what. Many open source
vendors may offer some mission critical applications gratis or through third-party vendors. The trouble

wh 0K GKSasS Aa GKId GdKS 2Ly &a2dz2NOS O2YYdzyAdleé

be difficult and expensive to maintain these applications, as they have no real infrastructure or support
to rely upon. The nature of a mission critical application is such that, in order to be reliable, a solid and
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readily available support team must exist, and that "help you help yourself" philosophy does not provide
that basis for support.

Windows Server 2008 Mission-Critical Application Support

Microsoft has become the clearly reliable source for mission-critical applications, with more than
750,000 partners. Businesses have little trouble finding the applications they need to help ensure they
maintain a competitive edge:

e Building and supporting some of the most widely used mission-critical applications in the world.
Notable examples are Microsoft Exchange Server (studies in 2005 showed Exchange held 57% of
the Corporate market for messaging software®) and SQL Server (Gartner reported a 28% growth
in market share; 74.4% of organizations are using SQL Server)’.

e Continuing to expand and respond where there is a need. With offerings such as Dynamics CRM,
PerformancePoint Server, and Office Accounting Professional, easy deployment and reliable
support are assured.

e Utilizing a large and extensive base of partners, ISVs, and technology professionals.

Summary: Mission-Critical Application Support

Microsoft has steadily been at the forefront of producing mission-critical applications and has both
grown and maintained dominant market share for products like Exchange Server and SQL Server.
Microsoft continues to expand it breadth of mission-critical applications, leaving organizations with little
concern about interoperability. The following table compares Red Hat Enterprise Linux 5 with Windows
Server 2008, based upon a few of the most mission-critical applications in a typical organization.

Red Hat Enterprise Linux 5 Windows Server2008

E-mail e Red Hat Enterprise Linux 5 E-mail ¢ | e Exchange Server 2007 C It is
Uses Sendmail or Postfix, both are estimated that over 50% of all
packaged with Linux and both are email servers are Exchange
open source CLI solutions. Servers.

CRM e Various third-party vendors. e MSCRM ¢ Integrates with MS

Outlook to help create and
maintain customer relationships.

Databases e MYSQL ¢ Open source has been e Microsoft® SQL Server® 2008 ¢
used in various environments Soon to be released. This version
including Windows. has improved upon the wildly

successful SQL Server 2005, and
continues to expand on analysis
and reporting

Table 5¢Mission-critical application support

®The Radicati Group, Inc. - Microsoft Exchange Market Share Statistics, 2005

’sQL Server Still No. 1 in Databases
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Reliability in Terms of Administrator and End User Experience

In our comparison of reliability between Windows Server 2008 and Red Hat Enterprise Linux 5, the most
vital area is the net result of all the othersT end-user experience. The ultimate goal of reliability is to be
available so end users can work comfortably and efficiently. With over 90% of the desktop market,
Microsoft has clearly been the operating-system manufacturer of choice for end users. Working within
this framework, Windows Server 2008 provides a solid backbone to support end users. With
collaborative technologies such as Microsoft SharePoint Server and Office Communications Server,
Windows Server 2008 offers a feature rich, highly secure, and reliable end user experience. Linux has
struggled for years to capture the endusermarket RSA LA GS A da GOKSI LI MGl AT & 21
addition to Windows of technologies like User Account Control (UAC, which allows for more robust
limited privileges), NAP, and improvements to AD build on past success in creating efficient and happy
users.

Red Hat Enterprise Linux 5 Administrator and End User Experience

Although the GUI interface has been available for some time, most Linux administrators would admit

GKFEG GKS LI26SNI 2F [AydzE ftASa Ay GKS /[ L oXa¥F2N (8
fAYyS Aa adgAatt GKS FI &GS adMichayl RinnY Bbdatiserwi@@datiek 6 S 61 &
time constraints, the idea of having to remember numerous commands is daunting. Navigating through

the various folders to find what you need in the GUI is cumbersome, and it always has been. In a CLI, it is

easy enough to type /etc/bin *, but you need to know the commands and where they are located,

creating a steep learning curve for Linux administrators and potential difficulty in finding and retaining

them.

Windows Server 2008 Administrator and End User Experience

Windows Server 2008 has created a highly secure, accessible server, which translates into an excellent
end-user experience. The ability to continue to expand upon Group Policy settings for Vista users is a
win. Ultimately, reliability comes down to delivering a solid user experience that can be duplicated and
maintained. UAC provides highly secure desktop environments by letting administrators run most
applications, components, and processes with a limited privilege, but giving them "elevation potential"
for specific tasks and functions. Improvements in Active Directory provide users with many
enhancements, including:

e Single login to multiple web applications.
e Identity and access control for Public Keys.
e (Content protection.

e Additional flexibility and manageability.
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Summary: Administrator and End User Experience

Windows Server 2008 has added more functionality with greater security to users via the UAC.
Additional AD roles have also severed to enhance reliability in the enterprise. The following table
compares Red Hat Enterprise Linux 5 and Windows Server 2008 in the area of improving the
administrator and end-user experience.

Red Hat Enterprise Linux 5 Windows 2008

Secure desktop e SUDO ¢ Controls user access to e UACCBIlocks software that
resources by allowing users to seeks elevated privileges from
login without root credentials to interacting with the rest of the
resources they are assigned to in desktop, until approval is
a stored text file. granted.

e Users can have greater
interaction with OS functions,
but user accounts are limited
in privilege, preventing
reliability challenges from

malware.
Directory services e Directory Servert LDAP based e AD CS ¢ Manages identity and
repository to manage identities, access controls for
user profiles, and application customizable Public Keys.
settings. e AD FS ¢ Single sign in for web
applications.

e AD LDS ¢ Uses LDAP for a
more flexible DS, use in
remote offices to connect to
main office and still provide
AD presence.

e AD RMS ¢ Designed to secure
content and set permissions
for access and modification.

Table 5¢ Administrator and end userexperience

Conclusion

This study finds that Windows Server 2008 is ultimately designed to be more reliable than Red
Hat Enterprise Linux, due to its core robustness, its flexibility, and its ability to easily evolve
with business needs. While Red Hat Enterprise Linux provides many of the same functions as
Windows Server 2008, it falls short in each of the six categories investigated here.

How do you measure reliability? Ort more importantlyt K2 ¢ R2 @2 dzNJ dzZa SNBK / Kl yOSa
manycommay Rd &2dz Oy NBYSYOSNE 2NJ NBFIftfteé K2g YIye GAY
year. Enterprise reliability requires a balance of being easily managed, predictable, and always available.

Windows Server 2008 meets the definition of a reliable solution on all these points.
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tailoring the Windows Server System according to customer needs. Open Source Software is not always
predictable, as evidenced by instances where customers have been left without support, such as in the
Mosix project®. Being highly available to users means that not only do you need the server to remain up,
but it must have world-class support and development teams behind it. From a configuration and
maintenance standpoint, all but the most seasoned Linux administrators are likely to find many tasks to
be complex and tedious to implement on Red Hat Enterprise Linux 5.

2AYyR264 {SNIBSNI Hnny RSt AODSNAE (K &ntilN&d campdieiithh (i &

both competitors and the threats that seek to compromise our business every day. With a wide range of
easy to deploy solutions, easy to manage services, and an easy to rely on support infrastructure,
Windows Server 2008 is the reliable choice for IT professionals.

8 http://www.itmanagersjournal.com/feature/3
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