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NET Platform Security Features
o A Type-Safe System

— Prevents Buffer Overrun

— Offers Type Safety

— Offers Assembly isolation through Application domains
— Offers access to authorized Memory locations

« Buffer Overrun protection
— EX. String copy is an immutable operation

« Arithmetic Error Trapping
— Ex.

» Code Level: checked and unchecked keyword to control arithmetic overflow/underflow
* Project Level: CheckForOverflowUnderFlow (in C#), RemovelntegerChecks (in VB.Net)

 Complements Windows Security
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Integer Overflow Example

int get_cust_balance();

void main ()

{

unsigned int min_balance = 25000;
int cust_balance;

cust_balance = get _cust_balance();

if (cust_balance >= min_balance) {
printf( “ Thi s customer

}
else {
\ printf( “ Thi s customer

gualhn)fies for spe

does

NOW "qualify
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[

Customer Name

Balance

Customer 1 12300
Customer 2 19000
Customer 3 1430
Customer 4 9145
Customer 5 290
Customer 6 32123
Customer 7 2212
Customer 8 -23

|



What Happened?

cust_balance >= min_balance

-23 >= 25000

(signed int) -23 >= (unsigned int) 25000

(signed int) OXFFFFFFE9 >= (unsigned int) Ox61A8

4294967273 >= 25000

TRUE




Integer Overflow Example (mitigated)

int get_cust_balance();
void main ()

unsigned int min_balance = 25000;
int cust_balance;

cust_balance = get _cust_balance();

if (cust_balance >= (int) min_balance) {
printf( “ Thi s customer qualn)fies for spe

else { ]
\ printf( “ Thi s customer does NOW”"qQualify



Code Access Security



Code Access Security

e What CAS can do?

— Restrict what your code can do.
e Ex. Code’' s access to specific files or dir

— Restrict which code can call your code
» Ex. Assembly to be called by other code developed by the organization

— Identify Code

» EX. Use evidence like assembly strong name or its URL or computed hash to identify
code(assembly)



CAS Concepts

e Code

 Evidence

— Location related
* URL : file://D:/MyApp/MyDir/Myassembly.dll
o Site : http://webserver
» Application Directory: base directory of running app
e Zone

— Author Related
e Strong Name
* Publisher
* Hash
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e Permissions

— Rights for code to access a secured resource or perform a privileged
operation. Ex. FilelOPermission

— Two types
e Code Access Permissions
» Code Identity Permissions
— Restricted and Unrestricted Permissions

— Demands
e Link Demands

— Stack Walk Modifiers
* Assert
* Deny
e PermitOnly



Stack Walk Behavior

Each assembly has a set
of corresponding grants

Call stack Assembly A1l
grows down l

Assembly A2

l

Assembly A3

Method in assembly P is compared
A4 demands a Assembly A4l with grants of all

permission P callers on the
@ stack above A4




CAS(continued..)

e Policy
— Enterprise
— Machine
— User
— AppDomain Mol

 Code Groups
— A membership condition

— A permission set
* FullTrust
» SkipVerification
* Execution
* Nothing
* Locallntranet
* Internet
» Everything

e Trust Levels
— Full , High, Medium, Low, Minimal

Yy

ermissions




Code Access Security - Overview

Ha=h
Strong Mames
FPubtlizher Sig

Zoime

LIFL

= e

Entarprisas
Btac e .
-
AppDomain ] FPolicy
[ASP.NET) ) )
) Administrator
aran Femmissiaon Sals
-:-,.'nz-l-.'_:lln-g [el=Taggl

Azcembly perorms

L) sriwtileged aparation

Crarmeancd Parrmis sicon

¥

. Comtinue with
Perrmissiorn ""5"5-_ privilagead
Grantaed? aperation (or
sl CESS r-|5|:_'.-:-urn|=::|
M
L4

Throw Security Excepton




How Is Policy Evaluated?

Policy Leveals

Entemprse

Machina

Ll=ar

App Domain
(ASP. NET)

Intersaecticon
Hesulting Policy Grant = P1 + P32




Privileged Resources

Secure Resource

Data access

Directory services
DNS databases

Event log
Environment variables
File system

Isolated storage
Message queues
Performance counters
Printers

Registry

Sockets

Web services (and other HTTP Internet resources)

Requires Permission

SqlClientPermission
OleDbPermission

OraclePermission

Note The ADO.NET OLE DB and Oracle-managed providers currently require
full trust.

DirectoryServicesPermission
DnsPermission
EventLogPermission
EnvironmentPermission
FileIOPermission
IsolatedStoragePermission
MessageQueuePermission
PerformanceCounterPermission
PrinterPermission
RegistryPermission
SocketPermission

WebPermission




Privileged Operations

Operation

Creating and controlling application domains
Specifying policy application domains
Asserting security permissions

Creating and manipulating evidence
Creating and manipulating principal objects
Configuring types and channels remoting
Manipulating security policy

Serialization

Threading operations

Reflection

Calling unmanaged code

Requires Permission

SecurityPermission with SecurityPermissionFlag.ControlAppDomain
SecurityPermission with SecurityPermissionFlag.ControlDomainPolicy
SecurityPermission with SecurityPermissionFlag.Assertion
SecurityPermission with SecurityPermissionFlag.ControlEvidence
SecurityPermission with SecurityPermissionFlag.ControlPrincipal
SecurityPermission with SecurityPermissionFlag.RemotingConfiguration
SecurityPermission with SecurityPermissionFlag.ControlPolicy
SecurityPermission with SecurityPermissionFlag.SerializationFormatter
SecurityPermission with SecurityPermissionFlag.ControlThread
ReflectionPermission

SecurityPermission with SecurityPermissionFlag.UnmanagedCode




Requesting Permissions

e SecurityAction.RequestMinimum

I [assembly: RegistryPermissionAttribute (
SecurityAction.RequestMinimum ,
Read=@"HKEY_ LOCAL_ MACHINEOFTWAREYourApp ")]

o SecurityAction.RequestOptional
I [ assembly:FilelOPermissionAttribute
( SecurityAction.RequestOptional All ="C:\\")]

o SecurityAction.RequestRefuse
I [assembly:
SecurityPermissionAttribute ( SecurityAction.RequestRef
use, UnmanagedCode=true)]



Declarative Vs Imperative CAS

e Imperative security checks
— Create Permission objects
— Call Permission methods

* Declarative security checks

— Use Permission attributes
— Apply to methods or classes



Cryptography



Cryptography

e |dea: Make the cost of unauthorized retrieval of a
message significantly higher than the value of the
message

« Confidentiality :

- To help protect a user's identity or data from being
read.

 Integrity
- To help protect data from being altered
e Authentication
- To assure that data originates from a particular party



Symmetric Cryptography

e Uses one key to:
Encrypt the data
Decrypt the data
 |s fast and efficient
( (“seceypt ") =Asecret o
( (“ secKeypt ", ) =<garbage>



Asymmetric Cryptography

e Uses two mathematically related keys:
When one key encrypts the da:
Only other key can decrypt the data

* |s slower than symmetric encryption

o Separation of keys facilitates better management and
exchange of keys

( ( “ s e oublickey), y=fisecreto
( ( “ s e orvadk?y), )=fisecretod
( ( “ s e publckey), ) = <garbage>

( ( ¢ s e @nivadKey), [ daibage=



Cryptographic Primitives

Secret- key encryption (Symmetric Encryption)
— DESCryptoServiceProvider (64 bit key)
— RC2CryptoServiceProvider (64 bit key)
— RijndaelManaged ( AES) ( 128-, 192-, or 256-bit key)
— TripleDESCryptoServiceProvider (192 bit key)
*  Public -key encryption (Asymmetric Encryption)
— DSACryptoServiceProvider (use1024-bit key)
— RSACryptoServiceProvider (use 1024-bit key or up)
*  Cryptographic Signing
— DSACryptoServiceProvider
— RSACryptoServiceProvider
»  Cryptographic Hashes
— HMACSHAL(keyed hash)
— MACTripleDES (keyed hash)
— MD5CryptoServiceProvider (produces 128 bit hash value)
— SHA1Managed (produces 160-bit hash value)
— SHA256Managed (produces 256-bit hash value)
— SHA384Managed (produces 384-bit hash value)
— SHA512Managed (produces 512-bit hash value)
* Random Number Generation
— With p< 0.05
— RNGCryptoServiceProvider



Cryptography and .NET

o System.Security.Cryptography Namespace
— Cryptographic services
e Secure encryption and decryption of data
e Hashing
« Random number generation
 Message authentication



Major Security Issues

e Authentication

e Authorization

e Information Handling
e Input Validation

« Auditing and Logging



Authentication & Authorization

Authentication — Who are you?
Authorization - What can you do?
.NET Windows Principal and Identity

Windowsldentity myldent = Windowsldentity.GetCurrent 0;
WindowsPrincipal myPrin  =new WindowsPrincipal ( myldent );

IS Authentication Mechanisms in ASP.NET



Creating Generic Identities and Principals

1INTINONNINT01 51

 Create a Genericldentity and a GenericPrincipal

« Attach the GenericPrincipal to the current thread




Performing Security Checks

e Use ldentity and Principal members in code

— Use Name
Ex.
if ( String.Compare ( myPrin.Identity.Name , "DOMAIN \ \ Fred",
true)==0)
{
/I Perform some action
}
— Use InRole
Ex.

if ( myPrin.IsInRole ("BUILTIN \\ Administrators"))
{

/I Perform some action

}



|l nf ormati on Handl I ni

DPAPI managed wrapper in .NET 2.0

— Two DPAPI functions:

» CryptProtectData
e CryptUnprotectData

— Two stores for data encrypted with DPAPI:

e User store
e Machine store

Configuration file encryption
— Aspnet_setreg.exe utility

Remoting protection
— Channel Encryption

WSE/WCF
— Message based security



Input Validation

 How you are handling entry points and exit point?
« Conseguences of inappropriate input validation?

e How to constrain data

— Type Checks
e Strong types
» Regular Expressions
« ASP.NET validator controls

— Length Checks

» Regular Expressions

« String.Length property
— Format Checks

e Strong Types

» Regular Expressions:RegEx.IsMatch
— Range Checks

« ASP.NET validator controls
» Typed data comparisons



Canonicalization Issues

« Example 1:
— MyLongFile.txt
— MyLongFile.txt.
— MyLong~1.txt
— MyLongFile.txt::$DATA

« Example 2:
— http://www.microsoft.com/technet/security

— http://www microsoft comY%Zitechnet%2fsecurity
— http://172.43.122.12 = http://2888530444

 How to mitigate
— System.lO.Path.GetFileName
— 1IS Parent Paths setting
— Supply own file path from fixed value



http://www.microsoft.com/technet/security
http://172.43.122.12/

Auditing and Logging

 Identify who did what, where and when?

« ASP.NET Health Monitoring allows administrators
— Monitor Performance
— Diagnose failing applications
— Apprise significant events

e EIF [Microsoft Enterprise Instrumentation Framework]

* Logging Application Block (part of EIF)

e Log providers
— EX. Eventlog, File, Database, etc



Summary

— Use existing technologies and features that meet your needs
e Don’t reinvent the wheel

— Leverage platform provided security features to secure your
applications



Questions?

pranel@microsoft.com
SDL-IT@microsoft.com

ACE Team Blog:
http://blogs.msdn.com/ace team
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Resources

1. Patterns and Practices Guides
- Improving Web Application Security: Threats and Countermeasures
http://msdn2.microsoft.com/en-us/library/ms994921 .aspx

- Building Secure ASP.NET Applications: Authentication, Authorization,
and Secure Communication

http://msdn2.microsoft.com/en-us/library/Aa302415.aspx

- Scenarios, Patterns, and Implementation Guidance for Web Services
Enhancements (WSE) 3.0

http://msdn2.microsoft.com/en-us/library/Aa480545.aspx

2. MSDN Webcasts
3. Security Blogs
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For More Information

Microsoft Security Site (all audiences)
— http://www.microsoft.com/security

MSDN Security Site (developers)
— http://msdn.microsoft.com/security

TechNet Security Site (IT professionals)
— http://www.microsoft.com/technet/security

New and Improved Security in the .NET Framework 2.0
— http://msdn2.microsoft.com/en-us/library/aa480472.aspx
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