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$path = “HKLM:\Software\Microsoft\Windows NT\CurrentVersion\Image File
Execution Options\runtimebroker.exe”;

$value =
([byte[]](0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x11,0x11,0x01
,0x01,0x00,0x00));

New-Item -Path $path -Force;

New-ItemProperty -Path $path -Name “MitigationOptions” -Value $value

-PropertyType

Binary -Force
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o P ) Automated investigation is
SUSpICIOUS process |nJect|on observed @ waiting for user approval (

X X o 3587)®
This alert is part of larger incident (2489)
Actions v
Severity: Medium
Category: Installation

Detection source: EDR

Description

A process abnormally injected code into another process, As a result, unexpected code may be
running in the target process memory. Injection is often used to hide malicious code execution within

a trusted process.
As a result, the target process may exhibit abnormal behaviors such as opening a listening port or
connecting to a command and control server.
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