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Windows Defender ATP O EL/N\Y T4 v THEER(FE->T, T—XREELEbNS
FEE CHMICIRBIACERTAZENTELT, &2 BHLWTF 2T 4ETF
A4, F-BEBREEET LI T/ T4 ET AR EARETEF T,
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1. Windows Defender ATP 7R—%/Li2A 27 4 > L. [Help (?)]> [Simulations &
tutorials] Z#3&IRL £7,

Simulations & tutorials

ence how Windows Defender Advanced Threat Protection detects

Run the provided simulation:
breaches and facilitates e ation and response.

Scenario 1 Scenario 2 Scenario 3
ocument drops backdoor

Automated investigation (backdoor)

Get simulation file

Scenario 4 Scenario 5

Automated investigation (fileless attack) Custom detecions

2. [Scenario 5: Advanced hunting query] O T ® [Get simulation file] =7 U v 7
LT, L7 — FF a2 X2 b WinATP-Intro-Invoice.docm =X 7> O— KL %
ER
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5. F¥axX>» bHhREL 2 —CTHW-HEIL. [Enable Editing] Z#7 V v 7 L £,
TOANEPHICHoTWBREWVWSIEF 2 T EENRRINIFEIL. [Enable
Content] #7 Vv o LFd, BYKRLT— aIvTrVERFESI L, < D1-Y
—NZHL7tEFaVT4 E—T7H—FZEELT, 2> VEBEEDHS Office
FEaxrvbzlALWTLEVWET,

/s GE HBerT. A rX—3yv PMEETAFLELFFa Xy O sA%ZT7 0
v 7§ BHEREICH > TUWBI5E, [Enable Content] F 7> 3 v 2Bk d 5 (2
. CORFa A bDOTAY VEBBRTIZLENHYET, FFraxr o7
Ay 7 %fRd5ICIE, TVRTB—7—TT77ALDGM~BHLES, TV
A7 —=7—TRF¥FaxX>rbahHoY v L., [Properties] ZEIRL £,
[General] % 7T, [Security] O T ® [Unblock] + 7> 3> %4 ICLET,

S E YK RN=FT 4 0F2 VT AHRBEFALTWEEE, YFUFEX
L—XICEITTEHRWT EAHY FT, T X MIIZ, Windows Defender AV #7F
HiZ L7z Windows 10 DBEEDHRTED Y v A FERAT I L2 BEOH L ET,
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Meaver Order Confirmation
P/t Ordler #1001 -7356568-8060855

Hello John Smith,
Trark you for shopping with MavenBooks.com

View and manage your books from your library.

Order Details
Ordor

Poisoner (The Kingfountain Series Book $0.00

We hape to see you again soon!
MavenBooks.com
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6. Xvt—Y Ry ANKRRENIH, [OK 27 ) v o LT WEIaL—¥3
vERITLES,

Microsoft Word >4

You are about to run a demo attack scenario provided as part of the Microsoft
WDATP Preview/Trial program. Click OK to confirm and continue, or Cancel to
terminate

oK Cancel

7. BB, FX¥axX v OBEDHD I HICL>T PowerShell 27 U 7'k AEFT
M. [Desktop] 7 #/LX—I(Z WinATP-Intro-Backdoorexe & LD LWL 7 7 A
ROy 7&3nNEzd, NNy 7 RT7ICHY 9,

8. MLRIZUTMILY, GROVRTVa—F%FRALITLTT (Ny I KF7)
DETRT Y 2 —UHIMERINET, ZOMBENARTALIERITOXAH =X LIL,
FEFaAYbZbL—R Ny 7322 ENEELWED, LIFLIFRTILRIRE(C
FERENET,
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ZE LAY £9, [Command Prompt] 74 >~ FUAREEEd, ZldEIal—
avDNRNy Y RTHEITHRTH DL EZBH®RLET,

10. [Command Prompt] 7 4 > F 7% Ef L T, WIinATP-Intro-Backdoor.exe 7' 0+t X
T LET,

BENETT, WBHPRETLE LT,
INTHEY IaL—YavidEbhltd, EROKEEIL. Z<<DFAE. BHROX
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ZIhBlE, WEEDHESHN S SOC DIEYUYEFEDRESICYYEZTRTWEFET, F
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1. FEDOT Y A5 hitps://securitycenter.windows.com (27 74 X L. Windows
Defender ATP R—XIILZHZE X9,

2. Windows Defender ATP OERIER#FE->TCRATA VY LET, VAT v TEDX
—ILTlE, BEED S/ A—NILEEEDERBERI IBREINE T,

3. [Advanced hunting] ~— > (CHEAF T,

4., WEAFEERT 2720, X7 H— K &7z Microsoft Office 7 7 4 LA
PowerShell A% > RZFETTE2AXRY b EBRHTEZ7TY ZERLET, ROY
v s BERATEET,

ProcessCreationEvents

| where InitiatingProcessFileName in~ (“winword.exe”,”excel.exe”,”powerpnt.exe”)
// For more specific query, that find a document file that was downloaded from the
internet, comment out the following line. Also modify if the document resides in a
folder other than “downloads”

| where FileName =~ “powershell.exe”

| where Eventtime > ago(3ed)
5 X VELLEENLG TR ELRBEIZ. ROV TYZFERAL TS0,

let wordProcessesOpeningDownloadedDocuments =

ProcessCreationEvents

| where FileName =~ “windord.exe” and ProcessCommandLine contains @’\”

// Parse the document name from the winword commandline. Document name comes
after the /n argument.

| parse ProcessCommandLine with * “ /n \”” DocumentPath “\””

| project ComputerName, OpenDocTime=EventTime, DocumentPath, ReportId, Machineld;

let wordProcessesRunningPowershell =
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ProcessCreationEvents

| where InitiatingProcessFileName =~ “winword.exe” and FileName =~
“powershell.exe”

| project ReportId, Machineld, ComputerName, EventTime,
Powershellcommandline=ProcessCommandLine,
WordProcessCreationTime=InitiatingProcessCreationTime;
wordProcessesRunningPowershell

| join kind=inner (wordProcessesOpeningDownloadedDocuments) on ComputerName
// Look for documents opened up to 5 minutes before the suspicious Powershell was
run, but only if opened after this winword process was run already.

| where OpenDocTime between (max_of(EventTime-5m, WordProcessCreationTime)..
EventTime)

| summarize makeset (DocumentPath) by ReportId, MachineId, ComputerName,

PowershellCommandline, bin(EventTime, 1tick)

6. 7TV %{R7EL. [Create detection rule] %#=ER L 7,

% Create detection rule

Alert details

Provide the name of the alert and the information displayed with it

lort fitlo *

Severity *

Select severlty

Category *

Select category v

Desaription *

Describe the breach a

Recommended actions

Provide remediation recommendations for responder:

Cancel

7. ROEDBARZLBHIL—IVEERL £T,

o [Alert title]: Custom Detection | Downloaded Office file executes PowerShell

e [Severity]: Medium

e [Category]: Suspicious behavior

e [Description]: A downloaded Microsoft Office file executed PowerShell
commands. This alert is based on a scheduled Advanced hunting query.

¢ [Recommended actions]: Check the Microsoft Office file and determine if the
PowerShell activity is expected.
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BFEDOITRTOH AR LEBHIL—ILIZT 742 X9 5I21F, [Setting] > [Custom
Detections] Z:&ER L ¥,
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el el O 5 e
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[Machines atrisk] 74> v b T, 7A b v %7y 7L TRy rETRTOD
BE” 7— bOFFlERTL £,

W I2L—Yay YFUF 5 ARRLEH



©@ Windows Defender ATP B \licrosoft

M3 TR w7 T7—F

/s O E: OV VF T, ARELBHL—LICE>T R I H—NBT7 77— MIC
FELTWEY, ZORETHIA—INEZOMMOT 77—, ZhoDT7 77—+
DOATIERT 2 FEOREEEICOVWTH LAY ZWEEIE. [¥FUF 1. 77
A R=ZDONy 7 RT7RTILT 2 T7] #5BLTLIEEW,

W I2L—Yay YFUF 5 ARRLEH



@ Windows Defender ATP B \licrosoft

EQ S

TITHE, —ROBKEBES Il —Yaryl, HRARLBEA WA L%EFE- T,
Windows Defender ATP DB %ZIEH T2 LK AEBNLE LTz, /2. 3EHRNYV
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TR OBEDEOMAL THATILE W, FICOWTIE, 2ai Ak
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¥ 7-. Windows Defender ATP R—XILD 74—k /Ny o FPAaAVHhH, TD¥Ia
L—ya v RBIETEIIER, CREZEFELLLZIN, BFEW AW TE
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