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About this Paper
The goal of this whitepaper is to help developers get started building claims-aware applications using
Microsoft© Code Name “Geneva’” F m ahisygapeo Irinkraduce concepts and terminology to

help developers understand the benefits and concepts behind the claims-based model of identity. My
target audience does not consist of security experts, rather those familiar with ASP.NET or Windows
Communication Foundation (WCF) programming, and who are building web applications or services that
care about authentication and authorization. As such, my focus will be on building relying parties using
Geneva Framework. | will talk about issuance and security token services (STS) and will provide an
example of an STS built using Geneva Framework. However, that is not the focus of this paper.

Identity Challenges

Most developers are not security experts and many feel uncomfortable being given the job of
authenticating, authorizing, and personalizing experiences for users. It ' S not tha hashednj e ct
traditionally taught in computer science curriculum, and tlohgeistay obthesa features being

ignored until late in the software development lifecycle.

It s N o0 tnowadays §o seé &singlegcompany with tens or hundreds of web applications and
services, many of which have their own private silo for user identities, and most of which are hardwired
to use one particular means of authentication. Developers know how tedious it is to build identity
support into each application, and IT pros know how expensive it is to manage the resulting set of
applications.

One very useful step toward solving the problem has been to centralize user accounts into an enterprise

directory. Commonly it’s the I T pro that knowse t he mc
directory, but today the task is typically left up to the developer. And in the face of mergers,

acquisitions, and partnerships, the developer might be faced with accessing more than one directory,

using more than one API.

In the Microsoft .NET Framework, there are lots of different ways of building identity support into an
application, and each communication framework treats identity differently, with different object
models, different storage models, and so on. Even in ASP.NET, developers can get confused about where
they should look for identity: should they look at the HttpContext.User property? What about
Thread.CurrentPrincipal?

The rampant use of passwords has lead to a cottage industry for phishers’. And with so many
applications doing their own thi n g , i t forsa conhparfy toiuggrade to stronger authentication
techniques.

! Phishing is all about convincing a user to divulge sensitive information (such as passwords). This is commonly done by sending
an email that masquerades as being from a legitimate company with which the user may have an account. The email includes a
link that | eads to the attacker’'s websny’'es wesviitnec.i nWH en btuh d
on” her password is captured by the attacker, along with an
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A Better Solution

One step toward solving these problems is to stop building custom identity plumbing and user account
databases into every new application that comes along. But even developers who rely on a central
enterprise directory still feel the pain of mergers, acquisitions, and external partnerships, and may even
be blamed for poor performance that is actually due to another application bogging down the directory
with inefficient queries. The claimsbasedsolution described in this paper avoids asking developers to
connect to any particular enterprise directory in order to look up identity details for users. Instead, the
us er ' s armives ith alloftthe identity details the application needs to do its job. By the time the
user arrives with these claims the user has already been authenticated, and the application can go
about its business without worrying about managing or finding user accounts.

Factoring authentication out of applications leads to many benefits for developers, IT pros, and users.
Simply put, there are less user accounts for everyone to manage, and the resulting centralization of
authentication makes it easier to upgrade to stronger authentication methods as they evolve, and even
federateidentity with other platforms and organizations.

This paper will help you, as a developer, to understand the claims-based identity model and take
advantage of it using Geneva Framework, the new framework from Microsoft that is focused on
identity.

What is Geneva Framework?

Geneva Framework is a set of .NET Framework classes; it is a framework for implementing claims-based
identity in your applications. By usi ng it , reapothe’bdndfits ahdaime-basedasystens y
described in this paper. Geneva Framework can be used in any web application or web service that uses
the .NET Framework version 3.5.

Geneva Framework is just one part of Mi c r 0 Gepefatsoftware family that implements the shared

industry vision for an interoperable Identity Metasystem. Geneva comprises three components:

“Geneva”’ Server, Windows CardSpace “Geneva”, and “Geneva” Framework. Together, these three
components form the core of Mi c r oYsuocdntrefesto thee w c | ai
Geneva web site for more information about the server and CardSpace components. The white paper
“I'ntroduci’hgpt &@eine@ & sioh therfull eev of Genveva eethnologies. As of this writing,

Beta-2 releases of all the three products are available for download.

Claims-based identity model

When you build claims-aware applications, the user presents her identity to your application as a set of
clains(see Figure1).One c¢c| ai m c o ul d;anbteer niight®e her smailaddeess. Mha inee
here is that an external identity system is configured to give your application everything it needs to
know about the user with each request she makes, along with cryptographic assurance that the identity
data you receive comes from a trusted source.
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User Name: Alice
Roles: Manager, Staff
Email: alice@fabrikam.com | \wep App/Service
IsOfLegalVotingAge: True

4

Figurel: User Present€laims

Under this model, single sign-on is much easier to achieve, and your application is no longer responsible
for:

Authenticating users
Storing user accounts and passwords
Calling to enterprise directories to look up user identity details

=A =4 =4 =

Integrating with identity systems from other platforms or companies

Under this model, your application makes identity-related decisions based on claims supplied by the
user. This could be anything from simple application personalization witht h e user sto first
authorizing the user to access higher valued features and resources in your application.

Itd O Jusk About Federation

The claims-based model of identity has been incubating for awhile now inside Microsoft. The original
reason for proposing this model was to enable fe
become apparent that cf A’ Ya | NBy Q0 2Bitddime df thddd tdrnds RtB Nugefi oh. Fof
example, when you use Geneva Framework in your ASP.NET application, one way to perform claims
processing is to enable a Geneva Framework component called the WSFederaion Authentication
Module. D 0 nlét the word “federation” throw you off. There are clear benefits to building applications
that outsource authentication and authorization. Any company that has, or plans to have in the future,
more than one web application or web service, can benefit by starting with a claims-based model for
identity. One of the major benefits is to have application developers focus only on application business
logic while the identity related requirements can be handled by external issuing authorities like Geneva
Server. Or if you have in-house identity expertise, you can build a custom provider using Geneva
Framework.

Introduction to Claims-Based Identity
In this section of the paper, Il " m going ,de intro
developer, can get your head around this new architecture for identity. Let ' s start wi tt

terminology.

Identity

The word “identity” is a very overl|l oaded term. S«
that includes authentication, authorization, etc. But for the purposes of describing the programming

model in Geneva Framework, | will use the term identity to describe a set of attributes (well, claims as
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you' || see shortly) that descr i beyowcarelaboetfromar S o0 me
security standpoint.

Claim
You can think of a claim as a bit of identity information such as name, email address, age, membership
in the Sales role, and so on. The more claims your application receives, the more you’ knbw about your

user. You may be wondering why I " m u driengwor d “clai m”, i nstead of
“attributes”, commonly used in the enterprise directory world. The reason has to do with the delivery

method —inthismodely our appl i ¢ at iusenattribureeis adirettoryl lastead, tha yser

deliversc | ai ms t o your appl iexanire thenwjth aaentain mgasute bf doabt. g 0 i n g
Each claim is made by anissuef and you’ | | trust the <cl aivmddlonl y a:
trust a c¢claim made by your c¢company '’ ifitwateonmade bythecont r o |
user herself! As you’ |l s e e S BeoevatFlaryeworkthds en Is€hidr aroperty thdt a s s i n

allows you to find out who issued the claim.

Security Token

The user delivers a set of claims to your application piggybacked along with her request. In a web

service, these claims are carried in the security header of the SOAP envelope. In a browser-based web

application, the claims arrive via an HTTP POST fromthe user ' s b r twdbecachediaand may
cookie if a session is desired. Regardless of how they arrive, they must be serialized somehow, and this is

where security tokens come in. A security tokeris a serialized set of claims that is digitally signed by the

issuing authority. The signature is important —i t gives you assurance that th
bunch of claims and send themtoyou. Il n | ow security situations where
desired, you can use unsigned tokens,b ut t hat ' s ngoitgtodocusoa ia thigpapero | ' m

One of the core features in Geneva Framework is the ability to create and read security tokens. Geneva
Framework and the underlying plumbing in the .NET Framework handles all the cryptographic heavy
lifting, and presents your application with a set of claims that you can read.

Issuing Authority

There are lots of different types of issuing authorities, from domain controllers that issue Kerberos

tickets, to certificate authorities that issue X509 cer ti fi cates, but the spec
talking about in this paper issues security tokens that contain claims. Th e i s s ui n gpeakingt hor i ty
of is a web application or web service that knows how to issue security tokens. It must have enough

knowledge to be able to issue the proper claims for the target relying party given the user making the

request, and may be responsible for interacting with user stores to look up claims and authenticate the

users themselves.

Whatever issuing authority you choose to buy or build, it will play a central role in your identity solution.
When you factor authentication out of your appli
passing responsibility to that authority and asking it to authenticate users on your behalf.
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Security Token Service (STS)
A security token service (STS) is the plumbing that builds, signs, and issues security tokens according to

the interoperable protocolst h a't I " | | updomingcsectiors calledrstantlaltde Ther e’ s a | ot
work that goes into implementing these protocols, but Geneva Framework does all of this heavy lifting
foryoumaki ng it feasi bl e feainthepmtoreltaget anwTs @ and suinmingt an e x

with very little effort.

Geneva Server, one of the products featured in Geneva technologies, is a security token service that you
can use instead of building your own STS. You might be wondering what Geneva Server uses for
implementing the protocols and building a security token. Yes, you guessed it right, it uses Geneva
Framework for all of this heavy lifting. If you want to build your own STS, Geneva Framework offers all
the necessary APIs to make your job easy.| t * s U fp figir@out\hawlto implement the logic, or
rules that drive it (often referred to as security policy

Relying Party (RP)

When you build an application that relies on claims, you are building a relying party Some synonyms

that you may have heard are, claims aware applicatigror claimsbased applicationWeb applications

and web services can both be builtt hi s way, as you’'ll see | ater in th

Basic Scenario
Now t hat you

ve |l earned some b as i-basedtsygtgmimiaatian]l o gy , h

Authority
(Web Service)
» STS
(2]
=
<
O
@
]
o
1. Get Policy )
Smart Relying Party

Client | 3. Send Claims | (web Service)

Active Client
(WS-Trust)

Figure2: Basic Scenario with Web Services

Figure 2Figure 2 shows a claims-aware web service (the relying party) and a smart client that wants to
use that service. The relying party exposes policy that describes its addresses, bindings, and contracts.
But the policy also includes a list of claims that the relying party needs, for example user name, email
address, and role memberships. The policy also tells the smart client the address of the STS (another
web service in the system) where it should retrieve these claims. After retrieving this policy (1), the
client now knows where to go to authenticate: the STS. The smart client makes a web service request (2)
to the STS, requesting the claims that the relying party asked for via its policy. The job of the STS is to
authenticate the user and return a security token that gives the relying party all of the claims it needs.
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The smart client then makes its request to the relying party(3), sending the security token along in the
security SOAP header. The relying party now receives claims with each request, and simply rejects any
reqguests that don’t include a security token from

Standards

In order to make all of this interoperable, several WS-* standards are used in the above scenario. Policy
is retrieved using HTTP GET and the policy itself is structured according to the WS-Policy specification.
The STS exposes endpoints that implement the WS-Trust specification, which describes how to request
and receive security tokens. Most STSs today issue SAML tokens (Security Assertion Markupanguage)
SAML is an industry-recognized XML vocabulary that can be used to represent claims in an interoperable
way. This adherence to standards means that you can purchase an STS instead of building it yourself. Or,
if you end up in a sticky multi-platform situation, this allows you to communicate with an STS on an
entirely different platform and achieve single sign-on across all of your applications, regardless of
platform. Identity federation also becomes an option,a s | ' | | explain short

<

Browser-based Applications

Smart c | i e onty snesavhoeam patticiphtd ie the world of claims-based identity. Browser-
based applications (also referred to as passive cIienf$ can participate as well. Figure 3 shows how this
works. The user points her browser at a claims-aware web application (relying party). The web
application redirects the browser to the STS so the user can be authenticated. The STS in Figure 3 is
wrapped by a simple web application that reads the incoming request, authenticates the user via
standard HTTP mechanisms, and then creates a SAML token and emits a bit of JavaScript that causes the
browser to initiate an HTTP POST that sends the SAML token back to the relying party.

Authority
(Web App)

p- STS

2. Redirect

1. HTTP GET
Browser |3 HTTP POS

Relying Party
(Web App)

Passive Client
(WS-Federation)

Figure3: Basic Scenario with a Web Browser

The SAML token in the POST body contains the claims that the relying party requested. At this point it is
commonf or the relying party to package the cl ai ms i

’Smart clients are referred to as “active” bediguse the
and implement WS-Tr u st directly. Web browsers are referred to
modified to do these things directly, so cookies, redirection, and JavaScript are used mimic the WS-Trust protocol

in a browser-friendly way.

© 2008-09 Microsoft Corporation. All rights reserved. Terms of Use | Trademarks | Privacy Statement




n Microsoft Code Name "Geneva" Framework Whitepaper for Developers

redirected for each request. The WS-Federation specification includes a section® that describes how to
do these things in an interoperable way.

Identity Federation

When you build claims-aware web applications and services, you decouple yourself from any one user

store. All you want to know is that an authority you trust has given you the identity details you need

about the user who is using your application. Youdo n ' t have t o wor roysecaity o ut w h
realm that user happens to be part of. This makes it a lot easier to federate identitywith other platforms

or organizations.

Her e’ s a ¢ onc rwidl hetp ges your headrariound thishdaat L ayta’canpasy called
Fabrikam is in the business of manufacturing bicycles, and thousands of bike shops around the world
carry their bikes. Fabrikam has a website that allows their retailers to get information about bikes, make
purchases, and so on.

When a new retailer (Bob) st arts a busi ness an decontaastFabrikamo s el |
sighs some agreements, and tells Fabrikam about his employees: who should be allowed to use
Fabrikam’”s retailer website, w hnd so snhFabuikdand issuesea a |l | 0 we
user name and password for each employee at Bob’
those users different levels of access depending on their job.

Over time, Bob ends up doing business with lots of other bike manufacturers, each of which has their

own proprietary mechanism for purchasing. Some use the web, and some rely on fax and phone calls.

It s easy for Bob to forget a llaing His beat ljust to eell bikésh e s e n |
every day. So when Alice joins as a new employee, it takes Bob awhile to remember that he has to call

Fabrikam (and all of the other manufacturers) and let them know that Alice should be allowed to make

purchases. Al i ce’ s first f ew we ek sshelaarnstalhothejpsstvordashee a bi t
needs to know for the waanoushea'ylslt ebnse ddriidd deca
website until Bob gets around to calling Fabrikam to add Alice as a user.

Wh at happens wh e n coApanychenges or evenlwerse,iif she |&oebthe Tompany
entirely? When does Fabrikam find out about this?

What we have here are two companies that have established a trust relationship, a covenant, between

one another. Fabrikam relies on Bob to indicate whi ch empl oyees should have
resources, and what level of access each should have. Identity federation is all about automating this

covenant Since Fabrikam already trusts Bob to tell the truth about his employees, it makes sense to let

Bob’'s system authenticate those employees and au
employee’s current role in the company.

* Section 13, to be precise. You may have heard this referred to in the past as the passive requestor prodl
although as of this writing, the latest version of WS-Federation undergoing standardization no longer uses this
term.
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Once Bob is responsible for authenticating his own staff, Fabrikam no longer has to issue user accounts

for BobysesempWhen Al i ce | o glskeshop,thatlogneanbeasednopellt er at
Fabrikam who Alice is, and what role she playsi n  Bocgdnizason. If Alice leaves the company, all Bob

has to remember to do is disable her user account, and she ' | | no |l onger be abl e
website, or any ot h ehat fedaatas withaBebt Whenellicé changeg ¢ols,samdt e

Bob adjusts her group memberships in his directory, Fabrikam discovers that change the next time Alice
logsonandus e s F a lwebiagpl@anion.Vhat we have now is single sign-on across organizations,

and this is a good thing not just for developers, but for IT pros, users, and shareholders alike.

Even within a single company, federation can be useful. If you end up with two different
implementations, say Java-based and Microsoft .NET-connected, as long as your applications are built to
support federated identity, you have a clear path to achieve single sign-on, and all of the benefits it
provides.

Identity federation works by introducing a second issuer. Your applications still trust the same STS they
used to, and it will continue to issue all of the tokens that your application needs. But now instead of
directly authenticating all users directly, your STS will be configured to accept SAML tokens from partner
organizations, leaving it to them to authenticate users in their own realm in a way that makes sense.

Bob& shop M Fabrikam

Authority Authority

STS

> Relying Party

Figure4: Bob's bike shop federates with Fabrikam

In Figure 4, the client is in a different security realmoverinBo b’ s bi ke shop, whil e t
stllin Fabridlham’ center. In this case, t he (l)cahdi ent ( /
gets a security token that she can send to Fabrikam. This token indicates that Alice has been

aut henticated by Bob’' s secur i tsyecifywhdtrolassHe playscint ur e, a

B 0 bofrganization. The client sends this tokento F a b r i k awhéresit ev8lTat8s the claims, decides
whether Alice should be allowed to access the relying party in question, and issues a second security
token that contains the claims the relying party expects. The client sends this second token to the
relying party(3), which now discovers Alice as a new user, and allows her to access the application
accordingtot he c¢l aims i ssued by Fabrikam s STS

Note that the relying party didn’'t have to concer
shop. Fabr i Kidall ofgshat&eavy lifting: finaking certain to issue security tokens only to
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trusted partners that have previously established a relationship with Fabrikam. In this example, the
relying party will always get tokens from its own STS. If it sees a token from anywhere else, it will reject
it outright. This keeps your applications as simple as possible.

Java Users M .NET Apps

Authority
(Java)

Authority
(.NET)

STS

Client > Relying Party

Figure5: CrossPlatform Identity Federation

Figure 5 shows a company that uses .NET Framework and Geneva Framework to build its applications.
They have recently merged with another company whose IT platform is based on Java. Because the
Microsoft .NET-connected applications are already claims-aware, the company was able to install an STS
built on Java technology and suddenly the Microsoft .NET-connected applications became accessible to
users in the Java-based directory, with no changes to application code or even application configuration.

Information Cards and the Identity Selector
I don’'t have r oom inthexplaih thesideap lelpind inforrhation cardstarid Wentitye a
selectorslike Wi nd o ws C gbut gloS qarar€éadenmi¥re about these topics in Geneva web site.

Suffice it to say that an identity selector provides a few additional features that are important in many

scenarios:
9 Helps users manage multiple identities for the Web
9 Helps users select an appropriate identity for a given relying party
9 Protects user privacy

i Gives consumers a non-phishable credential

An identity selector can be very helpfulinf eder ati on scenari os.Figugadnsi der
Fabrikam has many partners, not just Bob’ s bike
supply a long list of trusted issuers. And imagine if the trust chain was longer, with three or four STSs

involved: if you start at the relying party and work backward, you find a whole tree of possible paths

from a leaf STS to the relying party. When the identity selector pops up in this case, the only cards that

will be lit up are identities that represent leaves on that tree. So when the user selects a particular card,

the identity selector knows exactly which path of trust to follow in order to get the required security

token.
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Geneva Framework includes a sample that illustrates how to use Information Cards in an ASP.net Web
Site login page by embedding InformationCard object tags. There is also a Geneva Team Blog site that is

periodically updated with great samples. These can help you to get started with Information Cards.

Now t hiattoduded some terminology and concepts behind the claims-based i dentity mo
time to look at the programming model of Geneva Framework.

Programming Claims: Geneva Framework

Claims-based identity has been evolving within the Microsoft .NET Framework during the last few years.
Active Directory Federation Services (ADFS) was released with Microsoft Windows Server® 2003 R2, and
included its own claims-based programming model. Soon afterward, the .NET Framework version 3.0
shipped with a little assembly called System.ldentityModel.dll, which included classes like Claim and
ClaimSet, and WCF exposed an AuthorizationContext that allowed you to access these in a web service.
Another pillar of this new framework was CardSpace, and some sample code was released that helped
to decrypt and parse SAML tokens obtained by dereferencing an information card. And while WCF
already has all the plumbing you need to build an STS from scratch, many of the classesy ou’ d need t
use are marked internal, making the task rather challenging for anyone outside of the WCF team. Suffice
it to say that in the .NET Framework 3.0 timeframe, the developer story around claims wa S Reryt
appealing.

Geneva Framework solves this problem. It was designed to unify and simplify claims-based applications.

It builds on top of WCFustsand pomes mithiamHytpMbdule calladdtHe € me n t
WSFederaion Authentication Module(FAM) that make it trivial to implement WS-Federation in a
browser-based application by simply tweaking your web.config file a bit.

The Geneva Framework Object Model for Claims

When you build a relying party with Geneva Framework, you' r e s hof thelcrgpograpficr om al |
heavy lifting that Geneva Framework (and its underlying WCF plumbing) does for you. It decrypts the

security token passed from the client, validates its signature, validates any proof keys®, shreds the token

into a set of claims, and presents them to you via an easy-to-consume object model.

Geneva Framework represents a claim with the Claim class, whose key properties are shown in Figure 6.

* A proof key providesassurance that the token wasn't stolen and used
requested it. To learn more about proof keys, see the discussion of KerberosinThe Dev el opemntitys Gui de
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public class C aim({
/'l some nmenbers omtted for brevity

r*ClaimType (string)

public virtual string O ainType { get; } )

public virtual string Val ue { get; } ~Value (stnng)_

public virtual string Val ueType { get; } . “ValueType (string)
public virtual |Dictionary<string, string> Properties t* Properties (Dictionary)
public virtual string |ssuer { get; } e Issuer (string)

public virtual string Originallssuer { get; } |+ Originallssuer (string)
public virtual |C ainsldentity Subject { get; } - Subject (IClaimslidentity)

Figure6: Claim

Claim.ClaimType is a string (typically a URI) that tells you what the claim means. For example, a claim

with a ClaimType of "http://schemas.xmlsoap.org/ws/2005 / 05/ i dent i t y/ wedresentsas / gi v en
user ' s fThigchit type svan defined by Microsoft® for use with CardSpace. A ClaimType of
"hthmydl ai mtmigh lee your@wnaitple representation of a role. The point here is that you

don’t have to wait around for some stalbgayods body
and your issuer agree on what a particular claim means you can call it anything you want!

Once you know the type of the claim, you can read its value from Claim.Value. In order to reduce
dependencies and simplify administration, Geneva Framework represents the value of a claim with a

string instead of anything more complicated (such as an object reference that could point to any CLR

type). So an integer value of 42 would be represented as “ 4 2 " . An emai |l addr ess
represented in a string. Anything more complicated and it is recommended to use standard XML schema

types to serialize the value into a string. This is where Claim.ValueType comes in; it helps you figure out

how to deserialize the value of the claim by telling you the format of the value. The
Microsoft.IdentityModel.ClaimValueTypes class (Figure 7) includes a number of helpful value types that

can be used to represent claims, and of course you can define your own if you build your own issuer.

public  static  class ClaimValueTypes  {
/'l have omitted some elements for brevity

public const string Boolean = "“http://www.w3.0rg/2001/XMLSchema#boolean” ;
public const string Date= “http://www.w3.0rg/2001/XMLSchema#date" ;

public const string Datetime =  "http://www.w3.0rg/2001/XMLSchema#dateTime" ;
public  const string Double = "htt p://www.w3.0rg/2001/XMLSchema#double" ;
public const string Email= "http://www.w3.0rg/2001/XMLSchema#Email" ;

public const string Integer = "http://www.w3.0rg/2001/XMLSchema#integer" ;
public  const string  String = "http://www.w3.0rg/2001/XMLSchem a#tstring”
public  const string Uri= "http://www.w3.0rg/2001/XMLSchema#anyURI" ;

public const string  UpnName = ohttp://www.w3.0rg/2001/XMLSchema#UpnName" ;

Figure7: ClaimValueTypes

Claims are supposed to be about the subject, typically a human who is using your application. But
sometimes you want more information about the claim itself. Take an email claim as an example. Maybe
along with the email address, you want the issuer to tell you when the email address last changed. This
is the reason for the Claim.Properties collection. Geneva Framework allows an STS to add metadata

> This and several other fundamental claim types are documented in the Identity Selector Interop Profile
specification.
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about a claim to this collection, and it 11 be se
use of it.

One claim that might seem a bit like metadata is the authentication method. Did the user present a

password? An information card? A smart card? These sorts of questions often come up in high security

scenarios, and some applications restrict features or resources based on the strength of the technique

used to authenticate the user. Geneva Framework represents this informationas a <c¢ | ai m, as yo
the Step-up Authentication section below.

The Claim class includes a property called Issuer. This is a simple string that gives your application a
name for the issuer of the claim. In federation scenarios, a chain of two or more issuers are involved (as
shown earlier in Figure 4). In this case, Claim.Issuer names the last issuer in the chain (Fabrikam in Figure

4), while Claim.Originallssuernames t he first 1issuer in t Nogcachai n (
use both of these tidbits to personalize or authorize access. For example, in Figure 4, Fabrikam might

want to have a speci al di scountreglawgdeaou¢e.hat only wus
Mostappl i cations won’'t care precisely who issued th

need to worry about is that the issuer is one that it trusts. The simplest way to create a list of trusted
issuers is via the microsoft.identityModel/issuerNameRegistry configuration section, or you can derive a
custom class from IssuerNameRegistry and do something more dynamic.

Introducing IClaimsIdentity

Remember Ildentity from the .NET Framework? It is a very simple interface that allows you to discover

theuser ' s n anriguer has tha abiity to tell you much more than just a name, Geneva

Framework definesa new i nterface that extends Il demtity. |
Geneva Framework, when you lookataus er ' s i dent i t ymethesame wag wwalwgyet her
have, but you can also look at IClaimsldentity.Claims to get more b i t s o fs idenkitg likehere r ’

email address.

Claims Identity
(represents the Claims
user)
A
Y
Subject Claim
public interface |Clainsldentity : Ildentity {

Clai nCol | ection ains { get; }
/'l other nenbers omtted for now

Figure8: Getiing at Claimsvia IClaimsldentity
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Figure 8 shows how claims are exposed from IClaimsldentity via the Claims property (I will show the full
definition of this interface a bit later in Figure 12). Keep in mind that the user whose identity you are
examining is called the subject Note how you can enumerate the list of claims in the identity via the
Claims collection, and you can get back tothe s u b | I€lainisidestity via the Subject property of any of
those claims.

IClaimsPrincipal
Remember how Geneva Framework extended the existing lldentity interface with IClaimsldentity? Well,
Geneva Framework also extends IPrincipal with IClaimsPrincipal (see Figure 9).

public interface |ClainmsPrincipal : |Principal {
ClainsldentityCollection Identities { get; }
}

Figure9: IClaimsPrincipal

IClaimsPrincipal exposes a collection of identities, each of which implements IClaimsldentity. In the

common case, there will be a single issuer and a single token, and the Identities collection will only have

one element. In this mainstream case, you can use IPrincipal.ldentity to get at the identity as usual. But

it s possible in advanced scenarios for a relying
potentially from different issuers, in which case having access to a collection of identities becomes

important.

I n some scenarios it's wuseful to write your owh ¢
can do this simply by deriving from ClaimsAuthenticationManager and implementing the Authenticate

method. The Authenticate method has access to the IClaimsPrincipal originally created by the

framework, and you can make necessary transformations to the existing claims or completely replace

the existing IClaimsPrincipal with your own implementation. Geneva Framework will then use your
IClaimsPrincipal and make it available via Thread.CurrentPrincipal and other means that an ASP.Net

developer wouldusetoo bt ai n tifrimcipat sach ds BttpCorgtext.User.

ClaimsPrincipal

public class CainsPrincipal : |CainsPrincipal {
/1 from | Principal
public Ildentity Identity { get; }
public bool IslnRole(string role);

/1 from | d ainsPrincipal
ClainsldentityCollection Identities { get; }

Figurel0: ClainsPrincipal

The ClaimsPrincipal class (Figure 10) is the default implementation of IClaimsPrincipal, and while it
implements the Identities property of IClaimsPrincipal, it also implements the more familiar IsInRole
method and Identity property from IPrincipal. And since a typical relying party will receive a single
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IClaimsldentity in the Identities collection, ClaimsPrincipal.ldentity simply returns the first element in the
Identities collection, as shown in Figure 11.

public Ildentity Identity {
get {
if (this._identities.Count > 0)
return this. _identities[O0];
el se return null;

Figurell: Claimsldentity.ldentity property implementation

IClaimsldentity Defined

So if all it has to work with is a set of arbitrary claims, how does Geneva Framework implement
IPrincipal.IsinRole or Ildentity.Name, which are commonly used by application developers in existing

web applications and services? One possible approach would have been to predefine a ClaimType for

roles and a ClaimType for names, and force everyone to use them, but Geneva Framework is more

flexible than that. In your system, the type of claim you pick to represent a role or name might be very

different than what another company would choose. The Geneva Framework solution becomes clear

when you look at the full definition of IClaimsldentity (Figure 12). Geneva Framework decided to leave

this up to your application and easily configure NameClaimType and RoleClaimType to indicate which

cl ai ms represent t he inte web.®nfighuadareMicrasoftddentitydvipdel r ol e s

section.
public interface | Clainsldentity : Ildentity {
Clai nCol | ection O ains { get; }
string Naned ai mlype { get; set; }
| Col | ection<string> Rol ed ai nifype { get; }
string Label { get; set; }

| Clainsldentity Delegate { get; set; }

Figure 12: IClaimsldentity

This has an exciting implication for developers: any code you have that already relies on IPrincipal and

Il dentity doesn’t need to change. I f you'toe using
web service method, you can continue to use it as long as your issuer specifies the same set of roles that
your service was expecting. | f you're using ASP.
because it's based on | Principal.lslnRol e(

If there are no NameClaimType or RoleClaimType configured in the application then by default Geneva

Fr ame wo rhiktp:/scheess.xmlsoap.org/ws/2005/05/identity/claims/name” for NameClaimType

and “http://schemas.microsoft.com/ws/2008/06/identity/claims/role” for RoleClaimType. Note that

while i1it's possible that the 1issuer may set Nami
IClaimsldentity these properties are not serialized as part of the security token and so theyd o n’ t fl ow
between the STS and the relying party. It is uncommon to have STS decide which roles that the

application need to use.
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In looking at Figure 12, you might be wondering about the Label and Delegate properties. Label is a
string that can be used to distinguish one identity from another in the more complicated case where a
relying party receives multiple security tokens (as | mentioned earlier, this is an uncommon case, so the

Label propertyt wonvastbemaujsoerdi thyy of devel opers). N
may change in the future, in this version of Geneva Framework, Label is not serialized as part of the
security token and so it doesn’t flow between the

The Delegate property is a more interesting and advanced topic. It helps support the delegation of
credentialsinmulti-t i er systems, where a middle tier makes r
as” the client. I | | recdetail later in thibpgaper. o pt i onal feature

How to get at Identity

So f ar y 0 U’ VGenevd Feamewnrle rdpredermswelaims, subjects, and issuers, and how it
extends the traditional IPrincipal and lldentity interfaces to add support for claims-based identity. But
where do you get at these interfaces? There are lots of places where IPrincipal and lldentity are already
exposed in the .NET Framework, and with Geneva Framework you should continue to use them: for
example, Thread.CurrentPrincipal from the .NET Framework, or HttpContext.User from ASP.NET. In a
relying party, Geneva Framework sets up all of these properties so that you can access IClaimsPrincipal
and IClaimsldentity from any of these familiar places. Figure 13 shows a couple of different ways to get
attheu s er ' s i tgpeahweb applicatibnn a

protected vol d Page_Load(object sender, EventArgs e) {
Il aimsPrincipal p =

(I A ainsPrincipal) Thread. Current Pri nci pal ;
IClainmsldentity ci = p.ldentities[O];
Di spl ayd ai ns(ci);

}

protected void Page_Load(obj ect sender, Event Args e) {
IClainmsldentity ci = (I Clainsldentity)User.ldentity;
Di spl ayd ai ns(ci);

Figurel3: Accessing IClaimsldentity

Programming with Claims: a Practical Example

The Geneva Framework object model for claims may seem a bit complicated at first glance, with
subjects, i ssuer s, claim types acFgdre 14 shdws aetypical b ut i n
example from a claims-aware ASP.NET web application. This example sends a personalized email to the

user when she clicks a button.
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protected void SendLetter_C ick(object sender, EventArgs e)

{
IClainsldentity id =
((1CainsPrincipal)Thread. CurrentPrincipal).ldentities[0];
/1 you can use a sinple foreach loop to find a claim..
string usersEmail = null;
foreach (Caimc in id.Clains) {
if (c.dainlType == System Il dentityMdel.C ains. Cl ai miypes. Email) {
userskEmai| = c. Val ue;
br eak;
}
}
/1 you can also use LINQto find a claim
string usersFirstName = (fromc in id.Clains
where c. C ai mype == System | dentityModel . ai nms. Cl ai nifypes. G venNane
select c).First(). Val ue;
StringBuil der body = new StringBuilder();
body. AppendFor mat (" Dear {0},", usersFirstNane);
body. AppendLi ne();
body. AppendLi ne(" Thank you for shopping with us!");
new Snt pClient (). Send(new Mi | Message(
"adm n@ abri kam cont',
usersEmail ,
"Message from Fabri kant',
body. ToString()));
}

Figurel4: Sending a Personalized Email

In this example, the code uses Thread.CurrentPrincipal t 0 access t he user
through all of the claims for the user via IClaimsldentity.Claims, looking for the ones it needs right now:
first name and email address. It then uses those claims to send a personalized email message to the
user. The example also shows two ways of finding claims. The code finds the email claim by with a
foreach loop, and uses a LINQ expression to find the first name claim. Both techniques work just fine.

Configuring Geneva Framework

The code in Figure 14 made a lot of assumptions. It assumed the caller was authenticated and that her
first name and email address had been sent as claims. The reason this program can make these
assumptions is because it has a web.config file that wires up the WS-Federation Authentication Module
(FAM) from Geneva Framework and configures it with the address of an STS that can authenticate the
user and supply these types of claims. Figure 15 shows the relevant parts of web.config for the
personalized email example.
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<configuration>
<confi gSections>
<section nanme="mi crosoft.identityMdel"
type="M crosoft.|dentityMdel.Configuration.McrosoftldentityMdel Section, Mcrosoft.|dentityMdel,
Version=0.5.1.0, Culture=neutral, PublicKeyToken=31bf3856ad364e35"/>
</ configSections>
<system web>
<conpi | ati on debug="true">
<assenbl i es>
<add assenbl y="M crosoft.ldentityMddel, Version=..." />
</ assenbl i es>
</ conpi | ati on>
<aut henti cati on node="None"/>
<aut hori zati on>
<deny users="?"/>
</ aut hori zati on>
<ht t pModul es>
<add nane="WBFeder at i onAut henti cati onModul e"

type="M crosoft.|ldentityNModel.Wb. WSFeder ati onAut henti cati onMbdule..." />
<add nane="Sessi onAut henti cati onModul e"
type="M crosoft.|dentityMdel.Wb. Sessi onAut henti cati onMdule..." />

</ htt pModul es>
</ system web>

<m crosoft.identityMdel >
<servi ce>

<i ssuer NanmeRegi stry type=0M crosoft.|dentityMdel.Tokens. Confi gurati onBasedl ssuer NaneRegi st ryo>

<trustedl ssuers>
<add thunbprint=0é0 name=0...CN=Sanpl eSTS...0 />

</trustedl ssuers>

</ i ssuer NaneRegi stry>

<audi encelUri s>

<add val ue="https:/ /Il ocal host/ MyWebApp" />
</ audi enceUri s>
<f eder at edAut henti cati on>
<wsFeder ati on passi veRedi rect Enabl ed="true"
i ssuer="https://local host/STS/ "
real me"https:/ /1 ocal host/ MyWebApp" />
</ f eder at edAut henti cati on>
<serviceCertificate>
<certificateReference x509Fi ndType="'Fi ndBySubj ect Nane' findVal ue='1Iocal host"'

storelLocati on='Local Machi ne' storeName="M"' />

</ serviceCertificate>

</ service>
</ mcrosoft.identityMdel >
</ configuration>

Figurel5: TypicalGeneva FrameworlConfiguration for a Relying Party

There are two things going on here in the <system.web> section. The config first references the Geneva

Framework assembly, Microsoft.IdentityModel.dll. Then it wires up the FAM, which is an HttpModule

that plugs into ASP.NET pipeline so that it can listen for the AuthenticateRequest event.
SessionAuthenticationModule enables sessions by issuing cookies. | " | | explain in more
FAM fits into the ASP.NET pipeline later in this paper.

The <microsoft.identityModel> section is new to Geneva Framework. Application can configure a list of
trusted issuers in <issuerNameRegistry> element by choosing the issuerNameRegistry type as
ConfigurationBasedlssuerNameRegistry. The <audienceUris> section is the place to list the target URIs to
which the FAM should expect security tokens to be delivered. If the STS posts a security token to a URI
not in this list then FAM throws an exception. Also you should note that FAM performs a case sensitive
URI comparison between the incoming URI and the list from <audienceUris> section, so it is important
to consider case when you configure this setting.

The <federatedAuthentication> section is where you configure the FAM. It does its magic in the
AuthenticateRequest event and converts incoming security tokens into an IClaimsPrincipal. The
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<wsFederation>sectionwi t h passi veRedi r eetisthEfAM thdt vwhdn a gser pointk 0 “ t r u
her browser at the application, the FAM should automatically redirect the browser to a particular STS

where the user will be authenticated and receive a security token (the issuerattribute indicates the URL

fortheSTS). When the wuser’'s br ows ergalmbtiibute wiltlbe incidedie d, t he
the request to the STS, telling it which application is in use. If your application needs to show a default

page before redirecting the usertothe STS you can set the passiveRedir
the FederatedPassiveSignln cont r oflthisoontroltnfaéterd e f aul t
section.

The <serviceCertificate> section is where you would specify the application certificate that FAM should
use to decrypt incoming security tokens.

Preconfigured claims-aware ASP.Net Web Site 7 Visual Studio Templates

One of the major goals of the beta 2 release of the Geneva Framework was to reduce the learning curve

on claims-based identity for application developers. To achieve this goal and to make it easier to

configure, Geneva Framework beta 2 offers built-in Visual Studio project templates for creating new

claims-aware ASP.Net applications. These templates are available within the Visual Studio development

environment when you navigatet 0 ‘AMewAWe b Si t e ..” a nawarsASPINetoveb “ CIl ai n
Site” .You now have a typical ASP.Net Web Site preconfigured with Geneva Framework. All the

configuration settings we covered in previous sections are already configured for you and the web site

has forms authentication enabled and has access to claims.

Note that these templates are available only for C# language and hence the Language selection must be
set t o #™ Alsb thageatdmplates are IS based web sites. These templates are intended to be
used as a starting point for building your claims-aware applications and due care needs to be taken
while building a production claims-aware application that meets your business needs.

In some cases you may want to convert an existing ASP.Net Web Site to be claims-aware. Geneva
Framework makes this possible by providing a dir
utility that does this conversion. This utility is called Federation Utility, or "F e d U You can’invoke this

tool by right-clicking on your ASP.Net Web Site project and selecting® Modi fy STS ThRef er en
wizard interface includes intuitive instructions,andaf t er a few cl i cks your app!
will be updated such that your application will be configured to accept claims. Also, note that a
federation metadata document hi ghlighti eddnat he apry
subfolderint he appl i c endkihgdtrdsiar to fegisterdaaelying party with an issuer such as

Geneva Server. I cover federation metadata and FedUt i

Understanding the WS-Federation Authentication Module (FAM)

The FAM is an HttpModule that is specifically designed to make it easy to build federated claims-aware
web applications using ASP.NET 2.0. There are two options available to build federated claims-aware
web applications. One option is to use the FAM and SessionAuthenticationModule and provide passive
redirect based protection; another option is to provide a login page that uses the
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FederatedPassiveSignin control, which is an ASP.NET control offered by Geneva Framework. 0 COVE
the controlaspectsi h a separ at e theFAvtintiosgectionl " | I f ocus on

As the name implies the FAM is capable of handling the WS-Federation protocol; while
SessionAuthenticationModule is specifically designed to be protocol-agnostic and handle session
cookies. Both of these modules are a required bit of plumbing that must be configured, as | showed
earlier in Figure 15, in your federated claims-aware web application. You may wonder why these are two
separate modules. The motivation for this split is to provide the flexibility for configuring additional
authentication modules in conjunction with the protocol-agnostic SessionAuthenticationModule.

In essence the FAM extracts the claims from the security token issued by an STS and makes them easily
accessible to the application. However, it is possible that some applications may not have an STS and
just want to convert Windows authentication information into an IClaimsPrincipal that is usable by the
claims-aware aspects of the application. Geneva Framework provides an HttpModule for this scenario
too; the ClaimsPrincipalHttpModule is the class that addresses this scenario. In this scenario the default
claims generated are based on the Windows identity and includes user name, group SIDs, and other
authentication information. This module eliminates the application’ s  moeget al security token from
an STS and provides a way to always have claims-based principal available in an ASP.NET application.

It is possible that some applications may not have any claims-aware aspects and just rely on Windows
identity, but requires federation capability so that users from other partner domains can access the
application’ sesources. In this scenario, the application would have an STS and expects to receive a
security token from the STS and somehow convert that to Windows authentication information that it
can use. Geneva Framework addresses this scenario by providing functionality to map incoming claims
to a Windows identity; this functionality can be enabled by setting the mapToWindowsttribute within
the samlSecurityTokenRequirement element in the SAML Security Token Handlers element to true.
Setting the mapToWindows attribute to true lets the FAM does it magic of converting incoming claims
to a WindowsClaimsldentity, which is a class that inherits from Windowsldentity, and this can be used in
the same manner as Windows Identity is used in the application.

FAM Events

As is typical with HttpModules in ASP.NET, the FAM fires off several events that allow you to customize
its default processing. Keep in mind that all of the work done by the FAM occurs during the ASP.NET
AuthenticateRequest event. All of the events fired by the FAM will occur during this part of the ASP.NET
request pipeline.

SecurityTokenReceived

This is a very useful event that fires with every message that contains a WS-Federation passive sign-in
response, right before the FAM does its work. One important thing you can do here is to reject the
token before the FAM processes it. You have access to the security token received and you can
implement your own custom validation code that decides whether the token is rejected or not.

If you want to allow anonymous access to some pages that get WS-Federation passive messages then
you can set the FAM’ ,whicG aakes thd FAMpnotagaaythingy Youtcan thént r u e ”
configure the authorization policy in the ASP.NET pipeline to allow anonymous access to those pages.
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SecurityTokenValidated

This event is raised after the security token is validated by the FAM and an IClaimsPrincipal is created
with the claims extracted from the token. The IClaimsPrincipal that is available as a property of the
event arguments, and has already passed through any configured claims authentication manager, which
has done the necessary transformations. One simple thing you can do here is to audit this event for
successful token validations that occur in the application.

SessionSecurityTokenCreated

Early in this paper | showed how browser-based applications receive claims from an STS via an HTTP

POST. At this stage of processing, the FAM has received the security token, validated and parsed it into a

set of claims, created a session security token with those claims in it, and is ready to issue a cookie to

cache that session security token for alitttewhi | e (so that the user isn’t
back to the STS). Geneva Framework calls the cont
a class called SessionSecurityToken to represent it.

By handling t hi ghedehegevetfresi daimé Have bedn elelivered fframran STS and
are about to be cached for a configured time in a cookie. If you plan on storing claim values in an
CachingveQl aliimmeV a |
section for an example. Also, by handling this event you have the opportunity to modify the session

application data store, this would be a great time to do that. Seet h e

security token per your needs. The FAM takes any modifications made to the session security token and
then writes out a cookie with the modified session security token in it. For example if you want the
cookie to be issued for single use only instead of persisting for the session, you can set the

WriteSessionCookie property of the SessionSecurityTokenCreatedEventArgs parametert o0 “ f al s e ” .
SignedIn

This event fires right after the IClaimsPrincipal is set in the appropriate places (Thread.CurrentPrincipal

and HttpContext.Current.User). As you can itt magine

main purpose is to allow applications to audit the user signed-in event.

SignlnError

At this stage of processing the FAM has received the token from an STS, extracted claims from it, and
created a session security token, but encounters an error when it tries to write out a cookie with the
session security token. This event is also triggered when errors occur in token validation process.

You can use this event to handle the exceptions thrown by the FAM and convert them to user-friendly
messages per your needs. Also, during application development this event is very helpful in debugging
the cause of the exceptions thrown.

SigningOut

At this stage of processing, the user has indicated her desiretosignout of your applicati
always happen: some users simply stop making requests to your application without explicitly signing

out. But when this event does fire, you can use it as a way to more aggressively release resources that

you may have been holding for the user.
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SignedOut
This event fires when the user or application has triggered sign-out process and the FAM has deleted the
cookie corresponding to the session. As you <can

and its main purpose is to allow applications to audit the event that the user has signed out.
SessionAuthenticationModule Events

SessionSecurityTokenEventReceived

Once a session security token has been issued in the form of a cookie, during all subsequent requests
(until the session security token expires) the SessionAuthenticationModule will simply read the contents
of this cookie instead of redirecting the browser back to the STS. By default session security tokens are
set to expire after 10 minutes; however, at runtime, applications typically extend the lifetime as needed.

This event is triggered after the session security token is received and processed by
SessionAuthenticationModule. One possible use of this event is to allow applications to check for
expiration of the session security token and extend the lifetime as needed. Another possible use of this
event is to let applications trigger SessionAuthenticationModule to reissue the cookie. You can find an
example of this in the Geneva Framework samples collection: Sample$Extensibility Claims Aware AJAX
Application, in the AjaxRP (relying party) project.

SessionSecurityTokenCreated

Once the cookie issued by Session Authentication Module is expired, applications typically would want

to reissue a new cookie in which case a new cookie would be created. This event is triggered by the
SessionAuthenticationModule during this reissuance of the cookie and provides an opportunity for the

application to set session security token properties appropriately. For example if you want the cookie to

be issued for single use only instead of persisting for the session, you can set the WriteSessionCookie
property of SessionSecurityTokenCreatedEvent Args

ServiceConfigurationCreated Event

You may wonder whether it is possible to modify the relying party configurations after FAM has loaded
them from web.config file. The answer is yes it is possible to do so; FederatedAuthentication is a static
class that provides access to the state that is pertinent to both the FAM and Session Authenticaton
Modules, and contains a single configuration object that is populated from the configuration in the
web.config file.

When the application starts up, FederatedAuthentication builds its configuration object from
configurations in web.config file and then fires the ServiceConfigurationCreated event to provide you an
opportunity to modify the settings as needed at run time. ASP.NET programmers are already familiar
with the Application_Start event, which fires during the very first request that comes through the
pipeline once an application starts up. This is a good place to register for the
ServiceConfigurationCreated event triggered from FederatedAuthentication static class. There are
certain aspects of the FAM that are not available through configuration, and this event is for
programmatically configuringt he FAM beyond what’s in web.config.
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Ideas for Hooking FAM and SessionAuthenticationModule Events
Here are some practical examples of how you can hook FAM events to achieve various goals.

Substitute your own Principal

Claims are very simple to read — just enumerate a collection and look for the claim type you want. But if

you' ve got a |l ot of code that depends on cl ai ms,
claims to send a personalized email message to the user (Figure 14). Wo ul d n’' t infteadlloe e asi €
write code like that shown in Figure 16?

protected void SendLetter_Cick(object sender, EventArgs e) {
MyPrinci pal custonPrincipal = (M/Principal)Thread. CurrentPrincipal;

StringBuil der body = new StringBuilder();

body. AppendFor mat (" Dear {0},", custonPrincipal.FirstNanme);
body. AppendLi ne();

body. AppendLi ne(" Thank you for shopping with us!");

new Snt pClient().Send(new Mai | Message(
"adm n@ abri kam cont',
cust onPri nci pal . Emai |,
"Message from Fabri kani,
body. ToString()));

Figurel6: Simplified Personalized Email Example

Inthisnewversion,you don’t haxé at msenwmérn adet he user’' s fir
A custom principal class already has that sorted out, and the code can simply use its properties to access

the claims. This is even more useful if you have claims that are more complicated than strings. Because

Geneva Framework passes all claims as strings, you may need to deserialize the value of a claim into an

instance of a class. Using a custom principal to expose this is a great way to centralize this code. Figure

17 shows the implementation of the custom principal used in the code above.

public class MyPrincipal : CainsPrincipal, |MCains {
public MyPrincipal (I C ainsPrincipal clainmsPrincipal)
base(cl ai nsPri nci pal )

{}
public string FirstName { get; set; }
public string Enail { get; set; }

Figurel?: CustomPrincipal Definition

With this class definition, all you need to do now is ensure that the FAM uses an instance of MyPrincipal
instead of the default Cl ai ms Pr i roecuriggyTakenValidhtedn i t s
event in the FAM is the place to do this, as shown in Figure 18.
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voi d WSFeder ati onAut henti cati onMbdul e_Securi tyTokenVal i dat ed( obj ect sender,
SecurityTokenVal i dat edArgs args) {
MyPrinci pal custonPrinci pal = new MyPrincipal (args. d ai msPrinci pal ) ;
foreach (Claimc in args.dainsPrincipal.ldentities[0].d ains) {
if (c.Cainlype == System | dentityMdel.d ai ns. Cl ai nilypes. G venNang)
custonPrinci pal . Fi rst Name = c. Val ue;
if (c.dainType == System |dentityMdel.C ains. Cl ai nilfypes. Emai | )
custonPrinci pal . Email = c. Val ue;

}

args. C ai nsPrinci pal = custonPrincipal;

Figurel8: Injecting a Custom Principal

You can also achieve the same customization by creating a custom claims authentication manager and
overriding the Authenticate method.

Caching Claim Values over Time

One of the first things yawave'wéblapplination is thaeyounblenger y ou b u
need to provision user accounts. This is one of the responsibilities that you can shrug off when you rely

on an external party (your issuing authority) to authenticate your users. But even claims-aware

applications may need to store per-user data such as preferences. And sometimes it makes sense to

store claims for later use. For example, what if you wanted to send an email blast out to every user of

your application?

The solution to this problem is simple: just keep a record of the claims you think you might want to
remember during times when t henameaedrontmtinformatort be | o
are prime candidates for a profile. Just Kkeep in
stale, and will only become more so as time goes by, so you should updatet he us e rvergtimpr of i | e
s also wise to keep a
last time the information was updated, so you can track just how stale the information is.

you think you might have fresh information from your issuer. It

The SessionSecurityTokenCreated event fired by the FAM is a great placetof r eshen t he user
because it only fires when the FAM parses actual claims posted from the STS. Figure 19 shows an
example of how this could be done in global.asax:
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voi d WBFeder ati onAut hent i cati onModul e_Sessi onSecurityTokenCr eat ed( obj ect sender,
Sessi onSecurityTokenCr eat edEvent Args args)

{
string usersFirstName = null;
string usersEmai |l Address = nul|;
foreach (Claimc in args.C ainsPrincipal.ldentities[0].d ains)
if (c.CainfType == System |dentityMdel.d ains. Cl ai nTypes. G venNane)
user sFi rst Name = c. Val ue;
if (c.CainType == System IldentityMdel.d ainms. Cl ai mlypes. Enai | )
user sEmai | Address = c. Val ue;
}
Dat eTi ne | ast Updat ed = DateTi ne. Now,
/1 the definition of this method is up to you
Updat eUser Profi | e(usersFirst Name, usersEnmil Address, | astUpdated);
}

voi d UpdateUserProfile(string firstNanme, string email, DateTine |astUpdated)

/1 update whatever data store you're using to store profile details

Figurel9: Tracking Claimi a User Profile

The FederatedPassiveSignIn Control

Geneva Framework includes a FederatedPassiveSignin control, which is a typical ASP.Net control, that
helps an end user provide authentication in passive scenarios. For example, you can have different
instances of this control that redirect the user to different issuers, depending on your application needs,
as | describe in the section on authentication assurance. All of these controls derive from a base control
that supplies common properties such as whether you want a session to result, or just a single blast of
claims. Typically this control is embedded in a login page; and there are lots of references on how to
configure a login page using Forms Authentication in ASP.NET.

Once the user signs in using the FederatedPassiveSignin control, you can discover the resulting claims
using the same mechanisms | ’'ve discussed througho

This login control effectively works the same as the FAM but the functionality is happening in the scope
of a login page instead of being handled by a module in the ASP.NET pipeline. This control can be useful
if you want to allow various levels of authentication for a given page. For example, the AuthAssurance
example (SampleSEndto-end ScenaribAuthentication Assurancguses this control to prompt the
user to sign in with a certificate.
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<%® Regi ster Assenbl y="M crosoft.|ldentityMdel, ..."
Nanmespace="M crosoft.|dentityMdel.Wb. Controls"
TagPrefix="idf x" %

<i df x: Feder at edPassi veSi gnl n
runat =" Server"
TitleText="Sign In to Access Mre Features"
Si gnl nText="Sign In"
| ssuer="https://I|ocal host/ M/Passi veSTS/ Logi n. aspx"
Real n¥"https://l ocal host/ MyRel yi ngParty/"
OnsSi gnl nError="MErrorHandl er"
Vi si bl eWhenSi gnedl n="f al se"
Aut 0Si gnl n="f al se"
Di spl ayRemenber Me="f al se"/ >

Figure20: The FederatedPassiveSignin Control

Figure 20 shows an example of this control on a web page, along with the ASP.NET Register directive
y 0 U’ | Inorderet®ude itiLook at SampleSEndto-end ScenaribAuthentication Assurancédor an
example of how this control can be used.

Information Card Signln

Information Cards provide another claims-based login mechanism. Embedding an object tag of type
“appidnix-caf or mat i on Car d riggershe Wrowser td popgup an idgntitygselectdr,
making it easy for a user to select an identity, which can help lead to a more user-centric claims
experience as well as serve as a very natural home realm discovery mechanism in cross-realm federation

scenarios.

The properties of this object tag allow you to specify the issuer you trust, the type of token you require,
and the claim types that you require.

<obj ect type='application/x-informationCard id="icardObj'>
<param nane='issuer' value='https://|ocal host/ CustonJser NameCar dSt sHost Fact ory/ Servi ce. svc' />
<param nane='t okenType' val ue='urn:oasis: nanes:tc: SAML: 1. 0: assertion' />
<param nanme='requi redC ai ms' val ue="http://schenas. xm soap. or g/ ws/ 2005/ 05/ i denti ty/ cl ai ns/ gi vennane' />
<param nane=' opti onal d ai ns' val ue="http://schemas. xn soap. or g/ ws/ 2005/ 05/ i dentity/cl ai ms/ surnane http://
schenmas. xm soap. or g/ ws/ 2005/ 05/ i denti ty/ cl ai ns/ emai | address' />
</ obj ect >

Figure21: The InformationCadl Object Tag

Figure 21 shows an example of this information card object tag embedded on a web page. For a sample
application that uses the information card, refer to the Geneva Frameworlsamples collection and
SamplesGetting Started Simple Web Applicationvith Information Card Signin

One property that | want to highlight in Windows CardSpace Geneva is the * Di spl ay Type"” proc
which can be set to either “CardTile” or “None”
CardSpace shipping in .NET Framework 3.0you’ v € p matitedithelCaydSpace Ul that pops up when

you click on an Information Card image. This CardTile feature is to make the login experience more user

friendly by showing the card image on the web page or application window itself. The sample
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mentioned above illustrates this, but note that you’ hekd to install Windows CardSpace Geneva to see
this feature in action.

Using Geneva Framework in Web Services
So far all of my examples have been browser-b as ed web appliketoahbw howiysucanNow | ' ¢
use Geneva Framework to build and consume claims-aware services.

Writing a Claims-Aware Service

A claims-aware web service expects to receive a security token (SAML by default) in the security header
of the SOAP envelope. This security token identifies the user (subject) to the web service (relying party).
But the service usually also proves its identity to the user, and in claims-based systems this is done by
configuring the service with a certificate.

WCF already supports building web services that accept tokens issued from an STS. Your service just
needs to indicate to WCF the address of the STS’ S m e tcanehanly lmown as a MEX” endpoint. In
order to do this, today you need to create a WSFederationHttpBinding or a custom WCF binding, which
is easy to do both in code and config.

The exampl e [ b e frowa thek Gemegn Framework agnples doleedtier: | s
SampleSEndto-end Scenaribldentity Delegation The relying party in this example in the Service2

project, and all of the code for this web service can be found in Service2.cs. If you examine the Main()

method, y 0 uhow tb corssteue the required binding in code (you can also do this in config if you

prefer). The bit t hat you’' || CelisstHe GsoedSecerityTol@nParagheteds r own
class, which specifies the type of token being requested (SAML 1.1 in this example), and the addresses

of the metadata and WS-Tr ust endp oi nstSTS, whicb in thit eRaepleiis slso budltrusing

Geneva Framework in the STSroject.

There’s nothing special about t heepliciSsauttivigi off efld 0 s t co
couple of certificate validation features that WCF normally runs, in order to support the test certificate

that ships with the samples. This is not appropriate in production codehere you normally want to

validate certificate chains and check for certificate revocation.

So far, nothing about this web service is Geneva Framework specific. The line of code that calls
FederatedServiceCredentials.ConfigureServiceHost() is where Geneva Framework comes in. This call
gives Geneva Framework a chance to install Geneva Framework specific behaviors that hook Geneva
Frameworki nt o WC Fprosessing bigelingn$here is also a config approach of enabling Geneva
Framework for a WCF Service if the programmatic approach is not suitable for your WCF Service.
Geneva Framework offers the ConfigureServiceHostBehaviorExtensionElement class which implements
a behavior extension element, which when set in the serviceBehaviors element, hooks Geneva
Framework in a WCF Service.

Enabling Geneva Framework for your service means that from inside your service method
(Cl ai msAwareWebService. Comput eResponse iGenevd hi s ex
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Framework via Thread.CurrentPrincipal and use the simplified Geneva Framework object model to read
the claims sent with the request. The code for reading claims in a web service looks exactly the same as
vV e got t he cl ai ms,
programming model as in the ASP.NET environment: IClaimsPrincipal, IClaimsldentity, and Claim. One of

it does in my earlier browser-based examples. Once y ou

the major goals of Geneva Framework was to abstract the complexity away from WCF developers and
offer a consistent and intuitive claims programming model for both WCF and ASP.Net developers.

One point to note is that once Geneva Framework is enabled for a WCF service
ServiceSecurityContext.Current can no longer be used in that service.

Visual Studio Template for claims-aware WCF Service

Similar to the project template for claims-aware ASP.Net web site described in a previous section,
Geneva Framework offers built-in Visual Studio project templates for claims-aware WCF services. To

create a new claims-aware WCF service you can open Visual Studioandn avi gat 8 Newd, WelFi | e
Site.thenaalect-awar€WGF Semise” This will generate a starter WCF service, named
ClaimsAwareService, enabled with Geneva Framework, and designed to be hosted in IIS. This service

uses a config-based approach to enable Geneva Framework and if you examine the Service.cs file you

will see a GetData() method that uses the IClaimsldentity.Name property to discover and return the
user’'s name.

In some cases you may want to convert an existing WCF Service to be claims-aware. Geneva Framework

offers a solution for these cases as well; it offers a utility called FedUtil that can be invoked in the

context of your WCF service by right-clicking your service project in the Solution Explorer and selecting

“Modi fy STS R popsaup Fedutdl, @ wizard which enables Geneva Framework for your

WCF service and generates a federation metadata document highlighting y o ur service’ s
requirements. | ' | | cover fetemtionneetadath doumeatin a lbtdr section.

Next 1’11 show how yawireWCFbetvie. code to call a c¢claim

Calling a Claims-Aware Service

WCF already has everything a client needs to callaclams-based service, Gaewa you doc
Framework on the client side at alll All the client needs is the .NET Framework 3.0, so when you'
developing a smart client, you can work the way you are used to with WCF, which is typically to point

Visual Studio or svcutil.exe at the metadata address for the service you want to call, and generate a

proxy that you can use to make those calls. The binding that the service configured will be exposed via

WSDL, and that will give the client all the information it needs, including the type of token required by

the relying party and the address of the STS from which it should be obtained. Keep in mind that the
binding in this config file wasn’adongwithithtdgroayn by han

I f you examine the code i mhingGrteresimggoingos here;jthe amart | see
client developer is blissfully unaware of the way identity is being managed on the back end.
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Using Geneva Framework to Build a Security Token Service
This paper is primarily aimed at developers building relyingpar t i e s, but I would be r
least briefly discuss how an STS can be built using Geneva Framework.

Issuing Authority versus STS

Before | show you how to implement an STS using Geneva Framework, her e’ s ancavdatip or t ant
any non-trivial claims-based system, the STS is a very small part of an issuing authority. The STS is the

component that accepts incoming requests, validates, decrypts, and shreds incoming security tokens

into claims, and does the opposite for outgoing security tokens. Geneva Framework takes care of all of

that heavy lifting. But what Geneva Framework does not do is provide a framework for managing or
administering policy, which you can think of as the logic, or the rules, behind the STS.

Here’ s an exampleestdfonssomeraaf atnhea sgsuer’s policy co

What applications am | providing security tokens for?

What claims do those applications care about?

How should | authenticate users?

Do different apps have different authentication requirements?

= =4 =4 4 =

What partners am | federating with?

So if you're trying to figure out whether you sh
someone else (likethe® Ge n e v a STS, fSrexampke)r most people would be much better off buying
one.

If, on the other hand, your company wants to do something that existing productsd o n ’ t Fgoupport,
can use Geneva Framework to get started building your own authority.

What an Issuer has to Work With

A request for a security token includes details about what claims the relying party needs. This might

come in the form of a WS-Policy document from the relying party that explicitly lists which claim types it

needs. On the other hand, it might simply be a string that identifies a particular relying party, in which

case it's the issuer’s job to know what <c¢l aims th

Recall from Figure 2 that the request originates from the user (the subject), and it's the iss
either authenticate that user, or bounce her to some other STS to be authenticated. In the latter case,
the issuer will receive a set of claims about the subject from the upstream issuer.

So ultimately the issuer has a couple of very important categories of information to work with:
information about the subject, and information about the relying party.

The issuer must take this information, along with any contextual data it may need (time of day, etc.) and
either reject the request ifitc ars’att i sfy t he r elissue amsgecuripy dokeh gpntathingn e e d s
claims that will make the relying party happy.
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Where does the issuer | ook to get claims? | f the
in the enterprise directory would be a natural source for claims. Sometimes user data is stored in other,

less obvious places such as SQL databases, so the issuer might need to look in multiple places to get the

claims that the relying party needs. But centralizing this logic for looking up claims is very useful: as your

organization adds more and more applications, they all benefit by not having to figure out how to query

the various user stores themselves. Issuers are typically configured by IT pros, and they usually know

best where to get any given attribute for a user, since they manage identity on a daily basis.

Geneva Framework STS Architecture

Geneva Framework includes a base class, SecurityTokenService, which you derive from to create a
custom STS. There are two key methods that you must override in your derived class, which are shown
in Figure 20.

protected abstract Scope Get Scope(! Cl ai nsPrinci pal subject,
Request SecurityToken request)

protected abstract |C ainsldentity GetCQutputd ainsldentity( |C ainsPrincipal subject,

Request Securi tyToken request,
Scope scope)

Figure20: Methods to Override on SecurifyokenService

The first method, GetScope, gives you the opportunitytonor mal i ze the relying pa
choose signing and encryption keys (security tokens are typically encrypted so that only the relying party
can read them, and signed by the issuing authority) . | f you're accessing a da:

work, you can also use that database round-trip to prefetch data that GetOutputClaimsldentity will
need, in the interest of efficiency.

The second method, GetOutputClaimsldentity, lets you define the claims that will be folded into an
IClaimsldentity that will be serialized into a security token. GetOutputClaimsldentity is the method that
should fire off all of the logic in your issuer, evaluating the claims for the subject, information about the
relying party, and ultimately result in a set of claims exposed from an IClaimsldentity implementation.

By overridingthese t wo met hods, y Othe’'ST8 @p togydurfpelicy foi chaimaslisyuanas.i r e d
Now all you have to do is actually issue those claims, and how you do that depends on whether you are
exposing your STS for WCF or browser clients.

WS-Trust (for Active Clients 7 WCF Based) Example

The example | ’ | | for wh& ediscussion is from the Geneva Framework samples collection:
SamplesGetting Started SimpleClaims Aware Web Servic€here are three projects in this solution: a

WCF client, a WCF service for the relying party, and a WCF service for the STS. The STS project is called
SimpleActiveSTS-VS2008, and t hat’'s what |11 Dbe focusing on h

Start by opening the MySecurityTokenService.cs file and note how the sample derives a class from

SecurityTokenService and overrides the two met hods I di scuss
signing certificate for the service being specified as part of the scope. This is the certificate of the issuer,
and its private key will be used to sign any security tokensissuedby t hi s STS. You' I | a
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certificate is being specified to use for encrypting the token so the relying party can read it. This is the
certificate of the relying party, and its public key will be used to encrypt the tokens issued by this STS to
the relying party.

This is one reason why this example is called “S
relying party only: the web service in the ClaimsAwareWebService-VS2008 project. A real STS would

need to support multiple relying parties to be useful, and thus would need to keep a list of certificates

and provide some way of managing that list. For an example of a real STS take a look at Geneva Server

STS and its features list in administration console.

Now have a look at the GetOutputClaimsldentity override. The body of this method pulls out the
subject’s I Claimsldentity that resulted from the
authentication, which is the default client authentication method in WCF). You can see that it creates a

new IClaimsldentity and simply copies the name claim it gets by authenticating the user with Windows

i ntegrated aut henticati on, t hen adds one new <c¢l a
ClaimType (http://GenevaSamples/2008/05/AgeClaim) used here is a URI defined by the issuer; this is a

simple example of creating a custom claim that allows you to communicate arbitrary identity details to

relying parties, and as longastheissuer and relying party agree on what

I n practice, it woul d make more sense ,buothisl ook uf
example is focused on how you use Geneva Framework to issue claims. If you build your own issuer
using an example like this, where you get the claims is entirely up to you.

To see how the issuer exposes its WS-Trust endpoint to the world, open SimpleActiveSTS.cs and have a

look at the Main() method. Yo u ' | | not i <tle bott@mvohthe todevitaatrSetviceHost is not

used; instead, the sample uses a derived host that Geneva Framework supplies called
WSTrustServiceHost. This class simplifies configuring WCF to expose a WS-Trust endpoint. Note that in

configuring the host, you specify the security token service configuration instance and the WS-Trust

endpoint you want to expose, althoughy ou don’ t have tioyousaftTheaetutity i mpl e
token service configuration has the property SecurityTokenService which is set to the type of the custom

class that you derived from SecurityTokenService (MySecurityTokenService in this example).

When you run this sampl e, if you watch cl dsely, vy
prints out the clnsléwnsow) THen,i sas umaanrge rt tohatltha tslgimg,0 y ou ' |
party receives the claims and prints them out into its console window.

Visual Studio Template for WS-Trust WCF STS

You may think that it is going to take a while for you to get started with a STS project and build an end-
to-end solution. It is not as difficult as you think; Geneva Framework offers a built-in Visual Studio
template that can help reduce the learning curve. This template creates a typical WCF service project
that is preconfigured with Geneva Framework and a WS-Trust end point and ready to issue security
tokens to web service clients.
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To try out this template, open Visual Studio and select “* FA NewA We b  S.iFfore thére, select
“WCF Secur it yasyduopkogd typs. &his grdatesa Simple WS-Trust STS project. This will
generate a CustomSecurityTokenService class under the App_Code folder that derives from the Geneva
Fr a me w BetukityTakenService base class. The derived class overrides the GetScope and
GetOutputClaimsldentity methods. For signing the tokens it has STSTestCert certificate that is installed
as part of the template. In practice you would want to load the certificate from your trusted certificate
store, and you can modify the CustomSecurityTokenServiceConfiguration.cs file to do so. The end point
exposed by this project is accessible at
Windows integrated authentication.

<your

This sample STS project is intended only for learning purposes, as building a real STS for production

environments is a non-trivial task worth a separate white paper onto itself. The security, performance,

and scalability requirements of your business need to be addressed carefully in addition to the policy

questions that I highlight ed i n t he secti on *“.Insmany tasesgyoudveuld heor i t 'y v
better off using an off the shelf issuer such as Geneva Server.

WS-Federation (for Passive Clients 7 ASP.Net Based) Example

The example |11 U s e Geneva Framdwirk santhblessotledtions SamptesEnds  f r o m
to-end ScenaribFederation For Web App$or this discussion let us focus on the FPSTS project. Unlike

the active example, there is no client project because there is no smart client; this is a browser-based

example.

When you are building a passive STS for browsers, the way you expose your STS to the world is by
handling HTTP requests from a browser, and in this example, a web page called Default.aspx is used. The
ASPX page itself ifsnyadu vieoogk iantt etrlreestd ovdye hahi nd f
some boilerplate code that processes WS-Federation requests. This particular example handles the

request in Page PreRender, and i f you | odekd i nsi de
deserialized into a WSFederationMessage object, which is a helper class provided by Geneva
Framework. Not e t hat you don’'t actually nee+dfydutnownse an

how to build an ASP.NET HttpHandler, it would work just as well.

The ProcessSigninRequest helper method is the most interesting section of code in this example. It
creates an instance of custom security token service (which looks exactly like it did in the Active
example) and calls its Issue method (Figure 21), passi ng in the <caller’
request. Note the use of WSFederationSerializer, which supplies the impedance mismatch between the

S i den

active and passive scenarios. It is used to deserialize the incoming request into a RequestSecurityToken
that can be consumed by the STS, and also to serialize the resulting RequestSecurityTokenResponse
from the STS into a response message that includes JavaScript to auto-post the response back to the

relying party.

public virtual RequestSecurityTokenResponse |ssue(|Cl ainsPrincipal principal,
Request SecurityToken request)

Figure23: SecurityTokenService.lssue
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Visual Studio Template for WS-Federation ASP.Net STS

Similar to the WCF WS-Trust STS template, Geneva Framework offers a template for ASP.NET STS (WS-
Federation Passive). This template creates a typical ASP.NET web site that is preconfigured with Geneva
Framework and ready to accept WS-Federation requests and to issue security tokens for passive clients.

From Visual Studio,na vi gat & Ndwd Welbi I1Se t e ...” ASBNeddS escaulre ctty “Token S
as your project type. This creates an ASP.Net Web Site project with the name STSWebSite with a

Login.aspx page. This project is enabled with a simple Forms authentication and includes a Default.aspx

page with a FederatedPassiveTokenService control.

The FederatedPassiveTokenService control is the most interesting piece in this template. Once this
control is placed on a web page it turns your web site into an STS; it does the magic of accepting a WS-
Federation request and then responding with a WS-Federation response that contains a security token.
This control essentially does the same as what | described programmatically in the previous section with
reference to the SampleSEndto-end ScenaribFederation For Web Appsample. As you can see you
don’t have to wr i toeakesan ASH.NETgwekesitelintom passice 5TS! Behinldehe
scenes the CustomSecurityTokenService class is linked to this control so that the claims that you want to
issue are put in the token. This is accomplished by setting the ServiceConfiguration property of the
control to CustomSecurityTokenServiceConfiguration, which then has its SecurityTokenService property
set to the CustomSecurityTokenService class.

<i df x: Feder at edPassi veTokenSer vi ce | D="Feder at edPassi veTokenServi cel"
runat ="server" ServiceConfiguration="CustonBecurityTokenServi ceConfi guration">
</ i df x: Feder at edPassi veTokenSer vi ce>

Figure24: FederatedPassiveTokenService control

Note that this STS template is intended only for learning purposes. If you plan to build a custom STS you
may use this template as a starting point but the security, performance, and scalability requirements
need to be addressed carefully in addition to the policy questions that | highlighted in the section
“lssuing Aut hAsrnmertighedin éhe preuics seSsiorbniost of the STS requirements can
be covered by off the shelf STS products such as Geneva Server.

Using FedUtil to configure a relying party to use as STS

In previous sections | have addressed how Geneva Framework helps in building claims-aware
applications and security token services. The key functionality of an end-to-end solution involving
federation and claims-based identity is how to establish trust between a relying party application and an
STS.

An application needs to understand the characteristics of an issuer before choosing to accept claims

issued by it. Correspondingly an issuer needst o know t he applicationt s cl ai
can set appropriate issuance policies. This is where federation metadata documents play a vital role in

providing guidance on expressing the common characteristics of the STSes and relying party

applications.
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Federation Metadata

Federation metadata specifications are part included in WS-Federation 1.2 Specifications and as of this
writing they are being reviewed by the OASIS standards committee. A federation metadata document is
an XML document that contains the characteristics of an STS or a claims-aware application that can be
used when establishing trust.

For a relying party application the most interesting STS characteristics are the list of claims offered, the

STS token signing certificate, and the list of end points exposed. Relying party applications typically

require specific list of claims for their application’ iglentity related aspects, for example a name claim for

personalizing the application and a role claim for performing access checks. Hence an application must

examine the list of claims offered by an STS and ensure the list covers i t list ®f required claims. In

practice an application would want to accept tokens only from trusted issuers; to perform this trust

validation the STS token signing certificate needs to be stored and used by the application during token

validaton( Geneva Framework uses the public key from t
signature on tokens that it receives). In scenarios where an STS supports multiple authentication

methods it may expose multiple end points addressing each authentication method. The relying party

application uses this list to determine which end point to redirect the user to depending on the resource

that the wuser i s tryi ngamsmequiersestefe that esowlce. ThERT R'pP | i C ¢
federation metadata document would typically contain these characteristics in addition to other

advanced properties which | am not covering in this paper.

You may wonder what are t he issug wduld e mterestechin. Bherec har act
are three characteristics of a relying party that an issuer cares about. These are the claims required by

the application, the appl i cati on’ s e N c rthe eridipoim where application s at e , a
accessible. The issuer uses these characteristics to register a trusting relying party and the

corresponding claims issuance policy. As you can imagine, an STS may support multiple relying parties

and it would normally create a separate issuance policy for each relying party. The required claims list is

used to determine the list of claims to be issued to the application. The encryption certificate is used to

encrypt the security tokens that are issued to the application so that only the intended relying party can

decrypt the token. The end point of the application is typically used as an identifier to load the relying
party’s policy and dwhdrethe tolkens & betsdntedo. r et ur n addr ess

The federation metadata document is recommended to be hosted in a specific HTTPS URL namely
https://<your host name>/FederationMetadata/2007-06/FederationMetadata.xml where <your host
name> is either a STS’'s host name or an applicat]i

It appears that establishing trust between application and an STS is a complex task to do in generating
these federation metadata documents. Geneva Framework offers a solution for this trust establishment
process; it offers a utility called FedU'til, short form for Federation Utility, which does all the heavy lifting
for you. This tool comes in handy when you want to configure your federated claims-aware application
to trust an STS and to publish a federation metadata document for that application. Note that the
Geneva Framework contains serialization interfaces for the federation metadata specifications so if you
want to build a custom trust establishment process between your custom STS and your claims-aware
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applications you can achieve that as well. In fact, FedUtil uses these federation metadata serializer
interfaces when it parsesthe STS f eder ati on metadata and when it c
metadata document.

Basic scenario using FedUtil

Alice Bob
1. Obtain STS federation metadata URL

-¢
2. Run FedUtil
against app
Web Front End 3. Provide App federation metadata URL Issuing Authority
(Relying Party App) > (STS)
4. Add trusted app
X Trust established between STS & app o STS STS Admin
Ireallil) B L console

Figure 25: FedUtil Tool Basic Scenario

Figure 25 illustrates a typical flow involved in establishing trust between an STS and an application.
Assume a scenario where a federated claims-aware application is deployed in the web front end server
and an STS needs to be provisioned to this application. Alice is the site administrator of the web front
end server and Bob is the STS administrator. Alice and Bob have agreed to establish trust between the
STS and the application and following would be the sequence of steps that they would go through to
achieve this task.

Bob sharesthe HT TPS URL federatibnhmetad&al dScunsent with Alice through phone or
email or other means (1) and asks for the URLofthea p p | i cfealdratiom métagdata document from
Alice. Alice runs FedUtil against the application and follows the onscreen instructions in the FedUtil
wizard (2). Alice specifies the location of the configuration file of the application (its web.config file) and
the certificate to be used for encrypting the tokens and Alice then specifies the URL of the federation
metadata document of the STS that Bob provided. FedUtil fetches the STS characteristics and shows the

list of claims offered. Alicer evi ews t he | i st of claims offered and
claims are in the list and finishes the wizard. Her e’ s wh a't FedUt i does behind
T FeduUt i | updates t he application’s configur

SessionAuthenticationModule and enables the passiveRedirect property in FAM
I FedUtipar ses t he $ét&latasdocimerd and capied the nlaims offered list into a
comment section in the config file under the <applicationService> element (the name claim and
role claim are enabled by default because most applications use name and role information via
the well known lldentity and IPrincipal interfaces).
9 FedUtil creates a federation metadata document, FederationMetadata.xml, for the application
and places it in thdodggelri¢dteide\20ed0 6f6mIMed ra diart aa

Alice provides the URL of the applicationthse feder
STS administration console andf ol | ows t he STS ardgitérn felgirtg pastyttohis’ s g ui ¢
issuer with the URL that Alice provided (4). The actual mechanism of where you would enter the

appl i cuRl depemis os the STS product you use; r e f e r t o prgdact guide $off tBis s
information. At the end of this flow the trust is established between the application and the issuer, this
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means that the application is ready to redirect the unauthenticated users to STS and is also ready to
consume the tokens issued by the STS and the STS is ready to issue tokens with the claims required by
the application.

Note that this is a basic scenario that demonstrates how FedUtil works. In some advanced scenarios, the
STS may require more than just applic at i o n’' s mdtadath eorsetulp $TH policy settings. Typical
policy queries might include the following:

9 Isthe relying party trusted to delegate credentials?

9 Does the relying party specify useraccountsand ask for specif?ic user’'s
9 Does the relying party intend to use the STS in identity provider role or federation provider role?
Even i f you have these additional requirements, )

makes it easier to get started. The fact that they include serialized copies of the certificates you need is a
big timesaver.

Using FedUtil during application development

As developers we quite often want to perform all the early stages of application development in a single

system and build out the application prototype as quickly as possible. For developing a federated claims-

aware application the main prerequisites are to have access to an STS and to be able to modify claims

i ssued by this STS to meet the appgtheadavdlopneem’ s c | ai
cyclethe a p p | i cchitnsi remuwirém@nts often change to meet business needs and also as part of

various development phases, where new claims are introduced in each phase. The good news is that

Geneva Framework offers a solution to address this need; the solutioni s r ef erred as “1| oca
can experiment with this solution through FedUtil.

Let us imagine a scenario where you have an existing ASP.Net Web Site that uses Ildentity.Name

property and IPrincipal.IsinRole() from Thread.CurrentPrincipal. You want to convert this web site into a
federatedclaims-awar e web site but you don’ tnedviovmenttaan e X i st
you can use. To achieve this task, you can open up this project in Visual Studio and in the Solution
Explorer simply right click on this psFaytiewith and s
your applicat i epopllaed dndif therSenaity Token Serpice éialog you can choose
“Create a new STSsplt aj e ¢thénagicdpnian ehat adds & lbcal ETSiptoject

to your current solution and automatically wires up your web site project to this local STS. Once the

wizard is completed you will notice a new STS project with the name same as your web site name but

with a suffix * _ ST &slindkcated eadier, FedUtil pyadefault esablds paind andn .

role claims and hence your web site will continue to work without any code changes needed because

Geneva Framework does the magic of setting lldentity.Name from name claim and implements
IPrincipal.IsinRole() based on the role claims sent by the STS.

You may wonder how to add additional custom claims to your web site. This can be accomplished in a
simple two step process:
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1. Addthenewcustomc | ai ms i n t he a wiphin kappbcitionBerviteselementn f i g f i
and refresh the applicati on 'rightclickingltherweld sito n met &
project in the Solution Explorer and selecting

“‘Update federation metadata”

2. Add the custom claims in the GetOutputClaimsldentity() method in the
CustomSecurityTokenService.cs file of your local STS project. You can iterate through this
process and add more claims as needed. When you are ready to wire up the application to a
production STS use FedUtiand point to the producdtotument STS’ s
URL.

One interesting point to remember is that you can
FedUtil at any time.Se | ect “ Use an exi st i n gty TBkEnSérvicodmlbgiamdn i n F ¢
specify the correspondi nThis flexibity alows yeudoadebagtany iesmes me t a d a
you may notice in trust establishment in your production versus development environment.

Using FedUtil in application deployment

When you deploy a federated claims-aware application, an important step is to configure the
application to point to the production STS and provision the STS to the application. FedUtil can do this
automatically for you, with no administrator interaction required. To achieve this, FedUtil offers a
‘silent’ mode with an input XML file, which must contain the necessary parameters such as the location
oftheappl i cat i on’ tlse URL of theé STSFedefratioh metadata document. This capability of
FedUtil comes in handy when you want to script the deployment of a federated claims-aware
application.

Claims Authorization Manager

As a WCF developer you are familiar with the ServiceAuthorizationManager base class that allows you to

plugi n Yy 0 U s authazization ragled so that WCF can invoke them during request processing. In a

similar fashion as an ASP.NET developer you are familiar with the UrlAuthorization module offered by

ASP.NET that you can use to authorize access to specific pages in your web site. In the same fashion,

Geneva Framework offers an extensibility point where youcanplugi n your application’ s
rules based on the claims issued for the wuser. This extensibility point is called
ClaimsAuthorizationManager and you can derive from this class and override the CheckAccess() method

to perform your custom authorization logic. Geneva Framework defines an AuthorizationContext class

that contains a collection of Action and Resource and the actual IClaimsPrincipal. These collections are

popul ated from the application’s configuration el

For a sample implementation of a custom claims authorization manager refer to the sample in the folder
SamplesExtensibility Claims Based Authorizatiohwould encourage you to take a look at this sample
and more specifically the implementation of SimpleClaimsAuthorizationManager class and the
claimsAuthorizationManager section in app.config file.
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Delegation and ActAs

When you build a multi-tier system, typically with a web front end and a collection of web services and

other resources on the back end, you have a tough choice to make. Should the web front end use its

own identity to access those back end resources, or should delegatet he wuser’' s credent.i
those requests? If you choose the first option, you end up with what is known as a trusted subsystem

model | f you choose the second, you’'l| need some W:
There are performance and security tradeoffs for both of these choices, with the trusted subsystem

model generally favoring performance over security and the delegation model generally favoring

security over performance. Sometimes it makes sense to have a mixture of these models where high

volume, low value transactions are handled using the trusted subsystem model, but low-volume, high

value transactions requiring the original call er
it s i mpor t athetclairhstased mddet of demtityt and the implementation in Geneva

Framework supports delegation of credentials.

The web front end, once it receives a client S
claims-aware web services. No special code is required to do this. But if the web front end wishes to
del egate the <c¢l i entretdevethe kodtkrapttokea bnd send it blongnwdtleid s t o

request for a security token for the back end web service.

Issuing
Authority

STS

r'y

3. Get Claims for
Bob ActAs Alice

] Web Front
Alice& 2. Alice R End 4. Bob ActAs Alice | Back End
Browser (browser- "| Web Service
based app)

~

Alice Bob

Figure26: ActAs Scenario

Figure 26 shows a typical ActAs scenario. Alice has pointed her browser at a web application that, as
part of its implementation, makes use of a back end web service. Al i ce’' s browser goes
passive redirection handshake just like normal in order to present a security token to the web front end.
This is where things get interesting: the web front end which, for the sake of this discussion, runs under

an identity called Bob, takes Alice’s token and s
security token for the back end web service. The issuing authority notes that Bob wants to make
requests to the back end using Alice’s credentia

IClaimsldentity for Bob, and links them together via the Delegate property, as shown in Figure 23. These
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identities are serialized into a security token for the back end, where Geneva Framework rehydrates this

same structure so that the back end can see that this is Alice making the request (but technically, Bob is

delegating her credentials). The back end can then perform appropriate access control, typically granting

access bas e dof@missiad. Theback end cdnalso eulit the request, typically noting the

fact that Bob del egat ed Al .iTHsés ricker tiban teect@rant nmodelof t 0 ma
delegation in Kerberos on the Windows platform today, where the back end has no programmatic way

to discover that Alice’s credentials were delegat

In the claims-based model, the back end can see that Alice went to the web front end (Bob) and that
Bob delegated her credentials to get to the back end. If the back end were to receive a token for Alice
without Bob as a delegate, it would know that Alice was accessing the back end directly, and could take
appropriate action (deny the request, perhaps).

Del Claims
Claims | %193 | Identity
Identity (Bob)

(Alice)

Figure27: Geneva FrameworProgramming Model for Delegation

Consider the information the authority gets in this scenario. The authority knows which target relying
party is the target of the request (the back end web service). It knows who is making the request (Bob)

and knows that Bob wants to act on Alice’ s behal
token in this case if Alice is a sensitive user such as an administrator with very high privilege. Or it may
issue a token with a restrictedsetofc | ai ms t o | imit what Bob cain do wh

may issue an entirely different set of claims based on what the back end needs. The authority might

decide to deny direct requests from Alice to talk to the back end, if that is desirable. The only limitation

is the policy supported by the STS that you buy. Of course, if you implement your own STS,y o u ’ | | only
limited by your imagination.

The Geneva Framework samples collection includes an example of ActAs (Sample$Endto-end

Scenaridldentity Delegation),andl " d | i ke t oof the morairteresting bits. §lIGtantewith a
look at the web front end (the WFE project), whichuse s Act As t o del egate the cl
end web service. | n gl obal . asax. cs, y 0 U’ ISdrviceSoafiguratiomCreatest a mp | e

event fired by FederatedAuthentication class to wire up a channel factory with custom binding
configured to Service2.

In this example, the web front end handles the passive redirect to the STS and makes use of bootstrap

tokens collection preserved by Geneva Framework; you can see this code in default.aspx.cs in the

Page Load method. Note how the Geneva Framework is exposing the bootstrap tokens collection

throughl Cl ai msPrinci pal ' s Gehis Bmbilig tethawed theobkrdem o dachingme t h o d
bootstrap tokens in your application.
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When the web front end wishes to make a call to the back end web service (the Service2 project), it pulls

t he (beso®trag teken out of session security token and prepares a WCF channel for Service2. You

can see this code in Page_Load. It then configures its ChannelFactory to Service2 and then creates a

channel using CreateChannelActingAs method to perform a web service request using two sets of
credentials (one user acting as another). The wuse
and the channel i s used t o msbperatian. On thé rélevantmoteSer vi c e
it is helpful to point out that Geneva Framework offers APIs to easily add the capability of sending

WSTrust messages from a WCF client to WSTrust-based token services; WSTrustClient class empowers

you to add this capability.

However, before the channel can make the request to Service2, it needs to get an appropriate token

fromthe STS t hat Service2 trusts. I f you Il ook in the
and you’' Il see how et hni MySecuriegyTokesServiice.csg lade & logk mtathe e s s
GetOutputClaimsldentity override. Note how the requestargument includes an ActAs property that

allows the issuer to see the IClaimsldentity of the original client (via the Subject property). This sample

issuer is very simple. It creates a new Claimsldentity by copying the IClaimsldentity of the ActAs user

(this is the identity from the ovibAcths) amdndinggs er ' s s
second identity for the caller (the web front end) to the end of the delegate chain.

Note that this is a very simple example that demonstrates how ActAs works. In the real world, the issuer
would likely perform at least checks similar to the checks that domain controllers in Windows deal with
Kerberos delegation. Typical policy queries might include the following:

9 Isthe caller trusted to delegate credentials?
I For which users?
i To which relying parties?

The resulting SAML token that is issued will include the entire chain of identities. In this case there will

be only two: the original client, and the web front end. You can see this deserialized by Geneva

Framework in the back end web service, Service2. Open Service2.cs and note that the code prints out

the caller’” s <c¢l ai ms, ugerwittingdehinditha browder). & alse teaveerses thei | | be
delegate chain via IClaimsldentity.Delegate, printing out the claims for each subject that delegated the

user’' s credential s.

Authentication Assurance

Sometimes, in order to find a balance betweensecur i ty and wusability, it’s goo
authentication. For example, for high volume, low value transactions, you might allow the user to

authenticate with a user name and password via a web form. And for convenience, you might create a

session via a cookie so that the user doesn’t have

But for those infrequent, high value transactions
a particular web page that exposes a sensitive feature, and your security policy absolutely requires the
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user to prove her identity using multi-factor authentication (such as a smart card with a PIN) before
granting access. What you need here is authentication assurancewhen the user arrives at the sensitive
web page, you need to have assurance from the authenticating authority that the user has indeed
proved possession of her smart card, and knowledge of her PIN code.

The STS can inform the relying party of the type of authentication that it used by injecting a special
authentication method claim. The sampl e | ' m (¢ ¢tethgquel aad cah besfamudl ;s us e s
the Geneva Framework samples collection: Sample$Endto-end ScenaribAuthentication Assurance

There are two issuers in this example: AuthPasssiveSTSWindows, and AuthPassiveSTSCert. The first uses
Windows integrated authentication, and the second requires the client to present a certificate, which is
a stronger but more cumbersome form of authentication. Each issuer adds an Authentication claim into
the list of claims for the user, indicating the form of authentication used. You can see this in the
GetOutputClaimsldentity method found in the App_Code\CustomSecurityTokenService.cs file for each
of these projects.

The relying party in this example is a browser-based application (called AuthAssuranceRP) that exposes a
low value page (LowValueResourcePage.aspx) and a high value page (HighValueResourcePage.aspx). The
low value page simply checks to see if the user is authenticated, and if not, redirects to default.aspx, on
which is an instance of the FederatedPassiveSignin control. This control presents the user with a link she
can click in order to initiate the WS-Federation passive redirect to AuthPassiveSTSWindows, which uses
Windows authentication to authenticate the user quickly and without much hassle.

Regardless of whether the user is authenticated or not, when she visits HighValueResourcePage.aspx,

the code checks not only whether the user is authenticated, but if she also has an authentication

method claim with the expected claim value of “ Cer t Or Snwad & ©rlyr iskued by
AuthPassiveSTSCert STS, which requires the user to authenticate with a certificate (or smart card, if you

have that infrastructure). So instead of redirecting the user to default.aspx, the high value page redirects

to a separate sign-in page specifically for high-assurance logins. This is easy to implement; if you look at

Hi ghAssuranceSignlnPage. aspx, you’' I I see tmtnot her
redirects to the AuthPassiveSTSCert STS instead.

In order to handle the scenario where the user logs in once using Windows authentication, and then logs
in a second time using a cert, one would imagine that the sample has a bit of plumbing to do. But
Geneva Framework handles this scenario seamlessly; the FAM simply refreshes its session security token
with the latest claims received. This means that when the user initially logged in with Windows
authentication, the FAM issues a session security token with the claims issued in that case; when the
user performs steps up authentication with a certificate, the FAM sees that the user is already
authenticated and a new token has been issued, so it refreshes the session security token with the new
collection of claims. If an application wants the second set of claims to be appended to the initial set it
needs to preserve the initial set of claims and then redirect the user to the second issuer and use a
custom claims authentication manager to append the new claims to the initial claims. In essence Geneva
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Framework offers more flexibility so that you can achieve these advanced scenarios in your claims-
aware applications.

Overview of Geneva Claims to Windows Token Service (GTS)

When you introduce claims-based model together with federated authentication into your existing
multi-tiered system, typically with a web front end and a group of web services and other resources on
the back end, it is likely that you would follow an incremental approach in migrating the back end
services to claims-based model. For an interim migration period you would need to create the
compatibility between services that are claims-aware and federated, and services that are not claims-
aware. Typically, these claims-unaware services require Windows identity to authenticate the requests.
On a related note, the back end services might depend on other software products that require a
Windows identityanddon’'t recoghi ze the security toda&khs issu
end service that communicates with a SQL-based data store that requires a Windows identity for
authentication.

In summary, we need a solution that acts as a bridge between the services that are federated and
services that are not federated; a solution that provides a way to get a Windows identity from the
security tokens issued by an STS. The claims-aware services can then use that solution to get the
Windows identity of the user from the STS issued security tokens and then calls into the back end
services that are not claims-aware. Geneva Framework offers such a solution: the * G e n @aima To
WindowsTok en Service” or in short form *“ GTS”

GTS is a Windows service that offers APIs to get a Windows identity by passing in the value of UPN claim.

The most helpful APl is UpnLogon, which takes a UPN claim value as a string and returns a Windows

identity for that user. There are some additional steps to make this service work in the cases where you

want to use the Windows identity returned from this service to access resources in remote servers (in

other words, flowing identity off of the box); in that case, you would need to configure your Active

Directory to allow constrained delegation. Also note that GTS needs the callers identities explicitly listed

in its configuration file, wtshost.exe.config, which is located in the Geneva Framework install folder, in

the“al | owedCal I;erist” dporesspne rtt yaccept requests from al
unless it is configured to do so.
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Issuing
Authority
STS
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2. Alice submits claims 4.Smelt|£e“r(1:t‘i3t Windows Back End
Alice® .| Web Front End Y .| Web Service
Browser "| (claims-aware) | (not claims-
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Alice Bob

3.GTS converts claims to
Windows Identity

Figure28: Gereva Claims To NT Token Service (GTS)

Figure 28 illustrates a typical GTS usage scenario. Alice has pointed her browser to a web application,
which is a claims-aware application and, as part of its implementation, makes use of a back end service
that is not claims aware. The normal passive redirect handshake happens in order to get a security token
from STS and present it to the web front end. Now the interesting part starts: the web front end extracts
claims from the security token, and notes that the content that Alice trying to access needs to be
obtained from the back end web service, which is not a claims-aware service and requires the Windows
identity of Alice. For the sake of this discussion, let’ &ssume that web front end runs under an identity
called Bob and is configured as the only allowed caller to the GTS. The web front end extracts the UPN
claim value from the token and makes a request to GTS. Since Bob is configured in the allowed callers
list, the GTS processes the request and returns the Windows identity of Alice. The web front end
impersonates Alice and then calls to the back end service and gets access to the resources. The
i mportant point to note here is thatthetldinemddeick end
for this scenario to work.

It is possible that in some scenarios the web front end might request resources from the back end

service more frequently and it would be more efficient to always have access to the Windows identity of

Alice instead of calling to the GTS for each individual request. To address this scenario, Geneva

Framework introduces a ‘“mapToWi ndows' configuration setti
<Microsoft.IdentityModel> section of theappl i cat i on’ s ¢ o thé magToWirddws on f i |
property riusgGéngve Framéwork alwbys creates an instance of WindowsClaimsldentity,

which includes both the claims identity and Windows identity aspects of Alice, instead of a
Claimsldentity upon successful token authentication. This means that the Windows identity of Alice is

always available to the web front end.

The samples collection in Geneva Framework has an illustration (Sample$SExtensibilith Convert Claims
to NT Tokem on how to configure the GTS and call its UPNLogon interface. Refer to the s a mp | e

S
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readme file to get the background information about the projects included in the sample and to run the

sample.

Summary

As an application developer, by building claims-a war e web applications and se
time worrying about where to find identity attributes for users and have more time to focus on building

a great application that solves real business pro

your applications more effectively, and implement important security features such as authorization and

auditing, without baking one particular authentication method into your application, or writing queries

against a corporate directory. By centralizing identity management in this fashion, the IT professionals

can build the most efficient possible queries against their directories and give your application the

identity details that it needs about users. And becoming claims-aware meansyo u ' | | be in much
shape when you’'r e as kandnddeapsievarpidergitnfedartitions i ngl e si gn

Geneva Framework is a framework for building claims-aware web applications and services and offers
built-in templates for these, and even issuing authorities, should you need to roll your own. Or better
yet, get a pre-built authority like the Geneva Server.

Federated claims-based identity is the wave of the future. Get on board with Geneva Framework today!
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