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Session Prerequisites

« EXperience designing, developing, or testing in a
Windows environment

« Development experience with Microsoft
Visual Basic, Microsoft Visual C++, or C#

Level 300-400
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Security Throughout Project Lifecycle . :
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alyze threats External review
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Train team .
Members team review secure coding guidelines, use tools
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spoofing identity damage potential
tampering with data reproducibility
repudiation exploitability
information disclosure affected users
denial of service discoverability
elevation of privilege
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Secure
by Design
Wit %4

Secure
by Default
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Secure in
Deployment
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Secure architecture and
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Threat analysis
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Security issue reduction
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Attack surface area reduced
78/

Unused features turned off by default
KHZERBRNE

Minimum privileges used

i A B /N HOALER

Protection: Detection, defense, recovery, management
'ﬁ‘tﬁh%%: ﬁ?ﬂﬂy Wﬁﬁﬂ, ‘V}_(‘Er %ﬂ

Process: How-to guides, architecture guides
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People: Training
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Practice

Practices for Improving Security
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Benefit
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Adopt threat modeling
R U A

& Identifies security issues
e Z AN E
& Increases awareness of application architecture

REMAEFRARNZERIR

Train development team

I A AR

& Avoids common security defects
WA IR 2242 )
& Correct application of security technologies

WRAEH L ERARY ERRF

Code review

(NZEA

& Secures code that

—Accesses the network
DX £ i)

—Runs by default
BN EEIZAT

—Uses unauthenticated protocols
A 2 A2 R MY

—Runs with elevated privileges
/MR AT

Use tools

THREAE

& More consistent testing for security issues

b e DTk S = =R

Use infrastructure solutions

A5 FH SR P fif e 7 12

& More secure with SSL/TLS and IPSec
fFFSSL/TLS and IPSeciHTin®

Use component solutions

(O EEERGREY 7SS

¢ More robust with CAPICOM and .NET Cryptography namespace
Z{#FICAPICOM 15| fl.net L fKCryptography 4 ¥4

Migrate managed code
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¢ Avoids common security issues
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Type-safe code:
R 2 Y
Prevents buffer overruns
B3 2% i X it
Restricts access to authorized memory locations
BT 2R 7] 3 A7
Allows multiple assemblies to run in the same process
SRV IR R ie AT 2 R Ak
App Domains provide:
. FH A P A R 1L -
— Increased performance
PR HE Y 5ik
— Increased code security
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Security entity
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Description

¢ |s set by administrators
¢ Is enforced at runtime

¢ Simplifies administration
¢ Contains permissions

¢ Contains code groups

Code group

¢ Associates similar components
¢ |s evidence based
¢ Is linked to permission set(s)

Permission set

¢ Is a set of granted permissions
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Defenc
Defeno

Defenc

&g, BA1R9ENT

Microsoft-

R (RE)FRAT

W WIE TR

Ing Against Memory Issues

Ing Against Cross-Site Scripting

Ing Against SQL Injection

Ing Against Cryptography Weaknesses
Ing Against Unicode Issues
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Cross-Site Scripting# WL B 7 3%

o Attacking Web-based e-mail platforms and discussion
boards

e Using HTML <form> tags to redirect private information
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4 2 SQL Injection?

 SQL Injection is:
— The process of adding SQL statements in
user input

— Used by hackers to:
* Probe databases
« Bypass authorization
* Execute multiple SQL statements
 Call bulilt-in stored procedures
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Cryptography Weaknesses

* Inappropriate use of algorithms 4
— Creating your own
— Using weak ones
— Incorrect application
* Fallure to keep keys secure
— Insecure storage
— Extensive duration of use

e The human factor
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« Common mistakes
— Treating a Unicode character as a single byte
— Miscalculating required buffer size
— Misusing MultiByteToWideChar
— Validating data before conversion, but not afterward

e Results

— Buffer overruns

— Potentially dangerous character sequences slipping
through your validation routines
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e Longer encryption key = Stronger encryption

Storing Data

1 l 2 : 3 | 4

Retrieving Data
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A process that checks the credentials of a
S AIE security principal against values in an identity
store
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Encrypted Encrypted

SSL Is a great example

Sender must trust intermediaries.
» Include Soap Routers, Dispatchers, etc...

Message decrypted at intermediaries
Encrypts the entire message
Restricts protocols that can be used
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Message-level security
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End-to-end message security independent
of transport

Supports multiple protocols and multiple encryption
technologies

Can encrypt parts of the message
» For the intermediary and/or ultimate receiver independently

Sender needs to only trust the ultimate receiver

The signature is stored with the data
» The message content on the wire includes integrity

MSDN!Webcasts




WSE S 0/compined WithINEN)
Eramewolik 2.0 puis e UG IR ENBIEII RGNS
NEIge

oJJrJgd rlevéb nent of

Ervice /
JS]rJJ the \/\/f J“ tocols &

and the .NEIF Eramewok vi2.0




&g, BA1R9ENT

Next Steps k]

o Stay informed about security
— Microsoft Developers Network Security Center
http://msdn.microsoft.com/security/
— Microsoft Security Guidance
http://www.microsoft.com/security/guidance/

e Get additional security training
— Find online and in-person training seminars:
http://www.microsoft.com/seminar/events/security/

* Read the book: Writing Secure Code, 2" Edition
— Michael Howard and David LeBlanc -

— ISBN: 0-7356-1722-8 %ES‘S*E
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Blogs
 http://blogs.msdn.com/clrsecurity/
 http://blogs.msdn.com/shawnfa/
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Stay informed about security
— Sign up for security bulletins:

http://www.microsoft.com/security/security bulletin
s/
alerts2.asp

Get the latest Microsoft security guidance:

http://www.microsoft.com/security/guidance/
Get additional security training
— Find online and in-person training seminars:

http://www.microsoft.com/seminar/events/
security.mspx

— Find a local CTEC for hands-on training:
http://www.microsoft.com/learning/
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For More Information Y e

* Microsoft Security Site (all audiences)
e MSDN Security Site (developers)

 TechNet Security Site (IT professionals)
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