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— 4. Code Access Security (CAS)
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IPrincipal
lIdentity

Principal
Ildentity: Identity

IsAuthenticat
ed:
Name:

IsinRale(r)
{. 1

System.Security.Principal . IPrincipal principal;
System.Security.Principal.lldentity user;

principal = System.Threading.Thread.CurrentPrincipal;
user = principal.ldentity;
MessageBox.Show(user _Name + “2 ” + principal.lsInRole(*Managers™));
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o 0] LI F| Windows authentication 41 &%} %
o UREEWSAIEER H OISR T RS

JWindowsZ%iiF :
o Pr/nft = WindowsH ) 44, ffh = WindowsZ

static void Main(Q)

{
/7 2 G e WEndows %2 i 7y 5
System.AppDomain.CurrentDomain.SetPrincipalPolicy(
System.Security.Principal .PrincipalPolicy.WindowsPrincipal);

WindoewsPrincipal
Identity: “domain\username”

IsinRole(r)
MSDN!Webcasts

{ return IsinGroup(n); }
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private void ViewSensitivelnfoMenultem Click(...)

{
1T (1System.Threading.Thread.CurrentPrincipal.lslnRole(*“Managers™))

throw new System.Security.SecurityException(*“Only Managers may..."");

o FEHHRRMG: R ABSI,  NETAZEM
o KHIFLE CPIA: AT 2R R B 2 1)
[System.Security.Permissions.PrincipalPermission(

System.Security.Permissions.SecurityAction.Demand,Role=""Managers™)]
private void ViewSensitivelnfoMenultem Click(...)

77 L FManagerdl, W FE IR .
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/7 Whose “rdentity” Is used to check If we have permission to open this frle?
/7

System.10.FileStream Tile;
Tfile = new System.10_FileStream(*“filename”, FileMode.Open, FileAccess.Read);
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using SSP = System.Security.Principal;
static void Main()

/S Bl TS H O 2 TR
System.AppDomain.CurrentDomain.SetPrincipalPolicy(
7 System.Security.Principal .PrincipalPolicy.UnauthenticatedPrincipal);

string username = <<authenticate user>>;

string[] roles = <<retrieve user’s roles>>
SSP.Genericldentity 1 = new SSP.Genericldentity(username);
SSP.GenericPrincipal p = new SSP.GenericPrincipal(i, roles);

System.Threading.Thread.CurrentPrincipal = p; // &Z7 25465
System.AppDomain.CurrentDomain.SetThreadPrincipal (p); /7 LUTHIZEFE RN itEn 1% &
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o A 173 Windowsldentity %%
« P identityobj.Impersonate( );

FEVFAEAT P 8 A Ik 5 306 K -
o SENH AN 44 A Y
o ARIEAF it A E I HEA 756k
o WAFA# A EE] A P A 2
* fiJ# Generic / Custom Identity Fl Principal
* % & Thread.CurrentPrincipal
« i | CurrentDomain.SetThreadPrincipal(p)
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IssueVision ™ HFEF (Microsoft® Visual Basic®

Microsoft® Visual C#®’ :
o R T B A i DA A A

e http://www.windowsforms.net/Applications/application.aspx?PagelD=40&tabindex=8

CSLA:
« Rocky Lhotka HJE: T4 1), Al R, EHAARRLE
o JE/R T Wil H o X Identity £ Principal Xf %
o %&. “VB .NET Business Objects” £l “Expert C# Business Objects”

= o\l Y Jiram
ASP.NET 2.0 H & X5 ke P
« ASP.NET 2.0 J EHEX, dEWindowsiiFfefit 74 fE S Hf
» “Security: Manage Custom Credentials in Windows Forms”, MSDN Magazine, Apr 2005

MSDN/Webcasts:




&g, BA1R9ENT

AN TANAE DR I R LI o

e REWIRZA 2y Hal]idE B O & R DL
o FHFI T2 £ W, IssueVision [RIYEALHS

o WHMNHEFHRmEZD CAPD H1
CredUIPromptForCredentials p& £

e 7 Windows XP #ll 2003 F#r]H]

o K. Brown, “.NET Developer’s Guide to Windows Security”

— ltem 71
— http://www.pluralsight.com/wiki/default.aspx/Keith.GuideBook.HomePage
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« % UserlD, Username, PwdHash, Salt
e fifa: UserlD, Role

o kA0 L BH ) 5 EUARAT &AL
o NEEEL, N, i nHashizs &

e “salted”H] T-Bju 7 LI

/S CEPI.NET 2. 047111/ IS TET T~ LBt H 48 ] F D 5725
System.Security.Cryptography.Rfc2898DeriveBytes db = new
System.Security.Cryptography.Rfc2898DeriveBytes(pwd, 32, 1000);

byte[] salt, pwdhash;

salt = db.Salt;

pwdhash = db.GetBytes(32);

/S WRFZRN S, (Rarsal CRIFEI 7 1) E 1 255 17 15 1% 4%

/S YR FFEL I, MBI A s lat, (E/sal bk il i Z R sy, HFHS
IRAF A ZCH 17 0 i T 2 AT IR




&g, BA1R9ENT

Microsoft-

R (RE)FRAT




biidi ok - s I (] 0k )
) Mi a
LX;Eélﬁ) e (PEDFRAF

o ‘gt

@"uﬁ]&ﬂ
€ X Sk
o M &G EATZEANE

* Microsoft Security Application Blocks




&g, BA1R9ENT

T e | Microsoft:

- B 1P EUE?
. - AT A R LA R 2

3 MEF A I 1 T A B A ?
i BN - W15 2y T

- //)/%7‘/57' ik “J\JIE‘I?




&g, BA1R9ENT

PR A= E Microsoft:
L Ei;[ln Bk CRE) BB AT

o IR AORI AL B B HEATTA

o encrypted-data = encrypt(data, key)
» data = decrypt(encrypted-data, key)

o [n)E.

o BFEAE BHIA
o DRUEEPHI 2
o RIRTTHET
» Data Protection APl (DPAPI)
o DRI
o BEHSLTH P IIEAE, HIEEERS R
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» 7 .NET 2.07, DPAPI E & L& IS >

using SSC = System.Security.Cryptography; /7 FES G System. Security assembly

byte[] data, salt, encrypted;
data = ... ; // = System. Text.Encoding.ASCII.GetBytes(“testing 1237);
salt = ... ; // = System.Windows.Forms.Application.ProductName; - NLEG2 112157

encrypted = SSC.ProtectedData.Protect(data, salt, SSC.DataProtectionScope.CurrentUser);

L GATNE, RGBS, 5

data = SSC.ProtectedData.Unprotect(encrypted, salt, SSC.DataProtectionScope.CurrentUser);

o £ .NET 1.1, D2 H AN H CZ2s2IDPAPIEHH 13 4&
o N IssueVision )Y CHY:. DataProtection.cs / .vb
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« Data Protection APl 437 55 58 #2456 1F !
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« DPAPI #5 T H RS (MAC) 1)1

P
o

e« MAC = ORI IH B AR B A
. ProtectData Protect 7F 45 7 A58, & MAC

e ProtectData.Unprotect H s &EMAC, 15 & IR
V2 VUMl H S SHTEA R R4

byte[] data salt, encrypted; ‘$¢
data = ... ; N

salt = ... ;
encrypted = SSC.ProtectedData.Protect(data, salt, SSC.DataProtectionScope.CurrentUser);

data = SSC.ProtectedData.Unprotect(encrypted, salt, SSC.DataProtectionScope.CurrentUser);
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o HIRATTHERS 25 AT
» S Al INERE WA, JF HESI 2. config 3 A
» TN R E: SSC.DataProtectionScope.LocalMachine
» X% &: SSC.DataProtectionScope.CurrentUser

o 1B Settings 25, 7FGet | SetiEAE 1 IR UES T 5 | N

e http://www.developer.com/net/vb/article.php/3500906

e K. Brown, “.NET Developer’s Guide to Windows Security”

— Item 70
= whttp:/ /wwwipluralsight. com/wiki/default.aspx/Keith.GuideBook-:HomePage

MSDN
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using SSC = System.Security.Cryptography;

/S S 7Sy stem. Security assembly
public class MyDPAPI
{

byte[] encrypted;

public static string Encrypt(string data, string salt, SSC.DataProtectionScope scope)
{

encrypted = SSC.ProtectedData.Protect(System.Text_Encoding.UTF8.GetBytes(data),

System.Text.Encoding.UTF8.GetBytes(salt), scope);
return System.Convert.ToBase64String(encrypted);
b

public static string Decrypt(string edata, string salt, SSC.DataProtectionScope scope)
{

byte[] data;
data =

SSC.ProtectedData.Unprotect(System.Convert.FromBase64String(edata),
System.Text_.Encoding.UTF8.GetBytes(salt), scope);
return System.Text.Encoding.UTF8.GetString(data);
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DataProtectionScope.CurrentUser:
o R AT DA A

DataProtectionScope.LocalMachine:
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SR BEE (user settings)

« {THDPAPI, 1t [F-— 5 Alas b AR N FHRE A fe 8 152
H N R P i% B (application settings)
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« Authorization and Profile application block (5.t % 4, .NET 1.1):

http://msdn.microsoft.com/library/en-us/dnpag2/htmi/securityl.asp (see link
in downloads section)

« Security application block ({MEEER—#4r, .NET 1.1):
http://msdn.microsoft.com/library/en-us/dnpag2/htmli/securityl.asp

e Cryptography application block (4MV T —#B4>, .NET 1.1):
http://msdn.microsoft.com/library/en-us/dnpag2/html/cryptol.asp

o Crypto FIFE e BX e B P E I BB SE SRR 48 1 57

» Security N HAEFHY R TR T MG, CFRAE X
KUEEH CRMEITASP.NET 2.0)

MSDN!Webcasts'
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MSDN = 3 P 3
http://www.microsoft.com/china/msdn

MSDNH 3T 4% #%
http://www.msdnwebcast.com.cn

MSDN Flash
http://www.microsoft.com/china/newsletter/case/
msdn.aspx

MSDN FF & H
http://www.microsoft.com/china/msdn/Developer
Center/default. mspx

MSDN/Webcasts:
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