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// Example #1
#deftine MAX (560)
char szDest[MAX];
strncpy(szDest, pszSrc,strien(pszSrc));

Wrong buffer size!

J/7 Example #2

#define MAX (50)
char szDest[MAX];
strncpy(szDest, pszSrc,MAX) ;
ﬂ§zDest[MAX] = "\0";

‘Wrote NULL to element
51, not 50!
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7/ Example #3 <

g Sy = T
Count(*) FROM Users _

WHERE UserName="'" + = SELECT Count(*) FROM Users WHERE UserName=" Or

e 1=1 --' AND Password="
txtUser.Text + AND = SELECT Count(*) FROM Users WHERE UserName=" Or

Password=""" + 1=1
1?tPassword-Text + e

<




string Status = "No";
string sqglstring ="";
try |
SglConnection sqgl= new SglConnection (
@"data source=localhost;" +
"user id=sa;password=password;") ;

sql .Open () ;
sqgqlstring="SELECT HasShipped" +

" FROM Shipment WHERE ID='" + Id + "'";
SglCommand cmd = new SqglCommand(sglstring,sqgl);
if ((int)eomd.ExecuteScalar() != 0)

Status = "Yes";
} catch (SglException se) |
Status = sglstring + " failed\n\x";
foreach (SqglError e in se.Errors) |
Status += e.Message + "\n\r";
}
} catch (Exception e) {
Status = e.ToStringl() ;
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Friwvate Sub Buttoni Click(BEyVal sender Az Jystem.Cbject, EyVal e As System.Eventlirgs) Handl
Dim Connection Az Mew Systewm.Data.3glcClient.3glConnection
Connection.

End Sub 9

Class i ConnectionString

ﬁ Containet

i Database

e DataSource
‘b Dispose
iy EnlistDistributedTransaction
i@ EnlistTransaction
-y
'v Public Overrides Sub Cpenl)

ﬁ Sike Opens a dakabase connection with the property settings specified by the System, D

ﬁ Skake Fequires:
. . FileIDPermission
i Toskring

SecuritvPermission
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E-mail two to three bundred times a day.”
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