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Session Prerequisites

« EXperience designing, developing, or testing in a
Windows environment

« Development experience with Microsoft
Visual Basic, Microsoft Visual C++, or C#

Level 200-300
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Directory or database H % 13/ [

Centralized or distributed
Well-defined schema

Encryption or hashing % s 7t

Database i

¢ Active Directory ¢ SQL

« ADAM
¢ Generic LDAP
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A process that checks the credentials of a
S AIE security principal against values in an identity
store
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Data Security in Applications
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— Full control
Modify
Read & Execute
Read
Write
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A method of transforming data by passing it through a
cryptographic function to generate data in a format that
can read only by an entity that knows the specific
decryption key and algorithm

Encryption
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e Longer encryption key = Stronger encryption

Storing Data

1 ; 2 l 3 ) 4

Retrieving Data
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¢ DES \ ¢« DSA
¢ TripleDES ¢ RSA
¢ Rijndael
¢ RC2
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Demonstration 1:
Using .NET Framework Encryption

Viewing and storing prices
.NET Framework Encryption and Decryption API

RijndaelManaged Object
CreateDecryptor() .TransformFinalBlock API

RijndaelManaged Object
CreateEncryptor().TransformFinalBlock API
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¢ Active Directory
¢« ADAM

« SQL

¢ Generic LDAP
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Access Management #xGrecs
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« Credential mapping

o ALV I

A state that describes the agreements between different
parties and systems for sharing identity information
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The action of passing identity information between

Identity Flow i
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— Impersonation/delegation
— Trusted subsystem
— Credential mapping
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|dentify resources \

Choose an authorization strategy

Choose the identities used for resource access \
. Consider identity flow \

5 Choose an authentication approach \
n Decide how to flow identity \
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Minimize the number of identity stores within your
organization

# F Active Directory

Use an identity store that exists rather than creating your
own
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Least Secure
Anonymous

Basic

Digest, NTLM

Kerberos, X.509 client certificate

Most Secure
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No authentication = Anonymous access
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Basic A il

e Specified iIn HTTP 1.0
o NLp—EhHz5Y Basebd Jy A\ Kik

Username & Password

Access or Deny

Secure the authentication stream by using
an SSL connection




&g, BA1R9ENT

Microsoft-

R (RE)FRAT

Windows £E il ik
o @ H Fintranet)V FH
o Kerberos Zft T NTLM

Kerberos

« Windows 2000 Server ¢ Windows NT Server
¢ Windows Server 2003 ¢ Windows 2000 Server
« Windows Server 2003
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Digest A UEAT NTLM

« Digest credentials: user name & hashed password

« NTLM credentials: domain name, user name, & hashed
password
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Client requests a client ticket

Kerberos server replies with ticket

Client requests session ticket to application
Kerberos server replies with ticket

Client sends tickets to application

Application sends validation (optional)
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Demonstration 2: Using Windows
Integrated Authentication
Using Windows Integrated Authentication

web.config

<authentication mode = "Windows" />

IS Manager
Directory Security
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X.509 Client Authentication

« Requires the exchange of digital certificates
— Level of security is related to contents of certificate

« Trusted certificate authority issues certificate
« Commonly used in extranet access, not intranet, access

Client requests certificate from authority

Certificate authority replies with certificate

Client sends certificate to application r
Application decodes certificate |
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Access control list - A list of security identities and actions—
access control entries—that apply to an object

Role-based access control
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Access Control Lists

« Discretionary ACL (DACL) - identifies the trustees that
are allowed or denied access to a securable object

« System ACL (SACL) - enables administrators to log
attempts to access a secured object

« Use APIs to write ACLSs; do not try to manipulate them
directly
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Impersonation

« Authentication package authenticates and
builds security context

Impersonation

« Application or service uses the security
context to Impersonate the user %}

MSDN|Webcasts
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Role-Based Authorization Control

« A user-centric authorization model that controls access
In terms of the organizational structure of a company

« Permissions are granted based on high-level
abstractions

« Role-based access control groups are similar to groups
In Active Directory

Set of tasks or operations to which a
category of users requires access

Or

Set of users and groups that fit into that
category
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Authorization Manager

* Provides role-based security which Is
scalable, flexible, and easy to implement

e Stores authorization policy in Active

Directory or XML files
* Applies authorization policy at run time
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Using Role-Based Access In
Applications

At application development time:

¢ |dentify roles, implement operations, roll the operations into tasks

At installation time:

« Call appropriate APIs to create Authorization Store

i | R

0

At run time:

A

¢ Initialize Authorization Manager to connect to the Authorization Store

w

~

¢« When client connects, execute custom behavior based on roles

D
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Demonstration 3:
Authorizing Users with AzMan

. Viewing Content Restricted by AzMan
J Configuring AzMan
AzMan Code

Import
Microsoft.Interop.Security.AzRoles

Collect user identity

Determine users rights

Set display visibility
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Next Steps k]

« Stay informed about security
— Microsoft Developers Network Security Center
http://msdn.microsoft.com/security/
— Microsoft Security Guidance
http://www.microsoft.com/security/guidance/

« Get additional security training
— Find online and in-person training seminars:
http://www.microsoft.com/seminar/events/security/

« Read the book: Writing Secure Code

— Michael Howard and David LeBlanc -
— ISBN: 0-7356-1722-8 ) J

Microsoft

. "

MSDN|Webcasts
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http://www.microsoft.com/china/msdn
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http://www.msdnwebcast.com.cn

MSDN Flash
http://www.microsoft.com/china/newsletter/case/
msdn.aspx

MSDNF & H 0
http://www.microsoft.com/china/msdn/Developer
Center/default. mspx
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