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Session Prerequisites

e EXperience designing, developing, or testing in a
Windows environment

 Development experience with Microsoft
Visual Basic, Microsoft Visual C++, or C#

Level 200-300
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Secure applications are built with secure code
N HRE T 22

Identify Users ~ Restrict Access Communicate Store Data
Discreetly Securely
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Threat
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Secure the Network

Secure the Host

Secure the Application

Presentation Logic Business Logic l Data Access Logic

Runtime Services and Components

Platform Services and Components

Operating System
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Trustworthy Computing #esmis

“Trustworthy Computing is computing that is as available, reliable
and secure as electricity, water services or telephony. And it is
Microsoft's primary, long-term, companywide focus.”

- Craig Mundie, CTO

Elements of trustworthy computing:

¢ Availability
¢ Security

¢ Privacy

“Our products should emphasize security right out of the box, and
we must constantly refine and improve that security as threats
evolve.”

- Bill Gates
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Case Study: Introduction to Adventure Works

Adventure Works | Sporting goods catalog and retail outlet

Extranet application requiring identity
management and secure communication

Q
Pricing
Manager

Customer Service N A Catalog
Representative Database
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spoofing identity damage potential
tampering with data reproducibility
repudiation exploitability
information disclosure affected users
denial of service discoverability
elevation of privilege
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Demonstration 1: Threat Modeling

Identify assets
Create an architecture overview
Decompose the application graphically

Identify the threats
Document the threats
ﬂ Rate the threats
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Insecure code Is not reliable

Insecure code is not private
Insecure code cannot be trusted

o [T RE BIRE] S 4R
* Informed developers = reduced
security vulnerabillities
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Do not use string concatenation for SQL statements

Do not connect to SQL servers as sa or dbo

Perform access and validity checks on the server
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Demonstration 2. FxCop

A software tool that validates
coding guidelines for .NET
Managed code assemblies

-~ Microsoft FaCop - My FxCop Project®
File Edit Project Tools Help

O = E|E| %l b Analyze |j
Targets | Rules | bctive | Excluded In Project | Abzent |

S| E,iﬂ My FxCop Project Lewel | Fix Categom | Certainty | Fiuls |«
E‘"' Cnnsola&pplicat!nm..er:e m Breaking 99% Assemblies should declare mini...
@ cnnsnleappllcatpm B8 Q Mon Bre... 99% Mark assemblies with CL5Com... —
EI--- {} Consoletppiication €3 MonBre.. 95% Assemblies should have valid s._
E@ B '?? Hon Bre... 99% Mark asserlnhlies with ComV¥isible
4

[#1=% .cto) LI

1 meszzage(z] selected

Tarning, Certainty 95, for "AvoidUnusedParameters"
{
Target : "Main{System.S5tring[]):5ystem.Void" [IntrospectionTargetMethodEa:
Id : Margs" [3tring)
Location r "file:/ /o /documentsi20andiZ0zectings/ administrator /mys 2 0documant
Resolution : "Parameter 'args' of Classl . .Main{String[]):Void is never
used. Remove the parameter or use it in the method
bhody."
Help 1 "http://wwy.gotdotnet . comf team/ fRcop/ docs/rules. aspx ?version=1.31

N - . P — - r
Qutput Prc-pertiesl
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Developers think their code works
Testers know better
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SQL injection and cross-site scripting
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High-Priority Entry Points

High-risk application entry points:
Listen sockets
Pipes
Files that open automatically
Protocol handlers
ActiveX controls
RPC
HTTP requests
E-mall
.NET remoting
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Bad test code leads to overconfidence in the product




&g, BA1R9ENT

Microsoft-

R (PE)BHRAS
X End-to-End f# w7 &
o M7 RIHIIE NS 24 )
o BRI EH) KR TS B 59 I ER 4 O R D

LV

Testing Is complete when all KNOWN vulnerabilities have
been mitigated
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Create a process before you need one
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« After a product ships, security flaws are inevitable

o Create a post-deployment process to address new
threats and vulnerabilities

e Look for related issues before deploying fixes

If developers who write the product code do not provide the code
support, they will not learn about their mistakes
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Demonstration 3: Security Response Process

e Security Response Process

Security News Flash




&g, BA1R9ENT

Next Steps k]

o Stay informed about security
— Microsoft Developers Network Security Center
http://msdn.microsoft.com/security/
— Microsoft Security Guidance
http://www.microsoft.com/security/guidance/

e Get additional security training
— Find online and in-person training seminars:
http://www.microsoft.com/seminar/events/security/

* Read the book: Writing Secure Code, 2" Edition
— Michael Howard and David LeBlanc -

— ISBN: 0-7356-1722-8 %ES‘S*E
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MSDN H 3 ¥ i
http://www.microsoft.com/china/msdn

MSDNH 3T 2% #%
http://www.msdnwebcast.com.cn

MSDN Flash
http://www.microsoft.com/china/newsletter/case/
msdn.aspx

MSDNF & H 0
http://www.microsoft.com/china/msdn/Developer
Center/default. mspx
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