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Session Prerequisites

Development experience with Microsoft Visual Basic®, Microsoft

Visual C++, or C#
Experience building Microsoft Windows or Web applications using
the .NET Framework

Level 200
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«  {E.NET "PSystem.String B B A1 B 8 & A i 2R

void CopyString (string src)

stringDest = src;

}

« .NET #¥JSystem.Text.StringBuilderi2fit T 21 X i 7
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— Iﬁ iﬂ‘ =z an exception "System, OverflowException' has occurred in
A E X RE Consaledpplication3. exe.

—Possible Debuggers:

. Consoledpplications - Microsoft Wisual C# MET [design] - Class1.cs: Micr
byte b=0 3 Mew instance of Microsoft CLR Debugger

= Mew instance of Microsoft Development Environment
while (true) _ h | 3

. . [T Set the currently selected debugger as the defaulk,
Console.WriteLine (b); ; -
checked

{ Do wou want ko debug using the selected debugger?

b++;

}

—

ConsoleApplication1 Property Pages

Configuration: IHEtiVE(DEbUg) | Platform: IFl.n:tive{.NET]l

[C3 Cormman Properties =
£ Configuration Properties onditional Compilation Constan DEBUG; TRACE
g Build Cptimize Code False
Debugging Check For Arithmetic Cwverflow/L True
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IsolatedStorageFile isoStore =
IsolatedStorageFile.GetUserStoreForAssembly();

@ Internet Zone apps get 10MB by default

Internet 3845 B I FE > BRI\ 73 BR 10MB ) 2
7]
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¢ B IR R

¢ B&permissions

¢ % code groups

Code group

¢ —RAERIEFE
o FE TR
¢ 5—ApermissionfE & HEL R

Permission set

¢ B —AALIF N FIpermission
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Call stack 1. An assembly requests access to
a method in your assembly

SomeAssembl
. y . Your assembly passes the

:  Grant: Execute request to a .NET Framework
‘........................................‘ ..... 3 assembly

CaIItoReadFlle _____ 3. The security system ensures that
‘ all callers in the stack have the

required permissions
YourAssembly < .

S 4. The security system grants
Grant: ReadFile access or throws an exception

Call to ReadFile : Permission demand

..................... R

NET framework
assembly
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//I will only run if I can call unmanaged code

[assembly:SecurityPermission
(SecurityAction.RequestMinimum,
UnmanagedCode=true) ]
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Demonstration 1: Code Access Security

e Using the .NET Framework Configuration Tool
« Performing Security Checks
Requesting Permissions
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"Who are you?"
"Am | sure you are who you say you are?"

TRt Tl o
"Are you allowed to ... ?"
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ldentities and Principals

e identity 5% T MNP RS R, o SRl 44 R
 principal &7 T —MAAKGEE, W srHE A
THEL

e .NET Framework 2L 1 ;

- Windowsldentity and WindowsPrincipal objects
— Genericldentity and GenericPrincipal objects
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Windows Identities and Principals

o {#iFfWindowsldentity f1WindowsPrincipal %%

— Single validation

WindowsIdentity myIdent = WindowsIdentity.GetCurrent();
WindowsPrincipal myPrin new WindowsPrincipal(myIdent);

— Repeated validation

AppDomain.CurrentDomain.SetPrincipalPolicy(PrincipalPolicy.WindowsPrincipal);
WindowsPrincipal myPrin = (Thread.CurrentPrincipal as WindowsPrincipal);
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! Generic Identities and Principals

2—/> Genericldentity A GenericPrincipal

Genericldentity myIdent = new GenericIdentity("Userl");
string[] roles = {"Manager", "Teller"};
GenericPrincipal myPrin =

new GenericPrincipal (myIdent, roles);

L )GenericPrincipal fn#; 3| = 5y i) %k

System.Threading.Thread.CurrentPrincipal = myPrin;
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o 7EACHS 1 1dentity and Principal members
— b, M Identity.Name&B Mo F i) 8 [k 44 FK

if (String.Compare(myPrin.Identity.Name, "DOMAIN\\Fred",

// Perform some action

}

— tktn, i AHZEPrincipallf]IsinRole 7 v k56 f 4
Jik 3

if (myPrin.IsInRole("BUILTIN\\Administrators"))
{

// Perform some action




1B, AR,
Microsoft-

R (RE)FRAT

i< 5 WA 2 e A

e Use permissions to perform role-based security checks

PrincipalPermission prinPerm = new PrincipalPermission("Teller", “Manager”, true);
try

{

prinPerm.Demand(); //Does the above match the active principal?

}

pa A i 1 VA SEER)

[PrincipalPermission(SecurityAction.Demand, Role="Teller", Authenticated=true)]




&g, BA1R9ENT

Microsoft-

R (RE)FRAT

Demonstration 2: Role-Based Security

Using Windows Role-Based Security
Using Generic Role-Based Security
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Windows

o NCFHTA R R

o FANHAPEDGE—A
windows i f

Forms ¢ XEFEER W

¢ FEcookies

¢ BN T2/ Internet Web 3%
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W &S Anonymous authentication

1 1 1% B Web.config & Z.Formiliil 77 =
NP R WebFormi.epn|

G & —> & fli -

<system.web>
<authentication mode="Forms'>
<forms

loginUrl="WebForml.aspx" />
</authentication>

<authorization>
<deny users="?"/>
</authorization>
</system.web>
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<authentication mode="Forms">
<forms loginUrl="1ogin.aspx"
protection="Al11"
requireSSL="true"
timeout="10"
name=""AppNameCookie"
path="/FormsAuth"
slidingExpiration="true"
</forms>
</authentication>

I~57

e JFR AR LA application-specific keys Jnfif e
cookies
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Demonstration 4: ASP.NET Web Application Security

« Configuring Forms Authentication
» Using Validation Controls




&g, BA1R9ENT

Microsoft-

R (RE)FRAT

Myt 224 ASP.NET Web Services)™

NET Framework 24>}tk
o [REETIR) 224
FAET] ) %4
ﬁtf‘f‘

o M4 HIASP.NET Web W T
o MEEZAMASP.NET Web Services).




v

~

Transport <<

J

VH B DR 1) 24
HiExmiVg B 2 efE R
(ELERE

TH B A0

&g, BA1R9ENT

Microsoft-

R (RE)FRAT




&g, BA1R9ENT

Microsoft-

R (RE)FRAT

Web Service Enhancements (WSE)

(S N P

— SOAP headerstl, & iIFE &
— SCFRH RN

— XFRH R EA

SCRFIH R B
SCREIA AR 3

R 4E Microsoft.Web.Services.dll 1247
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Demonstration 5: Web Services
Enhancements

Implementing Security for a Web Service
A look at WSE messages
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Next Steps k]

Stay informed about security
— Sign up for security bulletins:

— Get the latest Microsoft security guidance:

Get additional security training
— Find online and in-person training seminars:

— Find alocal CTEC for hands-on training:
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For More Information

* Microsoft Security Site (all audiences)
« MSDN Security Site (developers)

 TechNet Security Site (IT professionals)
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