el
Msdniffii
TR 2 ]

&g, BA1R9ENT

Microsoft-

R (RE)FRAT

% v 2 A O AP Y
JRZAVRFE (2720

1S e A AR ) i

E S B




&g, BA1R9ENT

Microsoft-

i/ﬁ.% %% *E}E:\IZE R (R ) R T

e Secure Development Process
LRI R IR
e Threat Modeling

B S A
e Security Best Practices
224 [N e SE Bk




&g, BA1R9ENT

Microsoft-

R (RE)FRAT

Session Prerequisites

 Development experience with Microsoft
Visual Basice, Microsoft Visual C++e, Or
C#

* Internet user experience

Level 200
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Secure
by Design
Wit %4

Secure
by Default

NS

Secure in
Deployment

HE e

Secure architecture and
Ly b I R T s
Threat analysis

B 7

Security issue reduction
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Attack surface area reduced
78/

Unused features turned off by default
KHZERBRNE

Minimum privileges used

i A B /N HOALER

Protection: Detection, defense, recovery, management
'ﬁ‘tﬁh%%: ﬁ?ﬂﬂy Wﬁﬁﬂ, ‘V}_(‘Er %ﬂ

Process: How-to guides, architecture guides

Tik: WM EGIR, REIER

People: Training
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Concept Designs Test Plans Code Ship Post-Ship
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Train team -
Members team review secure coding guidelines, use tools
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and least privilege tests p _
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File Authorization User-Defined Role

NTFS Permissions URL Authorization
(Authentication) NET Roles (Authentication)

Trust (Authentication) Trust Boundary
Boundary

| ; ASPNET
| Microsoft (Process Identity) _ Microsoft
- : IPSec

(Private/Integrity)

(Privacy/Integrity)
Anonymous Forms Microsoft Windows

Authentication Authentication Authentication
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Types of threats
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Examples

Spoofing 5 431k

¢ hitemall KIZER
¢ HBRFAEONMERIER

Tampering 2 o i

© Rt B I
¢ BB

Repudiation 7iA

CEREPIET LB, RN RGO REEGEE
IE#RIERIRE
& ST R AR AR K

Information disclosure

{5 Kt

¢ FRBFETHIITHIRT
¢ Webifi 2 T AT

Denial of service

TELA R 55

¢ SYN packetsi i M 48 5 5
o £hiE ICMP packetsi i [ M 2% 2

Elevation of privilege

FERLGETT

o 2P X 4 RIS R AL
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Threat description Injection of SQL commands
it F o7
M I

, LIS Attacker appends SQL commands to user
Brtidi A name, which is used to form a SQL query

Use a regular expression to validate the
*f user name, and use a stored procedure
with parameters to access the database
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I R — Example: PEAR E

Threat #1 (1)

FELREE THRYIE

1.1
hitp3&E A 52 R

1.2,

i
1R

1
FH Sniff b 3 #r2s
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1.2.2
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Demonstration 1: ASP.NET Applications Security

Investigating ASP.NET Application
Privileges

Restricting ASP.NET Applications Trust
Levels

Sandboxing Privileged Code
Using Sandboxed Assemblies
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ACLs, encryption, EFS

Application hardening, antivirus

OS hardening, authentication,
patch management,

Network segments, IPSec, NIDS

Firewalls, Network Access
Quarantine Control

Guards, locks, tracking devices
Security documents, user
education
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Fail Intelligently (1 of 2) %6988

DWORD dwRet = IsAccessAllowed(...);
if (dwRet == ERROR_ACCESS_DENIED) {
// Security check failed.
// Inform user that access is denied
} else {
// Security check OK.
// Perform task...

What if
IsAccessAllowed()
returns
ERROR_NOT _
ENOUGH_MEMORY?

 If your code does fail, make sure it fails securely

MSDN!Webcasts|
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Fail Intelligently (2 of 2)  %S@8E

e DO not:
NIRRT

<customErrors mode="0On"/>
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e Do:
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* Microsoft Security Site (all audiences)

e MSDN Security Site (developers)

 TechNet Security Site (IT professionals)
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