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June 2005 release
A minor update of January 2005 release
Next release

Target .NET 2.0 and Visual Studio 2005
MSDN/Webcasts
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U= E
Symmetric Providers

=11 Application
- i Configuration Application Block MName

[§ Encryption Settings SaltEnabled
—-[E securtyCryptographyCorfiguratio
) XML File Storage Provider
% ¥ml Seralizer Transformer
—-[§ Cryptography Application Block
- @ Hash Providers
I

= Symmetric F‘rcwiders Name
& symprovider || Gets or sets the name of the node.

% >
Configuration Emors
MName | Property | Description

Ready
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// Encrypt using the named provider
byte[] valueToEncrypt = Encoding.Unicode.GetBytes(*'password'");
byte[] encryptedContents =

Cryptographer .EncryptSymmetric('symmProvider™, valueToEncrypt);

// Clear the byte array memory that holds the password
Array.Clear(valueToEncrypt, 0, valueToEncrypt.Length);

// Convert the value so that i1t can be displayed
string encryptedText = Convert.ToBase64String(encryptedContents);

- fREs

// Decrypt using the named provider
byte[] decryptedContents =
Cryptographer.DecryptSymmetric('symmProvider'™, encryptedText);

// Convert the value so that it can be displayed
string plainText = Encoding.Unicode.GetString(decryptedContents);
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// Generate a hash value using the named provider
byte[] valueToHash = Encoding.Unicode.GetBytes(“password™);

byte[] generatedHash =
Cryptographer.CreateHash(“*“hashProvider”, valueToHash);

// Clear the byte array memory
Array.Clear(valueToHash, 0, valueToHash.Length);

® e A e 2 7 UL AL

// Generate a hash value using the named provider
byte[] valueToHash = Encoding.Unicode.GetBytes(yourPwd);
bool matched = Cryptographer.CompareHash(““hashProvider”, valueToHash,

existingHashVvalue);

// Clear the byte array memory
Array.Clear(valueToHash, 0, valueToHash.Length);
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securltrCryptography
Corflguration. config

Entcrypt, decrypt, create

hash and compare hash

—{ Cryptographer I—

Cryptography Application Block

Symmetric [Syrimeatric
ProviderFactory CryptaProvider
[

| l

[ DpapiSymmetric ] [ SymmelricAlgarithm ]

CrypioProvider Provider

Dpapi Symimetric
Cryptographer Cryptographer

HashPruw:Ier
& IHashF‘mIder

HashAlgorithm
Provider

Ngont

Prowvider

Provided by application

developer

Block comporent

i Class B inherits from class A or
implements interface A

Block interface or absiract

baze class

Other application block
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® SQL connection strings
® Credentials used for SQL application roles
Fixed identities in Web.config

Process identity in Machine.config
Keys used to store data securely
SQL Server session state

Passwords used for Forms authentication against
a database
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Data Protection API (DPAPI)
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e i {{ Configuration Console

.- Enterprise Library Configuration* __
: : -
e ichnn =P A Type Selector - System.5Security.Cryptography.H... |_
[ ﬁ —]-[+3] Classes that inherit from System.Security Cryptography. Hash Algorithm
Symmetric Providers —|-(33] Assemblies
-I-[] Application =]+ mecorib
—- il Corfiguration Application Block =I-{} System.Security Cryptography
[§ Encryption Settings HMACSHA1
—I-[# securtyCryptographyConfiguratio MAC TripleDES
) XML File Storage Provider MD5CryptoService Provider
% ¥ml Serializer Transfomer SHA1Crypto ServiceProvider

=1E3

SHAZBEManaged
SHA3B4Managed
SHASTZManaged

- @ Hash Providers

#i hashprovider
= Symmetric Providers
== symprovider

%
*
—1-[§§ Cryptography Application Block :‘é SHATManaged
*
*3

<
Configurabion Brors
Mame | Froperty | Description

Load an Assembby...
Create a new HashAlgorthm Provider
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=11 Application
= i Configuration Application Block

[ Encryption Settings Saiicnabled
- [E securtyCryptographyConfiguragie
) XML File Storage Provide
% ¥ml Seralizer Transformer
- |]' Cryptography Application Bloclk:
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Configuration Brors

Mame | Property | Description

Create a new HashAlgorthm Provider
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® salt KJE 4G N 16 5715 (providers can

override)

e XH RNGCryptoSerwceProwder(not Random)
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® Salt 575157 FMED &, a4

® CreateHash() 12 |= Salt 1 hash 1E.
® CompareHash() #24X salt JF
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Symmetric Providers =1--{} System.Securty Cryptography
--[] Application @g DESCryptoService Provider
- i C!:fnfigumtin.n Fppliu:_atiu:un Block @g RC2CryptoService Provider
[ Encryption Settings ‘&I; RijndaelManaged

- securityCryptographyCorfiguratio - . )
5 XML File Storage Provider ‘&I; Triple DESCryptoService Provider

% ¥ml Seralizer Transformer
- |I Cryptography Application Block
= @ Hash Providers
#i SHATManaged

hashprovider
-

= symprovider

Load an Assemblhy...

Ok




&g, BA1R9ENT

Microsoft-

R (RE)FRAT

Key Creation
Key (hexadecimal)

TCARLD469F0659396597F49EZ4EEEDS1EBE3ZB0ES034511C
64BT7E8111A141AF2BT

Key Size: 256 bit
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Key Creation

The key is hidden for security purposes. If you would like a new key you
must create a new cryptography instance. |f you must replace the key for this Export Destination
instance, delete this instance and create a new instance with the same name.

C: My ey b

Browse...

Export Key...

Password Protection

[ == % Enatlec

FPasswaord Confirm Password

o ] _cwen
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Data Protection Configuration (%]

DPAP| Mode

Flegse select the data protection mode. “User” mode will
encrypt your data using the credentials of the currently
logged in user. "Machine™ mode will allow any user on this
computer to encrypt and decrypt data. “None™ (if
applicable) will not use any DPAP| protection.

IMPORTANT: When using "Machine™ mode be sure to
save the entropy in a safe place. Your configuration can
not be recovered if the entropy is lost.

(" User " Machine
Entropy (hex) |
[ ] oo |
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Enterprise Library Configuration®
File Action Help

=gy ==

E|‘ Erterprise Library Configuration B General
=] Application DpapiSettings
g-i Corfiguration Application Block File C:\Keys'ConnectionString key
El | dataCorfiguration Name File Key Algorthm Storage Provider

-5 XML File Storage Provider TypeMame Microsoft. Practices. Enterprise Library Corfiguration . Protection. File K
© % ¥ml Seralizer Transformer
B- |_T Encryption Settings
i “El File Key Algorthm Storage Pro
El % Data Access Application Block
El-{55] Connection Strings
= 1-;. LocalQuick Start
o database
ﬁ‘ Integrated Security
@‘ server
El {E Database Instances
i Name

- @ DatafccessQuickStart -
e _I_I Gets or sets the name of the node.
4

| Description | Path
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@ Encryption Settings ll

In order to protect corfiguration you must specify a key and algorthm used for encryption. This is
lenown ag 3 ey algorithm pair”, orjust as a “key”. What would you like to do?

{* Create a new key algorithm pair
LUse this option f you would like to create a new key algorithm
pair.

" Load an existing key algorithm pair

Use this option if you have already configured a key and would
like to use it for this application.

(¥ Encryption Settings x|

Flease select an algorithm ta use for the key. This algorthm may be of any type that inherits from
System. Security Cryptography. Symmetric Algarithm.

Symmetric Algorthm
RijndaelManaged

Mmsal
> bech 2l
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MSDN|Webcasts|
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E Encryption Settings

Please specify the key in hexidecimal form. Use the “Generate” button to generate a
cryptographically strong key that conforms to this algorithms key requirements.

OCSCCC4188611F4A1ICIASD3 36CTZEE4DFFF4ES

< Back | Nest > | Cancel | ﬂgﬁle Key Algorithm Storage Wizard

Select the file in which to save the configured key slgorithm pair.

Key Algorthm Pair File
C\Keys\ConnectionString. key

Enable DPAPI protection.  (what's this?)

Flease select the data protection mode. “User” mode will encrypt your data using the
credentials of the currently logged in user. “Machine™ mode will allow any user on this
computer to encrypt and decrypt data. "None” (if applicable) will not use any DPAFI
protection.

IMPORTANT: Wwhen using “Machine™ mode be sure to save the entropy in a safe
place. Your configuration can not be recovered if the entropy is lost.

Ll " Machine * Mone

Entropy (hex) I
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Enterprise Library Configuration®
File Action Help
Oz 6
El‘ Enterprise Library Corfiguration B Geneml
507 Applcaton Touw
-l Corfigurstion Application Block Name dataConfiguration
. B[ dataConfiguration
. [T XML File Storage Provider
i % ¥ml Seralizer Transformer
=8 |I Encryption Settings
R #=] File Key Algarthm Storage Pro
El Q] Data Access Application Block
=- Eﬁ Connection Strings
= 1-; LocalGuick Start
o database
ﬁ‘ Integrated Security
ﬁ‘ server
El {E Database Instances

Encrypt
_ILI (Gets or sets if this section is encrypted. You must configure a “key algorithm storage provider™ ...
3

| Description | Path
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® |mproving Web Application Security

® Building Secure ASP.NET Applications

® Enterprise Library 11|
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