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Secure Your Web Applications
with ASP.NET 2.0

Songsak Channarukul, Ph.D.
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Agenda

ASP.NET 2.0’s Security Model

Steps to Secure Web Applications

Web Configuration

Membership and Role Provider
Security-Related Controls

The Web Site Administration Tool (WSAT)



ASP.NET’s Security Model

ChangePassword || CreateUserWizard
LoginStatus PasswordRecovery

Membership MembershipUser

SqglMembershipProvider
Other Providers
ActiveDirectoryMembershipProvider




Steps to Secure Web Applications

Set the Web.config file

Choose the data store for your
membership information

Use the pre-defined Membership and Role

or create your own Membership and Role
providers

Incorporate various security-related
controls into your web application



Demonstration
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