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Introduction

As Microsoft® SoftGrid Application Virtualization is used to deliver applications directly to PCs with the SoftGrid
for Desktop Client, it quickly becomes apparent that streaming multiple concurrent applications across a wide-
area network results in less than optimal initial launch times for larger numbers of user. It also becomes clear
that an entire remote office cannot wholly depend upon a WAN connection to be able to perform its functions.
With this in mind, the need for a Microsoft SoftGrid Application Virtualization model that allows users to stream
applications directly on the LAN, yet still allow centralized management across the WAN is necessary. This
document will describe the current design and operation of a system to accomplish these goals, known as the
Microsoft Systems Center Virtual Application Branch Server (SCVABS).

This document is designed to give the basic orientation of the components and considerations necessary in
creating virtual application branch server architecture. It does not consider all possible scenarios, but should be
a good primer for creating your own designs based on environmental requirements.
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Microsoft System Center Virtual Application Server Components

The main purpose of a branch server is to allow for LAN-based streaming of applications, yet still retain
centralized control of the applications. It is important to note that the full functions (AD, DNS, Database, etc.)
described below may be combined onto a single branch server in order to conserve the use of hardware,
however all design with these components should adhere to their respective best practice guidelines.

The Microsoft Systems Center Virtual Application Infrastructure

1 Microsoft Systems Center Virtual Application Server (MSCVAS)
The MSCVAS is the distribution point for streaming applications in the Microsoft SoftGrid Virtual Application
infrastructure. This system has basic dependencies that are important to understand in order to properly
design a branch scenario.

1 The MSCVAS SoftGrid Database
The MSCVAS relies on a database during startup for information about its configuration, the virtual
applications it will host, licensing, and caches the Active Directory group identifiers used for application
assignment. The database is also used for optional metering of the virtual applications.
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Microsoft System Center Virtual Application Server Communication

1 The Content Folder
The MSCVAS relies on a folder where the virtual application content is stored. This folder contains the SPRJ
(optional) OSD, ICO and SFT files which make up the virtual application. This folder is registered as part of
the servers configuration and is required in order to properly stream. This folder can either be a local folder
or a UNC path to a share.

1 The Virtual Application Record
The virtual application record contains the configuration information as well as the Active Directory group
GUID which is used for application assignment. The OSD and ICO paths in this record typically contain
HTTP/S or UNC paths to centralized repositories of application components.

1 Active Directory
Active Directory is the central repository responsible for virtual application assignment. However, Active
Directory is rarely communicated with in the current MSCVAS system. Active Directory is read for groups
when the application record is created, however in production, the group identifiers associated with the
virtual application records are kept in the database and cached at the servers on server startup. When a
user requests a Desktop Configuration request or an application authentication or authorization event, the
users token is passed to the server where the userds gro
group identifiers. This makes for fast and efficient checking of group membership without being chatty with
Active Directory.

Microsoft® System Center Virtual Application Server Branch Configuration Guide 2



1 The streaming transport: Real-Time Transfer Protocol (RTP)
RTP is a suite of protocols used by the MSCVAS for the streaming delivery of virtual applications. By default
the RTSP protocol listens on port 554 for requests from the Microsoft SoftGrid Application Virtualization
Client and then dynamically connects to the client on two high ports (one for RTCP and one for RTP) in the
range between 49,152 and 65,535. The RTCP port is then used for control messages, while the RTP is used
for the actual data transfer.
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RTSPS (TLS + Inline RTSP) may be used as an option where a single port is needed and an encrypted
application stream is desired. The default port is 332 in RTSPS; however it can be redirected to 443.
RTSPS uses a single port for both RTCP and RTP traffic for all connections to the MSCVAS and this can
have an effect on performance.

While RTSPS is an option for delivering streamed content, it should not be viewed as a complete
methodology for securing the communication stream between the server and the client. Microsoft
recommends reading the security best practices document for streaming communication for more
explanation on recommended security practices.
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1 The Desktop Configuration Service
In order to publish the virtual applications and properly configure the desktop for use, the MSCVAS
possesses a Desktop Configuration service. The Desktop Configuration Service is optionally triggered
through a logon event, a pre-set interval or manual operation performed by the user. The Microsoft SoftGrid
Application Virtualization Client will check with the MSC Virtual Application Server to discover any
applications assigned to the user. The MSCVAS will use
Store for the application configurations.

The MSCVAS will then return the location of the ICO and OSD files, along with the file associations and
publishing locations from the application record to the client in XML. The client will use the protocol specified
in the URI of the application record to then directly connect to each location and download the Icon and
OSD files. Finally, the client will publish the shortcuts as directed by the server. Typically two different
protocols may be used: HTTP/HTTPS or UNC Paths.

The figures above represent the communication structure for the Desktop Configuration service.
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1 The Microsoft SoftGrid Application Virtualization OSD File
The OSD file tells the client where to connect for the virtual application stream. It accomplished this through
an RTSP or RTSPS URL inside of the CODEBASIHag as seen below:

| Access2003.0sd - Notepad ™ =RACIN X

File Edit Format View Help

<?xm] version="1.0" standalone="no"?>
<SOFTPKG GUID="8§3A4879E-61D5-4E25-8F9D-8C3CFO4D162B8" NaAME="Microsoft office Access 2003" VERSION="1.0">
<IMPLEMENTATION>
<CODEBASE HREF="rtsp://stream:554/office2003/0ffice2003.sft" GUID="5BB70B80-4021-4D59-9B81-
8DYADOBOCCDZ" PARAMETERS="" FILENAME="OFF2K340.V01\OFFICE11\MSACCESS.EXE" SYSGUARDFILE="OFF2K340.Vv0l'0sguard.cp”
SIZE="493869891" />

»

<WORKINGDIR,/>
<VIRTUALENV TERMINATECHILDREN="TRUE">
<ENVLIST/>
</VIRTUALENV> il

Sample OSD File

The client uses t he isexample)inghaBRTSP dr RTSP®ta diréct the monnettion
request to a MSCVAS server. This name may be an IP Address or host name and can be directed to a third-
party load balancer for connection distribution as well.

Optionally, this name can be replaced with a variable known as %SFT_SOFTGRIDSERVERY%.this variable is
used in place of a host name, the client will use the entry for the environment variable of the same name on
the local system. This environment variable may be set any number of ways including through login script.

Minimal Disconnected Operation Mode (MDO Mode)

MDO Mode is the capability for the client to run applications that are already in cache in the event the
database, server or network ceases to respond. There is a time-out that is administrator configurable so the
client can be offline for a number of hours but not for an extended period of time. This capability was provided
SO users may continue to execute in case of a down situation. While in MDO mode, the user may use existing
applications in cache, however additional blocks, new applications and application updates will not be available
until the server MSCVAS returns to proper operation.

When operating in MDO mode, when an application makes a request for additional blocks not in cache, a close
message will be sent to the application. Typically, this application will bring up the save dialog box and the user
may save their data before closing the application. The user may then launch the application again. However, if
the application makes the request again for a component that is not in cache, the application will shut down
again as previously described.

Network Latency and Connection Speed

Network latency and connection speed are factors which can affect the performance of the branch scenario.
The performance of the protocols used by Microsoft SoftGrid Application Virtualization platform may be
susceptible to varying degrees by high latency networks, low connection speed or both. Microsoft is working on
determining latency thresholds and will publish this information as it becomes available.
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Quality of Service (QoS)

In order to better ensure proper performance of protocol communication between the MSCVAS and the MSCVA
database, Microsoft recommends looking into QoS configurations that prioritize SQL traffic on 1433.

Testing

Since every network is different, it is important to thoroughly test the deployment scenarios either through WAN
simulation or directly on similar network connections. This testing information can be used to further extrapolate
the overall impact and therefore strategy used in which branch office model will be used.
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Branch Models

There are essentially two designs that are supported inside of Microsoft SoftGrid Application Virtualization: the
Non-Centralized Branch and the Centralized Branch Hub. The differences between these two models are
simply where the database exists. The commonalities in key design areas will be discussed in the next section.

Non-Centralized Branch

A Non-Centralized Branch includes a local database and a replicated copy of the content, but is managed as
separate entities from a central management console. The figure below shows a Non-Centralized Branch:

Non-Centralized Branch Architecture

MSCVAS Database

Connection to the Microsoft SoftGrid database is a dependency for the MSCVAS and needs to be available
when the server starts operation. Currently, the MSCVAS database does not support replication. In the Non-
Centralized Branch model, the MSCVAS database is placed locally in the branch, either on the branch server
itself or on another server if more than a single branch server is being used at the remote location. In this
situation, the application records must be either directly imported or copied through the MSCVAS management
console application record copy feature.

The metering database in this model will only collect data for the local applications that are connected to the

server. Centralized metering in native Microsoft SoftGrid Application Virtualization is not supported for the Non-
Centralized Branch model at this time.
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