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The Hybrid Cloud Context for IT Managers 
 

CIOs and IT directors have been frustrated for 

years by their inability to address the root 

causes of inflexibility in their IT organizations. 

As consumer technologies accelerate the 

trend toward on-demand data access and the 

pressure to improve service levels increases, IT 

leaders are tasked with finding new ways to 

deliver IT services faster. In many cases the 

problems were identified years ago, but the 

technology tools haven’t existed to fix them. 

With cloud services starting to compete for 

the opportunity to serve corporate needs, IT 

managers are now investigating how to apply 

cloud solutions to address their weaknesses. 

 

 

Considering the complexity involved and the 

necessity of enforcing governance policies for 

corporate data assets, it’s unlikely that completely 

external, separate cloud solutions will be a 

solution. Instead, success will likely come from 

integrating enterprise cloud services with 

enterprise infrastructure at these unsolvable 

problem areas of the infrastructure. The greatest 

value will come from using enterprise cloud 

services to augment or replace existing 

infrastructure elements that are underserving the 

organization. In other words, creating a hybrid 

cloud architecture. Figure 1 illustrates two different 

cloud services addressing different problem areas 

within the infrastructure. 

 

 

 

 

 

 

 

 

 

  
Figure 1. Cloud services addressing specific problem areas in the IT 

infrastructure
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The Bottleneck of Managing Storage Capacity

Storage is the underpinning of the IT 

infrastructure stack, impacting everything else 

above it. Unfortunately, it is almost always 

managed as a scarce resource because it is 

relatively expensive and the penalties for 

running out of storage capacity are extreme. 

When applications come to a halt because they 

“hit the capacity wall” it can be very costly and 

damage the reputation of the people 

responsible for managing it. Technologies that 

use storage capacity more efficiently, such as 

thin provisioning have helped make storage 

capacity easier to manage, but they still have an 

eventual dead-end that always needs to be 

considered.

As a result, nobody takes the responsibility of 

managing storage lightly, preferring to err on 

the side of caution. That means the storage 

infrastructure layer suffers from painstaking, 

slow provisioning practices. Although it is 

counter-productive for enterprise IT to act as 

gatekeepers for storage resources, they are 

trapped by their lack of options and the 

technologies at their disposal. It’s clear that the 

storage administration environment needs to 

change to reduce the risks of errors. 

But how? 

  

The Inevitability of Inactive Data 
 

 

The ironic thing about this situation is that so 

much enterprise data is inactive. For example, 

the typical data access profile for corporate data 

follows a pattern where data is used most often 

in the days and weeks after it is created and 

then is used less frequently thereafter.  Figure 2 

below illustrates a typical data lifecycle profile.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Figure 2: A data life cycle profile (Source: IBM Corporation)
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Different applications tend to follow different 

data lifecycle profiles. Tier 1 applications, such 

as transaction processing tend to keep data 

active for much longer than Tier 2 

applications, such as office productivity 

software where a high percentage of the data 

created becomes inactive within several 

months.

The unsolved problem for IT managers is that 

inactive data consumes a large percentage of 

an organization’s storage capacity. In many 

companies, inactive data takes up 70% or 

more of the total storage capacity. This 

means that storage capacity constraints, 

which are the root cause of slow storage 

management, are impacted severely by 

inactive data that is no longer being used.

 

Offloading Inactive Data with Hybrid Cloud Storage
 

A strategy that many IT organizations use, 

and runs against the grain of corporate fiscal 

responsibility, is to simply buy more storage 

capacity or storage systems. This is a case of 

using Capex as a capacity management tool. 

It’s been very good for the storage industry, 

but not quite as good for customers. 

 

Storage that is under-utilized is not a good 

investment, but neither is storage that can’t 

be used because it is too cumbersome to 

manage.  Given the virtually limitless capacity 

available from enterprise cloud storage 

services, one might think IT organizations 

could use them to help manage their storage 

capacity. Considering there is so much 

inactive data, it makes sense to consider ways 

to move it to the cloud and recapture the 

space it was occupying as “free” space.  

 

The trick in doing this is to make it appear to 

applications and end users that nothing 

changed. This way, if they need the data 

again for any reason, they can access it the 

same way they always did.  

 

It turns out that there is a new kind of 

storage, cloud–integrated storage, or CiS, that 

combines on-premises SAN storage with the 

ability to store, access and manage data in 

cloud storage services. One of the storage 

applications for CiS is using cloud storage as 

a tier to store inactive data; creating a hybrid 

cloud storage solution. Figure 3 illustrates the 

before and after effects of a CiS solution 

offloading inactive data to cloud storage, 

freeing up a large amount of capacity and 

making it much easier for storage 

administrators to do their work.
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Figure 3: A CiS system offloads inactive data to the cloud in a hybrid cloud storage solution

Putting a CiS system in the enterprise 

infrastructure also adds cloud data 

management functionality to it. For instance, 

corporate IT policies for data retention and 

security can be applied to data stored in the 

cloud. Very few companies want to simply 

hand their data over to a cloud service 

provider – they want to maintain secure 

control of it. Security concerns are addressed  

by the CiS system through the use of AES-256 

encryption technology.

 

Replacing Tape Storage with Cloud Storage 
 

Tape storage, sometimes referred to as tier 3 

storage, has been the technology of choice 

for various types of inactive data including 

backups, archives and recorded media. Data 

on tape is usually not expected to be used 

again soon, but it could be extremely 

important in the future. With a CiS system,  

 

 

data on tape would instead reside on public 

cloud storage where it is available on-

demand, as opposed to being inaccessible in 

a remote storage vault. Replacing tape 

storage with cloud storage is an excellent 

example of using a hybrid cloud storage 

solution to replace existing tape equipment, 

as illustrated in Figure 4. 

 

 

 

 
Figure 4: Replacing tape infrastructure with hybrid cloud storage 

Cloud-integrated 

storage system and 

public cloud storage 

Hybrid Cloud Storage Solution 
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Eliminating Tape and Tape Processes

Tape Backup
Tape backup is a sore point in many IT 

organizations due to the time it consumes 

and the aggravation caused by frequent 

errors and failures. Disk-based deduplication 

backup system have certainly improved the 

situation but they tend to be expensive and 

backup tapes are still needed for off-site 

disaster protection. Finally, backup is usually a 

multi-vendor solution with multi-vendor

support problems. CiS systems automate the 

creation of backup data as well as automating 

the electronic transfer of backup data to the 

cloud. Eliminating tape handling from day to 

day operations returns many hours of 

unproductive administrator time every week, 

freeing administrators to work on other 

projects.

 

 

Disaster Recovery 

 
Disaster recovery is a process that can be 

improved in almost any organization. IT 

professionals can make or break their careers 

by their ability to respond to a disaster. 

Among the roadblocks they face is acquiring 

the additional enterprise storage systems 

needed for remote replication, provisioning 

and configuring their replication network 

connections and simulating disasters without 

negatively impacting production operations. 

It’s difficult to be good at something you’ve 

never practiced, but that is a common 

situation for many IT professionals where 

disaster preparation is concerned.

 

 

 

 

CiS systems reduce the cost of disaster 

recovery by leveraging public cloud storage 

as a location-independent recovery site that 

can be accessed from virtually anywhere 

there is an Internet connection. It does not 

require a dedicated disaster site and it does 

not require specialized network connections 

or configurations. A single CiS system can be 

a spare for other sites without having to store 

data from all the other sites or establish and 

maintain network connections with them.  

The cloud provides the storage and the only 

connections needed are cloud connections.
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Thin Restores for Disaster 

Recovery 
 

CiS systems restore data from the public 

cloud using a data-driven approach called 

thin restores. A thin restore begins by 

downloading the metadata map for a volume 

to a CiS system, which enables applications 

and end users to start accessing data directly  

from the cloud tier, As data is accessed, it is 

downloaded to the CiS system and added to 

the volume’s working set. All the inactive data 

that is not needed is not downloaded. 

Compared to physical or virtual tape recovery 

processes, thin restores are much faster. 

Figure 5 illustrates the thin restore process.  

Archived Data 

 
 

Managing archive data is another tape-

oriented problem area. Traditionally, archiving 

data to tape requires administrators to 

initially identify the data to archive and then 

copy it to tape; and then to get involved later 

when an application or user needs it again. 

The process of archiving data takes a 

disproportionate amount of management 

time that negatively impacts other time-

sensitive tasks on the IT team’s plate. 

 

But archive data, by definition, is inactive data 

that can be automatically migrated to the 

cloud by a CiS system. Doing this not only 

eliminates the time-consuming processes of 

selecting data to archive and the actual 

archiving process, but it also makes archived 

data directly accessible to end users. In other 

words, it gets IT administrators away from 

time-consuming work interruptions. 

 

 

 
 

Cloud-integrated 

storage 

Figure 5: Thin restores allow applications and users to 

access data quickly after a disaster 

Step 1: 
CiS system downloads the 

metadata map 
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Comparing Tape Media with Cloud Storage 
 

Tape restores have been problematic for 

many years for many reasons; including the 

necessity to maintain an environment with a 

narrow range of temperature and humidity to 

ensure tapes will be readable. Tapes that are 

not properly stored are prone to media 

disintegration and data loss. Many customers 

cannot afford to maintain a tape-friendly 

storage environment due to the costs 

involved. In contrast, cloud storage requires 

no special environmentally controlled 

facilities from cloud customers.  
 

Most IT organizations use disk-based 

snapshots to recover data because they are 

faster and less problematic than tape. 

Nonetheless, there are times when tape 

restores are necessary, such as disaster 

recovery scenarios or restoring archived data 

from tapes. The process of restoring from 

tape requires multiple, time-consuming steps 

without the possibility of shortcuts. When 

errors occur during tape restores, many of the 

steps have to be repeated over again. In 

contrast, restores from cloud services with a 

CiS system are relatively simple data 

downloads over the Internet. A secure 

connection needs to be established between 

the CiS system and the cloud service provider. 

To ensure integrity, data stored in the cloud 

by a CiS system is encoded with the SHA-256 

hashing algorithm. If errors are detected the 

system automatically restarts the download. 

 

 

Summary 
 

IT executives are looking to the cloud for 

ways to improve their organization’s 

responsiveness. Using cloud services to 

replace or augment weak spots in their 

infrastructures may be the best way to 

solve two of the “unsolvable” storage 

problems – storage capacity growth and 

tape management. Hybrid cloud storage 

solutions built around Cloud-integrated 

Storage systems recover many hours of 

administrator time each week, enabling the 

IT staff to be more responsive to the needs 

of business stakeholders.
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