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Module 1 
Planning for the Private Cloud 

Contents: 
Lesson 1: Understanding the Private Cloud 8 

Lesson 2: Requirements for Deploying a Private Cloud 11 

Lesson 3: Designing the Private Cloud Infrastructure 13 

Lesson 4: Overview of System Center 2012 Components 16 

Lesson 5: Deploying Hyper-V Clustering with VMM 18 

Module Reviews and Takeaways 18 

Lab Review Questions and Answers 22 
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Lesson 1 

Understanding the Private Cloud 

Contents: 
Question and Answers 9 

Additional Reading 10 

  



 Planning for the Private Cloud 9 

Question and Answers 

Public Clouds and Private Clouds 
Question: What are the benefits of moving to a private cloud instead of a public cloud? 

Answer: With a private cloud, you have more control over the management, configuration, 
and customization of the infrastructure. You can also decide on the technologies-----such as 
the Windows Server® 2008 operating system and Microsoft Hyper-V-----that you want to 
adopt in the private cloud. 

Benefits of Using the Microsoft Private Cloud 
Question: Which benefit would be most important for your company to consider when 
implementing a private cloud? 

Answer: Answers will vary depending on the importance of applications as compared to 
infrastructure. A student could say that the most important benefit is application availability, because 
it considers the availability of applications and applications are crucial for the users. 
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Additional Reading 

Public Clouds and Private Clouds 
• Private Cloud - A Technical Perspective 

Benefits of Using the Microsoft Private Cloud 
• Microsoft Private Cloud Benefits 

  

http://go.microsoft.com/fwlink/?LinkId=253218
http://go.microsoft.com/fwlink/?LinkId=253219
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Lesson 2 

Requirements for Deploying a Private Cloud 

Contents: 
Question and Answers 12 
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Question and Answers 

Key Business Requirements 
Question: What other business requirements can you think of that would affect your 
decision in moving to a private cloud infrastructure? 

Answer: Answers will vary, but may include data retention compliance. That is, you may have 
a requirement to keep data for 10 years. You need to ask if the private cloud can meet this 
requirement. 
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Lesson 3 

Designing the Private Cloud Infrastructure 

Contents: 
Question and Answers 14 

Additional Reading 14 
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Question and Answers 

Assessing the Current Data Center Environment 
Question: What server workloads do you plan to virtualize in your organization? How will 
you make the decisions about what to virtualize? 

Answer: Most organizations begin by virtualizing test servers, because these servers typically 
do not have the same availability and performance requirements that production servers 
have. The first servers that organizations typically virtualize in production are those that are 
not critical, such as servers with applications that users do not use frequently. In many 
organizations, virtualization has become the default configuration. This means that the 
organization virtualizes all servers, unless there is a good reason not to virtualize a specific 
server.  

Designing for the Private Cloud 
Question: Which design principle would be the most important for your own organization’s 
private cloud design? Why?  

Answer: Answers will vary, but most students will probably point out that Compute or 
Storage are the most important principles. Without sufficient computing power, there is no 
reason to satisfy the other principles. The same applies to storage. If there is no storage 
available, why should you consider the Network or Monitoring design principles? 
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Additional Reading 

Assessing the Current Data Center Environment 
• Microsoft Assessment and Planning (MAP) Toolkit 

• Microsoft server software and supported virtualization environments 

Designing for Business Continuity 
• Microsoft Private Cloud How to Buy 

  

http://go.microsoft.com/fwlink/?LinkId=253221
http://go.microsoft.com/fwlink/?LinkId=253222
http://go.microsoft.com/fwlink/?LinkId=253223


16 10751A: Configuring and Deploying a Private Cloud with System Center 2012  

Lesson 4 

Overview of System Center 2012 Components 

Contents: 
Additional Reading 17 
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Additional Reading 

VMM Overview 
• What’s New in System Center 2012 - Virtual Machine Manager   

• Microsoft Server and Cloud Platform Capabilities Overview 

App Controller Overview 
• Microsoft Server and Cloud Platform Capabilities Overview 

Orchestrator Overview 
• Orchestrator Capabilities 

Operations Manager Overview 
• Microsoft Server and Cloud Platform Cloud and Datacenter Management  

DPM Overview 
• Microsoft Server and Cloud Platform Cloud and Datacenter Management  

  

http://go.microsoft.com/fwlink/?LinkId=253224
http://go.microsoft.com/fwlink/?LinkId=253226
http://go.microsoft.com/fwlink/?LinkId=253227
http://go.microsoft.com/fwlink/?LinkId=253229
http://go.microsoft.com/fwlink/?LinkId=253230
http://go.microsoft.com/fwlink/?LinkId=253233
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Lesson 5 

Deploying Hyper-V Clustering with VMM 

Contents: 
Question and Answers 19 

Additional Reading 20 
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Question and Answers 

Creating Clusters in VMM 
Question: Do you use the failover clustering feature in your organization? If so, do you 
experience challenges when using it? 

Answer: The answers will vary depending on the scenario. Most users experience challenges 
when configuring shared storage such as storage area networks (SANs), or network 
configuration. 
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Additional Reading 

Cluster Deployment Prerequisites 
• Creating a Hyper-V Host Cluster Prerequisites 

• Hyper-V: Using Hyper-V and Failover Clustering 

Creating a Hyper-V Host Cluster in VMM 
• How to Create a Hyper-V Host Cluster in VMM 

  

http://go.microsoft.com/fwlink/?LinkId=253241
http://go.microsoft.com/fwlink/?LinkId=253242
http://go.microsoft.com/fwlink/?LinkId=253256
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Module Reviews and Takeaways 

Review questions 
Question: What is a private cloud? 

Answer: A private cloud is a cloud infrastructure only one organization utilizes, and that exists either 
on-premises or off-premises. It may be managed by the organization itself, or by a third party 
company. 

Question: What components does System Center 2012 offer for your private cloud? 

Answer: System Center 2012 offers App Controller, Service Manager, VMM, Orchestrator, Operations 
Manager, DPM, and Configuration Manager. 

Question: How can you monitor your private cloud? 

Answer: You can monitor your private cloud with Operations Manager. 
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Lab Review Questions and Answers 

Lab: Preparing the Private Cloud Infrastructure 
 

Question: Before using VMM to create a Hyper-V cluster, what agent do you need to deploy 
on the host machines? 

Answer: You will need to deploy the Virtual Machine Manager agent on all host machines 
that belong to the cluster. 

Question: Where in the Virtual Machine Manager console can you verify that the Hyper-V 
cluster was installed correctly? 

Answer: You can verify all VMM jobs in the Jobs window, and you need to make sure that 
the job entitled Install cluster displays with the status Completed. 
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Module 2 
Configuring and Deploying the Private Cloud with Microsoft 
System Center 2012 - Virtual Machine Manager 

Contents: 
Lesson 1: Overview of VMM Architecture and Components 3 

Lesson 4: Understanding Host Groups 5 

Module Reviews and Takeaways 7 

Lab Review Questions and Answers 9 
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Lesson 1 

Overview of VMM Architecture and Components 

Contents: 
Question and Answers 4 
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Question and Answers 

VMM Libraries 
Question: What is the primary purpose of the VMM library?  

Answer: The main purpose of the VMM library is to catalog and index various resources that 
you can use to build new virtual machines. 
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Lesson 4 

Understanding Host Groups 

Contents: 
Additional Reading 6 
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Additional Reading 

Configuring Storage 
• Configuring Storage Overview 

  

http://go.microsoft.com/fwlink/?LinkId=253077
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Module Reviews and Takeaways 

Review questions 
Question: In VMM terminology, what is a service? 

Answer: A service is a set of virtual machines that are configured and deployed together, and that are 
managed as a single entity. 

Question: In VMM terminology, what is private cloud infrastructure? 

Answer: Private cloud infrastructure is an abstraction layer that shields the underlying technical 
complexities, and provides the ability to manage defined resources pools of servers, networking, and 
storage in the associated enterprise infrastructure. 

Question: Which version of VMM can you upgrade to VMM 2012? 

Answer: You can only upgrade VMM 2008 R2 SP1. 

Question: What is dynamic optimization? 

Answer: Dynamic optimization is a feature that migrates virtual machines within a host cluster to 
improve load balancing among hosts, and to correct any placement constraint violations for virtual 
machines. 

Question: Why should you configure roles? 

Answer: You configure user roles in VMM to define both the objects that users can manage, and the 
management operations that users can perform. 

Common Issues  
Issues Troubleshooting tips 

VMM Management Server cannot install. Verify that all prerequisite components are 
installed. 

Verify if you have privileges to install VMM. 

Upgrading to VMM 2012 fails. Verify that you are upgrading a supported version 
of VMM. 

You cannot place a virtual machine on a specific 
host. 

Verify host resources. 

Verify host rating explanation. 

Verify custom properties on the virtual machine, 
and the host and placement rules on the host 
group. 

You cannot add a host to a VMM console. Verify that Windows Remote Management is 
enabled on the host. 

 

Best Practices  
• Provide enough hardware resources for VMM components. 

• Before deploying virtual machines, create a private cloud infrastructure and library resources. 

• Deploy VMM as a highly available component. 

• Use dynamic optimization to save energy and resources. 
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• Leverage user roles. 
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Lab Review Questions and Answers 

Lab: Configuring and Deploying the Private Cloud 
Infrastructure 

 

Question: Why do we configure host reserves properties?  

Answer: Host reserves properties are configured primarily to reserve some resources on the 
physical host for the operating system on that host. When you configure host reserve values, 
these resources are not available for virtual machines. 

Question: What happens when you log on to VMM Manager console with a user that is a 
member of the StockTrader group? 

Answer: The only resources that are available to the StockTrader group are visible and 
available for configuration. 

 



 

O F F I C I A L  M I C R O S O F T  L E A R N I N G  P R O D U C T  

10751A 
Configuring and Deploying a Private Cloud 
with System Center 2012 

Companion Content 
  



210751A: Configuring and Deploying a Private Cloud with System Center 2012 

 

Module 3 
Extending and Maintaining the Private Cloud Infrastructure 

Contents: 
Lesson 1: Overview of the PXE and Update Server Roles 3 

Lesson 2: Deploying Bare Metal Hyper-V Host Servers 5 

Lesson 3: Configuring the Update Server Role 7 

Lesson 4: Creating and Using an Update Baseline 9 

Module Reviews and Takeaways 11 

Lab Review Questions and Answers 12 
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Lesson 1 

Overview of the PXE and Update Server Roles 

Contents: 
Question and Answers 4 
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Question and Answers 

Deploying Host Servers Using the PXE Server Role in VMM 
Question: What do you think the next step might be when adding the new host server to 
the VMM environment? 

Answer: You might need to add the new host to a cluster resource. 
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Lesson 2 

Deploying Bare-Metal Hyper-V Host Servers 

Contents: 
Additional Reading 6 
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Additional Reading 

Requirements for PXE Server Integration 
• Hyper-V Installation Prerequisites 

• Prepare the Physical Computers 

• How to Add a PXE Server to VMM 

Preparing For and Creating the Host Profile 
• How to Create a Host Profile 

• Understanding Virtual Hard Disks with Native Boot 

Using the Add Resource Wizard to Discover and Deploy a Hyper-V Host 
• Understanding Virtual Hard Disks with Native Boot 

  

http://go.microsoft.com/fwlink/?LinkId=253078
http://go.microsoft.com/fwlink/?LinkId=253089
http://go.microsoft.com/fwlink/?LinkId=253089
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Lesson 3 

Configuring the Update Server Role 

Contents: 
Additional Reading 8 
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Additional Reading 

Considerations for Integrating WSUS 
• How to Install a WSUS Server for VMM 

• How to Integrate Fabric Updates with Configuration Manager 

Adding an Update Server to VMM 
• How to Add an Update Server to VMM 

Managing Update Settings in VMM 
• How to Update WSUS Settings in VMM 

  

http://go.microsoft.com/fwlink/?LinkId=253097
http://go.microsoft.com/fwlink/?LinkId=253101
http://go.microsoft.com/fwlink/?LinkId=253102
http://go.microsoft.com/fwlink/?LinkId=253109
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Lesson 4 

Creating and Using an Update Baseline 

Contents: 
Additional Reading 10 
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Additional Reading 

Configuring an Update Baseline 
• How to Configure Update Baselines in VMM 

Scanning for Update Compliance 
• How to Scan for Update Compliance in VMM 

• Scripting in Virtual Machine Manager 

Remediating Software Update Non-Compliance 
• Performing Update Remediation in VMM 

  

http://go.microsoft.com/fwlink/?LinkId=253110
http://go.microsoft.com/fwlink/?LinkId=253111
http://go.microsoft.com/fwlink/?LinkId=253112
http://go.microsoft.com/fwlink/?LinkId=253113
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Module Reviews and Takeaways 

Review questions 
Question: What are the physical server and VMM requirements for integrating a PXE Server into the 
VMM private cloud infrastructure? 

Answer: Physical server requirements include support for Hyper-V, support for PXE boot, and support 
for out of band management. To add the PXE Server role to VMM, you must also install WindowsDS. 

Question: You need to create a host profile for server deployment. What do you need to have in the 
Virtual Machine Manager library to create a host profile? 

Answer: You need to ensure that a Windows Server 2008 R2 .vhd file and any required device driver 
files are available in the Virtual Machine Manager library. 

Question: What is the difference between managing updates with Configuration Manager and 
managing updates with VMM? 

Answer: Configuration Manager works well with client workstations and servers that are not part of a 
cluster. For servers that are part of the VMM infrastructure, and for host clusters, VMM is better 
because it can provide more control for the VMM administrator. VMM also provides an orchestrated 
update process for host cluster resources. 
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Lab Review Questions and Answers 

Lab: Maintaining the Private Cloud Infrastructure 
 

Question: In the lab, you added a PXE server to the VMM infrastructure. What additional 
tasks do you need to complete to perform bare-metal deployments? 

Answer: You will need to configure the baseboard management controller (BMC) on the 
target servers, and create a host profile within VMM.  

Question: You need to modify the products that synchronize with Windows Update. Where 
would you perform this task? 

Answer: You would configure this setting from the Update Server Properties window. Note 
that you do not perform management tasks from the WSUS Administration console. 
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Module 4 
Configuring Application Delivery 

Contents: 
Lesson 1: Dynamic Application Deployment Overview 2 

Lesson 2: Web Deployment Packages 6 

Lesson 3: Server Application Virtualization Overview 9 

Lesson 4: Configuring Server App-V Components 12 

Lesson 5: Sequencing and Deploying Virtual Applications 14 

Module Reviews and Takeaways 17 

Lab Review Questions and Answers 19 
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Lesson 1 

Dynamic Application Deployment Overview 

Contents: 
Question and Answers 4 

Additional Reading 5 
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Question and Answers 

What Is Dynamic Application Deployment? 
Question: What services or applications do you think you can deploy in a private cloud? 

Answer: The uses for private clouds are many and varied. Some organizations use private 
clouds to host web servers, including the database infrastructure to support the sites. Other 
organizations host LOB applications. 

Question: What are some challenges that you might face when trying to adjust the resources 
needed for a virtualized website deployment? 

Answer: To add resources to a web-based application, you may need to add additional 
servers. This process can take considerable time and effort. For example, you may need to 
deploy additional virtual machines, set up Internet Information Services (IIS), copy the 
content, and then configure the load balancers to use the new server. 

Server Application Virtualization Overview 
Question: How does Server App-V differ from automated deployment? 

Answer: Automated deployment can streamline application deployment and application 
updates. However, Server App-V allows you to run applications while keeping the runtime 
state of the application separate from the operating system upon which it is running. 
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Additional Reading 

Overview of the Web Deployment Tool 
• Web Deploy 2.0 

  

http://go.microsoft.com/fwlink/?LinkId=253257
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Lesson 2 

Web Deployment Packages 

Contents: 
Question and Answers 7 

Additional Reading 8 
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Question and Answers 

Discussion: Using Web Deployment Packages with VMM 
Question: What types of deployments might benefit from web deployment packages? 

Answer: Web deployment packages are especially beneficial when you deploy the content 
more than once, either across multiple servers in the same environment, or across multiple 
environments. 

Question: What methods can you use to create web deployment packages? 

Answer: You can create web deployment packages by using Visual Studio, Web Deploy, or 
IIS Manager. What you choose to use will depend on where the content resides, and what 
you are comfortable using. 
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Additional Reading 

Overview of the Web Deployment Process 
• Microsoft WebMatrix 

Creating Web Deployment Packages 
• Export a Package through IIS Manager 

• Packaging and Restoring a Web site  

  

http://go.microsoft.com/fwlink/?LinkId=253258
http://go.microsoft.com/fwlink/?LinkId=253260
http://go.microsoft.com/fwlink/?LinkId=253262
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Lesson 3 

Server Application Virtualization Overview 

Contents: 
Question and Answers 10 

Additional Reading 11 
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Question and Answers 

Server App-V Fundamentals 
Question: What are the benefits of using Server App-V? 

Answer: Using Server App-V, you can easily perform updates for an application or operating 
system. When you have an update to the operating system, you can update the virtual hard 
disk separately, bring it online, and then back up and restore the Server App-V application 
on the updated operating system. Additionally, Server App-V facilitates testing updated 
applications because the application configuration is included in the package. 

Question: Why is the ability to back up the runtime state beneficial in a production 
environment? 

Answer: You may want to upgrade the operating system of the server that is running the 
deployed virtual application. To do this, you can deploy a new virtual machine with the 
operating system changes, and then restore a backup of the currently deployed application 
to the new server.  
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Additional Reading 

Server App-V Usage Scenarios  
• Server Application Virtualization Overview 

  

http://go.microsoft.com/fwlink/?LinkId=253263
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Lesson 4 

Configuring Server App-V Components 

Contents: 
Additional Reading 13 
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Additional Reading 

Server App-V Software Requirements 
• Server Application Virtualization Software Requirements 

Configuring the Server App-V Agent and Agent Cmdlets 
• About_Execution_Policies 

  

http://go.microsoft.com/fwlink/?LinkId=253264
http://go.microsoft.com/fwlink/?LinkId=253265
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Lesson 5 

Sequencing and Deploying Virtual Applications 

Contents: 
Question and Answers 15 

Additional Reading 16 
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Question and Answers 

Backing Up and Restoring a Server App-V Package 
Question: Why might you want to back up and restore a deployed application? 

Answer: The backup and restore process is beneficial when you need to replace or upgrade 
a server with a deployed Server App-V package. 
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Additional Reading 

Server App-V Agent and Sequencer Cmdlets 
• Server Applications Virtualization Cmdlets 

  

http://go.microsoft.com/fwlink/?LinkId=253266
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Module Reviews and Takeaways 

Review questions 
Question: What are web deployment packages used for? 

Answer: You use web deployment packages to streamline the deployment of web 
applications to multiple web servers. Packages can include web content and configuration. 

Question: What is Server App-V, and with what types of applications can you use it? 

Answer: Server App-V allows you to isolate an application’s configuration, binaries, and 
runtime state from the application’s operating system. This allows you to simplify your 
deployment scenarios, and reduce dependencies on a specific operating system 
environment. 

Question: What types of applications might not be suitable for Server App-V or dynamic 
deployment? 

Answer: There is no exhaustive list of unsuitable applications. However, you cannot use 
Server App-V to virtualize SharePoint Server, SQL Server, or device drivers. 

 

Common Issues Related to Server App-V 
Identify the causes for the following common issues related to a particular technology area in the module, 
and fill in the troubleshooting tips. For answers, refer to relevant lessons in the module. 

Issue Troubleshooting tip 

Server App-V package will 
not deploy. 

Verify that the proper roles and features are installed on the server. 

Verify that all package files are available. 

If deploying an IIS website, verify that Web Deploy and the proper IIS 
Management Role Services are installed. 

Review the customization file to ensure it has been configured for 
deployment. 

Server App-V Sequencer will 
not deploy. 

Determine whether the Server App-V agent is already installed on the 
server. 
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Best Practices Related to Server App-V 
Supplement or modify the following best practices for your own work situations: 

• Configure the sequencing server with the same roles and features that you will deploy in production. 

• Create a checkpoint for the sequencing virtual machine before creating a package, so that you can 
revert to it after creating a package. 

• Use unique package names for each package that you will deploy. 
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Lab Review Questions and Answers 

Lab: Configuring Virtual Application Delivery 
 

Question: Is there another way Contoso, Ltd could deploy this website? 

Answer: Yes, Contoso could copy the content manually, or use Web Deploy packages. 

Question: What would happen if the web server (IIS) role was not installed already on the 
server to which the sequenced application was deploying? 

Answer: The deployment would fail because the required components were not available. 
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Module 5 
Creating the Private Cloud Building Blocks 

Contents: 
Lesson 1: Configuring Guest Operating System Profiles 3 

Lesson 2: Configuring Hardware Profiles 5 

Lesson 3: Configuring SQL Server Using SQL Server Profiles 7 

Lesson 4: Configuring Application Profiles 9 

Lesson 5: Configuring Virtual Machine Templates 11 

Lesson 6: Configuring the Self-Service User Role 13 

Module Reviews and Takeaways 15 

Lab Review Questions and Answers 16 
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Lesson 1 

Configuring Guest Operating System Profiles 

Contents: 
Question and Answers 4 
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Question and Answers 

Overview of the Guest OS Profile 
Question: How will you use guest OS profiles in your environment? 

Answer: Answers will vary, but most organizations will create profiles based on operating 
system types, and roles and features that they want to deploy. 

Configuring General Settings for Guest OS Profiles 
Question: You need to ensure that the Windows® product key is secure and cannot be read 
by users who are deploying virtual machines. What can you do? 

Answer: You can create an answer file that contains the product key. You would then set the 
Product Key setting to Product key provided by answer file. 
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Lesson 2 

Configuring Hardware Profiles 

Contents: 
Additional Reading 6 
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Additional Reading 

Configuring Compatibility and General Settings for Hardware Profiles 
• Hyper-V Dynamic Memory Configuration Guide 

• Microsoft RemoteFX 

Configuring Bus Configuration Settings for Hardware Profiles 
• How to Enable Shared ISO Images for Hyper-V Virtual Machines in VMM 

Configuring Network Adapter Settings for Hardware Profiles 
• Configure MAC Address Spoofing for Virtual Network Adapters 

  

http://go.microsoft.com/fwlink/?LinkId=253688
http://go.microsoft.com/fwlink/?LinkId=253690
http://go.microsoft.com/fwlink/?LinkId=253267
http://go.microsoft.com/fwlink/?LinkId=253269
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Lesson 3 

Configuring SQL Server Using SQL Server Profiles 

Contents: 
Additional Reading 8 
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Additional Reading 

Using VMM to Configure a SQL Server Installation 
• VMM 2012 SQL Server Profile 

Preparing and Deploying a SQL Server Image 
• Install SQL Server 2012Using SysPrep 

Creating a SQL Server Profile 
• How to Create a SQL Server Profile 

  

http://go.microsoft.com/fwlink/?LinkId=253270
http://go.microsoft.com/fwlink/?LinkId=253271
http://go.microsoft.com/fwlink/?LinkId=253272
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Lesson 4 

Configuring Application Profiles 

Contents: 
Additional Reading 10 
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Additional Reading 

Application Profile Overview 
• Implementing Data-tier Applications 

• Microsoft Server Application Virtualization 

Creating an Application Profile 
• How to Create an Application Profile 

  

http://go.microsoft.com/fwlink/?LinkId=253274
http://go.microsoft.com/fwlink/?LinkId=253276
http://go.microsoft.com/fwlink/?LinkId=253277
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Lesson 5 

Configuring Virtual Machine Templates 

Contents: 
Additional Reading 12 
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Additional Reading 

Methods for Creating Virtual Machine Templates 
• How to Create a Virtual Machine Template 

  

http://go.microsoft.com/fwlink/?LinkId=253278
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Lesson 6 

Configuring the Self-Service User Role 

Contents: 
Additional Reading 14 
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Additional Reading 

Overview of User Roles 
• Creating User Roles in VMM 

Considerations for Implementing Self-Service User Roles 
• Configuring Self-Service in VMM 

  

http://go.microsoft.com/fwlink/?LinkId=253279
http://go.microsoft.com/fwlink/?LinkId=253280
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Module Reviews and Takeaways 

Review questions 
Question: You need to create a guest OS profile that automatically generates a computer name for 
each virtual machine that you deploy using the profile. How can you do this? 

Answer: In the Identity Information section, type an asterisk (*) for the computer name. 

Question: You attempt to deploy the Web Server (IIS) server role using a guest OS profile on a 
Windows Server 2008 server. After the deployment, you notice that the role did not install. What 
might be wrong? 

Answer: You can only specify roles for the Windows Server 2008 R2 operating system. 

Question: What is one of the minimum requirements to deploy the RemoteFX configuration for the 
video adapter within a hardware profile? 

Answer: You need to run the virtual machine on a host computer that contains the Windows Server 
2008 SP1 operating system. 

Question: You attempt to deploy a new virtual machine using a VM template that is configured with 
a SQL Server profile. You receive an error. What might be the problem? 

Answer: You can only deploy a SQL Server profile to a service. You cannot deploy the profile directly 
to a virtual machine. 

Question: You attempt to create a Self-Service User role, but you cannot configure a scope. What 
might be the problem? 

Answer: You need to configure a private cloud to provide a scope for a self-service user. 
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Lab Review Questions and Answers 

Lab: Creating the Private Cloud Building Blocks 
 

Question: In the lab, you added the StockTrader SQL Server VM template so that you could 
deploy SQL Server. What would you do to incorporate the web application into the 
deployment? 

Answer: In the VMM Service Template Designer, you can add the StockTrader web 
application as another tier within the service. This will allow you to deploy and manage the 
application and SQL instance as a single-managed entity.  

Question: What do you need to add to the VMM infrastructure so that you can configure 
the StockTrader application administrators as a Self-Service User role? 

Answer: You need to configure a private cloud so that you can delegate tasks to the 
StockTrader application administrators as a Self-Service User role. 

 

 

 



 

O F F I C I A L  M I C R O S O F T  L E A R N I N G  P R O D U C T  

10751A 
Configuring and Deploying a Private Cloud 
with System Center 2012 

Companion Content 
  



2 10751A: Configuring and Deploying a Private Cloud with System Center 2012  

 

Module 6 
Understanding Private Cloud Computing 

Contents: 
Lesson 1: Understanding Private Cloud Computing 2 

Lesson 2: Installing and Configuring App Controller 6 

Module Reviews and Takeaways 8 

Lab Review Questions and Answers 9 

  



 Understanding Private Cloud Computing 3 

Lesson 1 

Understanding Private Cloud Computing 

Contents: 
Question and Answers 4 

Additional Reading 5 
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Question and Answers 

What Is a Private Cloud? 
Question: What is the main difference between private clouds and set of virtual machines 
that users can access and administer? 

Answer: The main differences are in the level of automation, and the ability to provide self-
servicing for users. Unlike private clouds, if you have only a set of virtual machines, you 
cannot automate the procedure for providing new virtual machines to users, and you cannot 
limit and manage the resources that they use. 

  



 Understanding Private Cloud Computing 5 

Additional Reading 

What Is a Private Cloud? 
• Cloud Computing: What IT Professionals Need to Know 

Configuring Private Cloud Resources 
• Preparing the Fabric in VMM 
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Lesson 2 

Installing and Configuring App Controller 

Contents: 
Additional Reading 7 

  

http://go.microsoft.com/fwlink/?LinkId=253115
http://go.microsoft.com/fwlink/?LinkId=253116
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Additional Reading 

Overview of App Controller  
• App Controller  
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Module Reviews and Takeaways 

Review questions 
Question: What is the difference between cloud capacity and cloud capability? 

Answer: Cloud capacity limits the resources that cloud users can consume or resources that 
they can create. Cloud capability defines which resources and features are available to a 
virtual machine when you deploy it to a private cloud. 

Question: Can a user deploy new virtual machines by using App Controller? 

Answer: Yes, users can deploy virtual machines or services by using App Controller. 

Question: What should you create to deploy a service in VMM? 

Answer: You should create a service template and a deployment configuration. 

 

Common Issues Related to Private Clouds and Services 
Issues Troubleshooting tips 

You cannot deploy a service to a specific private 
cloud. 

Verify that service and private cloud capabilities are 
compatible. 

Verify that you have permission to deploy service 
to that specific private cloud. 

Verify if enough resources are available in that 
specific private cloud. 

You cannot add a virtual machine template to a 
service template tier. 

Verify that you have created virtual machine 
templates in that library. 

Verify that you have access to virtual templates. 

App Controller cannot connect to the VMM 
server. 

Verify the communication port. 

Verify that user privileges are set to local admin. 

User cannot deploy a service by using App 
Controller. 

Verify that the user is a member of the role group 
that has permission to deploy a service. 

 

Best Practices Related to a Particular Technology Area in this Module 
• Make a detailed plan for private cloud capacity, capability, and resources for each private cloud that 

you create. 

• Use App Controller rather than single virtual machines for deploying services. 

• Test service templates before publishing them to users. 

 

  

http://go.microsoft.com/fwlink/?LinkId=253121
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Lab Review Questions and Answers 

Lab: Deploying and Accessing a Private Cloud 
 

Question: What is the main purpose of App Controller? 

Answer: App Controller allows self-service users to easily deploy services and applications to 
private clouds and manage them.  

Question: Who can use App Controller? 

Answer: Anyone who has permission to access private or public clouds can use App 
Controller. 

Question: How can you update an existing service template? 

Answer: You can update an existing service template by creating a new version of the 
template. 
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Module 7 
Monitoring the Private Cloud Infrastructure 

Contents: 
Lesson 1: Operations Manager Architecture and Security 3 

Lesson 2: Upgrading Operations Manager 2007 R2 5 

Lesson 4: Configuring Management Packs 7 

Lesson 5: Configuring Integration with System Center 2012 9 

Module Reviews and Takeaways 11 

Lab Review Questions and Answers 13 

  



 Monitoring the Private Cloud Infrastructure 3 

Lesson 1 

Operations Manager Architecture and Security 

Contents: 
Additional Reading 4 
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Additional Reading 

Operations Manager Installation Prerequisites 
• Supported Configurations for System Center 2012 --- Operations Manager 

Monitoring Private Cloud Infrastructure Components 
• Supported UNIX and Linux Operating System Versions 

Deploying the Operations Manager Agent 
• Managing Discovery and Agents 

• Integrating Active Directory and Operations Manager 

Providing Security for Agent Communication 
• Managing Certificates for UNIX and Linux Computers 

• Authentication and Data Encryption for Windows Computers 

  

http://go.microsoft.com/fwlink/?LinkId=253281
http://go.microsoft.com/fwlink/?LinkId=253124
http://go.microsoft.com/fwlink/?LinkId=253126
http://go.microsoft.com/fwlink/?LinkId=253129
http://go.microsoft.com/fwlink/?LinkId=253139
http://go.microsoft.com/fwlink/?LinkId=253144
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Lesson 2 

Upgrading Operations Manager 2007 R2 

Contents: 
Additional Reading 6 

  



6 10751A: Configuring and Deploying a Private Cloud with System Center 2012  

Additional Reading 

Choosing an Upgrade Path to Operations Manager 
• Upgrading from System Center Operations Manager 2007 R2 

• Upgrade Helper Management Pack 

• Upgrading SQL Server (Operations Manager Upgrade) 

Simple and Complex Single-Server Upgrades 
• Single Server Upgrade (Complex) Process Flow Diagram 

Upgrading a Distributed Topology 
• Distributed Upgrade (Complex) Process Flow Diagram 

  

http://go.microsoft.com/fwlink/?LinkId=253150
http://go.microsoft.com/fwlink/?LinkId=253155
http://go.microsoft.com/fwlink/?LinkId=253166
http://go.microsoft.com/fwlink/?LinkId=253686
http://go.microsoft.com/fwlink/?LinkId=253687
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Lesson 4 

Configuring Management Packs 

Contents: 
Additional Reading 8 

  



8 10751A: Configuring and Deploying a Private Cloud with System Center 2012  

Additional Reading 

Overview of Management Packs 
• Management Packs Installed with Operations Manager 

Obtaining and Installing Management Packs 
• Microsoft System Center Marketplace 

  

http://go.microsoft.com/fwlink/?LinkId=253161
http://go.microsoft.com/fwlink/?LinkId=82105
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Lesson 5 

Configuring Integration with System Center 2012 

Contents: 
Additional Reading 10 
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Additional Reading 

Operations Manager Integration with VMM 
• Operations Manager 2007 Integration and PRO Improvements in SCVMM 2012 

Configuring Operations Manager and DPM Integration 
• Installing Central Console 

  

http://go.microsoft.com/fwlink/?LinkId=253164
http://go.microsoft.com/fwlink/?LinkId=253167
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Module Reviews and Takeaways 

Review questions 
Question: What is the default port number that agents and gateways use when communicating with 
a management server? 

Answer: The default port number is TCP port 5723. 

Question: Which security profile for Operations Manager can resolve alerts but not create overrides? 

Answer: The Operator security profile can access and resolve alerts, but it cannot create overrides. 
This is suitable for most users that need to monitor alerts and resolve problems.  

Question: Why would you want to continue using AVIcode 5.7 with Operations Manager, rather than 
using APM? 

Answer: You would use AVIcode 5.7 to continue monitoring technologies that are not supported by 
APM. These include: IIS 6.0, .NET Services, and SharePoint Server 2007.  

Question: How can you configure notifications to be sent to a specific person that is on call? 

Answer: You can configure notification subscribers with a specific schedule. Notification are then only 
sent to the subscriber during the hours allowed by the schedule.  

Question: Which DPM component is installed on an Operations Manager management server to 
configure integration between DPM and Operations Manager? 

Answer: You install the central console on the management server. 

 

Real-World Issues and Scenarios 

Question: Your organization is using Operations Manager to monitor 100 servers with a single 
management server. However, there is a concern that Operations Manager is not highly available. Can 
you make the management server highly available? 

Answer: In Operations Manager, you do not need to make a specific management server highly 
available. Instead, multiple management servers are configured as a resource pool. If a management 
server fails, agents communicating with the failed management server select another management 
server in the resource pool.  

Question: Your organization uses a mix of Windows servers and Linux servers. You have proposed 
using Operations Manager to monitor the servers. A colleague is concerned that Operations Manager 
cannot monitor Linux. How do you respond? 

Answer: By using an agent, Operations Manager can monitor Linux and UNIX hosts. Therefore, there 
should be no concerns about monitoring Linux servers. 

Question: Your organization wants to monitor computers in a perimeter network, but would like to 
avoid configuring certificates for each monitored computer. How can you accomplish this? 

Answer: You can use a gateway server to simplify monitoring of computers in a perimeter network. 
You configure the computers in the perimeter network to communicate with the gateway server in 
the perimeter network. The gateway server then communicates with the management server on the 
internal network. This simplifies firewall configuration.  
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Question: Your organization is planning an upgrade from Operations Manager 2007 R2 to 
Operations Manager. You are trying to decide whether the simple or complex upgrade path is 
appropriate. What are the biggest concerns when selecting either the simple or the complex upgrade 
paths? 

Answer: The simple upgrade path is an in-place upgrade that you can only perform if the existing 
Operations Manager 2007 R2 servers meet the requirements of Operations Manager. In most cases, 
you will need to perform a complex upgrade that includes replacing existing hardware. 

Question: You have imported several new management packs into Operations Manager. The server 
administrators are complaining that they are receiving alerts about issues that are not problems. 
What do you need to do? 

Answer: You need to tune the default configuration of the management packs. Identify the alerts 
that are not relevant for your organization, and then create overrides that prevent the alerts from 
generating. 
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Lab Review Questions and Answers 

Lab: Monitoring the Private Cloud Infrastructure 
 

Question: Which parameter was required to configure agent-managed computers, but is 
not required to configure agentless managed computers?  

Answer: You must provide an agent action account when installing an agent. This is the user 
account that the agent is configured to run as, and to perform local actions on the managed 
computer. Agentless monitoring does not require an agent action account, because no agent 
is installed on the managed computer. All agentless monitoring is performed remotely by a 
management server. 

Question: Why is it valuable to integrate VMM and DPM with Operations Manager? 

Answer: Integrating VMM and DPM with Operations Manager allows you to centralize 
monitoring of VMM and DPM. When VMM and DPM are not integrated, you must monitor 
each Virtual Machine Manager server or DPM server separately. In addition, VMM 
integration provides PRO tips, which you can use to optimize your virtual environment 
automatically. 
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Module 8 
Extending and Customizing Monitoring of the Private Cloud 
Infrastructure 

Contents: 
Lesson 1: Configuring the SharePoint Server Portal 3 

Lesson 2: Monitoring Templates 5 

Lesson 3: Distributed Application Monitoring 7 

Module Reviews and Takeaways 9 

Lab Review Questions and Answers 11 

  



 Extending and Customizing Monitoring of the Private Cloud Infrastructure 3 

Lesson 1 

Configuring the SharePoint Server Portal 

Contents: 
Additional Reading 4 
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Additional Reading 

Dashboard View Integration with SharePoint Server 
• Creating Views in Operations Manager 

Installing the Operations Manager Web Part 
• Using SharePoint to View Operations Manager Data 

Configuring the Operations Manager Web Part 
• Using SharePoint to View Operations Manager Data 

  

http://go.microsoft.com/fwlink/?LinkID=254715&clcid=0x409
http://go.microsoft.com/fwlink/?LinkId=253168
http://go.microsoft.com/fwlink/?LinkId=253168
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Lesson 2 

Monitoring Templates 

Contents: 
Additional Reading 6 
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Additional Reading 

Monitoring Web Applications 
• Web Application Transaction Monitoring Template 

Monitoring .NET Applications 
• .NET Application Performance Monitoring Template 

  

http://go.microsoft.com/fwlink/?LinkId=253178
http://go.microsoft.com/fwlink/?LinkId=253179
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Lesson 3 

Distributed Application Monitoring 

Contents: 
Additional Reading 8 
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Additional Reading 

Distributed Application Monitoring 
• Distributed Applications 

Creating Distributed Applications 
• Visio Management Pack Designer for System Center 2012 --- Operations Manager (en-US) 

 
  

http://go.microsoft.com/fwlink/?LinkId=253180
http://go.microsoft.com/fwlink/?LinkID=232308
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Module Reviews and Takeaways 

Review questions 
1. Question: Where are the files that you need to configure SharePoint Server integration with 

Operations Manager located? 

Answer: The files for configuring SharePoint integration with Operations Manager are 
located on the Operations Manager media. You need to copy these files to the SharePoint 
server for installation. 

2. What is a watcher node? 

Answer: A watcher node is a computer with the Operations Manager agent that performs 
monitoring tasks. For example, a watcher node that is defined for the OLE DB Data Source 
template is a computer with the Operations Manager agent that connects to a SQL Server 
database to confirm its availability. 

3. Can monitoring that you configure by using the TCP Port template confirm that a website is 
functioning properly? 

Answer: No. You can use the TCP Port template to monitor whether a particular TCP port is 
accepting connections, but it cannot determine whether the service bound to that port is 
functioning properly. 

4. How does server-side monitoring differ from client-side monitoring for the .NET Application 
Performance Monitoring template? 

Answer: Server-side monitoring monitors the health of a .NET application locally on the 
server. It can identify performance issues and exceptions that are created when code in the 
.NET application executes. Client-side monitoring can test performance, but runs standard 
JavaScripts that are deployed to the .NET application for that purpose. 

5. How does a distributed application differ from the monitors that you create by using management 
pack templates? 

Answer: Management pack templates monitor the performance and state of a specific component 
such as a database. Distributed applications monitor the performance and state of an application that 
is composed of multiple components, such as a web front end and a database. 

 

Real-World Issues and Scenarios 
6. Your organization wants to monitor web-based application responses to service requests. You need 

to configure monitoring to ensure that user logons are working properly for the application. Which 
management pack template should you use? 

Answer: You should use the Web Application Transaction Monitoring template to monitor 
the web-based application. This template is able to authenticate to web-based applications, 
and to test functionality within the web-based application. 

7. Your organization has created a new .NET application that the sales department uses for tracking 
orders and monitoring sales leads. The sales people are complaining that the application sometimes 
generates errors, and then loses the information that they entered. Which management pack 
template should you use to gather additional information about the errors? 
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Answer: You should use the .NET Application Performance Monitoring template to gather 
information about errors in a .NET application. Server-side monitoring gathers the error 
information. 

8. Your organization would like to integrate dashboard view information from Operations Manager into 
a SharePoint site for the IT department. You need to implement a new SharePoint server to support 
this. Which editions of SharePoint Server can you use if you want to use shared credentials? 

Answer: SharePoint Server 2010 Standard and SharePoint Server 2010 Enterprise support 
using shared credentials. SharePoint Foundation 2010 does not support using shared 
credentials. 

 

Tools  
Tool Use for Where to find it 

Install-OperationsManager-
DashboardViewer.ps1 

Installing the Operations Manager 
Web Part on the SharePoint 2010 
server 

Operations Manager media 

Add-OperationsManager-
WebConsole-Environment.ps1 

Creating and configuring an 
Operations Manager Web Console 
Server environment in SharePoint 
2010 to support the Operations 
Manager Web Part 

Operations Manager media 

SharePoint 2010 Central 
Administration 

Configuring SharePoint 2010 central 
services 

Start menu on the 
SharePoint 2010 server 

SharePoint 2010 Management 
Shell 

Running Windows PowerShell scripts 
that manage and configure SharePoint 
2010 

Start menu on the 
SharePoint 2010 server 

Distributed Applications 
Designer 

Creating and modifying distributed 
applications based on a template 

Operations Manager 
console 
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Lab Review Questions and Answers 

Lab: Extending and Customizing Monitoring 
 

Question: How does using the OLE DB Data Source template differ from monitoring the TCP 
port for SQL Server? 

Answer: The OLE DB Data Source template monitors a specific database running on a SQL 
Server. It can identify whether a particular database is available, and whether it is responding 
properly and quickly to requests. When you monitor the TCP port SQL Server, you verify that 
the server is functioning, but it does not identify if there is a problem with a specific 
database. 

Question: How can Operations Manager help you monitor compliance with service level 
objectives? 

Answer: The combination of service level tracking and service level reporting in Operations 
Manager allows you to track availability of any monitored component or applications, and 
report on their availability. If availability falls below the specified valued, then the state of the 
service level objective changes to a warning or error. 
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Module 9 
Implementing Service Management for the Private Cloud 

Contents: 
Lesson 1: Service Manager Architecture Overview 3 

Lesson 3: Understanding Service Manager Work Items 5 

Module Reviews and Takeaways 7 

Lab Review Questions and Answers 9 

  



 Implementing Service Management for the Private Cloud 3 

Lesson 1 

Service Manager Architecture Overview 

Contents: 
Question and Answers 4 
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Question and Answers 

Prerequisites for Service Manager Deployment 
• Software Requirements for System Center 2012 - Service Manager 

  

http://go.microsoft.com/fwlink/?LinkId=253689
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Lesson 3 

Understanding Service Manager Work Items 

Contents: 
Additional Reading 6 
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Additional Reading 

Activity and Change Management  
• Sample Scenario: Managing Changes and Activities 

Release Management  
• Sample Scenario: Managing Release Records 

Incident Management 
• How to Configure Your Infrastructure for Email Incident Support 

Problem Management 
• Sample Scenario: Managing Incidents and Problems 

  

http://go.microsoft.com/fwlink/?LinkId=253336
http://go.microsoft.com/fwlink/?LinkId=253338
http://go.microsoft.com/fwlink/?LinkId=253340
http://go.microsoft.com/fwlink/?LinkId=253341
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Module Reviews and Takeaways 

Review questions 
Question: Which Service Manager components do you use for reporting purposes? 

Answer: You use the Service Manager data warehouse management server and data warehouse 
database. 

Question: What is the prerequisite for running the Self-Service Portal in Service Manager? 

Answer: You must install the supported SharePoint Server version. 

Question: Which older version of Service Manager can you upgrade to Service Manager 2012? 

Answer: You can only upgrade System Center Service Manager 2010 SP1 CU2. 

Question: What is the difference between a problem and an incident? 

Answer: Incidents are almost always unplanned, and they are normally generated because of end-
user input and notification alerts. Problems are usually defined by IT experts, and describe an 
underlying issue. 

Question: What functionality do you enable when you configure a connector between Service 
Manager and Operations Manager? 

Answer: You enable the ability to automatically create incidents based on alerts received from 
Operations Manager. 

 

Common Issues Related to Service Manager 
Identify the causes for the following common issues related to Service Manager, and fill in the 
troubleshooting tips. For answers, refer to relevant lessons in the module. 

Issue Troubleshooting tip 

You cannot install the Self-Service Portal.  Ensure that you installed and fully configured one of 
supported SharePoint products. 

You cannot upgrade an older version of 
Service Manager. 

Verify that you are using Service Manager 2010 SP1 
CU2, because this is the only supported version for an 
in-place upgrade. 

You cannot use reporting in Service Manager. Verify that the data warehouse component is installed, 
and that the Service Manager data warehouse 
management server is connected to the data 
warehouse. 

You cannot install the Operations Manager 
agent on the Service Manager computer. 

You should first install the Operations Manager agent, 
and then install Service Manager. 

You cannot see content in the Self-Service 
Portal. 

Verify that Silverlight is installed on the machine from 
which you are making the connection. 

Verify that do not have certificate issues. 
 

Best Practices Related to Service Manager 
Supplement or modify the following best practices for your own work situations: 
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• Always install both the Service Manager management server and the Service Manager data 
warehouse management server. 

• Use a separate server to host the Self-Service Portal. 

• Create activity workflows to automate processes. 

• Create and use templates for work items. 

• Create connectors for all supported systems that you have in your environment.  

 

Tools  
Tool Use for Where to find it 

SQL Server Management Studio Management of Service Manager 
databases 

Start Menu of SQL Server 
computer 
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Lab Review Questions and Answers 

Lab: Implementing Service Management for the Private 
Cloud 

 

Question: Why is it important to create a priority calculation matrix for incidents? 

Answer: You create a priority calculation matrix so that Service Manager can automatically 
calculate incident priority based on values that you select for the Impact and Urgency 
values. 

Question: Which connector requires a connection to the Service Manager data warehouse 
management server? 

Answer: The Operations Manager Configuration item connector requires a connection to 
the Service Manager data warehouse management server. 

Question: What kind of certificate do you need for the Self-Service Portal? 

Answer: You need to install a trusted web server Secure Sockets Layer (SSL) certificate. 
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Module 10 
Protecting the Private Cloud Infrastructure  

Contents: 
Lesson 1: Planning DPM Deployment 3 

Lesson 2: DPM Architecture and Components 5 

Lesson 3: Upgrading DPM 7 

Lesson 5: Configuring Application Protection for the Private Cloud 9 

Module Reviews and Takeaways 11 

Lab Review Questions and Answers 12 
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Lesson 1 

Planning DPM Deployment 

Contents: 
Additional Reading 4 
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Additional Reading 

Considerations for DPM Deployment 
• Deployment plan checklist and roadmap 

Selecting a Backup Method 
• Backup solutions combining disk and tape 

Defining Storage Requirements 
• Calculating Capacity Requirements 

• Storage Calculators for System Center Data Protection Manager 2010 

Defining Software Requirements 
• DPM Server Software Prerequisites 

• Installing Prerequisite Software Manually 

• Installing a Remote Instance of SQL Server 2008 R2 

• Protected Computer Software Requirements 

• Installing Central Console 

Defining Hardware, Network, and Scaling Requirements 
• Selecting the Number of DPM Servers 

  

http://go.microsoft.com/fwlink/?LinkId=253421
http://go.microsoft.com/fwlink/?LinkId=253423
http://go.microsoft.com/fwlink/?LinkId=253425
http://go.microsoft.com/fwlink/?LinkId=253426
http://go.microsoft.com/fwlink/?LinkId=253428
http://go.microsoft.com/fwlink/?LinkId=253429
http://go.microsoft.com/fwlink/?LinkId=253430
http://go.microsoft.com/fwlink/?LinkId=253431
http://go.microsoft.com/fwlink/?LinkId=253167
http://go.microsoft.com/fwlink/?LinkId=253432
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Lesson 2 

DPM Architecture and Components 

Contents: 
Additional Reading 6 
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Additional Reading 

DPM Components 
• Overview of DPM features 

DPM Protection Process 
• Disk-based protection process 

Protecting Files and Applications 
• Protection for multiple data types 

• Protected Computer Software Requirements 

• The VSS Model 

• How Volume Shadow Copy Service Works 

End-User File Recovery 
• End-user recovery considerations 

• Appendix B: DPM Schema Extension 

  

http://go.microsoft.com/fwlink/?LinkId=253435
http://go.microsoft.com/fwlink/?LinkId=253444
http://go.microsoft.com/fwlink/?LinkId=253446
http://go.microsoft.com/fwlink/?LinkId=253431
http://go.microsoft.com/fwlink/?LinkId=253448
http://go.microsoft.com/fwlink/?LinkId=253450
http://go.microsoft.com/fwlink/?LinkId=253454
http://go.microsoft.com/fwlink/?LinkId=253455
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Lesson 3 

Upgrading DPM 

Contents: 
Additional Reading 8 
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Additional Reading 

Performing an In-Place Upgrade 
• Upgrading the DPM Database 

  

http://go.microsoft.com/fwlink/?LinkId=253460
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Lesson 5 

Configuring Application Protection for the Private Cloud 

Contents: 
Additional Reading 10 
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Additional Reading 

Considerations for Configuring Protection Groups 
• Selecting Protection Group Members 

Options for Protecting the Private Cloud 
• Protecting Hyper-V Machines 

Understanding Cluster Shared Volume Protection 
• Understanding Protection for CSV 

• Considerations for Backing Up Virtual Machines on CSV with the System VSS Provider 
  

http://go.microsoft.com/fwlink/?LinkId=253464
http://go.microsoft.com/fwlink/?LinkId=253466
http://go.microsoft.com/fwlink/?LinkId=253468
http://go.microsoft.com/fwlink/?LinkId=253469
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Module Reviews and Takeaways 

Review questions 
Question: What is an RPO? 

Answer: An RPO is the maximum amount of data that can be lost during a failure that requires a 
restore. 

Question: What is a storage pool in DPM? 

Answer: A storage pool is a collection of disks that are configured for DPM to use as storage for 
protection data. 

Question: Which earlier version of DPM can you upgrade to DPM 2012? 

Answer: You can upgrade DPM 2010 to DPM 2012. 

Question: To use the DPM Central Console, which other System Center product must you also 
deploy? 

Answer: Other than DPM, the DPM Central Console requires that you deploy Operations Manager. 

 

Common Issues Related to DPM 
Identify the causes for the following common issues related to a particular technology area in the module, 
and fill in the troubleshooting tips. For answers, refer to relevant lessons in the module. 

Issue Troubleshooting tip 

DPM 2012 cannot install. Verify whether all prerequisite components are installed. 

Verify whether you have privileges to install DPM. 

Upgrade to DPM 2012 fails. Verify that TCP/IP is enabled for the SQL Server. 
 

Best Practices Relating to Protecting the Private Cloud Infrastructure 
Supplement or modify the following best practices for your own work situations: 

• Provide enough storage to complete backups. 

• Use hardware-based snapshots to speed up CSV backups. 
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Lab Review Questions and Answers 

Lab: Protecting the Private Cloud Infrastructure 
 

Question: Are you required to create two separate protection groups to protect both the 
Hyper-V and SQL Server computers? 

Answer: No. You can create one protection group to protect both Hyper-V and SQL Server 
computers. However, separating the types of applications into separate protection groups 
allows you to configure different schedules and protection settings. 

Question: Where does the user account that is specified while running SetDpmServer.exe on 
a non-domain joined machine get created? 

Answer: SetDpmServer creates a new local account on the protected server. The account is 
used by DPM to access the protected server. 
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Module 11 
Automating and Standardizing the Private Cloud  

Contents: 
Lesson 1: Orchestrator Architecture and Components Overview 3 

Lesson 2: Deploying and Configuring Core Components 6 

Lesson 3: Managing Runbooks 8 

Lesson 4: Configuring Integration Packs 10 

Module Reviews and Takeaways 12 

Lab Review Questions and Answers 13 
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Lesson 1 

Orchestrator Architecture and Components Overview 

Contents: 
Question and Answers 4 

Additional Reading 5 
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Question and Answers 

Discussion: Integrating Orchestrator into a Private Cloud 
Question: What private cloud tasks would you use Orchestrator to automate? 

Answer: You can automate many tasks using Orchestrator. Commonly automated task 
include deploying applications, creating new user accounts, managing group membership, 
and performing disaster recovery testing. 

Question: What private cloud tasks would you use Orchestrator to automate? 

Answer: You can use a number of methods to deploy Orchestrator. Most administrators will 
choose to deploy Orchestrator for a limited number of tasks within their private cloud to see 
how it will work best. After determining that the runbook is working, they will begin 
automating and testing additional tasks. Others may choose to bring in a consultant to assist 
in identifying the right tasks to automate, help test, and roll out a more comprehensive 
automation plan. 
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Additional Reading 

Using Integration Packs to Automate Your Private Cloud 
• Integration Packs for System Center 2012 --- Orchestrator 

• CodePlex: Microsoft System Center Orchestrator  
  

http://technet.microsoft.com/en-us/library/hh295851.aspx
http://go.microsoft.com/fwlink/?LinkId=253197
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Lesson 2 

Deploying and Configuring Core Components 

Contents: 
Additional Reading 7 
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Additional Reading 

Configuring Orchestrator Security 
• Orchestrator Security Planning 

  

http://go.microsoft.com/fwlink/?LinkId=253212
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Lesson 3 

Managing Runbooks 

Contents: 
Additional Reading 9 
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Additional Reading 

Migrating from Opalis to Orchestrator Runbooks 
• Migrating from Opalis --- Identifying activities that have changed in Orchestrator 

• Modify Opalis Policies that Contain Special Characters 

• Supported Opalis Policy Migration Paths 
  

http://go.microsoft.com/fwlink/?LinkId=253213
http://go.microsoft.com/fwlink/?LinkId=253214
http://go.microsoft.com/fwlink/?LinkId=253216
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Lesson 4 

Configuring Integration Packs 

Contents: 
Additional Reading 11 
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Additional Reading 

Integrating with VMM 
• System Center Virtual Machine Manager Activities 

  

http://go.microsoft.com/fwlink/?LinkId=253217
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Module Reviews and Takeaways 

Review questions 
Question: What is a runbook? 

Answer: A runbook is a set of activities that define an automated process. 

Question: What is the process to upgrade from Opalis 6.3 to Orchestrator? 

Answer: There is no direct upgrade from Opalis to Orchestrator. Rather, you must export Opalis 
Policies, and then import them as Orchestrator runbooks during the migration process. 

Question: On which operating systems can you install Orchestrator? 

Answer: You can install Orchestrator on Windows Server 2008 R2 Standard or Windows Server 2008 
R2Enterprise editions. 

 

Common Issues  
Issue Troubleshooting tip 

Cannot install Orchestrator  Check if all prerequisite components are installed 

Opalis Integration 6.3 Policies will not 
import into Orchestrator 

Check to make sure policies are using supported 
activities, and that all of the needed integration packs 
are deployed on the Runbook Designer. 

 

Best Practices  
• Fully document each process before you automate it. 

• Use integration packs as needed to provide additional activities.  

 

Tools  
Tool Use for Where to find it 

Orchestrator console Running and viewing runbooks Start Menu 

Deployment manager Administrating integration packs, and deploying 
runbook server and Runbook Designer  

Start Menu 

Runbook Designer Runbook administration Start Menu 

Runbook Tester Runbook testing Runbook Designer 
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Lab Review Questions and Answers 

Lab: Automating the Private Cloud 
 

Question: Why should you use folders for variables and runbooks? 

Answer: Using folders helps organize the runbooks and global settings within Orchestrator 
to make it easier for the administrator. You can also use folders to apply permissions. 

Question: When a specific activity is not available, what might you use to obtain similar 
functionality? 

Answer: If there is not an activity available for a specific task, you may use a Windows 
PowerShell® script to quickly accomplish similar tasks. 
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Module 12 
Configuring the System Center Cloud Services Process Pack 

Contents: 
Module Reviews and Takeaways 3 

Lab Review Questions and Answers 4 
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Module Reviews and Takeaways 

Review questions 
Question: What is the difference between a request offering and a service offering? 

Answer: A request offering is a catalog item that describes a service or assistance that is available to 
users. Service offerings are categories that organize the display of request offerings in the service 
catalog. 

Question: Which System Center 2012 products must you implement in your environment before 
implementing the Cloud Services Process Pack? 

Answer: To implement the Cloud Services Process Pack, you must first have implemented Service 
Manager, Orchestrator, Operations Manager, and VMM in your environment. 

Question: How does a calendar item affect tracking of a service level objective? 

Answer: A calendar item identifies the time that the metric that is linked to a service level objective 
should be tracked. The calendar defines the days and times of day that the metric should be tracked 
for compliance. 
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Lab Review Questions and Answers 

Lab: Configuring the Cloud Services Process Pack 
 

Question: Are the management packs that you imported into Service Manager to support 
the Cloud Services Process Pack the same management packs that you imported into 
Operations Manager? 

Answer: Yes, the management packs that you import into Service Manager as prerequisites 
for the Cloud Services Process Pack are the same management packs as those imported into 
Operations Manager. 

Question: What is the purpose of a service offering? 

Answer: A service offering categorizes the request offerings in the service catalog. This 
organizes the request offerings into a logical structure that makes it easier for users to 
understand. 
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