Forms Authentication, Authorization, User
Accounts, and Roles :: Role - Based
Authorization

Introduction

Inthe User-Based Authorization _ tutorial we saw how to use URL authorization to
specify what users could visit a particular set of pages. With just a | ittle bit of
markup in  Web.config , we could instruct ASP.NET to allow only authenticated users
to visit a page. Or we could dictate that only users Tito and Bob were allowed, or
indicate that all authenticated users except for Sam were permitted.

In addi tion to URL authorization, we also looked at declarative and programmatic
techniques for controlling the data displayed and the functionality offered by a page
based on the user visiting. In particular, we created a page that listed the contents
of the cur rent directory. Anyone could visit this page, but only authenticated users

could view the files6 contents and only Tito could d
Applying authorization rules on a user -by -user basis can grow into a bookkeeping
nightmare. A more maintainable approach isto use role  -based authorization. The

good news is that the tools at our disposal for applying authorization rules work

equally well with roles as they do for user accounts. URL authorization rules can

specify roles instead of users. The LoginV iew control, which renders different output

for authenticated and anonymous users, can be configured to display different

content based on the |l ogged in userds roles. And the
determining the |l ogged in userdés rol es.

Thistuto r i al starts with a |l ook at how the Roles framewo
with his security context. It then examines how to apply role -based URL

authorization rules. Following that, we will look at using declarative and

programmatic means for altering the data displayed and the functionality offered by

an ASP. NET page. Letds get started!

Understanding How Roles are Associated
with a Userds Security Cont ex

Whenever a request enters the ASP.NET pipeline it is associated with a security

context, which i  ncludes information identifying the requestor. When using forms
authentication, an authentication ticket is used as an identity token. As we discussed

in the An Overview of Forms Authentication and Forms Authentication Configuration
and Advanced Topics tutorials, the  FormsAuthenticationModule is responsible for
determining the identity of the requestor, which it does during the

AuthenticateRequest event .
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If avalid, non -expired authentication ticket is found, the

FormsAuthenticationModule decodes it to ascertain the requestor
creates a new GenericPrincipal object and assigns this to the HttpContext.User

object. The purpose of a pri ncipal, like GenericPrincipal , is to identify the

authenticated usero6s name and what roles she belong
the fact that all principal objects have an Identity property and an

IsinRole( roleName ) method. The FormsAuthenticationModu le , however, is not

interested in recording role information and the GenericPrincipal object it creates

does not specify any roles.

If the Roles framework is enabled, the RoleManagerModule HTTP Module steps in

after the FormsAuthenticationModule and identifies the authenticated
during the  PostAuthenticateRequest event , which fires after the

AuthenticateRequest event. If the request is from an authenticated user, the

RoleManagerModule overwrites the  GenericPrincipal object created by the

FormsAuthenticationModule and replaces it with  a RolePrincipal object . The

RolePrincipal class uses the Roles API to determine what roles the user belongs to.

Figure 1 depicts the ASP.NET pipeline workflow when using forms authentication and

the Roles framework. The FormsAuthenticationModule executes first, identifies the
user via her authentication ticket, and creates a new GenericPrincipal object.
Next, the RoleManagerModule steps in and overwrites the GenericPrincipal object
with a RolePrincipal object.

If an anonymous user visits the site, neither the FormsAuthenticationModule nor
the RoleManagerModule creates a principal object.
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Figure 1. The ASP.NET Pipeline Events for an Authenticated User When
Us ing Forms Authentication and the Roles Framework

The RolePrincipal 0 bj e dstnRote( roleName ) method calls
Roles.GetRolesForUser to get the roles for the user in order to determine whether

the user is a member of role Name . When using the  SqglRoleProvider , this results in
a query to the role store database. When using role -based URL authorization rules
the RolePrincipal 0 d¢sInRole  method will be called on every request to a page that

is protected by the role  -based URL au thorization rules. Rather than have to lookup

the role information in the database on every request, the Roles framework includes

an option to cache the userdés roles in a cookie.

I f the Roles framework is configured tthe cache the us
RoleManagerModule cr eat es the cookie duri ngEndReestASP. NET pi pe
event . This cookie is used in subsequent requests in the PostAuthenticate Request ,

which is when the  RolePrincipal object is created. If the cookie is valid and has not

expired, the data in the cookie is parsed and used t
thereby saving the  RolePrincipal from having to make a call to the Roles classt o

determine the usero6s roles. Figure 2 depicts this wo
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Figure 2: The Userds Role Information Can Be Stored
Performance

By default, the role cache cookie mechanism is disabled. It can be enabled through

the <roleManager> configuration markup in Web.config . We discussed using the

<roleManager> element to specify Role providers in the Creating and Managing

Roles tutorial, so you should already have this e |l ement in your applicationds
Web.config file. The role cache cookie settings are specified as attributes of the

<roleManager> element, and are summarized in Table 1.

Note: The configuration settings listed in Table 1 specify the properties of the
resultin g role cache cookie. For more information on cookies, how they work,

and their various properties, read this Cookies tutorial
Property Description
cacheRolesInCookie A Boolean value that indica  tes whether cookie

caching is used. Defaults to false

cookieName The name of the role cache cookie. The default value
is fi. ASPXROLES©O.

cookiePath The path for the roles name cookie. The path

attribute enables a developer to limit the scope of a

cookie t o a particular directory hierarchy. The default
value is A/ o6, which informs
authentication ticket cookie to any request made to

the domain.

cookieProtection Indicates what techniques are used to protect the role
cache cookie. The a llowable values are:  All (the
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default); Encryption ; None;and Validation . Refer
back to Step 3 of the Forms Authentication
Configuration and Advanced Topics tutorial for more
information on these protection levels.

cookieRequireSSL

A Boolean value thati ndicates whether an SSL
connection is required to transmit the authentication
cookie. The default value is false

cookieSlidingExpiration

A Bool ean value that indicat
timeout is reset each time the user visits the site

during a sing le session. The default value is false

This value is only pertinent when

createPersistentCookie issetto true .

cookieTimeout

Specifies the time, in minutes, after which the
authentication ticket cookie expires. The default value
is 30. This value is onl 'y pertinent when
createPersistentCookie issetto true .

createPersistentCookie

A Boolean value that specifies whether the role cache
cookie is a session cookie or persistent cookie. If

false (the default), a session cookie is used, which is
deleted whent he browser is closed. If true ,a
persistent cookie is used,; it expires cookieTimeout
number of minutes after it has been created or after

the previous visit, depending on the value of
cookieSlidingExpiration

domain

Specifies the cooki eddefautt \wainea i
is an empty string, which causes the browser to use

the domain from which it was issued (such as
www.yourdomain.com ). In this case, the cookie will

not be sent when making requests to subdomains,

such as admin.yourdomain.com. If you want th e
cookie to be passed to all subdomains you need to

customize the domain attribute, setting it to
fifyourdomai n. como.

maxCachedResults

Specifies the maximum number of role names that

are cached in the cookie. The default is 25. The
RoleManagerModule does no t create a cookie for

users that belong to more than maxCachedResults

roles. Consequently, the RolePrincipal object 6]
IsinRole  method will use the  Roles class to
determine the userdés rol es.

The reason maxCachedResults exists is because
many user agents do  not permit cookies larger than
4,096 bytes. So this cap is meant to reduce the
likelihood of exceeding this size limitation. If you

have extremely long role names, you may want to
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consider specifying a smaller maxCachedResults
value; contrariwise, if you have extremely short role
names, you can probably increase this value.

Table 1: The Role Cache Cookie Configuration Options

Letds configure our a-pgdstent rale dGachecodkies. Tos e non
accomplish this, update the <roleManager> elementin Web.config toinclude the
following cookie -related attributes:

<roleManager enabled="true"
defaultProvider="SecurityTutorialsSqlRoleProvider"
cacheRolesInCookie="true"
createPersistentCookie="false"
cookieProtection="All">
<providers>

</providers>
</roleManager>

| updated the <roleManager> element by adding three attributes:

cacheRolesInCookie , cr eatePersistentCooki e, and cookieProtection . By setting
cacheRolesInCookie to true ,the RoleManager Module will now automatically cache

the userds roles in a cookie rather than having to |
on each request. | explicitly set the cr eatePersistentCooki e and

cookieProtection attributesto  false and All , respectively. Technical | vy , I didnot

need to specify values for these attributes since | just assigned them to their default
values, but | put them here to make it explicitly clear that | am not using persistent
cookies and that the cookie is both encrypted and validated.

Thatadd there is to it! Henceforth, the Roles framewo
cooki es. I f the userds browser does not support cook
del eted or | ost, s omeh thew RolePrindpal n objebtwilh sinplg @sé

the Roles class in the case that no cookie (or an invalid or expired one) is available.

Note: Mi crosoftdés Patterns & Practices group discoura
cache cookies. Since possession of the role cache cookie is sufficient to prove

roemembersh i p, i f a hacker can somehow gain access to
cookie he can impersonate that user. The likelihood of this happening

increases if the cookie is persisted on the useros
information on this security recommendation, as well as oth er security

concerns, refer to the Security Question List for ASP.NET 2.0
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Step 1: Defining Role -Based URL
Authorization Rules

As discussed in the User-Based Authorization _ tutorial, URL authorization offers a

means to restrict access to a set of pages on a user -by-user or role -by-role basis.
The URL authorization rules are spelled out in Web.config  using the

<auth orization> element with <allow> and <deny> child elements. In addition to
the user -related authorization rules discussed in previous tutorials, each <allow>

and <deny> child element can also include:

e A particular role
e A comma -delimited list of roles

For example, the URL authorization rules grant access to those users in the
Administrators and Supervisors roles, but deny access to all others:

<authorization>
<allow roles =" Administrators, Supervisors ">
<deny users="*" />

</authorization>

The <allow> element in the above markup states that the Administrators and
Supervisors roles are allowed; the <deny> element instructs that all users are
denied.

Letds configure our apMpriageRotes.dspxn, UsarsAndRaodes.asfgxh e
and CreateUserWiz ardWithRoles.aspx pages are only accessible to those users in

the Administrators role, while the RoleBasedAuthorization.aspx page remains
accessible to all visitors.

To accomplish this, start by adding a Web.config filetothe Roles folder.
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Next, add the following configuration markup to Web.config

<?xml version="1.0"?>

<configuration>

<system.web>

<authorization>
<allow roles="Administrators" />
<deny users=" *'/>
</authorization>

</system.web>

<! --  Allow all users to visit RoleBasedAuthorization.aspx

<location path="RoleBasedAuthorization.aspx">

<system.web>
<authorization>
<allow users="*" />
</authorization>
</system.web>

</location>



</configuration>

The <authorization> elementinthe <system.web> section indicates that only users
in the Administrators role may access the ASP.NET resources in the Roles directory.
The <lo cation> element defines an alternate set of URL authorization rules for the
RoleBasedAuthorization.aspx page, allowing all users to visit the page.

After saving your changes to Web.config ,log in as a user that is not in the

Administrators role and then t ry to visit one of the protected pages. The
UrlAuthorizationModule will detect that you do not have permission to visit the

requested resource; consequently, the FormsAuthenticationModule will redirect you
to the login page. The login page will then redire ct you to the

UnauthorizedAccess.aspx page (see Figure 4). This final redirect from the login

page to UnauthorizedAccess.aspx occurs because of code we added to the login

page in Step 2 of the User -Based Authorization  tutorial. In particular, the login pa ge

automatically redirects any authenticated user to UnauthorizedAccess.aspx if the
guerystring contains a ReturnUrl  parameter, as this parameter indicates that the

user arrived at the login page after attempting to view a page he was not authorized

to vie w.

/= Untitled Page - Windows Internet Explorer E] [’Z”E|rz|
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Hello, stranger.
Login

You have attempted to access a page that you are

not authorized to view.

Unauthorized Access

Creating User If you have any questions, please contact the site
Accounts administrator.

User-Based ‘
Authnrization

&J | ocal intranet #1o0% -

Figure 4: Only Users in the Administrators Role Can View the Protected
Pages

Log off and then log in as a user that is in the Administrators role. Now you should
be able to view the three protected pages.
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Figure 5: Tito Can Visit the UsersAndRole s.aspx Page Because He is in the
Administrators Role
Note: When specifying URL authorization rules i forrolesorusers 1 itis
important to keep in mind that the rules are analyzed one at a time, from the
top down. As soon as a match is found, the user i s granted or denied access,
depending on if the match was found in an <allow> or <deny> element. If no
match is found, the user is granted access. Consequently, if you want to
restrict access to one or more user accounts, it is imperative that you use a
<deny> element as the last element in the URL authorization configuration. If
you r URL authorization rules do not include a <deny> element, all
users will be granted access. For a more thorough discussion on how the
URL authorization rules are analyzed, refe r back tAdook ahHow fhe
UrlAuthorizationModule Uses the Authorization Rules to Grant or Deny

AccessO s ect i obseroBaset Authorization  tutorial.
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Step 2: Limiting Functionality Based On
the Currently Logged I n Usero

URL authorizatio n makes it easy to specify coarse authorization rules that state what

identities are permitted and which ones are denied from viewing a particular page

(or all pages in a folder and its subfolders). However, in certain cases we may want

toallowallusers t o visit a page, but I imit the pagebds funct,
visiting userdéds roles. This may entail showing or hi
or offering additional functionality to users that belong to a particular role.

Such fine grain role  -based authorization rules can be implemented either
declaratively or programmatically (or through some combination of the two). In the

next section we will see how to implement declarative fine grain authorization via the
LoginView control. Following that, we will explore programmatic techniques. Before
we can look at applying fine grain authorization rules, however, we first need to

create a page whose functionality depends on the role of the user visiting it.

Letds create a page t hadountsinthe systeminla GraViewt Thee u s e

GridView wil! include each userdés username, email ad
comments about the user. In addition to displaying e
GridView will include edit and delete capabilities. We will initially create this page

with the edit and delete functionality available to
LoginView Control d and AProgrammatically Limiting Fu
how to enable or disable these features based on the v i siting userbés rol e.

Note: The ASP.NET page we are about to build uses a GridView control to
display the user accounts. Since this tutorial series focuses on f orms
authentication, authorization, user accounts, and roles, | do not want to
spend too much ti  me discussing the inner workings of the GridView control.
While this tutorial provides specific step -by - step instructions for setting up
this page, it does not delve into the details of why certain choices were made,

or what effect particular properties ha ve on the rendered output. For a
thorough examination of the GridView control, check out my Working with
Data in ASP.NET 2.0 tutorial series.

Start by opening the RoleBasedAuthorization.aspx page int he Roles folder. Drag
a GridView from the page onto the Designer and set its ID to UserGrid .In a moment
we will write code that calls the Membership.GetAllUsers method and binds the
resulting MembershipUserCollection object to the GridView. The

Membership UserCollection contains a MembershipUser object for each user

account in the system; MembershipUser objects have properties like UserName,
Email , LastLoginDate , and so forth.

Before we write the code that binds t heeflmeser account
the GridViewds fields. From the GridViewds Smart Tag
| aunch the Fields dialog box (see Figugererat6é) . From he
fieldsd checkbox in the | ower | eft corneer. Since we
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editing and deleting capabilities, add a CommandField and set its ShowEditButton
and ShowDeleteButton  properties to True. Next, add four fields for displaying the
UserName, Email , LastLoginDate , and Comment properties. Use a BoundField for the
two read -only properties ( UserName and LastLoginDate ) and TemplateFields for the
two editable fields ( Email and Commen).

Have the first BoundField display the UserName property; setits  HeaderText and

DataField properties to fAUser Nameo. dableisssetits el d wi | | not |
ReadOnly property to True. Configure the LastLoginDate  BoundField by setting its

HeaderText t o fiLast LogDamReldand iftsstlLogi nDated. Letds for
output of this BoundField so that just the date is displayed (instead of the date and

time). To accompl i sh t hi sitmEmsalé ptofpeitydo FBIse@nddsFi el d 6 s
DataFormatString property to fA{O0: dReadOnhA prepertyt® €rtie. t h e

=1
m

Setthe HeaderText properties of the two TemplateFields to

Fields

Available fields; CommandField properties:

=] BoundField
CheckBoxField

AZ] HyperLinkField Update S
_g?_l ImageField El Behavior
5] ButtonField Causesvalidation  True
& CommandField InsertYisible True
o] TemplateField ShowCZancelButton | True

ShowDeleteButton  True

ShowEditEutton True
Selected fields: showHeader False
S e——— ShowInsertButton  False
ShowSelectButton | False

=] Userhlame
SartExpression w

=] Last Lagin
L=IEmail HeaderText
Eg:;lf:l:umment The text within the header of this field,
[ ] Auto-generate fields Convert this field into a TemplateField
Ok l [ Zancel

Figure 6: The GridViewds Fields Can Be Configured Th
Box

We now need to define the temTemplate and EdititemTemplate for the AEMail o

and ACommentd Templ ateFields. Add a Label Web contro
ItemTemplate s andbindth eir Text propertiestothe Email and Comment properties,

respectively.



For the AEmMail 06 Templ at eFi e Email todtsl dditkemTemplateBo x n ame d
and bind its Text property tothe Email property usingtwo -way databinding. Add a
RequiredFieldVvalidato r and RegularExpressionValidator to the EdititemTemplate to

ensure that a visitor editing the Email property has entered a valid email address.

For the AComment o Templ alineTextBox mmed a Cdmment tmits| t i

EdititemTemplate . Setthe TextBox 6 £olumns and Rows properties to 40 and 4,
respectively, and then bind its Text property tothe Comment property using two  -way
databinding.

After configuring these TemplateFields, their declarative markup should look similar
to the following:

<asp:Templ ateField HeaderText="Email">
<ltemTemplate>

<asp:Label runat="server" ID="Labell" Text='<%# Eval("Email")
%>'></asp:Label>

</ltemTemplate>
<EdititemTemplate>

<asp:TextBox runat="server" ID="Email" Text='<%# Bind("Email")
%>'></a sp:TextBox>

<asp:RequiredFieldValidator ID="RequiredFieldValidatorl"
runat="server"

ControlToValidate="Email" Display="Dynamic"

ErrorMessage="You must provide an email address."
SetFocusOnError="True">*</asp:RequiredFieldV alidator>

<asp:RegularExpressionValidator
ID="RegularExpressionValidatorl" runat="server"

ControlToValidate="Email" Display="Dynamic"

ErrorMessage="The email address you have entered is not
valid. Please fix this and try a gain."

SetFocusOnError="True"

ValidationExpression=" \w+H([ -+ \w+H@\w+( -] \wH)* VoAV w+H( -
J \w+)*"> *</asp:RegularExpressionValidator>

</EdititemTemplate>
</asp:TemplateField>

<asp:TemplateField HeaderText="Comment">
<ltemT emplate>

<asp:Label runat="server" ID="Label 2" Text="<%# Eval("Comment")
%>"></asp:Label>

</ltemTemplate>
<EdititemTemplate>



<asp:TextBox runat="server" ID="Comment" TextMode="MultiLine"
Columns="40" Rows="4" Text='<%# Bind("Comment ") %>'></asp:TextBox>

</EditltemTemplate>
</asp:TemplateField>

When editing or deleting a user accoublbderName will need
property value. SeDataKepNameSpir d Yieewdst o fiUser Nameo so t
this information is availab l e through t h ®ataBeys dodectomw 6 s

Finally, add a ValidationSummary control to the page and set its ShowMessageBox
property to True and its ShowSummary property to False. With these settings, the
ValidationSummary will display a client -side al ert if the user attempts to edit a user
account with a missing or invalid email address.

<asp:ValidationSummary ID="ValidationSummary1"
runat="server"
ShowMessageBox="True"
ShowSummay="False" />

We have now completed this pagebs decl arative markup
set of user accounts to the GridView. Add a method named BindUserGrid  tothe
RoleBasedAuthorization.aspx p a g e 6 s -behimdlctass that binds the

MembershipUser Collection returned by Membership.GetAllUsers to the UserGrid

GridView. Call this method from the Page Load event handler on the first page visit.

protected void Page_Load(object sender, EventArgs e)

{
if (IPage.lsPostBack)

BindUserGrid();

private void BindUserGrid()

{
MembershipUserCollection allUsers = Membership.GetAllUsers();
UserGrid.DataSource = allUsers;
UserGrid.DataBind();

}

With this code in place, visit the page through a browser. As Figure 7 shows, you
should see a G ridView listing information about each user account in the system.
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Figure 7: The  UserGrid GridView Lists Information About Each User in the
System

Note: The UserGrid GridView lists all of the users in a non - paged interface.
This simple grid interfacei s not suitable for scenarios where there are several
dozen or more users. One option is to configure the GridView to enable

paging. The Membership.GetAllUsers method has two overloads: one that
accepts no input parameters and returns all of the users and o ne that takes in
integer values for the page index and page size, and returns only the

specified subset of the users. The second overload can be used to more

efficiently page through the users since it returns just the precise subset of

user accounts rathe rthan all of them. If you have thousands of user

accounts, you might want to consider a filter -based interface, one that only
shows those users whose UserName begins with a selected character, for

instance. The Membership.FindUsersByName  method is ideal for building a
filter -based user interface. We will look at building such an interface in a

future tutorial.

The GridView control offers built -in editing and deleting support when the control is
bound to a properly configured data source control, such as the SglDataSource or
ObjectDataSource. The  UserGrid GridView, however, has its data programmatically

bound; therefore, we must write code to perfor m these two tasks. In particular, we
will need to create event hRowHElitingr,s f or the
RowCancelingEdit , RowUpdating , and RowDeleting events, which are fired when a
visitor clicks the GridViewbés Edit, Cancel,

Updat e,


http://msdn2.microsoft.com/en-us/library/system.web.security.membership.findusersbyname.aspx

Start by creating the event hRowHdltrgr,s f or
RowCancelingEdit , and RowUpdating events and then add the following code:

protected void UserGrid_RowEditing(object sender, GridViewEditEventArgs
e)

{
/I Set the grid's Editindex and re bind the data
UserGrid.Editindex = e.NewEditindex;
BindUserGrid();

}

protected void UserGrid_RowCancelingEdit(object sender,
GridViewCancelEditEventArgs €)

{
/I Revert the grid's Editindex to - 1 and rebind the data
UserGrid.Editindex = -1;
BindUserGrid();

}

protected void UserGrid_RowUpdating(object sender,
GridViewUpdateEventArgs €)

{
/I Exit if the page is not valid
if (IPage.lsValid)
return;

/I Determine the username of the user we are editing
string UserNam e = UserGrid.DataKeys[e.RowlIndex].Value.ToString();

/I Read in the entered information and update the user

TextBox EmailTextBox =
UserGrid.Rows[e.RowlIndex].FindControl("Email") as TextBox;

TextBox CommentTextBox =
UserGrid.Rows[e.RowlIndex].Fin dControl("Comment") as TextBox;

/I Return information about the user
MembershipUser Userinfo = Membership.GetUser(UserName);

/I Update the User account information
Userinfo.Email = EmailTextBox.Text. Trim();
Userinfo.Comment = CommentT  extBox.Text.Trim();
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Membership.UpdateUser(Userinfo);

/I Revert the grid's Editindex to - 1 and rebind the data
UserGrid.Editindex = -1;
BindUserGrid();

The RowEditing and RowCancelingédit event handl ers simply set the Gr
Editind ex property and then rebind the list of user accounts to the grid. The

interesting stuff happens in the RowUpdating event handler. This event handler

starts by ensuring that the data is valid and then grabs the UserName value of the

edited user account fro mthe DataKeys collection. The Email and Comment TextBoxes

in the two Te nbuittemTerplate | d aréthen programmatically

referenced. Their Text properties contain the edited email address and comment.

In order to update a user account through the Membership API we need to first get

the userds information, weibekhipwetUsdro wsérdama). cal |l t o
The returned MembershipUser o b j e &Emdl sand Comment properties are then

updated with the values entered into the two TextBoxes from the editing interface.

Finally, these modifications are saved with a call to Membership.UpdateUser . The

RowUpdating event handler completes by reverting th e GridView to its pre  -editing

interface.

Next, create the RowDeleting event handler and then add the following code:

protected void UserGrid_RowDeleting(object sender,
GridViewDeleteEventArgs e)

{
/I Determine the username of the user we are editing
string UserName = UserGrid.DataKeys[e.RowlIndex].Value.ToString();
/l Delete the user
Membership.DeleteUser(UserName);
/I Revert the grid's Editindex to - 1 and rebind the data
UserGrid.Editindex = -1;
BindUserGrid();
}
The above e vent handler starts by grabbing the UserNamev al ue from the GridView
DataKeys collection; this UserNamev al ue i s then passed into the Memb

DeleteUser method . The DeleteUser method deletes the user account from the
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system, including related membership data (such as what roles this user belongs to).
After del eting t h &dtlade rissettch el (ig case thé sser clicked
Delete while another row was in edit mode) and the BindUserGrid  method is called.

Note: The Delete button does not require any sort of confirmation from the

user before deleting the user account. | encourage you to add some form of

user confirmation to lessen th e chance of an account being accidentally

deleted. One of the easiest ways to confirm an action is through a client -side
confirm dialog box. For more information on this technique, see Adding
Client - Side Confirmation When Deleting

Verify that this page functions as expected. You sho
email address and comment, as well as delete any user account. Since the

RoleBasedAuthorization.aspx page is accessible to all ~ users, any user 1 even

anonymousvisitors i can visit this page and edit and del ete u
update this page so that only users in the Supervisors and Administrators roles can

edit a userb6és email address and cormmkeletegquseand only Ad
account.

The fiUsing the LoginView Controlo section |l ooks at u
show instructions specific to the useroés rol e. I f a
visits this page, we will show instructions on how to edit a nd delete users. If a user

in the Supervisors role reaches this page, we will show instructions on editing users.

And if the visitor is anonymous or is not in either the Supervisors or Administrators

role, we will display a message explaining that they can not edit or delete user

account i nf or maRrogrammmaticdllynLimitimgd-unétionality 0 section we wild@
write code that programmatically shows or hides the Edit and Delete buttons based

on the userods rol e.

As we 0 v en pasttatariald, the LoginView control is useful for displaying different
interfaces for authenticated and anonymous users, but the LoginView control can
al so be used to display different markup based on th

LoginViewcontrolto di spl ay di fferent instructions based on th
Start by adding a LoginView above the UserGrid Gri dView. As webve discusse:
earlier, the LoginView control has two built -in templates: AnonymousTemplate and

LoggedinTemplate . Enter a brief message in both of these templates that informs
the user that they cannot edit or delete any user information.

<asp:LoginView ID="LoginViewl" runat="server">
<LoggedInTemplate>

You are not a member of the Supervisors or Administrators
roles. T herefore you

cannot edit or delete any user information.
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</LoggedinTemplate>
<AnonymousTemplate>

You are not logged into the system. Therefore you cannot edit
or delete any user

information.
</AnonymousTemplate>
</asp: LoginView>

In addition tothe ~ AnonymousTemplate and LoggedinTemplate , the LoginView control
can include RoleGroups , which are role -specific templates. Each RoleGroup contains

a single property, Roles , which specifies what roles the RoleGroup applies to. T he

Roles property can be set to a single role {like AAdmin
del imited Ilist of roles (like AAdministrators, Super
To manage the RoleGroups, click the fAEdit Rol eGroups

Tag to bring up the RoleG  roup Collection Editor. Add two new RoleGroups. Set the
first RolRoBY pupperty to AAdministratorso and the sec
ASupervisorso.

RoleGroup Collection Editorn @ E| [g|

Members: Administrakors properties;
0 [+
1 | Supervisors
Raoles Administrators
add ] [ Remove
[ (0] 4 l[ Cancel ]

Figure 8: Manage t he L-Spetifit Vemplated Shro®yb thee
RoleGroup Collection Editor

ClickOKto cl ose the Rol eGroup Collection Editor; this up
declarative markup to include a <RoleGroups> section with an  <asp:RoleGroup>
child element for each RoleGroup defined in the RoleGroup Collection Editor.



Furthermore, thedoWwVilws® idmofphe Logi nwhichewds Smart Ta
initially listed just the AnonymousTemplate and LoggedinTemplate i now includes
the added RoleGroups as well.

Edit the RoleGroups so that users in the Supervisors role are displayed instructions

on how to editu ser accounts, while users in the Administrators role are shown

instructions for editing and deleting. After making
declarative markup should look similar to the following.

<asp:LoginView ID="LoginView1" runat="server">
<RoleGroups>
<asp:RoleGroup Roles="Administrators">
<ContentTemplate>

As an Administrator, you may edit and delete user
accounts. Remember: With great

power comes great responsibility!
</Cont entTemplate>
</asp:RoleGroup>
<asp:RoleGroup Roles="Supervisors">
<ContentTemplate>

As a Supervisor, you may edit users&#39; Email and
Comment information. Simply click

the Edit button, make your changes, and then click
Update.

</ContentTemplate>
</asp:RoleGroup>
</RoleGroups>
<LoggedInTemplate>

You are not a member of the Supervisors or Administrators
roles. Therefore you

cannot edit or delete any user information.
</LoggedInTemplate>
<AnonymousTemplate>

You are not logged into the system. Therefore you cannot edit
or delete any user

information.
</AnonymousTemplate>
</asp:LoginView>

After making these changes, save the pag e and then visit it through a browser. First

visit the page as an anonymous user. You should be s
not logged into the system. Therefore you cannot edit or delete any user

information. o Then | og i n as anmhat&sndtheemtei cat ed user,



Supervisors nor Administrators role. This t
not a member of the Supervisors or Administrators roles. Therefore you cannot edit
or del ete any user information. 0

Next, log in as a user who is a member of the Supervisors role. This time you should
see the Supervisors role  -specific message (see Figure 9). And if you log in as a user

in the Administrators role you should see the Administrators role -specific message
(see Figure 10).

{= Untitled Page - Windows Internet Explorer
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User Account Tutorials

(welcome back, Bruce ] Role-Based Authorization Demo

the Edit button, make your changes, and then click Update.

Logout [

Home

As a Supervisor, you may edit users' Email and Comment information. Simply click ]

UserName Last Login Email Comment
Creating User Edit Delete Alex 1/11/2008 alex@example.com
Accounts Edit Delete Bruce 1/11/2008 bruce@example.com —
User-Based Edit Delete Dave 12/13/2007 dave@example.com
Authorization Edit Delete Fred 11/29/2007 fred@example.com
) - Edit Delete Jenny 12/13/2007 jenny@example.com
ﬁ;g??ﬁfggg;t;%n:l Edit Delete Kay 12/13/2007 kay @example.com
T Edit Delete Sally 1/8/2008 sally@example.com Z
<l |3
Done ‘gLocaI intranet H100% o~

Figure 9: Bru  ce is Shown the Supervisors Role - Specific Message

me

you

S
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(WE'COW‘E back, Tito. I Role-Based Authorization Demo

great power comes great responsibility!

Logout [

Home

As an Administrator, you may edit and delete user accounts. Remember: With ]

UserName Last Login Email Comment
Creating User Edit Delete Alex 1/11/2008 alex@example.com
Accounts Edit Delete Bruce 1/11/2008 bruce@example.com —
User-Based Edit Delete Dave 12/13/2007 dave@example.com
Authorization Edit Delete Fred 11/29/2007 fred@example.com
) - Edit Delete Jenny 12/13/2007 jenny@example.com
ﬁ;‘g??ﬁfgﬂﬂ:t'i‘;",f" Edit Delete Kay 12/13/2007 kay@example.com
T Edit Delete Sally 1/8/2008 sally@example.com Z
g | &
Done ‘gLocaI intranet H100% v
Figure 10: Tito is Shown the Administrators Role - Specific Message

As the screen shots in Figures 9 and 10 show, the LoginView only renders one

template, even if multiple templates apply. Bruce and Tito are both logged in users,
yet the LoginView renders only the matching RoleGroup and not the

LoggedinTemplate . Moreover, Tito belongs to both the Administrators and

Supervisors roles, yet the LoginView control renders the Administrators role -specific
templa te instead of the Supervisors one.

Figure 11 illustrates the workflow used by the LoginView control to determine what
template to render. Note that if there is more than one RoleGroup specified, the

LoginView template renders the first RoleGroup that matc hes. In other words, if we
had placed the Supervisors RoleGroup as the first RoleGroup and the Administrators

as the second, then when Tito visited this page he would see the Supervisors

message.



Are there any
RoleGroups?

e Mo

Is the user

belong 1o a role authenticated?

defined in the

Render the first
matching Is the user Render the Render the
RoleGroup, authenticated? LoggedinTemplate Anonymous Template
3= A
Render the Render the
LoggedinTemplate Aronymous Template

Figure 11: The LoginView Control é6sgWhatr kf |l ow f or Det e
Template to Render

While the LoginView control displays different instructions based on the role of the

user visiting the page, the Edit and Cancel buttons remain visible to all. We need to

programmatically  hide the Edit and Delete buttons for anonymous visitors and users

who are in neither the Supervisors nor Administrators role. We need to hide the

Delete button for everyone who is not an Administrator. In order to accomplish this

we will write a bit of cod e that programmatically references the C
and Delete LinkButtons and sets their Visible  propertiesto false |, if necessary.

The easiest way to programmatically reference controls in a CommandField is to first

convert it to a template. To a ccomplish this, c¢click the AEdit Col umr
GridViewds Smart Tag, select the CommandField from t
click the AConvert this field into a TemplateFieldo

into a TemplateField with an Ilte mTemplate and EditltemTemplate . The



[temTemplate  contains the Edit and Delete LinkButtons while the EdititemTemplate
houses the Update and Cancel LinkButtons.

Fields EHE3

Available Fields: ZommandField properties:
Z] BoundField
CheckBoxField _
@ HyperLinkField DeleteText Delete L
@ ImageField EditImagelrl
& CommandFisld FooterText
=] TemplateField HeaderImagelr|
HeaderText
InsertImagelrl
Salected fields: InsertText Insert
eE—— - MewImnagelr|
: : v MewText Mew
=] Last Login E] SelectImagelrl w
= Email HeaderText
@g?;lf:l:umment The text within the header of this field,
[ ] Auto-generate fields ( Convert this field into a TemplateField ]
Ok, l [ Cancel ]

Figure 12: Convert the CommandField Into a TemplateField

Update the Edit and Delete LinkButt onsinthe IltemTemplate |, settingtheir ID
properties to values of EditButton = and DeleteButton , respectively.

<asp:TemplateField ShowHeader="False">
<EdititemTemplate>

<asp:LinkButton ID="LinkButton1" runat="server"
CausesValidation="True"

CommandName="Update" Text="Update"></asp:LinkButton>

&nbsp;<asp:LinkButton ID="LinkButton2" runat="server"
CausesValidation="False"

CommandName="Cancel" Text="Cancel"></asp:LinkButton>
</EdititemTemplate>
<ltemTemplate >

<asp:LinkButton ID=" EditButton " runat="server"
CausesValidation="False"

CommandName="Edit" Text="Edit"></asp:LinkButton>



&nbsp;<asp:LinkButton ID=" DeleteButton " runat="server"
CausesValidation="False"

CommandNanre'Delete” Text="Delete"></asp:LinkButton>
</ltemTemplate>
</asp:TemplateField>

Whenever data is bound to the GridView, the GridView enumerates the records in its
DataSource property and generates a corresponding GridViewRow object. As each
GridViewRow object is created, the RowCreated event is fired. In order to hide the
Edit and Delete buttons for unauthorized users, we need to create an event handler

for this event and programmatically reference the Edit and Delete LinkButtons,

setting their  Visible  properties accordingly.

Create an event handler the RowCreated eventand then add the following code:

protected void UserGrid_RowCreated(object sender, GridViewRowEventArgs
e)

{

if (e.Row.RowType == DataControlRowType.DataRow && e.Row.RowIndex
I= Use rGrid.Editindex)

{

/I Programmatically reference the Edit and Delete LinkButtons

LinkButton EditButton = e.Row.FindControl("EditButton") as
LinkButton;

LinkButton DeleteButton = e.Row.FindControl("DeleteButton™) as
LinkButton;

EditButton.Visible = (User.IsInRole("Administrators”) ||
User.lsInRole("Supervisors"));

DeleteButton.Visible = User.IsInRole("Administrators");

Keep in mind that the RowCreated event fires for all of the GridView rows, including
th e header, the footer, the pager interface, and so forth. We only want to

programmatically reference the Edit and Delete LinkButtons if we are dealing with a

data row not in edit mode (since the row in edit mode has Update and Cancel

buttons instead of Edit and Delete). This check is handled by the if statement.

If we are dealing with a data row that is not in edit mode, the Edit and Delete

LinkButtons are referenced and their Visible  properties are set based on the
Boolean values returned by the User object OlsgnRole( roleName ) method . The
User object references the principal created by the RoleManagerModule ;



consequently, the  IsInRole( roleName ) method uses the Roles API to determine
whether the current visitor belongs to roleName .

Note: We could have use d the Roles class directly, replacing the call to
User.IsInRole( roleName ) with a call to the

Roles.IsUserInRole( roleName ) method . | decided to use the pri  ncipal

0 bj e dstnRoke( roleName ) method in this example because it is more

efficient than using the Roles API directly. Earlier in this tutorial we configured

the role manager to cache the userés rol
dataisonly utilize d when t he psinRatet i rpleNandes) method is
called; direct calls to the Roles API always involve a trip to the role store.

Even if roles are not cached in a cooki e
IsinRole( roleName ) method is usually more efficient because when it is

called for the first time during a request it caches the results. The Roles API,

on the other hand, does not perform any caching. Because the RowCreated
event is fired once for every row in the GridView, using

User.IsInRole( roleName ) inv olves just one trip to the role store whereas
Roles.IsUserInRole( roleName ) requires N trips, where N is the number of
user accounts displayed in the grid.

The Edi t VYisibtet oprofedyissetto true if the user visiting this page is in
the Administr ators or Supervisors role; otherwise it is set to false . The Delete
but t ovisiblee propertyissetto true only ifthe user isinthe Administrators role.

Test this page through a browser. If you visit the page as an anonymous visitor or as
a user that is neither a Supervisor nor an Administrator, the CommandField is
empty; it still exists, but as a thin sliver without the Edit or Delete buttons.

Note: Itis possible to hide the CommandField altogether when a non -
Supervisor and non  -Administrator is visi  ting the page. | leave this as an
exercise for the reader.

e s
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Figure 13: The Edit and Delete Buttons are Hidden for Non - Supervisors and
Non - Administrators

If a user that belongs to the Supervisors role (but not to the Administrators role)
visits, he sees only the Edit button.



