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1 Introduction

Microsoft Exchange Server provides a ric h set of interfaces with which messaging clients can
interoperate. A messaging client can connect to a computer that is running Microsoft Exchange by
using one or more of the available protocols and perform tasks by issuing requests to the server and
proce ssing server responses.

The technical requirements, limitations, dependencies, and Microsoft - specific protocol behavior of the
protocols that are used in Microsoft Exchange are described by the Microsoft Exchange protocol
documentation set. The documentati on set can be broken down into functional groups as illustrated in

the following diagram.
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Organization of Exchange Server Protocol Documents

Message Processing

Journaling:
[MS-XJIRNL]

Sharing messages:
[MS-OXSHRMSG]

Filtering:
[MS-OXCSPAM]
[MS-OXPHISH]
[MS-OXPSVAL]

Remote Procedure Call (RPC) and MAPI

Extensions for HTTP

Primer documents:

Storage and retrieval:

Directory/Profile MAPI Properties and
Services Data Structures
[MS-OXDISCO] [MS-OXCDATA]
[MS-OXDSCLI] [MS-OXPROPS]
Name Service Provider -
Interface and MAPI ActiveSync
Extensions for HTTP Primer documents:
[MS-OXABREF] [MS-ASCMD]
[MS-OXCMAPIHTTP] [MS-ASDTYPE]
[MS-OXNSPI] [MS-ASHTTP]
mg:gig:g;]ﬂ Other documents:
[MS-ASAIRS]
Address Book Retrieval: | | [MS-ASCAL]
[MS-OXWOAB] [MS-ASCNTC]
[MS-OXPFOAB] [MS-ASCON]
[MS-ASDOC]
[MS-ASEMAIL]
Web Distributed [MS-ASMS)]
Authoring and mg‘ﬁggﬂ
Versioning (WebDAV) [MS-ASRM]
[MS-ASTASK]
[MS-XWDCAL] [MS-ASWBXML]
[MS-XWDVSEC]
Web Services [MS-OXWSLVID]
[MS-OXWAVLS] [MS-OXWSMSG]
[MS-OXWCONFIG] [MS-OXWSMSHR]
[MS-OXWMT] [MS-OXWSMTGS]
[MS-OXWOOF] [MS-OXWSMTRK]
[MS-OXWSADISC] [MS-OXWSNTIF]
[MS-OXWSARCH] [MS-OXWSPED]
[MS-OXWSATF] [MS-OXWSPERS]
[MS-OXWSBTRF] [MS-OXWSPHOTO]
[MS-OXWSCDATA] [MS-OXWSPOST]
[MS-OXWSCEXT] [MS-OXWSPSNTIF]
[MS-OXWSCONT] [MS-OXWSRSLNM]
[MS-OXWSCONV] [MS-OXWSRULES]
[MS-OXWSCORE] [MS-OXWSSMBX]
[MS-OXWSCOS] [MS-OXWSSRCH]
[MS-OXWSCVTID] [MS-OXWSSYNC]
[MS-OXWSDLGM] [MS-OXWSTASK]
[MS-OXWSDLIST] [MS-OXWSURPT]
[MS-OXWSEDISC] [MS-OXWSUSRCFG]
[MS-OXWSFOLD] [MS-OXWSXPROP]
[MS-OXWSGNI] [MS-0XWUMS]
[MS-OXWSGTRM] [MS-OXWSITEMID]
[MS-OXWSGTZ] [MS-OXWSOLPS]

[MS-OXCMAPIHTTP] [MS-OXOCNTC]
[MS-OXCRPC] [MS-OXODLGT]
[MS-OXCROPS] [MS-0X0DOC]
[MS-OXCSTOR] [MS-OXOFLAG]
[MS-OXCMSG] [MS-OXOJRNL]
[MS-OXCFOLD] [MS-OXOMSG]
[MS-OXOSFLD] [MS-OXONOTE]
[MS-OXCTABL] [MS-OXOPFFB]
[MS-OXOPOST]

Storage and retrieval:  [Ms OXORMDR]

[MS-OXBBODY] [MS-OXORMMS]
[MS-OXCEXT] [MS-OXORSS]
[MS-OXCFXICS] [MS-OXORULE]
[MS-OXCNOTIF] [MS-OXOSMMS]
[MS-OXCPERM] [MS-OXOSRCH]
[MS-OXCPRPT] [MS-OXOTASK]
[MS-OXOCAL] [MS-0XOUM]
[MS-OXOCFG] [MS-OXSHARE]
Content Conversion
[MS-OXCICAL] File formats:
[MS-OXCMAIL] [MS-OXMSG]
[MS-OXOSMIME] [MS-OX0AB]
{MSOXRTFCP} [MS-MCI)
MS-OXRTFEX]
[MS.OXTNEF] [MS-PATCH]
[MS-OXVCARD]

Standards Support Protocols

Extensions: Compliance:
[MS-OXIMAP4] [MS-STANOICAL]
[MS-OXLDAP] [MS-STANOIMAP]
[MS-OXPOP3] [MS-STANOPOP3]
[MS-OXSMTP] [MS-STANXICAL]
[MS-XLOGIN] [MS-STANXIMAP]
[MS-XOAUTH] [MS-STANXPOP3]

Figure 1: Organization of Microsoft Exchange protocol documents

For information about the protocols described by each of these documents, s

11  Glossary

This document uses the following terms:

ee section 2.2.
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address book : A collection of Address Book objects , each of which are contained in any number
of address lists.

Address Book object :Anentityinan  address book that contains a set of attributes, each
attribute with a set of associated values.

ambiguous name resolution (ANR) : A search algorithm that permits a client to search multiple
naming -related attributes (2) on objects by way of a single clause of the form "(anr=value)" in a
Li ghtweight Directory Access Protocol (LDAP) search filter. This permits a client to query
for an object when the client possesses some identifying material related to the object but does
not know which attribute of the object contains that identifying mater ial.

Appointment object : A Calendar object that has an organizer but no attendees.

Attachment object : A set of properties that represents a file, Message object , or structured
storage that is attached to a Message object and is visible through the attachments table for a
Message object.

Autodiscover client . Aclient that queries for a set of server locations where setup and
configuration information for an RFC2821] -compliant email address is stored.

Autodiscover server : A server in a managed env ironment that makes setup and configuration
information available to Autodiscover clients . The location of Autodiscover servers is made
available via the Autodiscover HTTP Service Protocol, as d escribed in [MS -OXDISCO] .

base64 encoding : A binary -to-text encoding scheme whereby an arbitrary sequence of bytes is
converted to a sequence of printable ASCII characters, a s described in  [RFC4648] .

Calendar folder  : A Folder object that contains Calendar objects

Calendar object  : A Message object that represents an event, which can be a one -time event or
a recurring event. The Calendar object includes properties that specify event details such as
description, organizer, date and time, and sta tus.

class : User -defined binary data that is associated with a key.

contact : (1) An object of the contact class that represents a company or person whom a user can
contact.

(2) A person, company, or other entity that is stored in a directory and is assoc iated with one or
more unique identifiers and attributes (2), such as an Internet message address or login name.

contents table : A Table object whose rows represent the Message objects that are contained in
a Folder object.

delegate : A user or resource that has permissions to act on behalf of another user or resource.

delegate access  : The access that is granted by a delegator to a delegate and is used by the
delegate to access the deleg  ator's account.

delegator : A user or resource for which another user or resource has permission to act on its

behalf.
directory service (DS) : A service that stores and organizes information about a computer
network's users and network shares, and that allo ws network administrators to manage users'

access to the shares. See also Active Directory.

distinguished name (DN) : In the Active Directory directory service, the unique identifier of an
object in Active Directory, as described in [MS-ADTS] and [REC2251] .
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Domain Name System (DNS) : A hierarchical, distributed database that contains mappings of
domain names (1) to var  ious types of data, such as IP addresses. DNS enables the location of
computers and services by user -friendly names, and it also enables the discovery of other
information stored in the database.

Drafts folder  : A special folder that is the default location for Message objects that have been
saved but not sent.

event : Any significant occurrence in a system or an application that require s users to be notified or
an entry to be added to a log.

globally unique identifier (GUID) : A'term used interchangeably with universally unique
identifier (UUID) in Microsoft protocol technical documents (TDs). Interchanging the usage of
these terms does  not imply or require a specific algorithm or mechanism to generate the value.
Specifically, the use of this term does not imply or require that the algorithms described in
[REC4122] or [C706] must be used for generating the GUID . See also universally unique
identifier (UUID).

handle : Any token that can be used to identif y and access an object such as a device, file, or a
window.

Hypertext Markup Language (HTML) : An application of the Standard Generalized Markup
Language (SGML) that uses tags to mark elements in a document, as described in HTML] .

Hypertext Transfer Protocol (HTTP) : An application -level protocol for distributed, collaborative,
hypermedia information systems (text, graphic images, sound, video, and other multimedia
files) on the World Wide Web.

ICS state : A set of properties that determine the state of a local replica narrowed down to a
specific synchronization scope.

Inbox folder : A special folder that is the default location for Message objects received by a
user or resource.

Incremental Change Synchronization (ICS) : A data format and algorithm that is used to
synchronize folders and messages between two sources.

instant messaging : A method of real  -time communication over the Internet in which a sender
types a message to one or more recipients and the recipient immediately receives the message
in a pop -up window.

Internet Message Access Protocol - Version 4 (IMAP4) : A protocol that is used for accessing
email and news items from mail servers, as described in RFC3501] .

Lightweight Directory Access Protocol (LDAP) : The primary access protocol for Active
Directory. Lightweight Directory Access Protocol (LDAP) is an industry -standard protocol,
established by the Internet Engineering Task Force (IETF), which allows users to query and
update information in a directory service (DS) , as described in [MS  -ADTS]. The Lightweight
Directory Access Protocol can be either version 2 RFEC1777] orversion3 [REC3377] .

mail add -in: An Office Add -in that enhances an email or appointment item.

mailbox : A message store that contains email, calendar items, and other Message objects fora
single recipient.

Meeting object : A Calendar object that has both an organizer and attendees.

message body : (1) The content within an HTTP message, as described in RFC2616] section 4.3.
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(2) The main message text of an email message. A few properties of a Message object
represent its message body, with one property containing the text itself and others defining its
code page and its relationship to alternative body formats.

Message object  : A set of properties that represents an email message, appointment, contact, or
other type of personal  -information -management object. In addition to its own properties, a
Message object contains recipient properties that represent the addressees to which it is
addressed, and an attachments table that represent s any files and other Message objects that
are attached to it.

message store  : A unit of containment for a single hierarchy of Folder objects, such as a mailbox
or public folders.

Multimedia Messaging Service (MMS) : A communications protocol that is designe d for
messages containing text, images, and other multimedia content that is sent between mobile
phones.

Multipurpose Internet Mail Extensions (MIME) . A set of extensions that redefines and
expands support for various types of content in email messages, as described in [REC2045]
[REC2046] , and [REC2047] .

NT LAN Manager (NTLM) Authentication Protocol : A protocol using a challenge -response
mechanism for authentication (2) in which clients are able to verify their identities without
sending a password to the server. It consists of three messages, commonly ref erred to as Type
1 (negotiation), Type 2 (challenge) and Type 3 (authentication). For more information, see MS -
NLMP].

offline address book (OAB) : A collection of address lists that are stored in a format that a client

can save and use locally.

Post object : A Message object that represents an entry in a discussion thread stored in a
messaging store.

Post Office Protoco | - Version 3 (POP3) : A protocol that is used for accessing email from mail
servers, as described in RFC1939] .

public folder  : A Folder object that is stored in a location that is publicly ava ilable.

remote operation (ROP) : An operation that is invoked against a server. Each ROP represents an
action, such as delete, send, or query. A ROP is contained in a ROP buffer for transmission over
the wire.

remote procedure call (RPC) : A context -dependen tterm commonly overloaded with three
meanings. Note that much of the industry literature concerning RPC technologies uses this term
interchangeably for any of the three meanings. Following are the three definitions: (*) The
runtime environment providing r emote procedure call facilities. The preferred usage for this
meaning is "RPC runtime". (*) The pattern of request and response message exchange between
two parties (typically, a client and a server). The preferred usage for this meaning is "RPC
exchange". (*) A single message from an exchange as defined in the previous definition. The
preferred usage for this term is "RPC message"”. For more information about RPC, see [C706].

restriction  : A filter used to map some domain into a subset of itself, by passing only those items
from the domain that match the filter. Restrictions can be used to filter existing Table objects or
to define new ones, such as search folder (2) or rule criteria.

retention policy : A policy that specifies the length of time during which d ata, documents, and
other records must be available for recovery.

Rich Text Format (RTF) : Text with formatting as described in MSFT -RTF].
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rights -managed email message : An email message that specifies permissions that are designed
to protect its content from inappropriate access, use, and distribution.

S/MIME (Secure/Multipurpose Internet Mail Extensions) : A set of cryptographic security
services, as described in RFC5751] .

security descriptor : A data structure containing the security information associated with a
securable object. A security descriptor identifies an ob  ject's owner by its security identifier
(SID). If access control is configured for the object, its security descriptor contains a
discretionary access control list (DACL) with SIDs for the secur ity principals who are allowed or
denied access. Applications use this structure to set and query an object's security status. The
security descriptor is used to guard access to an object as wel | as to control which type of
auditing takes place when the object is accessed. The security descriptor format is specified in
MS -DTYP] section 2.4.6; a string representation of security descriptors , called SDDL, is
specified in [MS -DTYP] section 2.5.1.

service connection point : An object that is made available by a directory service and that clients
can use to discover  Autodiscover servers

Short Message Service (SMS) : A communications protocol that is designed for sen ding text
messages between mobile phones.

Simple Mail Transfer Protocol (SMTP) : A member of the TCP/IP suite of protocols that is used
to transport Internet messages, as described in REC5321 ].

site mailbox  : A repository comprised of a mailbox and a web -based collaboration environment
that is presented to users as a mailbox in an email client. A site mailbox uses team membership
to determine which users have access to the repository.

special f older : One of a default set of Folder objects that can be used by an implementation to
store and retrieve user data objects.

Unified Messaging : A set of components and services that enable voice, fax, and email messages
to be stored in a user's mailbox  and accessed from a variety of devices.

Uniform Resource ldentifier (URI) : A string that identifies a resource. The URI is an addressing
mechanism defined in Internet Engineering Task Forc e (IETF) Uniform Resource Identifier (URI):
Generic Syntax [RFC3986] .

vCard : A format for storing and exchanging electronic business cards, as described in RFC2426] .
Web Distributed Authoring and Versioning Protocol (WebDAV) : The Web Distributed
Authoring and Versioning Protocol, as described in [REC2518] or [RFC4918] .
web service : A unit of application logic that provides data and services to other applications and
can be called by using standard Internet transport protocols such as HTTP , Simple Mail
Transfer Protocol (SMTP) , or File Transfer Protocol (FTP). Web services can perform functions
that range from simple requests to compl icated business processes.
Wireless Application Protocol (WAP) Binary XML (WBXML) : A compact binary representation
of XML that is designed to reduce the transmission size of XML documents over n arrowband

communication channels.

WSDL message : An abstract, typed definition of the data that is communicated during a WSDL
operation [WSDL] . Also, an element that describes the data being exchanged between web
service providers and clients.

XML : The Extensible Markup Language, as described in XML1.0] .
XML schema definition (XSD) : The World Wide Web Consortium (W3C) standard language that

is used in defining XML schemas. Schemas are useful for enforcing structure and constraining
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the types of data that can be used validly within other XML documents. XML schema definition
refers to the fully specified and currently recommended standard for use in authoring XML
schemas.

1.2 References

Links to a document in the Microsoft Open Specifications library point to the correct section in the
most recently published version of the referenced document. However, because individual documents
in the library are not updated at the same time, the section numbers in the documents may not

match. You can confirm the correct section numbering by checking the Errata .

[MS - ASAIRS] Microsoft Corporation, " Exchange ActiveSync: AirSyncBase Namespace Protocol
[MS - ASCAL] Microsoft Corporation, " Exchange ActiveSync: Calendar Class Protocol

[MS - ASCMD] Microsoft Corporation, " Exchange ActiveSync: Command Reference Protocol
[MS - ASCNTC] Microsoft Corporation, " Exchange ActiveSync: Contact Class Protocol

[MS - ASCON] Microsoft Corpo ration, " Exchange ActiveSync: Conversations Protocol

[MS -ASDOC] Microsoft Corporation, " Exchan ge ActiveSync: Document Class Protocol

[MS -ASDTYPE] Microsoft Corporation, "  Exchange ActiveSync: Data Types

[MS - ASEMAIL] Microsoft Corporation, " Exchange ActiveSync: Email Class Protocol

[MS -ASHTTP] Microsoft Corporation, "  Exchange ActiveSync: HTTP Protocol ™.

[MS-ASMS] Microsoft Corporation, " Exchange ActiveSync: Short Message Service (SMS) Protocol
[MS - ASNOTE] Microsoft Corporation, "  Exchange ActiveSync: Notes Class Protocol

[MS - ASPROV] Microsoft Corporation, " Exchange ActiveS ync: Provisioning Protocol  ".

[MS - ASRM] Microsoft Corporation, " Exchange ActiveSync: Rights Management Protocol

[MS - ASTASK] Microsoft Corporation, " Exchange ActiveSync: Tasks Class Protocol

[MS - ASWBXML] Microsoft Corporation, " Exchange ActiveSync: WAP Binary XML (WBX ML) Algorithm "
[MS - MCI] Microsoft Corporation, " Microsoft ZIP (MSZIP) Compression and Decompression Data

Structure ".

[MS -NSPI] Microsoft Corporation, " Name Service Provider Interface (NSPI) Protocol

[MS - OXABREF] Microsoft Corporation, "  Address Bo ok Name Service Provider Interface (NSPI) Referral
Protocol ".

[MS - OXBBODY] Microsoft Corporation, " Best Body Retrieval Algorithm

[MS - OXCDATA] Microsoft Corporation, " Data Structures ".

[MS - OXCEXT] Microsoft Corporation, " Client Extension Message Object Protocol

[M S-OXCFOLD] Microsoft Corporation, "  Folder Object Protocol ".

[MS - OXCFXICS] Microsoft Corporation, " Bulk Data Transfer Protocol "

[MS - OXCICAL] Microsoft Corporation, " iCalendar to Appointment Object Conversion Algorithm
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Extensions for HTTP ".

[MS - OXCMSG] Microsoft Corporation, "

[MS -OXCNOTIF] Mic rosoft Corporation, "

[MS - OXCPERM] Microsoft Corporation, "
[MS - OXCPRPT] Microsoft Corporation, "
[MS - OXCROPS] Microsoft Corporation, "
[MS - OXCRPC] Microsoft Corporation, "
[MS -OXCSPAM] Microsoft Corporation, "
[MS -OXCSTOR] Microsoft Corporation, "
[MS - OXCTABL] Microsoft Corporation, "
[MS - OXDISCQ] Microsoft Corporation, "
[MS -OXDSCLI] Microsoft Corporation, "

[MS - OXIMAP4] Microsoft Corporation, "

Extensions ".

[MS - OXLDAP] Microsoft Corporation, "

Extensions ".
[MS -OXMSG] Microsoft Corporation, "

[MS -OXNSPI] Microsoft Corporation, "
Protocol ".

[MS - OXOABKT] Microsoft Corporation, "
[MS - OXOABK] Microsoft Corporation, "
[MS - OXOAB] Microsoft Corporation, "
[MS - OXOCAL] Microsoft Corporation, "
[MS -OXOCFG] Microsoft Corporation, "
[MS -OXOCNTC] Microsoft Corporation, "
[MS - OXODLGT] Microsoft Corporation, "
[MS - OXODOC] Microsoft Corporation, "
[MS - OXOFLAG] Microsoft Corporation, "
[MS - OXOJRNL] Microsoft Corporation, "

[MS - OXOMSG] Microsoft Corporation, "
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Messaging Application Programming Interface (MAPI)

Message and Attachment Object Protocol

Core Notifications Protocol ".

Exchange Access and Operation Permissions Protocol

Property and Stream Object Protocol

Remote Operations (ROP) List and Encoding Protocol

Wire Format Prot ocol".

Spam Confidence Level Protocol ",

Store Object Protocol

Table Object Protocol ".

Autodiscover HTTP Service Protocol

Autodiscover Publishing and Lookup Protocol

Internet Message Access Protocol Version 4 (IMAP4)

Lightweight Directory Access Protocol (LDAP) Version 3

Outlook Item (.msq) File Form at".

Exchange Server Name Service Provider Interface (NSPI)
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[MS - OXWSCONT] Microsoft Corporation, "
[MS -OXWSCONV] Microsoft Corporation, "
[MS -OXWSCORE] Microsoft Corporation, "
[MS -OXWSCOS] Microsoft Corporation, "
[MS - OXWSCVTID] Microsoft Corporation, "
[MS - OXWSDLGM] Microsoft Corporation, "
[MS -OXWSDLIST] Microsoft Corporation, "
[MS -OXWSEDISC] Microsoft Corp
[MS - OXWSFOLD] Microsoft Corporation, "
[MS - OXWSGNI] Microsoft Corporation, "
[MS -OXWSGTRM] Microsoft Co
[MS -OXWSGTZ] Microsoft Corporation, "
[MS - OXWSITEMID] Microsoft Corporation, "
[MS - OXWSLVID] Microsoft Corporation, "
[MS -OXWSMSG] Microsoft Corporation, "
[MS -OXWSMSHR] Microsoft Corporation, "
[MS - OXWSMTGS] Microsoft Corporation, "
[MS - OXWSMTRK] Microsoft Corporation, "
[MS -OXWSNTIF] Microsoft Corporation, "
[MS - OXWSOLPS] Microsoft Corporation, "
[MS - OXWSPED] Microsoft Corporation, "
[MS - OXWSPERS] Microsoft Corporation, "
[MS - OXWSPHOTOQO] Microsoft Corporation, "

[MS - OXWSPOST] Microsoft Corporation, "

rporation, "

Autodiscover Publishing and Lookup SOAP

-Based We b

Archiving Web Service Protocol

Attachment Handling Web Service Protocol

Bulk Transfer Web Service Protocol

Common Web Service Data Types

Client Extension Web Service Protocol

Contacts Web Service Protocol

Conversations Web Service Protocol

Core Items Web Service Protocol

Unified Contact Store Web Service Protocol

Convert Item Identifier Web Service Protocol

Delega te Access Management Web Service Protocol

Distribution List Creation and Usage Web Service Protocol

oration, " Electronic Discovery (eDiscovery) Web Service Protocol

Folders and Folder Permissions Web Service Protocol

Nonindexable ltem Web Service Protocol

Get Rooms List Web Service Protocol

Get Server Time Zone Web Service Protocol

Web Service Item ID Algorithm

Federated Internet Authentication Web Service Protocol

Email Message Type s Web Service Protocol

Folder Sharing Web Service Protocol

Calendaring Web Service Protocol

Message Tracking Web Service Protocol

Notifications Web Service Protocol

Online Personal Search Web Service Protocol

Password Expiration Date Web

Service Protocol

Persona Web Service Protocol

Photo Web Service Protocol

Post Items Web Service Protocol
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%5bMS-OXWSEDISC%5d.pdf#Section_93d038a91ae2490d920176a50fef4280
%5bMS-OXWSFOLD%5d.pdf#Section_a6f7e293183e47ed90c1dc80129229df
%5bMS-OXWSGNI%5d.pdf#Section_c3137eb83a6843099c9f570bb576bc79
%5bMS-OXWSGTRM%5d.pdf#Section_46852f678163456982f65c91c9cf2b72
%5bMS-OXWSGTZ%5d.pdf#Section_acc1f70974744f9080883e93caa189e3
%5bMS-OXWSITEMID%5d.pdf#Section_d4746001adcb4c7f91f8c86f07ba5e9b
%5bMS-OXWSLVID%5d.pdf#Section_77ba56deaa5340f099eda9b3c640f0e0
%5bMS-OXWSMSG%5d.pdf#Section_740513531b3f429895c0e3a54a8512ca
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%5bMS-OXWSPHOTO%5d.pdf#Section_be1c63e1cfeb4b67b5242dc34fbfe962
%5bMS-OXWSPOST%5d.pdf#Section_daddccba4de44d1687cf15bd07282acc

[MS - OXWSPSNTIF] Microsoft Corpora
[MS - OXWSRSLNM] Microsoft Corporation, "
[MS -OXWSRULES] Microsoft Corporation, "
[MS -OXWSSMBX] Microsoft Corporation, "
[MS - OXWSSRCH] Microsoft Corporation, "
[MS - OXWSSYNC] Microsoft Corporation, "
[MS -OXWSTASK] Microsoft Corporation, "

[MS -OXWSURPT] Microsoft Corporation, "

[MS - OXWSUSRCFG] Microsoft Corporation, "

[MS - OXWSXPROP] Microsoft Corporation, "

[MS -OXWUMS] Microsoft Corporation, "

tion, " Push Notifications Web Service Protocol

Voice Mail Settings Web Service Protocol

Resolve Recipient Names Web Service Protocol

Inbox Rules Web Service Protocol

Site Mailbox Web Service Protocol

Mailbox Search Web Service P rotocol ".

Mailbox Contents Synchronization Web Service Protocol

Tasks Web Service Protocol ".

Retention Tag Web Service Protocol

User Configuration Web Service Protocol

Extended Properties Structure

[MS - PATCH] Microsoft Corporati

on," LZX DELTA Compression and Decompression

[MS - SMTPNTLM] Microsoft Corporation, "
Protocol (SMTP) Extension ".

[MS - STANOICAL] Microsoft Corporation, "

[MS - STANOIMAP] Microsoft Corporation, "
Support ".

[MS - STANOPOP3] Microsoft Corporation, "
Support ".

[MS - STANXICAL] Microsoft Corporation, "

[MS - STANXIMAP] Microsoft Corporation, "
Standards Support "

[MS - STANXPOP3] Microsoft Corpo
Support ".

[MS -WDVSE] Microsoft Corporation, "

NT LAN M anager (NTLM) Authentication: Simple Mail Transfer

Outlook iCalendar Standards Support Version 2

Outlook Internet Message Access Protocol (IMAP) Standards

Outlook Post Office Protocol Version 3 (POP3) Standards

Exchange iCalen dar Standards Support Version 2

Exchange Internet Message Access Protocol (IMAP)

ration, " Exchange Post Office Protocol Version 3 (POP3) Standards

Web Distributed Authoring and Versioning (WebDAV) Protocol:

Server Extensions "

[MS -XJRNL] Microsoft Corporation, "

Journal Record Message File Format

Simple Mail Transfer Protocol (SMTP) AUTH LOGIN Extension

[MS - XLOGIN] Microsoft Corporation, "

[MS - XOAUTH] Microsoft Corporation, "

OAuth 2.0 Authorization Protocol Extensions

[MS - XWDCAL] Microsoft Corporation, "

Web Distributed Authoring and Versioning (WebDAV)

Exten sions for Calendar Support "

[MS - XWDVSEC] Microsoft Corporation, "
Security Descriptor Extensions "

Web Distributed Authoring and Versioning (WebDAV) Protocol

[MSFT -RTF] Micro soft Corporation, "Rich Text Format (RTF) Specification”, version 1.9.1, March 2008,

http://www.microsoft.com/en

- us/download/details.aspx?id=10725
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%5bMS-XWDCAL%5d.pdf#Section_52ca41d907974956a96d553565403bc0
%5bMS-XWDCAL%5d.pdf#Section_52ca41d907974956a96d553565403bc0
%5bMS-XWDVSEC%5d.pdf#Section_dc043d096b764392aea368f8e81c64d8
%5bMS-XWDVSEC%5d.pdf#Section_dc043d096b764392aea368f8e81c64d8
http://go.microsoft.com/fwlink/?LinkId=120924

[MSFT - SAP] Microsoft Corporation, "Security and Protection”, http://technet.microsoft.com/en -
us/library/aa996775(EXCHG.80).aspx

[RFC1034] Mockapetris, P., "Domain Names - Concepts and Facilities", STD 13, RFC 1034, November
1987, http://www.ietf.org/rfc/rfc1034.txt

[RFC1823] Howes, T., and Smith, M., "The LDAP Application Program Interface", RFC 1823, August
1995, http://www.rfc  -editor.org/rfc/rfc1823.txt

[RFC1939] Myers, J., and Rose, M., "Post Office Protocol - Version 3", STD 53, RFC 1939, May 1996,
http://www.rfc - editor.org/rfc/rfc1939.txt

[RFC2045] Freed, N., and Borenstein, N., "Multipurpose Internet Mail Extensions (MIME) Part One:
Format of Internet Message Bodies", RFC 2045, November 1996, http://www.rfc -
editor.org/rfc/rfc2045.t xt

[RFC2046] Freed, N., and Borenstein, N., "Multipurpose Internet Mail Extensions (MIME) Part Two:
Media Types", RFC 2046, November 1996, http://www.rfc - editor.org/rfc/rfc2046.txt

[RFC2068] F ielding, R., Gettys, J., Mogul, J., et al., "Hypertext Transfer Protocol -- HTTP/1.1", RFC
2068, January 1997, http://www.ietf.org/rfc/rfc2068.txt

[RFC2445] Dawson, F., and Stenerson, D., "Int ernet Calendaring and Scheduling Core Object
Specification (iCalendar)", RFC 2445, November 1998, http://www.rfc - editor.org/rfc/rfc2445.txt

[RFC2446] Silverberg, S., Mansour, S., Dawson, F., and Hopson, R., "iCalendar Transport -
Independent Interoperability Protocol (iTIP) Scheduling Events, BusyTime, To -Dos, and Journal
Entries", RFC 2446, November 1998, http://www.ietf.org/rfc/rf c2446.txt

[RFC2447] Dawson, F., Mansour, S., and Silverberg, S., "iCalendar Message -Based Interoperability
Protocol (iMIP)", RFC 2447, November 1998, http://www.rfc - editor.org/rfc/rfc2447 .txt

[RFC2518] Goland, Y., Whitehead, E., Faizi, A., et al., "HTTP Extensions for Distributed Authoring -
WebDAV", RFC 2518, February 1999, http://www.ietf.org/rfc/rfc2518.txt

[RFC2616] Fielding, R., Gettys, J., Mogul, J., et al., "Hypertext Transfer Protocol -- HTTP/1.1", RFC
2616, June 1999, http://www.rfc  -editor.org/rfc/rfc2616.txt

[RFC2821] Klensin, J., "Simple Mail Transfer Protoc ol", RFC 2821, April 2001,
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[RFC2822] Resnick, P., Ed., "Internet Message Format", RFC 2822, April 2001,
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[RFC2849] Good, G., "The LDAP Data Interchange Format (LDIF) - Technical Specification”, RFC 2849,
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[RFC4315] Crispin, M., "Internet Message Access Protocol (IMAP) - UIDPLUS extension"”, RFC 4315,
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[SOAPL1.1] Box, D., Ehnebuske, D., Ka kivaya, G., et al., "Simple Object Access Protocol (SOAP) 1.1",
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2 Functional Architecture

The Microsoft Exchange Server system consists of protocols (including extensions to industry -standard
or other published protocols) that Microsoft Exchange uses to communicate with other products. The
protocols enable the transfer of data between client and server and enable clients to access, interpret,
and manipulate data in the message store
2.1  Overview
The Microsoft Exchange system from a protocols perspective, where the server provides protocols for
clients, is illustrated in the following figure. The clients that interoperate with the server perform
messaging tasks, and ancillary entities provide essential supporting services.
Exchange Server
E-mail client |« T SMTP
MAPI extensions
( ) for HTTP
/—) RPC
DNS
Exchange
y ‘ Web Services
v r——} POP3
Messaging :
client
A ;) IMAP4
;) WebDAV
\ 4
‘ Directory
service \ l NSPI
\_ ~ Unified Private Branch
= Messaging Exchange (PBX)
Mobile device .
e-mail client > Activesvne
Figure 2: Functional architecture
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Each protocol exposes a set of functionality that pertains to specific classes of operations. For

example, the  Simple Mail Transfer Protocol (SMTP) , the Post Office Protocol - Version 3
(POP3) ,andthe Internet Message Access Protocol - Version 4 (IMAP4) constitute a set of
Internet Sta ndard protocols that simple e -mail clients use to send, retrieve, and manage e -mail
messages; Exchange Web Services offers a standardized interface for middle -tier applications to build
value -added services; the  Web Distributed Authoring and Versioning Protocol (WebDAV)

provides a set of interfaces that caters to distributed authoring; and the remote operations (ROPs)

along with either the remote procedure call (RPC) interface or the MAPI extensions for HTTP

provide all of the above as well as direct access to storage and retrieval services.

In the simplest sense, the Exchange server operates under the common client -server architecture,
where a messaging client connects to an Exchange server by using one or more of the available

protocols. The client performs tasks by issuing a series of requests to the server and processing server
responses. Behind the simplicity of the client -server ar chitecture lies functionality from basic storage
to accessing, updating, and synchronizing address books , appointments, and shared folders.

An Exchange server can be regarded as having two func tional elements: a message store and a
message processing system. These functions are explained in more detail in section 2.1.1 and section
2.1.2 .

2.1.1 Message Store

The message store provides storage functionality for Exchange servers, as described in MS -
OXCSTORY]. From a functional point of view, the message store is a hierarchical storage system
consisting of folders and messages. The message store also implements a wide range of methods to
access, classify, render, and sync hronize data between Exchange servers and clients.

2.1.2 Message Processing System

The message processing system consists of anything not directly r elated to storage, including the
processing that happens when a message is in transit to and from storage. For example, when a new
message is received, message processing determines whether the message needs to be placed into
storage or whether and where i tis routed. Similarly, when a new message is submitted for delivery,
message processing retrieves the message from storage and determines whether content conversion

is required and whether and where it is routed.

2.1.3 Communications within the System

2131 Betweena n E -Mail Clientand Exchange Servers

Communication between ane  -mail client and Exchange servers implements SMTP or SMTP plus
Exchange -specific extensions to SMTP, as described in MS - OXSMTP], for e -mail transmission.
2.1.3.2 Between a Messaging Client and Exchange Servers

In the context of communication between a messaging client and Exchange servers, "messaging

client" refers to any generic client that uses the Microsoft Exchange mes saging system. A messaging
client does not necessarily have to be an e -mail client. As illustrated in the figure in section 2.1,
messaging clients have a variety of protocol options to communicate with Exchange servers: RPC,
MAPI extensions for HTTP, POP3, IMAP4, WebDAV, Web Services, NSPI, and Unified Messaging

2.1.3.3 Between a Mobile Client Device and Exchange Servers

Mobile client devices ¢ ommunicate with Exchange servers via the Exchange ActiveSync protocols.
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2.1.34 Between a Messaging Client and Directory Service

Messaging clients communicate with the directory service to locate Autodiscover sites, as described in
MS - OXDISCO] . This communication uses the

2.1.35 Between a Messaging Client and DNS

Lightweight Directory Access Protocol (LDAP)

Messaging clients communicate with Domain Name System (DNS) servers to locate alternate
Autodiscover sites. For information about Autodiscover, see MS - OXDISCOQ] .

2.2 Protocol Summary

The tables in the following sections provide a comprehensive list of t
Microsoft Exchange System. The Member Protocols are grouped according to their primary purpose.

2.2.1  Microsoft Exchange Supplemental Documents

Protocols in this table enable consistency throughout the open spec

structures, terms, properties, and reference information that is broadly useful.

ifications by providing data

he Member Protocols of the

Short
Protocol name Description name
Data Structures Describes common data structures that are used in remote operations. MS -
OXCDATA
Exchange Server Lists all properties used for communication between clients and servers, MS -
Protocols Master provides summary information about each pr operty, and provides links to OXPROPS
Property List the documents in which the property value ranges and semantics are
specified.
2.2.2 ROP Primer/Storage and Retrieval Protocols
The ROP primer protocols enable the packaging and transmitting of data between clients and servers.
The storage and retrieval protocols enable the storage and retrieval of messages related to calendars,
tasks, and personal  contacts (2) . The hierarchical relationships between the ROP storage and
retrieval protocols are illustrated in the following figure, in which each protocol is represented by its
specification short name.
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Figure 3: ROP primer/storage and retrieval protocols
2.2.21 ROP Primer Protocols
Protocols in this table enable the packaging and transmitting of messaging data between clients and
servers.
Protocol name Description Short name
Messaging Application Enables a client to access personal messaging data on a server MS -
Programming Interface by sending HTTP requests and receiving responses returned on OXCMAPIHTTP
(MAPI) Extensions for the same HTTP connection. This protocol extends HTTP and
HTTP HTTPS.
Wire Format Protocol Serves as the transport basis for client/server communications MS -OXCRPC
over RPC.
Remote Operations (ROP) Provides the remote operations used to access and modify MS - OXCROPS
List and Encoding Protocol mailbox  information on the server.
Store Object Protocol Used by clients to log on to a user mailbox or public folders MS -OXCSTOR
read and write mailbox  -level properties for that user mailbox,
perform various housekeeping tasks for that mailbox, and
determine the availability of content for public folders.
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Protocol name

Description

Short name

Message and Attachment
Object Protocol

Provides the methods used within the server for manipulating
Message objects

MS -OXCMSG

Folder Object Protocol

Enables a client to create a folder and to manipulate an existing
folder and its contents, which can include messages and
subfolders.

MS -OXCFOLD

Special Folders Protocol

Describes the default set of folders that an implementation
supports, as well as other non -user -visible special folders for
certain types of application data, such as reminders and views.

MS -OXOSFLD

Table Object Protocol

Used by clients to read and navigate through data that is
retrieved in tabular format from the server.

MS -OXCTABL

2222

ROP Storage and Retrieval Protocols

Protocols and other technologies listed in this table enable the storage and retrieval of messages
related to calendars, tasks, and personal contacts (2).
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Protocol or other Short
technology name Description name
Best Body Retrieval Provides a me chanism for efficient storage of message bodies MS -
Algorithm 2) . OXBBODY
Client Extension Message Allows clients to access mail add -in data stored in a mailbox. MS -
Object Protocol OXCEXT
Bulk Data Transfer Protocol Responsible for the order and data flow for that is used to transfer MS -

data between client and server. OXCEXICS
Core Notifications Protocol Handles notifications that are sent to a client when specific server MS -

events occur. OXCNOTIF
Exchange Access and Used by clients to retrieve and manage the permissions on a folde r. MS -
Operation Permissions Extends the Folder Object Protocol, described in [MS -OXCFOLD]. OXCPERM]
Protocol Extends the Availability Web Service Protocol, described in MS -

OXWAVLS] , if both the client and the server support the Availability

Web Service Protocol.
Property and Stream Object Enables a client to read, set, and delete the properties of an object. MS -
Prot ocol OXCPRPT
Appointment and Meeting Extends the Message and Attachment Object P rotocol, as described MS -
Object Protocol in [MS -OXCMSG], for use with calendaring. OXOCAL
Configuration Information Allows a client to share overlapping application settings with a MS -
Protocol server. Where appropriate, it can also be used to change the OXOCFG

configuration of a feature on the client from the server or vice

versa.
Contact Object Protocol Enables the handling of contacts (2) and personal distribution lists. MS -

OXOCNTC

Delegate Access Enables a user to delegate the responsibility for his or her mailbox MS -
Configuration Protocol to another user. OXODLGT,
Documen t Object Protocol Enables representation of an ordinary file, such as a document MS -

generated by aword  -processing application, in a mail folder for
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%5bMS-OXCMSG%5d.pdf#Section_7fd7ec40deec4c0694931bc06b349682
%5bMS-OXCFOLD%5d.pdf#Section_c0f31b95c07f486c98d9535ed9705fbf
%5bMS-OXOSFLD%5d.pdf#Section_a60e9c162ba8424bb60c385a8a2837cb
%5bMS-OXCTABL%5d.pdf#Section_d33612dc36a846238a26c156cf8aae4b
%5bMS-OXBBODY%5d.pdf#Section_98296160746e4b258d45676dabebb57d
%5bMS-OXBBODY%5d.pdf#Section_98296160746e4b258d45676dabebb57d
%5bMS-OXCEXT%5d.pdf#Section_85d878ac97d6425393b76e898cb1befc
%5bMS-OXCEXT%5d.pdf#Section_85d878ac97d6425393b76e898cb1befc
%5bMS-OXCFXICS%5d.pdf#Section_b9752f3dd50d44b89e6b608a117c8532
%5bMS-OXCFXICS%5d.pdf#Section_b9752f3dd50d44b89e6b608a117c8532
%5bMS-OXCNOTIF%5d.pdf#Section_7c7d16535dfb42f19410fc4e48e10731
%5bMS-OXCNOTIF%5d.pdf#Section_7c7d16535dfb42f19410fc4e48e10731
%5bMS-OXCFOLD%5d.pdf#Section_c0f31b95c07f486c98d9535ed9705fbf
%5bMS-OXWAVLS%5d.pdf#Section_69a276d85fc340baacd031cf42e6af58
%5bMS-OXWAVLS%5d.pdf#Section_69a276d85fc340baacd031cf42e6af58
%5bMS-OXCPERM%5d.pdf#Section_944ddb6562494c34a46e363fcd37195e
%5bMS-OXCPERM%5d.pdf#Section_944ddb6562494c34a46e363fcd37195e
%5bMS-OXCPRPT%5d.pdf#Section_302967c881d54ec58319cccc14a76bb5
%5bMS-OXCPRPT%5d.pdf#Section_302967c881d54ec58319cccc14a76bb5
%5bMS-OXCMSG%5d.pdf#Section_7fd7ec40deec4c0694931bc06b349682
%5bMS-OXOCAL%5d.pdf#Section_09861fdec8e440289346e7c214cfdba1
%5bMS-OXOCAL%5d.pdf#Section_09861fdec8e440289346e7c214cfdba1
%5bMS-OXOCFG%5d.pdf#Section_7d466dd5c1564da99a0175c78e7e1a67
%5bMS-OXOCFG%5d.pdf#Section_7d466dd5c1564da99a0175c78e7e1a67
%5bMS-OXOCNTC%5d.pdf#Section_9b6365329150483696359c9b756c9ccf
%5bMS-OXOCNTC%5d.pdf#Section_9b6365329150483696359c9b756c9ccf
%5bMS-OXODLGT%5d.pdf#Section_01a89b119c434c40b1478f6a1ef5a44f
%5bMS-OXODLGT%5d.pdf#Section_01a89b119c434c40b1478f6a1ef5a44f
%5bMS-OXODOC%5d.pdf#Section_103007c850664bed84e34465907af098

Protocol or other

Short

technology name Description name
later retrieval. Extends the Message and Attachment Object OXODOC
Protocol, which is described in [MS -OXCMSG].

Informational Flagging Allows a Message object to be marked for either follow -up or MS -

Protocol categorization. Extends the Message and Attachment Object OXOFLAG
Protocol, which is described in [MS -OXCMSG].

Journal Object Protocol Used to track activity related to a meeting, task, contact (2), or MS -
application file. Extends the Message an d Attachment Object OXOJRNL
Protocol, which is described in [MS -OXCMSG].

Email Object Protocol Enables the representation of e -mail messages in a message store. MS -

OXOMSG

Note Object Protocol Enables the representation of a brief note that functions as the MS -
electronic equivalent of a paper sticky note. Extends the Message OXONOTE
and Attachme nt Object Protocol, which is described in [MS -
OXCMSG].

Public Folder -Based Publishes the availability of a user or resource. MS -

Free/Busy Protocol OXOPFFB

Post Object Protocol Enables the representation of a bulletin board post in a message MS -
store. OXOPOST

Reminder Settings Protocol Enables a user to discover and act upon appointments, tasks, MS -
messages, or contacts (2) that have a deadline or for which follow OXORMDR
up is necessary.

Rights -Managed Email Used by clients to create and consume rights -managede -malil MS -

Object Protocol mes sages . OXORMMS

RSS Object Protocol Enables the representation of an item that is from a news feed. MS -
Extends the Message and Attachment Object Protocol, which is OXORSS
described in [MS -OXCMSG].

Email Rule s Protocol Enables the manipulation of incoming e -mail messages on a server. MS -

OXORULE

Short Message Service Enables clients to create, modify, and delete Short Message MS -

(SMS) and Multimedia Service (SMS) and Multimedia Messaging Service (MMS) OXOSMMS

Messaging Service (MMS) messages. Extendst he Message and Attachment Object Protocol,

Object Protocol which is described in [MS  -OXCMSG].

Search Folder List Enables clients to persist a user's sear ch folders on the server. MS -

Configuration Protocol OXOSRCH

Task - Related Objects Enables the representation of task -related Message objects in a MS -

Protocol message store. OXOTASK

Voice Mail and Fax Objects Enables servers to create and send Unified Messaging objects. MS -

Protocol OXOUM

Offline Address Book (OAB) Provides a method for delivering offline address book (OAB) MS -

Public Folder Retrieval data from server to client. OXPFOAB

Protocol

Sharing Message Object Shares mailbox folders between clients. MS -

Protocol OXSHARE
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%5bMS-OXODOC%5d.pdf#Section_103007c850664bed84e34465907af098
%5bMS-OXOFLAG%5d.pdf#Section_f1e50be4ed304c2ab5cb8ff3aaaf9b91
%5bMS-OXOFLAG%5d.pdf#Section_f1e50be4ed304c2ab5cb8ff3aaaf9b91
%5bMS-OXOJRNL%5d.pdf#Section_2aa04fd20f364ce49178c0fc70aa8d43
%5bMS-OXOJRNL%5d.pdf#Section_2aa04fd20f364ce49178c0fc70aa8d43
%5bMS-OXOMSG%5d.pdf#Section_daa9120ff3254afba73828f91049ab3c
%5bMS-OXOMSG%5d.pdf#Section_daa9120ff3254afba73828f91049ab3c
%5bMS-OXONOTE%5d.pdf#Section_6bf4ed7e316c4a3cbe275ec93e7ab39f
%5bMS-OXONOTE%5d.pdf#Section_6bf4ed7e316c4a3cbe275ec93e7ab39f
%5bMS-OXOPFFB%5d.pdf#Section_1a52729972114d27a74cb69bd0746320
%5bMS-OXOPFFB%5d.pdf#Section_1a52729972114d27a74cb69bd0746320
%5bMS-OXOPOST%5d.pdf#Section_9b18fdabaacd4d739534be9b6ba2f115
%5bMS-OXOPOST%5d.pdf#Section_9b18fdabaacd4d739534be9b6ba2f115
%5bMS-OXORMDR%5d.pdf#Section_5454ebcce5d14da8a598d393b101caab
%5bMS-OXORMDR%5d.pdf#Section_5454ebcce5d14da8a598d393b101caab
%5bMS-OXORMMS%5d.pdf#Section_a121dda448f341f8b12f170f533038bb
%5bMS-OXORMMS%5d.pdf#Section_a121dda448f341f8b12f170f533038bb
%5bMS-OXORSS%5d.pdf#Section_53bc963400404b5aaecd29781d826009
%5bMS-OXORSS%5d.pdf#Section_53bc963400404b5aaecd29781d826009
%5bMS-OXORULE%5d.pdf#Section_70ac9436501e43e2916320d2b546b886
%5bMS-OXORULE%5d.pdf#Section_70ac9436501e43e2916320d2b546b886
%5bMS-OXOSMMS%5d.pdf#Section_f6c98225cd0f4b18ac8c2396dc0f23f7
%5bMS-OXOSMMS%5d.pdf#Section_f6c98225cd0f4b18ac8c2396dc0f23f7
%5bMS-OXOSRCH%5d.pdf#Section_c72e49b878c74483ad65e46e9133673b
%5bMS-OXOSRCH%5d.pdf#Section_c72e49b878c74483ad65e46e9133673b
%5bMS-OXOTASK%5d.pdf#Section_55600ec061954730843659c7931ef27e
%5bMS-OXOTASK%5d.pdf#Section_55600ec061954730843659c7931ef27e
%5bMS-OXOUM%5d.pdf#Section_2a0696c52caf4f2087fb085db430afec
%5bMS-OXOUM%5d.pdf#Section_2a0696c52caf4f2087fb085db430afec
%5bMS-OXPFOAB%5d.pdf#Section_258a07a734a7437387c1cddf51447d00
%5bMS-OXPFOAB%5d.pdf#Section_258a07a734a7437387c1cddf51447d00
%5bMS-OXSHARE%5d.pdf#Section_e4e5bd27d5e043f9a6ea550876724f3d
%5bMS-OXSHARE%5d.pdf#Section_e4e5bd27d5e043f9a6ea550876724f3d

2.2.3  Content Conversion Protocols

Protocols and other technologies listed in this table enable clients and servers to convert from the

standard -based formats into one or more of the Microsoft Exchange

-supported formats.

Protocol or other

technology name Description Short name
iCalendar to Appointment Converts data between iCalendar services, as described in MS -
Object Conversion Algorithm [REC2445] , [REC2446] , [REC2447] , and Appointment OXCICAL
objects and Meeting objects
RFC 2822 and MIME to Email Converts data between the Internet standard e -mail format, MS -
Object Conversion Algorithm as described in  [RFC2822] , and the Message object format. OXCMAIL
S/MIME Email Object Algorithm Handles the conversion of arbitrary clear -signed messages a nd MS -
of SIMIME opaque -signed and encrypted messages. OXOSMIME
Rich Text Format (RTF) Compresses and decompresses RTF data, as described in MS -
Compression Algorithm MSFET -RTF], to or from one of the supported compression OXRTFCP
formats.
Rich Text Format (RTF) Encapsulates additional content formats (such as HTML ) MS -
Extensions Algorithm within the RTF body property of messages and attachments. OXRTEEX
Transport Neutral Encodes and decodes Message objects and Attachment MS -OXTNEF
Encapsulation Format (TNEF) objects to an efficient stream representation.
Data Algorithm
vCard to Contact Object Converts data betweena  vCard and an object that represents MS -
Conversion Algori thm a person. OXVCARD
2.23.1 Content Conversion File Formats
File formats in this table enable content conversion.
Short
File format name Description name
Outlook Item (.msg) File Format Used to represent individual e -mail messages, MS -
appointments, contacts (2), tasks, and so on in the file OXMSG
system.
Offline Address Book (OAB) File Format Used for the local  Address Book objects cache. MS -
and Schema OXOAB
Microsoft ZIP (MSZIP) Compression and Used for the encoding and decoding of MSZIP compressed MS -MCI
Decompression Data Structure data in cabinet files.
LZX DELTA Compression and A derivative of the Microsoft Cabinet LZX format with MS -
Decompression some modifications to facilitate efficient delta PATCH
compression.

2.2.4  Exchange ActiveSync Protocols

Exchange ActiveSync protocols enable data to be shared and synchronized between a server and a

mobile client device. The Exchange ActiveSyn

¢ protocols also provide a notification mechanism that
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http://go.microsoft.com/fwlink/?LinkId=112504
http://go.microsoft.com/fwlink/?LinkId=90354
http://go.microsoft.com/fwlink/?LinkId=193299
%5bMS-OXCICAL%5d.pdf#Section_a685a0405b694c84b084795113fb4012
%5bMS-OXCICAL%5d.pdf#Section_a685a0405b694c84b084795113fb4012
http://go.microsoft.com/fwlink/?LinkId=90385
%5bMS-OXCMAIL%5d.pdf#Section_b60d48db183f4bf5a908f584e62cb2d4
%5bMS-OXCMAIL%5d.pdf#Section_b60d48db183f4bf5a908f584e62cb2d4
%5bMS-OXOSMIME%5d.pdf#Section_bb17d126d211462c8cd3454ed33c8746
%5bMS-OXOSMIME%5d.pdf#Section_bb17d126d211462c8cd3454ed33c8746
http://go.microsoft.com/fwlink/?LinkId=120924
%5bMS-OXRTFCP%5d.pdf#Section_65dfe2df1b6943fc8ebd21819a7463fb
%5bMS-OXRTFCP%5d.pdf#Section_65dfe2df1b6943fc8ebd21819a7463fb
%5bMS-OXRTFEX%5d.pdf#Section_411d0d5849f7496cb8c35859b045f6cf
%5bMS-OXRTFEX%5d.pdf#Section_411d0d5849f7496cb8c35859b045f6cf
%5bMS-OXTNEF%5d.pdf#Section_1f0544d730b74194b58fadc82f3763bb
%5bMS-OXVCARD%5d.pdf#Section_bf4ebd4ed24044f3bf8ceedf4f0b09e3
%5bMS-OXVCARD%5d.pdf#Section_bf4ebd4ed24044f3bf8ceedf4f0b09e3
%5bMS-OXMSG%5d.pdf#Section_b046868c9fbf41ae9ffb8de2bd4eec82
%5bMS-OXMSG%5d.pdf#Section_b046868c9fbf41ae9ffb8de2bd4eec82
%5bMS-OXOAB%5d.pdf#Section_b475038666ec4e69abb6208dd131c7de
%5bMS-OXOAB%5d.pdf#Section_b475038666ec4e69abb6208dd131c7de
%5bMS-MCI%5d.pdf#Section_27f0a9bf95674e40ad666ae9ab9d2786
%5bMS-PATCH%5d.pdf#Section_cc78752ab4af4eee88cb01f4d8a4c2bf
%5bMS-PATCH%5d.pdf#Section_cc78752ab4af4eee88cb01f4d8a4c2bf

allows clients to synchronize updates when changes occur on the server; for example, when a new e
mail message arrives The hierarchical relationships between the Exchange ActiveSync protocols are

illus trated in the following figure, in which each protocol is represented by its specification short name.
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Figure 4: Exchange ActiveSync specifications

The Exchange ActiveSync protocols are listed in the following table.

Exchange ActiveSync: Data

Data types used by the Exchange ActiveSync

Protocol or  other Short
technology name Description name
Exchange ActiveSync: Used by the Exchange ActiveSync commands to identify the size, MS -
AirSyncBase Namespace type, and content of the data sent by and returned to the client. ASAIRS
Protocol
Exchange ActiveSync: Enables the interchange of calendar data between a server and a MS -ASCAL
Calendar Class Protocol client device.
Exchange ActiveSync: Enables the synchronization of e -mail, Short Message Service MS -
Command Reference (SMS) messages, attachments, folders, contact (2) informa tion, ASCMD
Protocol meetings, calendar data, tasks, notes, and documents.
Exchange ActiveSync: Enables the interchange of contact (1) data between a server and MS -
Contact Class Protocol a client device. ASCNTC
Exchange ActiveSync: Improves the ways in which e -mails are displayed in the MS -
Conversations Protocol conversation view. ASCON
Exchange ActiveSync: Communicates document data from the server to the client. MS -
Document Class Protocol ASDOC
XML schema MS -
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%5bMS-ASAIRS%5d.pdf#Section_d1ba798741bf483d904596dfe11e3d1c
%5bMS-ASAIRS%5d.pdf#Section_d1ba798741bf483d904596dfe11e3d1c
%5bMS-ASCAL%5d.pdf#Section_0c4486824a6a459aae662fed0712bef9
%5bMS-ASCMD%5d.pdf#Section_1a3490f1afe1418aaa926f630036d65a
%5bMS-ASCMD%5d.pdf#Section_1a3490f1afe1418aaa926f630036d65a
%5bMS-ASCNTC%5d.pdf#Section_a4593b9dd9af4d27bc5c67c4c1b98d54
%5bMS-ASCNTC%5d.pdf#Section_a4593b9dd9af4d27bc5c67c4c1b98d54
%5bMS-ASCON%5d.pdf#Section_8571bf985f7b4c2fab28c32176d20169
%5bMS-ASCON%5d.pdf#Section_8571bf985f7b4c2fab28c32176d20169
%5bMS-ASDOC%5d.pdf#Section_c503701c0e594beb9b8b038cd69a3443
%5bMS-ASDOC%5d.pdf#Section_c503701c0e594beb9b8b038cd69a3443
%5bMS-ASDTYPE%5d.pdf#Section_dcfe20e1cb36457f8c7be5c61351f7d3

Protocol or  other Short
technology name Description name
Types definitions (XSDs) ASDTYPE
Exchange ActiveSync: Email An XML representation of e -mail data sent or received on mobile MS -
Class Protocol devices that communicate by using the Exchange ActiveSyn c ASEMAIL
protocols.

Exchange ActiveSync: HTTP Enables a client device to synchronize data with the data that is MS -
Protocol stored on the server. ASHTTP
Exchange ActiveSync: Short Provides the mechanisms for a mobile device to synchronize SMS MS -ASMS
Message Service (SMS) messages with the server and for the server to send SMS
Protocol messages through the mobile device.
Exchange ActiveSync: Notes Provides the mechanisms that allow a mobile client to synchronize MS -
Class Protocol user notes with a server. ASNOTE
Exchange ActiveSync: Enables servers to communicate security policy settings to client MS -
Provisioning Protocol devices. ASPROV
Exchange ActiveSync: Describes the actions allowed on an e -mail message and its MS -ASRM
Rights Management Protocol attachments.
Exchange ActiveSync: Tasks Enables the interchange of task data between a client and a MS -
Class Protocol server. ASTASK
Exchange ActiveSync: WAP Enables Wireless Application Protocol (WAP) Binary XML MS -
Binary XML (WBXML) (WBXML) encoding. ASWBXML
Algorit hm

2.25 Directory/Profile Services Protocols

Protocols in this table enable clients to find and use mail server configuration information.
Protocol name Description Short name
Autodiscover HTTP Service Extends the DNS and directory services to make the location and MS -
Protocol settings of mail servers available to clients. OXDISCO
Autodiscover Publishing and Enables clients to  locate the Autodiscover HTTP service. MS -
Lookup Protocol OXDSCLI

2.2.6  Address Book -related Protocols

Protocols in this table enable access to address book, user, group, and resource information via a

directory service or provide address book retrieval format information.
Pr otocol name Description Short name

Address Book Name Service
Provider Interface (NSPI)
Referral Protocol

Redirects client address book requests to an appropriate
address book server.

MS -OXABREF

Messaging Application
Programming Interface

Enables a client to access directory services on a server by
sending HTTP requests and rece  iving responses returned on

MS -
OXCMAPIHTTP
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%5bMS-ASDTYPE%5d.pdf#Section_dcfe20e1cb36457f8c7be5c61351f7d3
%5bMS-ASEMAIL%5d.pdf#Section_f3d27369e0f54164aa5e9b1abda16f5f
%5bMS-ASEMAIL%5d.pdf#Section_f3d27369e0f54164aa5e9b1abda16f5f
%5bMS-ASHTTP%5d.pdf#Section_4cbf28dc287641c69d87ba9db86cd40d
%5bMS-ASHTTP%5d.pdf#Section_4cbf28dc287641c69d87ba9db86cd40d
%5bMS-ASMS%5d.pdf#Section_3123f34aaabe4ec5aa836f6d48698a8b
%5bMS-ASNOTE%5d.pdf#Section_21801d6c000e413c859150430a8e9fd9
%5bMS-ASNOTE%5d.pdf#Section_21801d6c000e413c859150430a8e9fd9
%5bMS-ASPROV%5d.pdf#Section_449c453b74d74919bfe895972b27048a
%5bMS-ASPROV%5d.pdf#Section_449c453b74d74919bfe895972b27048a
%5bMS-ASRM%5d.pdf#Section_71e681b7e1784c1096b678df7fa77dfc
%5bMS-ASTASK%5d.pdf#Section_b8fe266450ba4d00bf6be4deab352c89
%5bMS-ASTASK%5d.pdf#Section_b8fe266450ba4d00bf6be4deab352c89
%5bMS-ASWBXML%5d.pdf#Section_39973eb11e404eb5ac7442781c5a33bc
%5bMS-ASWBXML%5d.pdf#Section_39973eb11e404eb5ac7442781c5a33bc
%5bMS-OXDISCO%5d.pdf#Section_d912502bc0e241a18b0ef714ba523e08
%5bMS-OXDISCO%5d.pdf#Section_d912502bc0e241a18b0ef714ba523e08
%5bMS-OXDSCLI%5d.pdf#Section_78530279d0424eb0a1f403b18143cd19
%5bMS-OXDSCLI%5d.pdf#Section_78530279d0424eb0a1f403b18143cd19
%5bMS-OXABREF%5d.pdf#Section_88c2b896fe4f4e288a87e83a73d9c90e
%5bMS-OXCMAPIHTTP%5d.pdf#Section_d502edcf0b2242f28500019f00d60245
%5bMS-OXCMAPIHTTP%5d.pdf#Section_d502edcf0b2242f28500019f00d60245

Pr otocol name Description Short name
(MAPI) Extensions for HTTP the same HTTP connection. This protocol extends HTTP and

HTTPS.
Exchange Server Name Enables Messaging APl (MAPI) clients to access the directory MS -OXNSPI
Service Provider Interface service.
(NSPI) Proto col
Address Book Object Protocol Describes the properties of various Address Book objects, MS -OXOABK

and how the properties of Address Book objects interrelate.

Address Book User Interface
Templates Protocol

Describes the properties and operations that are
for address book templates.

permissible

MS -OXOABKT

Offline Address Book (OAB)
Retrieval File Format

Enables clients to download full and incremental versions of
the OAB.

MS -OXWOAB

227

Exchange servers support a number of different standard protocols for e

and WebDAV) and directory i

Standards Support Protocol Extensions

nformation (LDAP). The protocol extensions in this table describe

extensions to these standards primarily for authentication and authorization.

-mail (POP3, SMTP, IMAP4,

Protocol extension Short
name Description name
Internet Message Access Provides an authentication mechanism based on the NT LAN Manager MS -
Protocol Version 4 (NTLM) Authentication Protocol , a delegate access mechanism to OXIMAP4
(IMAP4) Extensions allow a delegate to accessa delegator's  mailbox, and support for the
IMAP UIDPLUS extension described in RFC4315] .
Lightweight Directory Extends LDAPvV3, which enables directory access. MS -
Access Protocol (LDAP) OXLDAP
Version 3 Extensions
Post Office Protocol Extends POP3, as described in RFC1939] , which en ables the listing and MS -
Version 3 (POP3) downloading of mail. OXPOP3
Extensions
Simple Mail Transfer Extends SMTP standards to facilitate authentication and negotiation MS -
Protocol (SMTP) between a client and a server and to enable the server to close OXSMTP
Extensions connections that exceed configured thresholds.
SMTP Protocol: AUTH Extends SMTP to support a simple  base64 encoding authentication MS -
LOGIN Extension mechanism. XLOGIN
OAUTH 2.0 Authorization Extends the OAuth 2.0 Authentication Protocol: SharePoint Extensions MS -
Protocol Exte nsions and the JSON Web Token (JWT) to enable server -to-server XOAUTH
authentication.
2271 Compliance -Related Standards - Based Protocols Support
The documents in this table describe the level of support for standards -based protocols.
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%5bMS-OXNSPI%5d.pdf#Section_63662a26c8fc4493a41afbcbb7e43136
%5bMS-OXOABK%5d.pdf#Section_f4cf9b4c923245069e712270de217614
%5bMS-OXOABKT%5d.pdf#Section_cd5a3e781eeb4a7588ebe82c8c96ff31
%5bMS-OXWOAB%5d.pdf#Section_56ef97c8641c4cf6b965c0457cc50488
http://go.microsoft.com/fwlink/?LinkId=196515
%5bMS-OXIMAP4%5d.pdf#Section_b0f9d5f1ac424b27a8740c3bf9e3b9b5
%5bMS-OXIMAP4%5d.pdf#Section_b0f9d5f1ac424b27a8740c3bf9e3b9b5
%5bMS-OXLDAP%5d.pdf#Section_727c090af05c4eed94aa565724cfc550
%5bMS-OXLDAP%5d.pdf#Section_727c090af05c4eed94aa565724cfc550
http://go.microsoft.com/fwlink/?LinkId=90299
%5bMS-OXPOP3%5d.pdf#Section_f822c13aaea1488faad2af5e1acbbb30
%5bMS-OXPOP3%5d.pdf#Section_f822c13aaea1488faad2af5e1acbbb30
%5bMS-OXSMTP%5d.pdf#Section_1056b1f91cad4037bf774023769ee85c
%5bMS-OXSMTP%5d.pdf#Section_1056b1f91cad4037bf774023769ee85c
%5bMS-XLOGIN%5d.pdf#Section_e410ec76ab4547fba49cb557d99e671f
%5bMS-XLOGIN%5d.pdf#Section_e410ec76ab4547fba49cb557d99e671f
%5bMS-XOAUTH%5d.pdf#Section_0b7176584ceb44019da97860c9ca2f2f
%5bMS-XOAUTH%5d.pdf#Section_0b7176584ceb44019da97860c9ca2f2f

Document name Description Short name
Outlook iCalendar The level of support provided by Microsoft Office Outlook 2007, Microsoft MS -
Standards Support Outlook 2010, Microsoft Outlook 2013, and Microsoft Outlook 2016 for STANOICAL
the Internet iCalendar Protocol (iCalendar), the iCalendar Transport -
Independent Interoperabili ty Protocol (iTIP), and the iCalendar Message -
Based Interoperability Protocol (iMIP).
Outlook Internet The level of support provided by Office Outlook 2007, Outlook 2010, MS -
Message Access Outlook 2013, and Outlook 2016 for the Internet Message Access STANOIMAP
Protocol (IMAP) Protocol (IMAP).
Standards Support
Outlook Post Office The level of support provided by Office Outlook 2007, Outlook 2010, MS -
Protocol Version 3 Outlook 2013, and Outlook 2016 for POP3 service. STANOPOP3
(POP3) Standards
Support
Exchange iCalendar The level of support provided by Microsoft Exchange Server 2007, MS -
Standards Support Microsoft Exchange Server 2010, Microsoft Exchange Server 2013, and STANXICAL
Microsoft Exchange Server 2016 for the Internet iCalendar Protocol
(iCale ndar), the iCalendar Transport -Independent Interoperability
Protocol (iTIP), and the iCalendar Message -Based Interoperability
Protocol (iMIP).
Exchange Internet The level of support provided by Exchange 2007, Exchange 2010, MS -
Message Access Exchange 2013, and Exchange 2016 for the Internet Message Access STANXIMAP
Protocol (IMAP) Protocol (IMAP).
Standards Support
Exchange Post Office The level of support provided by Exchange 2007, Exchange 2010, MS -
Protocol Version 3 Exchange 2013, and Exchange 2016 for POP3 service. STANXPOP3
(POP3) Standards
Support
2.2.8 Message Processing Protocols
2.2.8.1 Journal Message Processing File Format
The file format in this table enables clients and servers to interpret metadata required to journal or
archive e -mail messages.
Short
File format name Description name
Journal Record Extends the protocols described in [REC2045] and [REC2046] to enable the MS -
Message File Format formatting of information about an e -mail message that is sent through the XJRNL
server.
2.2.8.2 Filter Message Processing Protocols
Protocols and other technologies listed in this table enable clients and servers to interpret metadata
for spam, phishing, and postmark validation.
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%5bMS-STANOICAL%5d.pdf#Section_84f556c8fbaa4642a59e6e9961d9e8bc
%5bMS-STANOICAL%5d.pdf#Section_84f556c8fbaa4642a59e6e9961d9e8bc
%5bMS-STANOIMAP%5d.pdf#Section_9e26aea5bb2740d2be9ac82878c7d567
%5bMS-STANOIMAP%5d.pdf#Section_9e26aea5bb2740d2be9ac82878c7d567
%5bMS-STANOPOP3%5d.pdf#Section_bc2e3aad09a64ceb9bf7ab1f088378b9
%5bMS-STANOPOP3%5d.pdf#Section_bc2e3aad09a64ceb9bf7ab1f088378b9
%5bMS-STANXICAL%5d.pdf#Section_9e9b142a8e074e5bb851f4874ca44c57
%5bMS-STANXICAL%5d.pdf#Section_9e9b142a8e074e5bb851f4874ca44c57
%5bMS-STANXIMAP%5d.pdf#Section_7513f9b5501b4f969fd80fdb3432d1e7
%5bMS-STANXIMAP%5d.pdf#Section_7513f9b5501b4f969fd80fdb3432d1e7
%5bMS-STANXPOP3%5d.pdf#Section_9a2907ee0e99494f89ed377e11f923af
%5bMS-STANXPOP3%5d.pdf#Section_9a2907ee0e99494f89ed377e11f923af
http://go.microsoft.com/fwlink/?LinkId=90307
http://go.microsoft.com/fwlink/?LinkId=90308
%5bMS-XJRNL%5d.pdf#Section_3072207b5d284d92907a28ce4ec54539
%5bMS-XJRNL%5d.pdf#Section_3072207b5d284d92907a28ce4ec54539

Protocol or other Short
technology name Description name
Spam Confidence Enables the handling of allow/block lists and the determination of junk e - MS -
Level Protocol mail messages. OXCSPAM
Phishing Warning Identifies and marks e -mail messages that are designed to trick recipients MS -
Protocol into divulging sensitive information (such as passwords and/or other OXPHISH
personal information) to a non -trustworthy source.

Email Postmark Creates and validates computational puzzles to reduce the effectiveness of MS -
Validation Algorithm junk e -mail. OXPSVAL

2.2.8.3 Sharing Message Processing Schemas

The schema in this table enables clients and servers to interpret metadata for sharing message data.

Schema name Description Short name
Sharing Message Attachment Establishes a sharing relationship between two servers on MS -
Schema behalf of client applications. OXSHRMSG

2.2.9 WebDAV Protocol Extensions

The Web Distributed Authoring and Versionin g Protocol (WebDAV) is a set of methods, headers, and
content types that extend the Hypertext Transport Protocol i HTTP/1.1, as described in RFC2068] .

WebDAV allows for the reading and writin g of data to servers, as described in RFC2518] .

Protocol extensions in this table extend the WebDAV HTTP extensions described in [RFC2518] to
provide additional functionality.

Short
Protocol extens ion name Description name
Web Distributed Authoring and Extends the WebDAYV protocol to enable the creation and MS -
Versioning (WebDAV) Extensions for manipulation of  Calendar objects by using WebDAV. XWDCAL
Calendar Support
Web Distributed Authoring and Extends the WebDAV protocol to enable clients to request MS -
Versioning (WebDAV) Protocol and set the security descriptor by using the WebDAV XWDVSEC
Security Descriptor Extensions methods PROPFIND and PROPPATCH .
2.2.10 Web Service Protocols
Web services and HTTP/1.1 p  rovide a standards -based layer upon which to build specific client -server
protocols. Protocols and other technologies listed in this section are built on client and server
implementations of HTTP/1.1, as specified in RFC2616] . The WS -1 Base Profile 1.0 [WSIBASIC
provides the reference infrastructure for protocols identified as Web Services.
The Web Services specifications can be grouped into functional areas as illustrated in the following
diagram.
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%5bMS-OXCSPAM%5d.pdf#Section_522f85874aed4cd6831b40bd87862189
%5bMS-OXCSPAM%5d.pdf#Section_522f85874aed4cd6831b40bd87862189
%5bMS-OXPHISH%5d.pdf#Section_ed49ab26ba134d4c8a9498d4ceecd4b7
%5bMS-OXPHISH%5d.pdf#Section_ed49ab26ba134d4c8a9498d4ceecd4b7
%5bMS-OXPSVAL%5d.pdf#Section_f894e83922a24f72a1afa7de40089bc8
%5bMS-OXPSVAL%5d.pdf#Section_f894e83922a24f72a1afa7de40089bc8
%5bMS-OXSHRMSG%5d.pdf#Section_1fee17bff95d400880ffa8786dc881e6
%5bMS-OXSHRMSG%5d.pdf#Section_1fee17bff95d400880ffa8786dc881e6
http://go.microsoft.com/fwlink/?LinkId=90310
http://go.microsoft.com/fwlink/?LinkId=90363
%5bMS-XWDCAL%5d.pdf#Section_52ca41d907974956a96d553565403bc0
%5bMS-XWDCAL%5d.pdf#Section_52ca41d907974956a96d553565403bc0
%5bMS-XWDVSEC%5d.pdf#Section_dc043d096b764392aea368f8e81c64d8
%5bMS-XWDVSEC%5d.pdf#Section_dc043d096b764392aea368f8e81c64d8
http://go.microsoft.com/fwlink/?LinkId=90372
http://go.microsoft.com/fwlink/?LinkId=193333

Figure 5:Web Services specifications

The Web Services protocols are listed in the following table.

Protocol or other
technology name

Description

Short nam e

Availability Web Service
Protocol

Enables clients to request availability information for users
and/or resources.

MS -OXWAVLS

Service Protocol

Web Service Configuration Enables clients to retrieve organization policy configuration MS -
Protocol information for a mailbox. OXWCONFIG
Mail Tips Web Service Extends the Mail Tips Web Service protocol, which enables MS - OXWMT
Extensions clients to retrieve mail tips for a mailbox.
Voice Mail Settings Web Enables clientstor ead and change information about Unified MS -OXWUMS
Service Protocol Messaging properties, play voice mail, or record greetings over

the telephone.
Out of Office (OOF) Web Enables clients to configure server -based automatic e -mail MS - OXWOOF
Service Protocol responses.
Autodiscover Publishing and Enables clients to retriev e user configuration settings MS -
Lookup SOAP -Based Web information. OXWSADISC

Attachment Handling Web
Service Protocol

Enables clients to create, delete, and get attachments on items
onthe s erver.

MS -OXWSATT
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%5bMS-OXWAVLS%5d.pdf#Section_69a276d85fc340baacd031cf42e6af58
%5bMS-OXWCONFIG%5d.pdf#Section_dbef7bda576e47ac9cb246bdd59949ca
%5bMS-OXWCONFIG%5d.pdf#Section_dbef7bda576e47ac9cb246bdd59949ca
%5bMS-OXWMT%5d.pdf#Section_ddc7ae3bbe9f42eb80bd6344e471be50
%5bMS-OXWUMS%5d.pdf#Section_79ace092b7934fa582b0dd30d12c14c2
%5bMS-OXWOOF%5d.pdf#Section_9098f96a4a944935a6a47188117debb5
%5bMS-OXWSADISC%5d.pdf#Section_b239dc06c52c4259bc491ff88d22ae3c
%5bMS-OXWSADISC%5d.pdf#Section_b239dc06c52c4259bc491ff88d22ae3c
%5bMS-OXWSATT%5d.pdf#Section_cda9147bdac244118b01eb02e61c9e24
































































































































































