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Executive Summary

System Center Configuration Manager 2007 brings significant value to a managed infrastructure,
with much of that value derived from the ability to manage a complete end-to-end infrastructure —
including mobile devices.

Mobile devices continue to gain importance within the enterprise. Far from the original personal
information managers they started out to be, the newest generation of smart mobile devices
(using Windows CE and Windows Mobile as their platforms) continue to provide near-
indispensable, real-time data in situations such as insurance (field submissions of insurance
claims), medical (providing the most up-to-date drug information to doctors in an Emergency
Room), and engineering (looking up design specifications for aircraft on the manufacturing floor).

Such mobile applications are every bit as critical as any other line of business application, yet
management of such devices has predominantly been reactive or non-existent, usually due to the
lack of tools to properly manage them (and incorporate them with the rest of the IT infrastructure).
Another reason may be that the existing management solutions required costly third-party
management systems with minimal integration to the existing management infrastructure.

Microsoft has offered mobile management historically for Systems Management Server as a
downloadable feature pack. System Center Configuration Manager 2007 extends mobile device
management with the inclusion of the device management feature pack capabilities as part of the
core Configuration Manager 2007 product. Configuration Manager 2007 offers complete, holistic
management of the infrastructure, offering many of the same management benefits to mobile
devices similar desktop and laptop computers. Managing the deployment and maintenance of
line-of-business (LOB) mobile solutions along with the rest of the infrastructure becomes simpler
with Configuration Manager 2007 without requiring third-party add-ons or significant changes to
the processes employed to manage a desktop infrastructure today.

Such inclusion and tight integration of mobile management into Configuration Manager 2007
results in a better-managed, more secure infrastructure that costs less to own and operate while
returning higher IT value to organizations.
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The Need for Mobile Management

Mobile devices are an everyday part of a functional IT infrastructure, extending to more than just
the hand-held personal information managers seen today on mobile platforms such as Windows
CE or Windows Mobile/Smart Phones. Critical mobile devices found in today’s IT infrastructure
extend to retail embedded devices (such as point of sale terminals), hand-held product scanners,
and vertical line-of-business applications hosted on mobile platforms in industries such as real
estate, finance, transportation and medical/pharmaceutical.

While it is often the case that mobile devices find their way into the corporate network via a
personal purchase (such as a shiny, new Windows Mobile Smartphone), it is also common to
bring a mobile platform into the data center as part of a planned infrastructure deployment. Some
examples include a retail point-of-sale system upgrade or installation, or a sales force-driven
adoption of a new application for tracking sales visits, with the line-of-business application hosted
on a Windows Mobile device.

Like any PC device, fundamental management issues come along with any new computing item
brought into the data center such as:

How to discover the device

How to secure such a device

How to update such a device

How to communicate changes/policies to the device
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A prime example might be a critical medical line-of-business application hosted on a mobile
device that looks up current drug side effects. Without management on such a device, how would
a doctor or nurse know that the drug database is up to date? What if there are updates to the
platform that increase stability, thus keeping the mobile device running when it is needed the
most? In a mobile/embedded solution the challenge of updating the device is even more critical
since there may not be a human face looking at the device constantly (such as a screen-less
device like a scanner) leaving no way to tell if the device is up to date or not.

Proactive versus Reactive device management

Consumer mobile devices are usually purchased for simple reasons; access to corporate email,
appointments and contacts while away from the corporate network, or perhaps wireless Internet
browsing. Alternatively, critical line-of-business mobile applications enter the organization via
centralized purchasing and go through an IT-formalized provisioning process. IT may choose to
ignore the consumer devices and only provision sanctioned devices. Regardless, what usually
happens is that a user presents their newly-acquired asset to the IT help desk asking for
assistance with email, browser and desktop synchronization assistance. What this means is that
ultimately, management infrastructure might encompass personal devices as well as sanctioned
ones if nothing else than to protect the integrity of the network security.

Management services necessary for mobile devices

Getting arms around the mobile devices in the network is not necessarily a difficult thing to do —
with the right tools. While administrators tend to manage PCs (desktops and laptops) using the
same technologies, mobile devices consume a subset of those well-defined services due to small
OS footprint and the limits of the technologies inherent to embedded devices. Key management
possibilities for mobile devices include the following:

1 Hardware inventory of mobile devices
1 Asset Inventory (application and file inventory)
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1 File backup (File Collections Management)

1 Settings management (such as locking after a period of non-use)

1 Over-the-air access (Internet facing access, usable by disconnected devices like
laptops)

1 Reporting

1 Software distribution (sending initial or updated line-of-business applications)

91 Security overlays (such as mutual authentication and secure updates)

Combining mobile management tools together provides the opportunity for mobile device
deployments to support key, common scenarios.

Value of an Integrated Management System

Existing management tools such as Systems Management Server have gotten quite good at
managing desktop/PC infrastructures with rich capabilities around hardware and software
inventory, policy description and enforcement, and software distribution. In many instances,
mobile and embedded devices have been managed outside of the larger management
infrastructure for several reasons:

1 There weren’t adequate Microsoft or partner tools available to manage
mobile/embedded devices

91 Partner tools had more capability than existing Microsoft tools — or partner add-ons
that integrated well with Systems Management Server

1 Many IT shops simply weren’t aware of the extent of deployed systems within their
infrastructure (between purpose-deployed mobile applications, personal hand-held
mobiles devices and deployed embedded mobile systems)

The Device Management Feature Pack for Systems Management Server was a great step toward
integrated management of mobile desktops. Configuration Manager 2007 eliminates the need to
download and install the Device Management Feature Pack, bringing device management as a
peer component to standard PC Desktops.

Deploying a comprehensive management system including mobile devices brings significant
synergistic benefits.

1 System Center Configuration Manager 2007 administrators do not require further
training to run inventory reports, create distribution packages, or define certain
security policies for mobile devices. The processes and tools used to perform those
functions for PC desktops remain almost identical for mobile device management

1 By centralizing an inventory of hardware devices under one inventory database, it
becomes possible for administrators to target deployments to groups of mobile
devices

1 Many time-consuming requests for support of personal mobile device provisioning
may be accommodated by help desk personnel since fundamental email/corporate
infrastructure access can be granted by administrators via policies that standardize
such access for owned (corporate) and non-owned (personal) mobile assets

System Center Configuration Manager 2007 Mobile Management Capabilities
Supporting mobile management with Configuration Manager 2007 is quite simple, since the
administration of mobile devices looks very similar to PC desktop management with a few
exceptions. Those familiar with Systems Management Server will note that device management
appears to work a lot like PC device management.
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Architecturally, the main new server component is a Device Management Point added to the
typical management set of servers (such as Primary Site, Site Database, Distribution points, etc.).
One device management point can service many mobile devices, but deploying more than one
may be desirable in order to support load-balancing for the managed network.

It is worthwhile to note that mobile device manageability is not strictly limited to traditional hand-
held wireless devices (such as a PocketPC cell or Smart Phone). Once deployed, Configuration
Manager Device Management can manage any device running Windows CE or Windows Mobile
and is cradle (ActiveSync) or network connected (wired or wireless).

Platforms supported include:

1 Windows CE 4.2 and 5 (on ARM chipsets)
T Windows CE 5 on x86
1 Windows Mobile 2003, 2005, 2006 on PPC or Smartphone form factors

Existing System Center administrators that wish to include mobile devices into their managed
network will most likely want to know the following.

What are the client requirements and how do | deploy that client to the device?

How does a hardware inventory look in the System Center inventory database?
What settings can be manipulated on the device?

How are applications bundled and deployed to mobile clients?

What security settings are possible? How locked-down can the mobile device be?
How does System Center provide over-the-air (wireless) services to mobile clients in
way that keeps the network secure?
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Currently, since the Windows mobile operating systems (Windows CE and Windows Mobile
devices) do not have a management client installed by default, an administrator must first ensure
that the mobile device client is installed on the mobile device. Though many of the capabilities to
manage the mobile device are inherent to the mobile platform (such as requiring pin passwords),
a client is necessary to report back to Configuration Manager 2007 as well as install software and
update settings. Since mobile client management is a pull-model (all actions are client-initiated),
the mobile client is responsible for executing all actions related to mobile client management,
such as pulling software distribution packages, retrieving and applying settings and reporting
hardware/software changes to the Configuration Management system.

There are several ways to get the client on the mobile device.

9 If the mobile device has been built by an ISV using the Windows CE platform builder,
then it may already have the Device Management client embedded. During the
Windows CE image creation, an ISV has the option (using the CE Platform Builder)
to pull the device manager client into the CE build. When deployed, the device will
already have the Device Management client ready to run.

1 Place the Device Management client CAB file on a memory card or copy it to the
ActiveSync desktop where the device is cradled. Once the CAB file is on the device,
you can manually deploy it (like any other CAB file) on the mobile device. Note: this is
not the most automated way to do this, and usually is performed by an administrator
when testing the client setup.
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1 Deploy the client to a Configuration Manager 2007 managed desktop (one that has
the Configuration Manager Desktop Client installed) via software distribution. With
the mobile device ActiveSync-connected via a device cradle, the device management
client deployment requires minimal intervention on the device owner’s behalf (native
mode may require a user response during the provisioning process).

1 Provide a secure web site where the device can download a signed CAB file. Once
downloaded, the device owner can then execute the client install. This is most useful
when the mobile device is never or almost-never ActiveSync cradle-connected.

1 Manually copy the client (via a manual ActiveSync) to the device and run the
installation.

In order of simplicity, a WinCE mobile device with the Device Manager client built-in is the
simplest way to deploy the mobile device management client. This is the least common scenario,
unless an organization has very specific mobile devices that always come with an ISV version of
Windows CE and the Device Management client preinstalled.

More likely, an organization will have one or more line-of-business applications that require
deployment and management. The desired deployment solution is to install the mobile LOB
application, using a comprehensive mobile management system, to an off-the-shelf mobile device
(such as a deploying a LOB pharmaceutical application on a Windows Mobile phone). In this
case, performing automated deployment of the mobile client using Configuration Manager occurs
in several phases.

9 First, assuming the infrastructure is running Configuration Manager 2007 with the
desktop management client deployed, an inventory extension on the client discovers
ActiveSync-connected CE device information

1 The administrator can get a report of CE devices suitable for device management
under Configuration Manager

1 Inventory data collected on the ActiveSync-connected device allows the device
manager client to be targeted by Configuration Manager to those PCs with
supported, connected CE devices

1 Using Configuration Manager software distribution, the device management
installation application runs on the PC and installs the Device Management client via
ActiveSync

1 The next time the device is ActiveSync-connected, the Device Management client will
auto-install on the device

1 Supplementary settings (such as private certificates or other settings) can also be
deployed on the device via the installation application (when the device management
client initially installs)

Regardless of how an administrator deploys the device management client (manual or
automated), updates to the client — or any other elements of device management (such as
password settings) can occur over-the-air (cellular wireless for example), network-connected or
cradle-connected.

Management Features

Adding the device to the management domain of Configuration Manager allows the administrator
to bring significant value to the consumer of that device. While casual users of a mobile device
reap the benefits of simpler configuration, better security and up-to-date revisions of software,
comprehensive management becomes especially critical for line-of-business deployments on
mobile devices (for both the administrator and the person using the device). A heavily-utilized
mobile device in an environment such as a shop floor can cause significant problems should
downtime occur.
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While manageability of a typically un-managed device is the primary goal for Configuration
Manager Device Management (primarily providing administrator value), consumers of mobile
devices under Configuration Management will glean noticeable value as well such as:

1 Simple access to the corporate intranet (assuming administrator Configuration

Manager has allowed it)

Auto-updated data for the hand-held applications in use

Security protections in place should the device get misplaced (such as timed locking

and strong pin-passwords)

1 Auto-upload of stored files on the device to the corporate network thus backing up
valuable mobile device data

1
1

Those administrators that wish to take what has traditionally been an un-managed set of devices
and add them to the common System Center management umbrella will also notice significant
value, mostly in the form of another managed device that is quite similar to managing a standard
PC desktop. The similarities are in the areas of hardware/software inventory, file backup
(collections), software distribution, script execution, settings management, and password policy
management.

Hardware/Software Inventory

The Device Management client populates information from the mobile device, especially useful
for identifying the device CPU (useful for software distribution) device name and unique hardware
ID. Other detail data includes screen width (if the device has a screen), Phone Number, Device
Memory, User Information, and OS details such as version number.

Contrasted with typical desktop hardware inventory, mobile devices do not have WMI (Windows
Management Instrumentation) agents, therefore the amount of information the Mobile Device
client discovers is a subset of what would ordinarily be collected by the hardware inventory agent
on a PC desktop. Nonetheless, the mobile client populates Configuration Manager with a
significant amount of usable data about the device not obtainable any other way.

It is possible to extend hardware inventory via custom DLLs on the device. This is especially
useful when the mobile device is particularly non-standard in its hardware types (custom I/O
devices or nonstandard networking for example).

Software inventory queries files on the mobile device, allowing wildcard searching (such as all
*.exe files) and searching for lists of files or applications on the CE file system. Administrators
familiar with configuring software inventory on an existing System Management Server will find
working with software inventory for mobile devices very similar. For Configuration Manager
administrators, there is little difference between desktop and mobile device software inventory.

File collection support is virtually identical to desktop file collection management. Discovering file
size, dates and uploading collections of files (plus archiving older, previously uploaded versions
to the Configuration Manager infrastructure) may be defined by an administrator, with the intent of
protecting stored files on the mobile device. Examples of mobile device files might be a contact
list (human-generated on a Smart Phone) or perhaps log files on a screen-less Windows CE
mobile device used in an embedded solution.

Microsoft System Center 8
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Software Distribution
Administrators on desktop-managed environments using System Management Server and
System Center Configuration Manager will find similar functionality for the mobile devices in
software distribution scenarios as well. In situations where a mobile device is used by an
organization with a line-of-business application, this feature is particularly important. While casual
mobile users (email, contacts and Internet browsing) rarely need software packages distributed
(other than patches), LOB consumers must always have the application updated and configured
properly. For a screen-less
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contaminating the OS with
wrongly-targeted software
update (such as an x86
update to an ARM device) a far better solution is to create distribution targets relevant to the
correct platform, thus providing accurate deployment reporting.

Software Distribution Home Page

The distribution/install model for mobile devices is quite simple; download and execute. Note that
control for the download and install (as well as many other aspects of mobile device
management) is always client-driven. Should a download/install software distribution get
interrupted, the mobile client will continue where it left off after the network reconnects
(checkpoint/restart).

Other features for mobile software distribution include administrator-driven network
characteristics for download. For example, an administrator can target a software distribution but
specify that downloads only occur when docked or only over a fast network.

Device advertising is a simpler version of desktop/PC advertisements. Device advertisement
supports interval scheduling (run a program every day/week). This is particularly useful for
settings packages, thus ensuring that administrator-driven mobile device settings persist. Should
the mobile device user change a setting, it will be reset to company policy at the next scheduled
run interval. For situations where a software distribution is mandatory an administrator may also
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assign a download (forced, mandatory software distribution) or make it optional.

Lastly, status messages are fed back to Configuration Manager indicating the status of a
download. The messages are: Download Started, Program Execution Start and Program

Execution Finish.

Settings Management

There are numerous settings options for Windows CE and Mobile devices. The mechanism by
which settings are distributed by Configuration Manager entails the creation of an XML file
containing the desired settings via a wizard that is part of the Configuration Manager console.
The XML file is then converted to a CAB file (the standard way by which mobile software is
distributed to mobile clients by Configuration Manager). The mobile client downloads the settings
CAB file, opens it and performs the local settings changes based on the contents of the CAB file.

This allows fine-grained settings management by administrators, allowing them to manipulate
common device settings such as networking options (PPP, VPN, GPRS), applications
(Outlook/Exchange connectivity options, IE Proxy settings) and security (installation of public and

private certificates).

As noted, Settings combined with Software Distribution allows an administrator to enforce
targeted mobile device policies via a settings definition coupled with a software distribution
download interval (every day, week, month, etc) thus enforcing the administrator-defined policies.

Password Policy
Management
Fundamentally, Password
Policy Management for
mobile devices is an
aspect of settings
management. There aren’t
nearly as many options for
password management for
mobile devices are there
are for desktop PCs, but
management of
fundamental password
policies is usually
mandatory for any line-of-
business mobile device
deployment. While loss of
a personal device may
mean compromised email,
contact and local mobile
file data (bad enough it
and of itself), a lost LOB
mobile device may contain
confidential medical data,
or perhaps confidential
legal or financial data.
Therefore, any mobile LOB
deployment will most likely
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Password policy management is an aspect of settings management with
options to enforce PIN length, use of characters and letters, and denial
after a set number of attempts.

want to enforce strict password policies.
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Windows CE and Mobile devices allow the creation of a pin-style password, with an option for a
strong password as well. Setting timeouts before locking are a best-practice, though that setting
is not turned on by default on many mobile devices. Using Configuration Manager Mobile Device
Management, password polices may be administrator-defined and deployed to enable these
options.

Nearly any mobile device deployment will take advantage of password policy management. The
very nature of a mobile device — unchained to a desk or a briefcase — significantly increases the
risk of loss and exposure of organizational confidential data.

Content Roaming

The more data associated with a particular desktop or device, the more important that
downloading that data occurs fairly quickly. Logging into a desktop and waiting for slow link to
download user profile data is a good example where a proper content roaming setup reduces
calls to help desk and makes for a more efficient network.

While content for mobile devices has yet to even approach the size of content associated with PC
desktops, Configuration Manager supports Content Roaming for mobile devices. Although less
critical for most installations today, proper deployment can take future expansion into account as
devices continue to increase in processor power, speed and storage.

Supporting a Secure Mobile Infrastructure

Cradled to a desktop, a mobile device is protected under the umbrella of the security layered on
the desktop (assuming it is a System Center managed desktop). For devices that always update
via a cradle, do not have a network connection of their own (wired or wireless), or for well-defined
applications where security is not an issue (the information made available to the mobile client is
designed to be widely read/utilized), then the requirement for security of a mobile device could
stop right there.

Unfortunately, that does not describe the majority of mobile device deployments. In some cases,
the mobile device is never cradled and not ActiveSync-connected. In that case, the majority of
communication to the corporate network occurs via TCPIP. The security implications in this
environment are:

1 Outlook to Exchange synchronization: How can email be securely uploaded and
downloaded by the user

1 How can software distribution deploy applications or updates to a corporate mobile

device and assure that the deployment package has not been tampered with

How can browsing the corporate intranet occur securely

In order to protect the infrastructure, how can the mobile client securely identify itself

to an internal or Internet-facing server

= =9

Part of the process to maximize security involves the use of PKI (Public Key Cryptography)
Certificates to ensure the identity of given roles in a network infrastructure. PKI Certificates are
issued to servers and devices as a separate process performed outside of Configuration
Manager, yet utilized by it to increase security of certain operations.

When a client consumes a certificate, it needs to trust the issuing agency. That agency may be
an individual, organization or duly-recognized agency that exists to issue such certificates. This is
important to know since many mobile devices are shipped to consumers already trusting well-
know commercial entities (such as VeriSign).

Therefore if your Configuration Management deployment utilizes certificates issued by a well-
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known authority, chances are your mobile device will already trust certificates issued by that
authority. Should you decide to self-issue (otherwise known as a self-hosted CA or Certificate
Authority) it may mean additional mobile device provisioning since a new device will not trust self-
issued certificates.

Security for mobile devices in Configuration Manager includes:

1 SSL communication between server and mobile client devices (two-way in native
mode)

Signed policies (ensuring only authorized policies are accepted in the mobile client
Hashing of software distribution bundles (such as CAB files) to reduced the possibility
of software tampering

1
1

Secured Mobile Device communication between Server and Mobile Device

A server must have a valid certificate in order to support SSL communication between client and
server. Issuance of the server certificate is performed by an administrator outside of Configuration
Manager and may be self-issued or issued by a recognized authority (such as VeriSign).

While server-side SSL ensures that communication between mobile device and server is secure,
it does not ensure that the mobile device doing the communication is a properly authorized
mobile device. The solution lies in a two way authentication (mutual authentication) relying on
both a server certificate/key-pair (already described) and the issuance of a similar key-
pair/certificate for the mobile device.

The generation of the certificate request on the mobile device, as well as the issuance of the
mobile/client certificate is not driven by Configuration Manager. While Microsoft does provide an
enrollment tool (which works with Microsoft Windows Server PKI services) to aid in the process of
mobile device certificate request generation, there are multiple ways to generate the request and
issue the certificate using non-Microsoft PKI. Configuration Manager can utilize the generated
mobile client certificate in either case.

Policy Signing

Acceptance of policy on a mobile device (or a PC for that matter) means trusting that the source
of that policy is authorized. Utilizing a server-held certificate (called a site server signing
certificate); separate from the server-side SSL certificate, Configuration Manager signs a policy
file before distribution. Once a mobile client receives the policy, it can verify the signature is a
trusted, valid one before executing the policy.

Secure software package distribution

Mobile client software may come from two sources; one is from a mobile software ISV and the
other may be via internal development. In either case, the mobile software will either be already
signed (using Authenticode for example) by the vendor or signed by the internal development
team (using the developer's SDK). In either case, the actual signing of the software package itself
is outside of Configuration Manager, although Configuration Manager protects the integrity of an
existing signed software package during the distribution of that software to mobile clients.

Configuration Manager already signs Policies (using the site server signing certificate as
described above). If there is a software package advertised for the mobile client, Configuration
Manager will create a hash of the software package and include that hash in the signed policy
(but not the software package itself).The client can then ask for the location and download the
advertised software package. Post download, the mobile client will then verify that the hash of the
software package included in the policy matches a hash of the downloaded software package. If
the two hashes match, then the mobile client has a level of assurance that no tampering of the
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software packages has occurred.

Enhanced security combined with certificate tools (using Windows Server PKI or third-party PKI
tools) provide a better, more secure way to deploy and manage mobile devices using
Configuration Manager 2007.

Summary

The breadth of systems management continues to expand; new devices, new software, faster
access and more secure ways to work with it all. Microsoft continues the evolution of the System
Center product line, including System Center Configuration Manager, extending comprehensive
management for mobile devices as part of the core Configuration Manager 2007 product.

Enabling and centrally managing mobile devices — whether casual/personal, line-of-business or
embedded mobile devices — is now possible using Configuration Manager 2007 Device
Management. Configuration Manager extends familiar PC/desktop management services to
mobile devices including hardware/software inventory, software distribution, security and device
settings. Administrators gain the capability to manage Windows CE and Windows Mobile devices
using familiar technology and processes allowing IT personnel familiar with System Center or
System Management Server to gain immediate benefits from an integrated, manageable
infrastructure including mobile devices.
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