	Authentication Strategy Planning

	Prepared By
	
	Date
	

	Current Environment

	
	Number
	
	Number

	Domain controllers
	
	Certification authorities
	

	Users
	
	Computers
	

	Smart card users
	
	

	Operating systems running:

	

	User Accounts

	Users or groups to whom the following rights are assigned:

	Reset user passwords
	

	Reset account lockouts
	

	Create new user accounts
	

	Disabling user accounts plan:

	

	Computer Accounts

	Security policies that apply to computer groups:

	

	Users or groups to whom the following rights are assigned:

	Create computer accounts
	

	Delete computer accounts
	

	Reset computer accounts
	

	Service Accounts

	Services authorized to run in the organization
	

	Services authorized to run on domain controllers
	

	Users authorized to reset service accounts
	

	Policies Assigned to Groups

	Groups to which the following policies are assigned:

	Log on locally
	

	Deny log on locally
	

	Access this computer from the network
	

	Deny access to this computer from the network
	

	Log on over network
	

	Reset accounts
	

	Create accounts
	

	Remove computer from docking station
	

	Other security-related policies that apply to groups:

	

	Notes

	


NOTE: This worksheet is associated with “Designing an Authentication Strategy” in the Designing and Deploying Directory and Security Services book.
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