1 Introduction

This document specifies the User Profile Synchronization (UPS) Database Data Access Protocol,
which describes the communication between a UPS service, acting as a client, and a UPS database,
acting as a server. This document specifies the communication sequences used by a
synchronization engine to perform data query and update commands on back-end database
server (BEDS) as part of file, user, and group synchronization operations.

Sections 1.8, 2, and 3 of this specification are normative and can contain the terms MAY, SHOULD,
MUST, MUST NOT, and SHOULD NOT as defined in RFC 2119. Sections 1.5 and 1.9 are also
normative but cannot contain those terms. All other sections and examples in this specification are
informative.

1.1 Glossary
The following terms are defined in [MS-GLOS]:

base64

distinguished name (DN)

domain

domain name (1)

domain controller (DC)

globally unique identifier (GUID)

HRESULT

Lightweight Directory Access Protocol (LDAP)
outbound

schema

security identifier (SID)

Unicode

Unicode character

Unicode string

UTC (Coordinated Universal Time)

Windows Management Instrumentation (WMI)
XML

XML namespace

The following terms are specific to this document:

anchor: An attribute value or series of attribute values of an object used to uniquely identity an
object.

back-end database server (BEDS): A server that hosts data, configuration settings, and
stored procedures that are associated with one or more applications.

connector filter: A synchronization rule that prevents an object changing from a disconnector
object to a connector object.

connector object: A staging object that is linked to a metaverse object.

connector space: A staging area that contains representations of the objects from a connected
data source and their attributes.

connector space object: See connector object.
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data source: A database, Web service, disk, file, or other collection of information from which
data is queried or submitted. Supported data sources can vary based on application and the
data provider that is specified.

delete-add: A pending import type that occurs when the synchronization engine finds a
staging object in the connector space with the same distinguished name (DN) but a
different object types.

delta import: An import from a connected directory where only the changes that have occurred
since the last import are imported.

delta synchronization: A synchronization process which process only those objects which
have pending imports.

deprovisioning: Deletion of a connector space object.
disconnector object: A staging object that is not linked to a metaverse object.

drop file: A file created by a management agent (MA) during either an import or an export
operation. The file contains an XML representation of all of the data being processed by the
MA during that operation.

explicit connector object: A connector object which cannot transition to a disconnector
object.

explicit disconnector object: A disconnector object which cannot transition to a connector
object.

export attribute flow: An action which transfers attributes values from a metaverse object to
a connector space object.

export attribute rules: A set of rules which govern export attribute flow.

export batch nhumber: A counter which is incremented each time an export run-step is
executed for a management agent.

export sequence number: This is counter that starts at zero and increments for each
successful exported change during a run profile.

full import: An import from a connected directory where all objects and attributes are imported.
full synchronization: A synchronization process which process all staging objects.

hologram: A set of object attributes that have been imported and synchronized to the
metaverse.

Identity Lifecycle Manager (ILM): A Microsoft product that supports managing identities,
authentication and authorization credentials, and identity-based access policies across
heterogeneous environments.

image: A set of object attributes used to track a given set of attribute changes, such as the
changes that are pending export or pending import.

import attribute flow: An action which transfers attribute values from an import object to a
metaverse object.

import attribute rules: A set of rules which govern import attribute flow.
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indexable: A database field that can be indexed.

join: An action which establishes a link between import objects and an existing metaverse
object.

LDIF: A standard plain-text data interchange format for representing Lightweight Directory
Access Protocol (LDAP) directory content and update requests.

management agent (MA): An object that translates the operation of the synchronization
engine into the format that a connected data source understands.

metaverse: A storage area that contains the aggregated information from multiple connected
data sources.

metaverse object: Any of the combined objects in the metaverse. A metaverse object
contains the aggregated view that the synchronization engine has of all the staging
objects in all the connector spaces.

multi-valued attribute: An attribute that can contain multiple values of the same type.
non-indexable: A database field that cannot be indexed.

normal connector objects: Alternate term for a connector object, used to distinguish a
connector object from an explicit connector object.

normal disconnector objects: Alternate term for a disconnector object, used to distinguish a
disconnector object from an explicit disconnector object.

obsoletion: The process of the synchronization engine marking objects in the connector
space that were not imported with a delete pending import type.

pending export: A status used to mark a staging object with information that has not yet
been exported to the connected data source.

pending import: A status used to mark a staging object with information that has not yet
been synchronized with the metaverse.

placeholder: A staging object which represents a component of another staging object's
hierarchical name that has not yet been imported.

primary object class: The most-derived object class in a list of object classes or types.

projection: An action that creates a metaverse object and establishes a link between import
objects and an existing metaverse object.

provision: An action that creates a connector space object and establishes a link with an
existing metaverse object.

provisioning: Creation of a connector space object.
single-valued attribute: An attribute that can have only one value.

staging file: A file containing either data from a connected data source before it is imported by
the synchronization engine, or data exported from the synchronization engine before it
has been processed by the connected data source.

staging object: A representation of an instance of a connected data source object.
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staging process: A process in which the synchronization engine compares the information
received from the connected data source with the information about a staging object and
determines whether the staging object requires updates.

synchronization engine: An object that performs synchronization.

synchronization process: The process of matching the data contained in the metaverse and
the connected data sources.

transient state: A state of a staging object that occurs when a staging object has the same
DN but a different anchor attribute value than an imported object.

watermark: A value that denotes the state of all objects in the data source at a particular point
in time.

MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as
described in [RFC2119]. All statements of optional behavior use either MAY, SHOULD, or
SHOULD NOT.

1.2 References

References to Microsoft Open Specifications documentation do not include a publishing year because
links are to the latest version of the documents, which are updated frequently. References to other
documents include a publishing year when one is available.

1.2.1 Normative References

We conduct frequent surveys of the normative references to assure their continued availability. If
you have any issue with finding a normative reference, please contact dochelp@microsoft.com. We
will assist you in finding the relevant information. Please check the archive site,
http://msdn2.microsoft.com/en-us/library/E4BD6494-06AD-4aed-9823-445E921C9624, as an
additional source.

[DSML2] OASIS Standard, "Directory Services Markup Language v2.0", December 2001,
http://xml.coverpages.org/DSMLv2-draftl4.pdf

[FIPS197] National Institute of Standards and Technology, "Federal Information Processing
Standards Publication 197: Advanced Encryption Standard (AES)", November 2001,
http://csrc.nist.gov/publications/fips/fips197/fips-197.pdf

[MC-SMP] Microsoft Corporation, "Session Multiplex Protocol Specification".

[MS-ADA1] Microsoft Corporation, "Active Directory Schema Attributes A-L".

[MS-ADA2] Microsoft Corporation, "Active Directory Schema Attributes M".

[MS-ADA3] Microsoft Corporation, "Active Directory Schema Attributes N-Z".

[MS-DTYP] Microsoft Corporation, "Windows Data Types".

[MS-TDS] Microsoft Corporation, "Tabular Data Stream Protocol Specification".

[MS-UPSCDS] Microsoft Corporation, "User Profile Synchronization (UPS): Configuration Data
Structure".

[MSTSQL] Microsoft Corporation, "T-SQL Language Reference", (Volume 5 of Microsoft SQL Server
2000 Reference Library, Microsoft Press, 2001, ISBN: 0-7356-1280-3)

13/ 280

[MS-UPSDBDAP] — v20120705
User Profile Synchronization (UPS): Database Data Access Protocol Specification

Copyright © 2012 Microsoft Corporation.

Release: Thursday, July 5, 2012


%5bMS-GLOS%5d.pdf
http://go.microsoft.com/fwlink/?LinkId=90317
mailto:dochelp@microsoft.com
http://msdn2.microsoft.com/en-us/library/E4BD6494-06AD-4aed-9823-445E921C9624
http://go.microsoft.com/fwlink/?LinkId=119908
http://go.microsoft.com/fwlink/?LinkId=89870
%5bMC-SMP%5d.pdf
%5bMS-ADA1%5d.pdf
%5bMS-ADA2%5d.pdf
%5bMS-ADA3%5d.pdf
%5bMS-DTYP%5d.pdf
http://go.microsoft.com/fwlink/?LinkId=120874
%5bMS-UPSCDS%5d.pdf
%5bMS-UPSCDS%5d.pdf

ser Profile
Synchronization Database
Data Access Protocol

T-SQL

TDS

SMUX (Optional

TLS/SSL (Optional)

MNetwaork Transport
e.g., TCP-IP

Figure 2: Relationship to other protocols

The synchronization engine relies on this protocol to retrieve and manipulate object information
persistently stored on the BEDS, and to synchronize that data to the data sources.

Specifications for TCP-IP network transport are found in [RFC793] and [RFC1122].

1.5 Prerequisites/Preconditions

The operations described by this protocol operate between a protocol client and a protocol server.
The client is expected to have the location and connection information for the required databases on
the protocol server.

This protocol requires the protocol client to have appropriate permissions to call the stored
procedures in the required databases on the protocol server.

1.6 Applicability Statement

This protocol is only applicable to the User Profile Synchronization Engine when communicating with
the BEDS for configuration, synchronization, and administration operations.

1.7 Versioning and Capability Negotiation
This document covers versioning issues in the following areas:

= Protocol Versions: The protocol supports a single version of the database schema, stored
procedures, and data structures. The version is defined in section 2.2.5.15.

= Security and Authentication Methods: This protocol supports the SSPI and SQL
Authentication with the BEDS. These authentication methods are defined in [MS-TDS].

1.8 Vendor-Extensible Fields

None.
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1.9 Standards Assignments

None.
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2 Messages

2.1 Transport

The Tabular Data Stream Protocol [MS-TDS] is the transport protocol used to call the stored
procedures, query SQL Views or SQL Tables, and return result codes and result sets.

2.2 Common Data Types

This section defines the data types that are used in this protocol. In these data types, GUID values
are specified using the following formats:

= Binary Structures (section 2.2.3): GUID packet representation ([MS-DTYP] section 2.3.2.2).

= Result Sets (section 2.2.4) and Tables and Views (section 2.2.5): The uniqueidentifier data
type [MSTSQL], which uses the string form of universally unique identifier (UUID)
([REC4122] section 3).

= XML Structures (section 2.2.6): The guidType simple type, which uses the string form of UUID.

2.2.1 Simple Data Types and Enumerations
The following simple data types and enumerations are defined for use with this protocol. Only the

values defined in the following data type definitions SHOULD be used. All other values are reserved
for future use and SHOULD NOT be used.

2.2.1.1 Execution Result Strings

The following execution result Unicode strings are used by the synchronization engine to report
and display the execution status of a run profile.

Value Description

The run profile execution is still in progress.
"in-progress"

The run profile completed successfully.
"success"

The credentials for the management agent are invalid.
"no-start-credentials"

The management agent was unable to establish a connection to the data
"no-start-connection" source.

The input file could not be found for an import staging profile.
"no-start-file-not-found"

The management agent does not have permissions to read or write the
"no-start-file-access- staging file or drop file.
denied"

The file system reported a sharing violation when the management agent
"no-start-file-sharing- tried to access the staging file or drop file.
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Value/DisplayString Description

unexpected-error

0x80230826 The management agent run was terminated as the server is shutting
unexpected-error down.

0x80230835 The management agent run was terminated as the deletion count
deletion-limit-error threshold was exceeded.

2.2.2.6 Delete State Flags

Connector space object delete state flags that are returned from the stored procedure
mms_ProcessCsObjectDeletion.

Value Description

Unknown link state.
0x00000000

The connector space object is still referenced by import, hologram, or export links. It MAY
0x00000001 have children.

The connector space object is still referenced by export links. It MAY have children.

0x00000002

The connector space object still has children.
0x00000003

The connector space object has truly been deleted.
0x00000004

2.2.2.7 Header Value Type Flags

A 4-byte unsigned integer bitmask that specifies the characteristics of this image, and the special
attribute values that are present in the binary image structure. All bits not specified here MUST be
zero.

Value Description

An image value: If this bit is not set, then this is a delta image.
0x00000008

The object includes lineage data.
0x00000010

The object has a current distinguished name (DN).
0x00000020

The object has a new DN.
0x00000040

The object has a primary object class.
0x00000080
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Value Description

Export Attribute Flow
0x00000007

Connector Space Deprovisioning
0x00000008

Account Joiner
0x00000009

2.2.2.10 Link State Flags

A 4-byte integer flag indicating the association of the link data to the correct part of the connector
space image.

Value Description

The link data is for a reference in the hologram.
0x00000000

The link data is for a reference in the pending import image.
0x00000001

The link data is for a reference in the export image.
0x00000002

2.2.2.11 Management Agent Capabilities

The management agent capabilities flag is a 32-bit value indicating the capabilities of a
management agent.

Value Description

Provides immediate export confirmation

0x00000001

DN is the anchor attribute for this management agent
0x00000002

Provides an immutable anchor
0x00000004

Object renamed that fall out of scope will not be submitted as deletes by this management
0x00000008 | agent.

Supports native DNs
0x00000010

Supports hierarchical DNs
0x00000020

Supports LDAP-style DNs
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Value Description

0x00000040
Supports renaming of containers
0x00000080
Supports providing parent anchor for each object during import
0x00000100
Supports renaming of leaf nodes
0x00000200

Does not support exporting of reference values on first export pass (that is, supports
0x00000400 referential integrity)

Supports full import

0x00000800

Supports delta import
0x00001000

Supports export
0x00002000

The management agent will function without first running a full import run profile
0x00004000

Supports concurrent operations
0x00008000

Requires full replace of object to be deleted
0x00010000

Requires attribute update list on export
0x00020000

Supports retrieving of schema
0x00040000

Requires normalization to uppercase
0x00080000

Requires normalization to remove accent characters
0x00100000

Support storing sync configuration. MUST be 0 for all management agents instance except
0x00400000 those with ma_type with the literal "FIM"

2.2.2.12 Management Agent Statistics Enumeration

The management agent statistics enumeration indicates which statistic type was updated.
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Value Description

Provisioning
0x00000003

2.2.2.15 OMODT Flags

A 3-bit flag indicating the object modification type of a binary image.

Value Description
Not configured
0x0
None
Ox1
Add
0x2
Replace
0x3
Update
0x4
Delete
0x5
Delete/Add
0x6 The existing object will be deleted, and a new object will be added in its place.
Obsolete
0x7

2.2.2.16 Partition Allowed Operations

The partition allowed operations flag is a 32-bit value indicating the run profile operations allowed

on a partition.

Value Description

Delta import is allowed.
0x00000001

Delta import not allowed; management agent configuration has changed.
0x00000002

Delta import not allowed; metaverse configuration has changed.
0x00000004

Delta import not allowed; metaverse rules extension has changed.
0x00000008
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Value/Display String Description

0x80231319 Encountered exception when querying objects from the application store.
app-store-import-exception

0x80231320 While importing an object, an unsupported attribute type was found.
unsupported-attribute-type

0x80231321 The requested sync config operation is not supported.
sync-config-operation-not-
supported

0x80231322 The object creation via web services failed.
failed-creation-via-web-
services

0x80231323 The object modification via web services failed.
failed-modification-via-web-
services

0x80231324 The reference value to export flowed is connected to multiple cs objects.
ambigous-reference-value-
for-export-flow

0x80231326 The object delete via Web services failed.
failed-deletion-via-web-
services

0x80231327 DetectedRuleEntry object does not have all the REQUIRED attributes.
dre-missing-required-
attribute

2.2.2.18 Synchronization Statistics Enumeration

The synchronization statistics enumeration indicates which synchronization statistic type was
updated.

Value Description

Flow failure.
0x00000000

Disconnector filtered.
0x00000001

Disconnector joined, no flow.
0x00000002

Disconnector joined with flow.
0x00000003

Disconnector joined, remove metaverse object.
0x00000004

Disconnector projected, no flow.
0x00000005
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Value Description
0x00000017
Provisioned delete-add with flow.
0x00000018
Canceled out, management agent statistics not set.
0x00000019
Unexpected. Not necessarily an error as this can be caused by account jointer intervention.
0x00000063

2.2.2.19 VMODT Flags

A 1-byte flag indicating the type of value modification in a binary image.

Value Description
Not configured
0x0
Add
0x1
Delete
0x2

2.2.3 Binary Structures

The synchronization engine uses a binary image format for storing object data of varying schema
and configuration. The hologram and delta images of an object are stored in this binary image
format. These binary images are then compressed so that they take up less space. It is this
compressed binary data that is‘stored in the back-end database server (BEDS).

The following binary structures are defined for use with this protocol. Only the values defined in the
following data type definitions SHOULD be used. All other values are reserved for future use and
SHOULD NOT be used.

2.2.3.1 Binary Image Compression

The synchronization engine compresses the binary image data using the following encoding. The
binary data consists of lots of Unicode text that happens to be mainly ASCII characters.

= Unicode characters in the range of 0x0000 to 0x007F are stored in 1 byte. The high bit MUST
be zero.

= Unicode characters in the range of 0x0080 to Ox3FFF are stored in 2 bytes. The high bit MUST be
1 and the next highest bit MUST be zero.

= Unicode characters in the range of 0x4000 to OXFFFF are stored in 3 bytes. The lowest 6 bits
MUST be zero. The two high bits MUST be 1.

Once encoded, the data can be decoded by checking the high bit of the first byte. If it is zero, the
character is in the low 7 bits of that byte. If it is not zero, then check the high two bits of the second
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byte. If the high bit is 1 and the next highest bit is 0, the character is in the low 14 bits of those
bytes. If the high bit is not 1 and the next highest bit is not zero, then the two highest bits of the
third byte MUST be 1. The character is in bits 6 through 29 where the lowest bit is designated bit

Zero.

This table shows the encoding used:

Cha Encoded Format Enc
rac odi
ter ng
Ra Siz
nge ([ 0| 1| 2| 3| 4 1| 2 3| e
0x0 X| X| x| x| x 1-
000 byt
- e
0x0
07F
0x0 X| x| x| x| x X | X 2-
080 byt
- es
0x3
FFF
0x4 0|0l 0]O0]O X | X 1| 3-
000 byt
- es
OxF
FFF

All binary images MUST be encoded before they are written to the back end database server.

2.2.3.2 Binary Image Structure

A structure that specifies the format of the uncompressed binary image data.

3
0|1]12|3|4|5|6|7 5|6 0|1
Header
SpecialAttributes (variable)

UserAttributes (variable)
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Header (16 bytes): A HOBL HEADER V1 structure (section 2.2.3.3) that gives the version for
the structure, the offset to the user attributes, the header flags indicating which special
attributes are present, and the count of special attributes.

SpecialAttributes (variable): A variable-length structure containing zero or more attributes
that are used frequently by the synchronization engine, as defined in section 2.2.3.4. This
data is aligned on 4-byte boundaries.

UserAttributes (variable): A variable-length structure containing zero or more user attributes
as defined in section 2.2.3.5. The offset to the start of this structure is defined in the
HOBL_HEADER_V1 structure.

2.2.3.3 HOBL_HEADER_V1 Structure

A 16-byte structure that specifies the header of a Binary Image Structure (section 2.2.3.2).

0(1/2(3|4(5|6|7(8|9(0(1|2|3|4|5|6|7|8|9(0|1}2[3|4(5|6|7(8|9(0]1

VersionSignature

UserAttributesOffset

HeaderFlags

SpecialValueCount

VersionSignature (4 bytes): The version signature of the Binary Image Structure. This MUST
be OxFFFFFFFE.

UserAttributesOffset (4 bytes): The offset, in bytes, from the end of the HOBL_HEADER_V1
structure to the start of the User Attributes (section 2.2.3.5).

HeaderFlags (4 bytes): A 4-byte value that is encoded with the following two types of data.

1 2 3
0(1|/2(3(4|5(6|7|8|9|0(1|2|3(4|5[6|7|8|9|0(1|2|3|4|5[|6|7|8|9|0]1

OMODT | HeaderValueTypeFlags Reserved

OMODT (3 bits): The object modification type. This MUST be one of the values in section
2.2.2.15.

HeaderValueTypeFlags (1 byte): Bit flags that indicate which special attribute values
are present in this Binary Image Structure. This MUST be zero, or a combination of the
bit values from section 2.2.2.7.

Reserved (21 bits): Reserved for future use and MUST be zero.
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SpecialValueCount (4 bytes): A count of the humber of Special Values (section 2.2.3.4.1) in
this structure.

2.2.3.4 SpecialAttributes

SpecialAttributes are those attributes that are needed frequently by the synchronization engine in
order to accomplish the most basic operations. SpecialAttributes follow the SpecialValueCount in
the header (see section 2.2.3.3).

2|3|4(5(6|7|8[9(0|1|2|3|4|5|6|78[9(0|1|2(3(4|5|6|7(819|0]|1

e

2 3

SpecialValueOffsetTable (variable)

SpecialValues (variable)

SpecialValueOffsetTable (variable): An array of 4-byte offset values. The offsets are
absolute values from the beginning of the Binary Image Structure (section 2.2.3.2) to the
location of a SpecialValues (section 2.2.3.4.1) structure.

The number of entries in this table is determined by the SpecialValueCount, and which
header value type flags are specified in the HOBL_HEADER_V1 structure. The order of the
SpecialValueOffsetTable is always:

Current DN

New DN

Primary Object Class
Lineage

Anchor

Parent Anchor

Object Class Data (secondary)

Example:

If the header value type flags for current DN (0x00000020) and primary object class
(0x00000080) are defined, then the SpecialValueCount will be 2, and the size of the
SpecialValueOffsetTable will be 8 bytes.

The values are always stored in the order specified above. In this example, the first offset in
the SpecialValueOffsetTable will be for the current DN, and the second value will be for the
primary object class.

SpecialValues (variable): An array of SpecialValues, as described in section 2.2.3.4.1.
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2.2.3.4.1 SpecialValues

Each SpecialValues referred to from the SpecialValueOffsetTable will have the following structure:

0(1/2(3|4(5|6|7(8|9(/0(1|2|3|4|(5|6|7|8|9(0|1|2[3|4(5|6|7(8|9(0]1

CountOfValues

OffsetToValue

TotalSizeOfValueData

Value (variable)

CountOfValues (4 bytes): The count of values for this attribute. If this value is zero, the rest
of this structure will not exist for this attribute, and the next part of the Binary Image
Structure (section 2.2.3.2) will immediately follow this field.

OffsetToValue (4 bytes): The offset, in bytes, from'the end of the previous attribute or value
to the total value size data.

TotalSizeOfValueData (4 bytes): The size, in bytes, of all ValueData (section 2.2.3.4.2) for
this attribute. This includes the count of bytes for each individual value and the actual values.

Value (variable): An array of ValueData, as described in section 2.2.3.4.2.

2.2.3.4.2 ValueData

Each Value field within a SpecialValues (section 2.2.3.4.1) structure contains a ValueData structure,
which is a size followed by data.

-
N
w

0(1/2(3|4(5|6|7(8|9|0(1}2|3|4|5|6|7|8|9(0|1|2[3|4(5|6|7(8|9(0]1

ValueSize

ValueData (variable)

ValueSize (4 bytes): The size, in bytes, of the data in the ValueData field plus the 4-byte size
of this field. This value does not include padding bytes to make the ValueData field end on a
4-byte boundary.

ValueData (variable): The data. This field MUST start immediately after ValueSize, which is
on a 4-byte boundary, and it MUST end on a 4-byte boundary. For example, if the data is 10
bytes, there will be 2-bytes of padding to fill out the data to the next 4-byte boundary. The
actual size of the data can be determined by subtracting 4 from the value of ValueSize.
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2.2.3.5 UserAttributes

UserAttributes are dynamically configurable attributes that can have any number of attributes and
each attribute can have zero or more values. UserAttributes immediately follow the SpecialAttributes
section. Each attribute is stored in sorted order, according to the binary representation of the

attribute name. The sort does not take into account any locale.

This is a structure that specifies the format for the UserAttributes section of a Binary Image

Structure (section 2.2.3.2).

0|1|{2({3(4|5|6|7(8|9|0|1|2|3|4|5|6|7[8|9|0|1)2

UserAttributeCount

UserAttributeOffset (variable)

UserAttribute (variable)

UserAttributeCount (4 bytes): A count of the'number of UserAttributes.

UserAttributeOffset (variable): An array of offsets. The offset, in bytes, from the beginning
of the UserAttributes section, to the individual UserAttribute. There will be one offset value

per UserAttribute as defined in the UserAttributeCount field.

UserAttribute (variable): An array of UserAttributes, as described in section 2.2.3.5.1. The
number of UserAttributes is defined by the UserAttributeCount found at the beginning of

this structure.

2.2.3.5.1 UserAttribute

Individual UserAttributes have the following structure.

1 2
3
0(1(2(3/4|5(6|7|819(0({1({2({3|4|5|6|7|8|9|0|1(2(3(4|5(6(7|8] 9|0 |1
AttributeNameLength
AttributeEchoFlag ATYPE ABIT | AMODT | NumberValu
S es
AttributeValueCount
AttributeName (variable)
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ValueData (variable): The ValueData will be variable length. The length is specified by the
ValueLength above. If the ValueLength does not exist (because this is not a reference
attribute), the length is determined by subtracting this ValueOffset from the next
ValueOffset. If this is the last value, the length can be determined by subtracting this
ValueOffset from the next UserAttributeOffset. If this is the last value of the last attribute,
the length is determined by subtracting this ValueOffset from the total size of data in this
structure.

ValueAnchor (2 bytes): If this attribute is a reference value as defined by the ATYPE
Enumeration, then each value will have an anchor immediately following the main value.
This anchor is a binary data stream that is not encoded. It will be the length computed by the
following expression:

anchor length = overall value length - VMOTD length - Echo length - value data
length

If this attribute is not a reference attribute, then this value will not have an anchor value. A
value will not have both lineage and an anchor value.

ValueEcho (1 byte): Reserved. This MUST be zero.

VMODT (1 byte): The value modification type. This MUST be a value specified in section
2.2.2.19.

2.2.4 Result Sets

The following result sets are defined for use with this protocol. Only the values defined in the
following data type definitions SHOULD be used. All other values are reserved for future use and
SHOULD NOT be used. Result sets MAY contain no rows.

2.2.4.1 mms_connectorspace.ResultSet

This result set contains all attributes from the mms_connectorspace table.

object id uniqueidentifier,

ma_ id uniqueidentifier,

pobject id uniqueidentifier,

rdn nvarchar (438),

ancestors varbinary(944),

depth int,

anchor varbinary(800),

partition_ id uniqueidentifier,

creation date datetime,

is_provisioned bit,

disconnection id uniqueidentifier,
disconnection modification date datetime,
last_import modification date datetime,
last_export modification_date datetime,
count _dmport modications int,

count export modications int,
1s_connector bit,

connector state int,

pending bit,

is_rename retry bit,

is_reference retry bit,

is rebuild in progress bit,
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2.2.5 Tables and Views

The following tables are defined for use with this protocol. Only the values defined in the following
data type definitions SHOULD be used. All other values are reserved for future use and SHOULD

NOT be used.

2.2.5.1 mms_connectorspace

The mms_connectorspace table contains information about connector space object from all

connector spaces. The mms_connectorspace table is logically divided into management agents by

the ma_id, and further into logical partitions by the partition_id.

object id uniqueidentifier NOT NULL,

ma id uniqueidentifier NULL,

pobject id uniqueidentifier NOT NULL,
rdn nvarchar (876) NOT NULL,

ancestors varbinary(944) NOT NULL,

depth int NOT NULL,

anchor varbinary(800) NULL,

partition id uniqueidentifier NULL,
creation date datetime NULL,

is provisioned bit NULL,
disconnection id uniqueidentifier NULL,
disconnection modification date datetime NULL,
last import modification date datetime NULL,
last export modification date datetime NULL,
count import modications int NULL,

count export modications int NULL,
is_connector bit NULL,

connector state int NULL,

pending bit NULL,

is rename retry bit NULL,

is_reference retry bit NULL,

is _rebuild in progress bit NULL,
is_seen by import bit NULL,

is_phantom parent bit NULL,

is_phantom link bit NULL,

is_phantom delete bit NULL,

is_full sync bit NULL,

is_obsoletion bit NULL,

is_pending reference delete bit NULL,
import operation int NULL,

export operatdon int NULL,

is_import error bit NULL,
count_import error retries int NULL,
initial import error date datetime NULL,
last_import_error date datetime NULL,
import error_ code int NULL,

is export error bit NULL,
count_export error retries int NULL,
initial export error date datetime NULL,
last export error date datetime NULL,
export error code int NULL,
current export batch number int NULL,
current export sequence number int NULL,
unapplied export batch number int NULL,
unapplied_export_sequencer number int NULL,
original export batch number int NULL,
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run profile id uniqueidentifier NOT NULL,
ma_ id uniqueidentifier NOT NULL,

version number int NOT NULL,

creation date datetime NULL,
modification date datetime NULL,
run_profile name nvarchar (256) NOT NULL,
configuration xml nvarchar (max) NOT NULL,

run_profile_id: A GUID uniquely identifying the run profile.

ma_id: A GUID uniquely identifying the management agent associated with this run profile. This
value MUST match a management agent record in the mms_management_agent table.

version_number: The version of the last change made to this run profile. This MUST startat 1.
The synchronization engine will increment the version, allowing conflict detection for simultaneous
edits.

creation_date: The UTC time that this run profile was created.
modification_date: The UTC time that this run profile was last modified.
run_profile_name: The name of this run profile.

configuration_xml: An XML fragment containing the run profile configuration. This MUST be
formatted as specified in section 2.2.6.4.2.

2.2.5.15 mms_server_configuration

instance id uniqueidentifier NOT NULL,

fixed schema version number int NULL,

server configuration version number int NULL,
keyset id int NULL,

mms_timestamp bigint NULL,

operation bitmask bigint NULL,
administrators sid varbinary(85) NULL,
operators sid varbinary(85) NULL,

account joiners sid varbinary(85) NULL,
browse sid varbinary(85) NULL,
passwordset sid varbinary(85) NULL,
password change history size int NULL,
computer id nvarchar (max) NULL,

mv_schema_xml nvarchar (max) NULL,

import attribute flow xml nvarchar (max) NULL,
provisioning configuration xml nvarchar (max) NULL,
mv_deletion_rule_xml nvarchar (max) NULL,
mv_extension dll xml nvarchar (max) NULL,
passwordsync xml nvarchar (max) NULL,

mms timestamp current smallint (8) NULL,

instance_id: A GUID uniquely identifying the server configuration instance.
fixed_schema_version_number: A numeric value which MUST be 301.

server_configuration_version_number: The numeric value which represents the version number
of the server configuration instance. The synchronization engine sets this to 1 for a new server
configuration and increments it every time a change is made to the server configuration definition.
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2.2.6 XML Structures

The following XML structures are defined for use with this protocol. Only the values defined in the
following data type definitions SHOULD be used. All other values are reserved for future use and

SHOULD NOT be used.

The syntax of the definitions in this section uses XML schema as defined in [XMLSCHEMA1] and

XMLSCHEMAZ?].

2.2.6.1 Namespaces

This specification defines and references various XML namespaces using the mechanisms specified
in [XMLNS-2ED]. Although this specification associates a specific XML namespace prefix for each
XML namespace that is used, the choice of any particular prefix is implementation-specific and not

significant for interoperability.

The following table defines the XML namespace prefix that is used in the element and type

specifications in this section.

Prefix Namespace URI

Reference

XS http://www.w3.0rg/2001/XMLSchema [XMLSCHEMA1] [XMLSCHEMAZ2]

2.2.6.2 Simple Types

The following table summarizes the set of common XML schema simple type definitions defined by
this specification. XML schema simple type definitions that are specific to a particular operation are

described with the operation.

Simple type

Description

algorithmStepType

This type enumerates the synchronization engine operations that can be
performed.

applyRulesSubtype

This type enumerates SubType values used in a synchronization run step.

changeType

This type enumerates the types of password operations that can be
performed.

connectionResult

This type enumerates the possible results of a management agent
connection attempt.

DateTimeValue

This type specifies a date and time value in the format
yyyy-mm-dd hh:mm:ss.fff.

discoveryErrorType

This type enumerates discovery error types.

dnType This type specifies the format of distinguished name value.
exportErrorType This type enumerates export error types.
exportSubType This type enumerates SubType values used in an export run step.

extensionCallsite

This type enumerates the interface and method that was called by the
synchronization engine.

guidType

This type specifies the format of a GUID value.
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Value Description

initialize The initialize method of the script-based synchronization rule interface is being called.

provisioning The connector space object creation method of the script-based synchronization rule
is being called.

mv-deletion The metaverse object deletion method of the script-based synchronization rule is
being called.

projection The projection method of the script-based synchronization rule is being called.

import-flow The import flow method of the script-based synchronization rule is being called.

export-flow The export flow method of the script-based synchronization rule is being called.

cs-deprovisioning | The connector space object deletion method of the script-based synchronization rule is

being called.
join-mapping The join method of the script-based synchronization rule is being called.
join-resolution The join resolution method of the script-based synchronization rule is being called.
disconnector- The connector filter method of the script-based synchronization rule is being called.

filter

2.2.6.2.11 guidType Simple Type

This specifies the format of a globally unique identifier (GUID) string.

<xs:simpleType name="guidType">
<xs:restriction
base="xs:string"
>
<xs:pattern
value=" (\{ ([0-9a-fA-F]) {8}-([0-9a-fA-F]){4}-([0-9a-fA-F]) {4}-([0-9a-fA-F]) {4}-([0-9a-
fA-F]) {123\ "
/>
</xs:restriction>
</xs:simpleType>

Patterns

The following pattern is defined by the guidType simple type:

(M ([0-9a-fA=F]) {8} - ([0-9a-fA-F]) {4}- ([0-9a-fA-F]) {4} - ([0-9a-fA-F]) {4}-([0-9a-fA-F]) {12}\})

2.2.6.2.12 importAndMVRetryErrorType Simple Type

This type enumerates per-object error types that occur during import or synchronization of an
object.

<xs:simpleType name="importAndMVRetryErrorType">
<xs:restriction
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2.2.6.4.1 component-mappings Element

The component-mappings element is not used. This element is specified via the following XML
schema [XMLSCHEMA1] definition:

<xs:element name="component-mappings">
<xs:simpleType>
<xs:restriction
base="xs:string"
>

<xs:length
value="0"
/>

</xs:restriction>
</xs:simpleType>
</xs:element>

2.2.6.4.2 configuration Element

This configuration element contains the steps for run profile definitions. This element is specified via
the following XML schema [XMLSCHEMA1] definition:

<xs:element name="configuration">
<xs:complexType>
<xs:sequence>
<xs:element
minOccurs="1"
maxOccurs="unbounded"
ref="step"
/>
</xs:sequence>
</xs:complexType>
</xs:element>

Child Elements

Element | Type | ‘Description

step step The definition foran individual run step, as defined in section 2.2.6.4.22. There MUST
be at least 1 step element.

2.2.6.4.3 connection-log Element

The connection-log element contains information about the results of connection attempts between
a management agent and a data source. This element is specified via the following XML schema

[XMLSCHEMA1] definition:

<xs:element name="connection-log">
<xs:complexType>
<xs:sequence>
<xs:element name="connection-result"
type="connectionResult"
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2.2.6.4.22 step Element

The step element contains information about a run profile step. This element is specified via the
following XML schema [XMLSCHEMA1] definition:

<xs:element name="step">
<xs:complexType>
<xs:sequence>
<xs:element name="step-type">
<xs:complexType
mixed="true"
>
<xs:sequence
minOccurs="0"
>
<xs:element name="apply-rules-subtype"
type="applyRulesSubtype"
minOccurs="0"
/>
<xs:element name="export-subtype"
type="exportSubType"
minOccurs="0"
/>
<xs:element name="import-subtype"
type="importSubType"
minOccurs="0"
/>
</xs:sequence>
<xs:attribute name="type"
type="stepType"
use="required"
/>
</xs:complexType>
</xs:element>
<xs:element
ref="threshold"
/>
<xs:element
ref="partition"
/>
<xs:element
ref="dropfile-name"
/>
<xs:element
ref="custom-data"
/>
</xs:sequence>
</xs:complexType>
</xs:element>

Child Elements

Element Type Description

step-type N/A The type of run profile step, including subtypes used in
synchronization, export, and import run steps.

214 / 280

[MS-UPSDBDAP] — v20120705
User Profile Synchronization (UPS): Database Data Access Protocol Specification

Copyright © 2012 Microsoft Corporation.

Release: Thursday, July 5, 2012


http://go.microsoft.com/fwlink/?LinkId=90608

3 Protocol Details

3.1 Server Details

The back-end database server responds to stored procedure calls and T-SQL statements from the
client. The server returns result sets and return codes to the client. The server never initiates
communication with other endpoints of the protocol.

3.1.1 Abstract Data Model

This section describes a conceptual model of possible data organization that an implementation
maintains to participate in this protocol. The described organization is provided to facilitate the
explanation of how the protocol behaves. This document does not mandate that implementations
adhere to this model as long as their external behavior is consistent with that described in this
document.

The synchronization engine is the client in this protocol, and the back-end database server (BEDS) is
the server. In addition to using the stored procedures documented in section 3.1, the
synchronization engine can construct dynamic T-SQL statements to create, read, update, or delete
data in the BEDS. The dynamic queries MUST conform to the table definitions as specified in section
2.2.5.

The BEDS stores configuration data for the server that defines
= management agents

= run profiles

= server configuration (global server settings)

= scripted rules extensions

The BEDS stores connector space objects and maintains the state of those objects for import,
synchronization, and export operations. A connector space object cannot reference another
connector space object unless the referenced object exists in the connector space table, or a
placeholder connector space object has been created to hold the reference. The connector space can
be logically partitioned to segment the processing of operations against the connector space.

The BEDS stored metaverse objects. Metaverse objects MUST NOT exist unless they are referenced
by at least one connector space object. A metaverse object cannot reference another metaverse
object unless the referenced object exists in the metaverse table. The metaverse does not support
placeholder objects. The metaverse maintains lineage data that tells which management agent
created a metaverse object and when it was created. The metaverse maintains which management
agent contributed a given attribute, and when it was most recently updated.

The BEDS stores run profile definitions that are a collection of sequences operations that SHOULD be
performed by the synchronization engine every time it executes the run profile definition. The
detailed results of the run profile execution are stored in the run history.

3.1.2 Timers

None.
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3.1.3 Initialization

A connection that uses the underlying protocol layers MUST be established before using this
protocol, as specified in [MS-TDS].

3.1.4 Higher-Layer Triggered Events

None.

3.1.5 Message Processing Events and Sequencing Rules

Unless specified otherwise, GUID parameters in the stored procedures defined in this section are the
uniqueidentifier data type [MSTSQL], which uses the string form of universally unique identifier

(UUID) ([REC4122] section 3).

3.1.5.1 mms_addcslink

This stored procedure adds a reference link from one connector space object to another connector
space object. The objects MUST be in the same connector space (that is, they MUST have the same
ma_id).

PROCEDURE mms_addcslink (
@objid uniqueidentifier,
@csref id uniqueidentifier,
@attr nvarchar (128),
@rstate int,

)i

@objid: A GUID uniquely identifying the source connector space object. This object MUST exist in
the connector space table.

@csref_id: A GUID uniquely identifying the referenced connector space object. This object MUST
exist in the connector space table and have the same ma_id as the source connector space object.

@attr: The name of the reference attribute. This MUST be a reference attribute as defined in the
management agent schema.

@rstate: The link state flag. This MUST be a valid value as defined in section 2.2.2.10.
Return Values: An integer which MUST be 0.

Result Sets: MUST NOT return any result sets.

3.1.5.2 mms_addcsobj

This stored procedure adds a placeholder connector space object.

PROCEDURE mms_addcsobj (
@QguidMA uniqueidentifier,
@pobjid uniqueidentifier,
@ancestor varbinary(944),

@rdn nvarchar (438),

@depth int,

@objid uniqueidentifier OUTPUT,
)7
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@errortime: The UTC time of the import error. The last import error date is updated with this
value.

Return Values: An integer which MUST be 0.

Result Sets: MUST NOT return any result sets.

3.1.5.121 mms_updatestepobjectdetails_stats

This stored procedure updates the statistics type and update count for the specified run step,
connector space identifier, and management agent statistics type.

PROCEDURE mms_updatestepobjectdetails stats (

@stepid uniqueidentifier,

@guidCs uniqueidentifier,

@mastatstype int,

@statstype int,

@updatecount int,

)i
@stepid: A GUID uniquely identifying the run step history object.
@guidCs: A GUID uniquely identifying the connector space object.

@mastatstype: A number indicating which management agent statistic values were incremented
while processing this object. This MUST be a value specified in section 2.2.2.12.

@statstype: A number indicating which synchronization statistic values incremented while
processing this object. This MUST be a value specified in section 2.2.2.18.

@updatecount: The update count of this statistic.
Return Values: An integer which MUST be 0.

Result Sets: MUST NOT return any result sets.

3.1.6 Timer Events

None.

3.1.7 Other Local Events

None.

3.2 Client Details
The client interacts with the server by issuing stored procedure calls and dynamic T-SQL statements

to the server, and processes the results returned. The client is responsible for initiating the
communications in this protocol.

3.2.1 Abstract Data Model

The synchronization engine is the client in this protocol. In addition to using the stored procedures
specified in section 3.1, the synchronization engine can construct dynamic T-SQL statements to
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create, read, update, or delete data in the back-end database server (BEDS). The dynamic queries
MUST conform to the table definitions, as specified in section 2.2.5.

3.2.2 Timers

None.

3.2.3 Initialization

None.

3.2.4 Higher-Layer Triggered Events

None.

3.2.5 Message Processing Events and Sequencing Rules

The client handles each stored procedure with the same basic processing method of calling the
stored procedure and waiting for the result code and any result sets that will be returned.

3.2.6 Timer Events

None.

3.2.7 Other Local Events

None.

273/ 280

[MS-UPSDBDAP] — v20120705
User Profile Synchronization (UPS): Database Data Access Protocol Specification

Copyright © 2012 Microsoft Corporation.

Release: Thursday, July 5, 2012



5 Security

5.1 Security Considerations for Implementers

Security for this protocol is controlled by the access rights to the databases on the back-end
database server (BEDS), which is negotiated as part of the Tabular Data Stream (TDS) Protocol

MS-TDS].

The service account used by the synchronization engine can access the appropriate database on the
BEDS. If the account does not have sufficient access rights, access will be denied when attempting
to set up the TDS connection to the database or when calling the stored procedures.

Interactions with SQL are susceptible to tampering and other types of security risks. Implementers
are advised to sanitize the input parameters for a stored procedure before invoking the stored
procedure.

Interactions with SQL are susceptible to spoofing. Implementers are advised to use transport layer
security for communications with SQL, as specified in [MS-TDS] section 3.2.

5.2 Index of Security Parameters

None.
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7 Change Tracking

This section identifies changes that were made to the [MS-UPSDBDAP] protocol document between
the March 2012 and July 2012 releases. Changes are classified as New, Major, Minor, Editorial, or
No change.

The revision class New means that a new document is being released.

The revision class Major means that the technical content in the document was significantly revised.
Major changes affect protocol interoperability or implementation. Examples of major changes are:

= A document revision that incorporates changes to interoperability requirements or functionality.
= An extensive rewrite, addition, or deletion of major portions of content.

* The removal of a document from the documentation set.

= Changes made for template compliance.

The revision class Minor means that the meaning of the technical content was clarified. Minor
changes do not affect protocol interoperability or implementation. Examples of minor changes are
updates to clarify ambiguity at the sentence, paragraph, or table level.

The revision class Editorial means that the language and formatting in the technical content was
changed. Editorial changes apply to grammatical, formatting, and style issues.

The revision class No change means that no new technical or language changes were introduced.
The technical content of the document is identical to the last released version, but minor editorial
and formatting changes, as well as updates to the header and footer information, and to the revision
summary, may have been made.

Major and minor changes can be described further using the following change types:
= New content added.

= Content updated.

= Content removed.

= New product behavior note added.

= Product behavior note updated.

* Product behavior note removed.

= New protocol syntax added.

= Protocol syntax updated.

=~ Protocol syntax removed.

= New. content added due to protocol revision.
= Content updated due to protocol revision.

= Content removed due to protocol revision.

= New protocol syntax added due to protocol revision.
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