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Short Abstract :

Since quite some time Belgian citizens are used to carry ID cards. Quite recently the
Belgian government have decided to get their ten million citizens securely on-line and
promote the citizen's digital signature through the introduction of a renewed national
mandatory electronic ID card. This concept of acitizen elD card is quite a breakthrough
in different respects : next to bringing top security in the citizen's pockets it introduces
the equivaent of traditional handwritten signatures in the hands of all Belgian adults. A
world premiere in government security and e-government.
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1. Some history

This paper has the objective to give an overview of a highly visible government project
that is very innovative and is actually bringing 10 million people into a new era, the one
where people start using their official virtua identity and digital signatures to
communicate and do business.

Our team Zetes P.A.S.S,, the worldwide division within Zetes group handling large-
scale people identification projects, whilst we received the mandate from the Belgian
government in October 2002 to start this project, has been in a privileged position with
regards to the different aspects of the project and has thus been involved in most of the
discussions with the government and other stakeholders.

Even though we will try to cover as many relevant aspects as possible, it will not be
possible to go through everything in this paper.

Thefollowing topics will be covered :

Key customersin the project : RRN and FedICT -section1.1t0 1.3
The infrastructure - section 2.1
TheelD card - section 2.2

The project timeline -sections2.3.1 & 2.3.2.
elD tools - section 2.3.3.
elD applications - section 2.3.4.
elD success - section 2.3.5.
Communication - section 3.1

New elD applications - section 3.2.

elD card readers - section 3.3.
Standardisation - section 3.4.

Let’ s start with some history.

1.1 The Belgian National Register — RRN (source : Luc Vanneste —
Director-General)

The RRN was created through alegidative initiative on August 8" 1983.
Before that time, all citizen's data were kept on the level of the municipality, which
meant that there was no central register at the level of the federal government.

A number of objectives were achieved through the installation of the RRN :

x It is an information treatment system that fixes the memorization and the
communication of the information relative to the identification of physical
persons.

x The RRN can also work like a “Forwarding information Center” : this
information is then transmitted by the cities to the public administrations or to



the public interest organisms without any conservation of the transmitted
information in the RRN.

x  Because of the fact that there is a unique identification number, it allows a better
information circulation between the files of the public sector and increases the
efficiency of those files for the administration.

«  For the population services in the city administrations, the RRN is a powerful
instrument in the management of the applications in matter of population.

x The creation of a permanent inventory of the population data is useful in
demographic research and in investigations.

x For the citizen it makes each administrative task easier and improves the
services given by the public administrations.

1.1.1. Information in the RRN

The following information is stored in the RRN for every citizen :

x  Surname and Christian names

x  Place and date of birth

x  Sex

x  Nationality

x  Principal residence

x  Place and date of death

x  Profession

x Marita state

x  Family composition

«  Themention of the register for the persons entered in the Waiting register
x  The administrative situation for the persons entered in the Waiting register

It is the task of the cities to update the population register and the foreigner register. For
the persons with Belgian nationality who are not registered in a city of Belgium because
they live abroad, the register is updated by the diplomatic missions and by the consular
posts abroad.

The third register being part of the RRN, the Waiting register, is used for all other cases.

1.1.2. A unique identification number for every citizen

In Belgium every physical person receives an identification number when he or she is
entered in the RRN for the first time. The composition of this number is fixed by the
Royal Decree of April 31984, changed by the Royal Decree of November 25™ 1997.
The number actually consists of eleven digits with the first six digits representing a date
of birth, the next three digits giving a serial number identifying the persons born on the
same day and also giving the sex (males receiving an uneven seria number, females an
even number). The two last digits give a control number allowing to verify the validity
of that number.

In the choice of the structure of the identification number, the following decisions have
been made :



«  The number must only contain stable information concerning the person

x It cannot contain sensitive information

«  Each number can only identify one person ; one person cannot be in possession
of two different numbers

x  Thevalidity of the number must be controllable

x  Each used identification number is not re-usable

The utilization of the identification number is strictly regulated by the law of August 8"
1983.

1.1.3. Access and privacy issues

The same law of 1983 makes a clear distinction between access to the
information recorded in the RRN and the authorization to use the unique
identification number.

Who can access the information in the RRN ?

1. Each public authority, each public interest organism aimed by the law of March 16"
1954, each notary and process-server of justice, for the information that they have the
ability to obtain under the terms of alaw or adecree.

2. The National Order of lawyers of Belgium
3. The Crossroads Bank of Social Security

4. Each Belgian law organism that fulfills missions of general interest

Others can launch an official request to also obtain this, if there is a legal
basis for the request.

However, the use of the identification number can be conceded to each public authority,
each public interest organism and each Belgian law organism that fulfills genera
interest missions. For this a special procedure needs to be followed in which the advice
is requested from the consultative Commission for Protection of Private Life.

All persons or their legal representative, entered in the RRN, have the right to obtain
communication of the information that is recorded about him or her in the RRN, and is
entitled to obtain rectification of the information which has not been stored accurately or
correctly. This right can be pursued at the local authority where the interested citizen is
entered in the RRN.

Of course the access to the RRN by means of telecommunication equipment is protected
by severa technical means, which will not be described in this paper.



1.2 Belgian citizens and | D cards

One has to understand that a lot of ingredients for success were aready available in
Belgium before the project got started.

On the one hand we already described the availability of one central national register,
containing the necessary citizen's data for producing an 1D card. On the other hand the
system of mandatory renewal every 10 years for the old cards is something Belgian
citizens have been used to for quite some time, so there is hardly any resistence anymore
to this way of working. On top of that the government has always charged its citizens
for the ID cards, so introducing a more expensive elD card offering more possibilities
could not really encounter much resistence as no option is left to the Belgians above
twelve years of age. Leaving the elD card purchase as an option next to a cheaper
traditional paper-based ID is probably not the best business model for governments
trying to launch e-government services. This was exactly why the Finnish model failed
the first years : nobody wanted the card as there were not enough services available to
justify the investment. And service providers were waiting for enough card volume in
the market before starting their investment. This resulted in only 40.000 Finnish elD
cards in the market after five years, and ultimately an important legislative change
abandoning the paper-based ID.

Discussions with alot of other governments looking at the elD card concept have indeed
learned us that two major issues have to be considered very carefully before launching
such aproject :

«  Countries not having an “ID Card” tradition will have to convince citizen’ s that
the introduction of an ID card is not a privacy infringement and does not only
bring benefit to the government but also to the citizens

x  Countries having or introducing non-mandatory elD cards will have to think
thoroughly about the issue of critical mass : how will you convince citizensto
get oneif only very little applications are available ?

We are convinced that the only way to get rid of this chicken-and-egg situation isto
have a government guarantee that citizenswill get their mandatory 1D card. This model
works : Estoniaand Belgium are proving it at the moment.

1.3 FedICT : the formal start of the e-government era (source : Jan
Deprest — President)

We have all seen the rise of the use of the internet since the beginning of the nineties.
Not only citizens and businesses, but also governments have closely followed this
evolution and analysed how this medium could be used to bring benefits within
government organizations and between governments and its “ customers’ (being citizens
or businesses). This has led to the wave of the e-government where more and more
services have been made available using the internet allowing faster delivery and better
guality to citizens and businesses.



In 2001 this led to the creation of a new Belgian Ministerial Department called FedICT,
which stands for “Federal ICT”. The main task of this new department is to draft a
coherent e-government strategy that should bring Belgium to the European forefront.

FedICT base themselves on the following easy-to-understand principles :

« Indirect approach to citizens : there should be one virtual administration for the
citizen, so not dependent on any government level (federd, regional, provincial,
local) in charge of offering the services

«  The BackOffice should be integrated based on the idea of using authentic
sources and the fact that data should be collected only once and not re-entered by
Citizens at several instances or sites.

x  The FrontOffice should be easily accessible (“window” to the citizen)

The FedICT strategy is centered around the following axes :

x FedMAN : a high-speed network connecting the different Ministeries, Public
Departments, etc. in order to alow fast and reliable information exchange

«  UME (Universal Messaging Engine) : a central ‘switch’ alowing the
exchange of structured messages between portal's, websites and heterogeneous
back end systems (based on XML)

x  www.belgium.be : federal portal, launched in march 2003, central point of
access for everybody in Belgium looking for information that is related to a
government body in any way

x €elD : unique citizen authentication tool

The first application that was developed with big impact was the “Tax-on-Web”
application, allowing people to process their yearly tax application fully on-line.

All of this has been put into place with a maximum respect of citizen's privacy : thisis
achieved through the fact that an independent advisory body “The Commission for the
Protection of Private Life” has been involved in every step of the process. This
Commission remains active and needs to be consulted in every decision that could
potentially have an impact on citizen’s privacy.

This overal strategy and the implementation power of this 40 to 50 people department
aready quickly beared its fruits ; in the yearly european e-government survey conducted
by Accenture in 2003, Belgium jumped from the 16™ position to the 9" position,
without taking into account the elD project yet.

2. The BelPIC project

In the rest of this document we will often refer to the name “BelPIC”, which is the
official project name and stands for “Belgian Personal Identity Card”



2.1 BelPICinfrastructure

The Belgian project was actually split in two bigger parts. The first part, awarded in the
beginning of 2002, concerns the preparation of the BelPIC infrastructure to
accommodate for the elD card that would be introduced alittle bit later.

Several topics are covered by the infrastructure tender :

x  The preparation of the back-end systems at the National Register side

« Preparing the network connectivity between the 589 municipalities and the
National Register

x  Putting the right infrastructure in the municipalities to be able to activate the new
elD cards : new PC’'s with an RA-PC (“Registration-Authority”-PC) application
with two secure pinpad card readers connected to it.

Especidly the last part was very new, as this introduced a whole new concept at the
level of the civil servants in the municipalities. Each time an elD card is handed out, a
special procedure needs to be followed in which PIN and PUK codes are used in order
to activate the certificates that are stored inside the citizen’s elD chip.

One can imagine for the average civil servant, having to explain to normal a-technical
citizens what this new chip is about and how they will be able to use it, that it is quite a
challenge to understand and keep up to date with all thisinformation.

Training the civil servants that hand out the elD cards has been and will remain one of
the most critical elements of success of the whole project.

2.2 The el D card

On October 15™ 2002 the Belgian government signed the BelPIC elD contract with a
private company —Zetes- for the foll owing aspects :

x  Production, personalization and delivery of elD cards to all Belgians over 12
years of age. Also the new elD cards for European residents and non-European
residents are covered by this contract.

«  Specification and implementation of the chip applet that secures the citizen
identity data on the chip and its security functions using security codes.

x Production of specifications and software tools needed for citizens and
businesses to use thisnew elD card.

x  Overdl coordination of the whole project, including the infrastructure part.

This means the Belgian government preferred to contract out this work and not do it
themselves asis the case in countries such as Spain, Portugal, etc.

The card has two dimensions, the one being the physical part where the card should be
seen as a traditional 1D card with high security, and the other totally new dimension
being the electronic capahilities that the chip brings to the owner of the elD card.

2.2.1. elD : the physical elements (Picture 1)



The card has the format of a bank card (the so-called ‘ID1 -format), and is based on a
very secure material called polycarbonate which allows us to apply the citizen’s data
(personalisation phase) with laser engraving techniques.

Severa security techniques are applied, some of them already being used in banknotes,
of which you can find a short overview in the picture below. It is not the goal of this
paper to go into details in this matter.

222 elD: the electronic part

The real novelty is the inclusion of a chip in the card. You can actually compare this
chip with a full-blown Personal Computer, alowing the storage of data and even
applications (Java Card™).

There are four key elements that need to be understood :

x  Thereisan areawhere 5 files are stored : one file containing the ID data, onefile
containing the address (not printed on the outside of the card anymore), one file
containing the citizen’s black&white picture, and two government certificates to
verify the integrity and authenticity of the three citizen-related files.

x  One authentication keypair with certificate : this is a standard cryptographic
technique allowing a citizen to authenticate him- or hersef using card and
PINcode in on-line situations.

One digital signature keypair with certificate : thisis a standard cryptographic
technique allowing a citizen to digitally sign forms, documents, etc. using card
and PINcode in on- and off-line situations. This signature has the same legal
value as the citizen’ s handwritten signature :

0 Begian law on theintroduction of the use of telecommunications
methods and of the electronic signaturesin legal and non-legal
procedures (October 20th, 2000) published in the Belgian Officia
Journal (December 22, 2000 p 42968)

o Bedgian law with regardsto the legal framework for electronic signatures
and certification services (July 9, 2001) published in the Belgian Official
Journal (September 29, 2001 p 33070)

«  Two certificates (Citizen CA and RootCA) alowing the verification of the
citizen certificates.

These key elements allow three types of use of the elD card (Picture 2) :

x Data Capture : inserting the elD card in a standard smart card reader that is
compatible with the published technical specifications (see referencelist), allows
someone to read the five files mentioned above. So this can be used in any
circumstance where citizens want to “show” their ID card, but then in an



electronic equivalent way avoiding that human errors are made because the files
can now be electronically read from the chip.

« Authentication : through the use of the authentication signature capability in the
chip and the unique citizen identification number in the certificate, for the first
time now every citizen above twelve can authenticate electronically with a card
issued by the government

« Digita Signature : through the use of the PIN in combination with the digital
signature certificate on the elD card, citizens can now sign e-mails, documents
and forms in Word, Acrobat, etc. with the same legal value as their handwritten
signature. Thisisonly possible for citizens above 18 years old, not for minors.
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Picture 2 : elD — the el ectronic part
2.3 Fifteen months down the road since the first cards were produced

2.3.1. Launching the first cards

The actual contract was signed on October 15th 2002.

Everything was put into place to issue the first final cards on March 31% during a big
event (1200+ people) in Brussels under the authority of the Minister of Internal Affairs
and the Minister of Civil Servant Affairs.

2.3.2. The pilot phase



As soon as the first official cards were issued, the government moved the project to the
next phase : alarger scale pilot.

This pilot had the objective to stresstest all procedures and working methods in order to
be completely ready to roll out the concept all over the Belgium territory six months
later.

Through the eleven provinces in Belgium, municipalities were asked if they were
interested to join the pilot. Leuven, Geraardsbergen, Jabbeke, Borsbeek, Tongeren, Sint-
PigterssWoluwe, Lasne, Marche-en-Famenne, Seraing, Seneffe and Rochefort were
selected. Mayors had the ability to define themselves when they wanted to switch to the
“digital” phase meaning that a municipality, once itsfirst elD card produced, could only
produce elD cardsin the future.

As federa elections were held in May 2003 taking up alot of loca resources, a dight
delay was introduced in the elD project. But finally the eleventh municipality launched
itself enthousiastically in the new process end of July 2003. Price can range between 10
and 20 EURO per card.

Goa was to issue about 65.000 cardsin 6 months on atota pilot population of 330.000
; thisisavery good test for the overall system as this will mean that the civil servants
will have to process more requests and issue more cards during the pilot phase than in
the 5 year roll-out that will be done for the rest of Belgium between 2004 and 2009.

Other important objectives of this pilot project were to check :

x  How fast applications would emerge
x  How many spontaneous el D requests there would be in the pilot municipalities
«  How people and press would react to the new elD concept

End of January 2004 the pilot was ended successfully, all objectives were reached as
highlighted in section 2.3.5.
Again another milestone was achieved.

The experience of the pilot led to an extensive report prepared by the Ministery of
Internal Affairs and FedICT for the Council of Ministers who unanimously decided to
roll-out the concept to all citizens over 12 years of age by 2009 at the latest, with a
strong push to deliver it to all interested people within the next three years.

2.3.3. The tools

In the mean time two sets of software tools have been made freely available for use with
theelD card :

x  Card Security middleware, to be installed on the citizen's Persona Computer
when there is a need to work with the elD certificates (use of PIN). This is
downloadable from the official RRN website and thus easily accessible for
everyone.
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x Two elD Toolkits offered by FedICT : one Toolkit allowing reading and
validation of the elD data (Picture 3), another Toolkit allowing automatic elD
cards authentication and validation for Web servers

Picture 3 : elD read Toolkit GUI

Next to this, elD test cards and elD test card kits including a card reader and services
can be obtained through Zetes and CertiPost, the main elD project partners.

2.3.4. The applications

A crucia element to guarantee the success of this project and the acceptance of the card
are the applications that will make use of the elD card. A lot of discussions have taken
place, and other countries have already had some experiences in this domain.

Through all these discussions we have tried to derive the following main recipe for
success :

1. Try to get a card base which is as broad as possible, either through legal means
(mandatory card) or through killer incentives (eg if you as a citizen come and get
your card and file your income tax form with it, you will get your money three
months earlier)

2. Thisbase will allow governments and other stakeholders to convince application
builders to release their applications as they will be able to make business plans
with afast return based on the number of cards aready in the field.

3. Communicate both on the card and its benefits (the applications) in order to
stimulate the use and alow people to subscribe to the different services
available.
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4. Tacklethe card reader issue, discussed in section 3.3, right from the beginning.

As the Belgian government had the strong will from the beginning to introduce the elD
card for everyone, we have still found it to be difficult to convince a lot of application
builders the first months as most of them were asking if the Council of Ministers aready
took the decision to start the roll-out. Since this hurdle has been taken, a clear
acceleration has taken place.

Here are some application examples :

x  On-lineincome tax declaration

x  Electronic registered letter application

«  On-line banking based on elD authentication

« Accessto container parcs (in every municipality) based on elD card

x  On-line car license plate request

x  Integration with the socia security card

«  On-linerequest of birth certificates and other documents through city website
x  Physica building access

x  Etc.

2.3.5. How did the Belgian government measure the success so far ?

Of course we are al aware that “success’ is a very subjective factor. In this paper
success is measured by comparing the objectives that have been set out at the beginning
of the project compared with the results achieved. This was analysed in the government-
confidential paper prepared by the Cabinet and Administration of the Ministry of
Internal Affairs, with the input of FedICT, and this was actually the trigger for the
Council of Ministersto decide in march 2004 to go for the complete roll-out.

The key criteriawere :

x  How well isthe new elD card accepted by the citizens in the pilot municipalities
? This is measured by the percentage of citizens spontaneously requesting the
new card.

x  How well isthe new elD card accepted by governments, private companies and
others ? This is measured by the number of applications that are available at the
end of the pilot phase.

The result was actually rated very satisfactory by the government :

«  The percentage of spontaneous elD card requests is about 3.5%, and this without
any marketing or communication action around the subject. One pilot city
however did organize some “push” to introduce the card, which immediately led
to nearly 25% of spontaneous requests.

On top of that more than 200.000 citizens are aready part of one or another elD
target group, meaning that they can get their elD card earlier than foreseen in the
roll-out through a special Royal Decree alowing the early introduction of the
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card to specific groups based on new el D applications being made available by
them.

x  Although only a couple of applications were developed in the initial phase, the
ball redly started rolling in the second half of 2003 once the pilot cities started
issuing the cards. The most relevant applications are highlighted in section 2.3.4.
of this paper. A full application overview is given by Zetes and CertiPost in
detail in a dedicated whitepaper as referenced.

3. Future challenges

3.1 Communication

A lot of questions arise, more and more, around the card and its use.
The government is actually preparing severa tools and actions in 2004 to cope with this

«  Dedicated elD website (part of federal portal)

x  Television publicity

x  Foldersand CD-ROMsfor citizens

«  Kiosks in public places where also non-PC literate people can experiment with
their elD card (smaller digital divide)

x  Eventstargeted at the different user groups

Zetes, CertiPost and CSC (Computer Science Corporation) aso prepared business cases
for different business sectors showing a clear Return-on-Investment when integrating
the elD in some of the business processes.

Communication isreally key as“agood product that is not known, will not be bought”.
In this case, it means that people will not use it if they don’t know how they can benefit
fromit.

3.2 Promote new applications

In order to grow the success even further, it is crucia that we al continue the effort in
promoting new applications. All technical tools and developers kits to do this, are
available, now it is a matter of talking to more and more people and companies and
convincing them about the benefits.

3.3 Solving the card reader issue
Throughout this paper we have not spend that much time in discussing the card reader
issue. Actualy one needs to understand that the government did not fully tackle this

issue at the start of the project. But, in order to exploit the electronic capabilities of the
elD card, it is crucial that a card reader is available of course.
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So the key question is : how do we get connected card readers everywhere, knowing that
a card reader requires the installation of a piece of software which is not so easy for
people that are absolutely not computer-literate ?

WEell so far this is something which has not been solved properly in any country in the
world as far as we are aware of. We are in the middle of the process of finding a
solution for this. Some elements.

First of al discussions with Banksys (interbanking organization handling payment
transactions processing and renting out payment terminals to banks, shops, etc.) have led
to the fact that their install base of about 150.000 installed pinpad terminals will be
made compatible with the elD card through firmware update. About 10.000 of these
terminals are installed at the counters in the banks, which immediately gives a lot of
advantages for banks being able to exploit some of the elD benefits already.

Next to this an initiative is started between the government, the banks, Zetes and the PC
manufacturers to come to one reader standard and have these readers integrated in the
keyboards of all PC’'s delivered in the Belgian market in the next few years. These
readers will then be compatible with el D, banking and other cards in the mid term.

elD card readers for businesses are available in different formats : fixed or mobile, with
or without secure pinpad.
FedICT have started a process for labeling officially approved elD compatible readers.

In the mean time card reader availability, with or without secure pinpad, to the citizens
remains akey issue.

3.4 Standardisation and interoperability

One can argue ; what does Belgium mean at the European, or even at the world scale ?
Of course a population of ten million people is still quite small as a customer base for
multinational software companies. But this size makes it a bit easier to go fast in
implementing complex projects at this scale and is an idea pilot on aworld scale.

When we launched the project in 2002, we wanted to learn from the countries that
aready launched something similar. Unfortunately we have seen that there was not so
much to learn from. Apart from some international technica standards and the ICAO
(Internationa Civil Aviation Organisation) recommendations, we realized that there are
no real European or even worldwide standards with regards to national electronic 1D
cards.

That’swhy we first started to talk on a more regular basis within the European context
with the other two countries that are engaged into asimilar process with some
differences of course (Estonia and Finland), and more recently we are discussing a
joined effort launched by Estonia with regards to Universal Electronic Signatures, which
tries to link the European Directive on Digital Signatures (1999) with national elD cards
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and equivalent handwritten signatures.

Also the Porvoo-Group, informally regrouping all European governments actively
involved in a national elD project, holds regular meetings twice a year. These Porvoo-
Group meetings, last held in Tallin (Estonia) in May 2004, have become an interesting
forum for European governments and elD experts to share experiences and discuss all
items related to this topic.

4. Conclusion

Having traveled to quite some countries the last two years within the elD context,
having received several governments that wanted to talk about their ideas and discuss
how we did it in Belgium, and having lived the project in Belgium until now, we are
really convinced that thisis only the beginning of anew era.

Citizens in Belgium, Europe and even beyond will start to realize what a powerful tool
they have in their wallet when they start to use their elD card in their everyday lives.
At the same time it could become a huge threat if governments don’t think carefully

about the data that they put on the card or the way it can be accessed or used : the Big
Brother ideain acitizen’s mind is never far away.

We till have some way to go.

Ronny Depoortere
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