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A minor Update off January 20035 release
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// Encrypt using the named prowvider
byte[] wvalueToEncrypt = Encoding.Unicode.GetBytes('password");
byte[] encryptedContents =

Cryptographer EncryptSymmetric( symmProvider”, wvalueToEncrypt);

// Clear the byte array memory that holds the password
Array.Clear(valueToEncrypt, 0, walueToEncrypt.Length);

// Convert the value so that 1t can be displayed
string encryptedlext = Convert.ToBasebdString(encryptedContents);

/7 Decrypt using the named prowvider
byte[] decryptedContents =
Cryptographer.DecryptSymmetric( 'symmProvider”, encryptedText);

// Convert the wvalue so that it can be displayed
string plainText = Encoding.Unicode.GetString{decryptedContents);
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// Generate a hash walue using the named prowvider

byte[] walueToHash = Encoding.Unicode.GetBytes (“password™);

byte[] generatedHash =
Cryptographer.CreateHash(“hashProvider”, walueToHash);

// Clear the byte array memory
Array.Clear(valueToHash, 0, wvalueToHash.Length);

> e A (B 7 IR

// Generate a hash walue using the named prowvider

byte[] walueToHash = Encoding.Unicode.GetBytes (yourPwd);

bool matched = Cryptographer.CompareHash (“hashProvider”, walueToHash,
existingHashvalue);

// Clear the byte array memory
Array.Clear(valueToHash, 0, wvalueToHash.Length);

1 MSDN|Webcasts
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= SQL connection strings
» Credentials used for SQL application roles
» Fixed identities in Web.config

> Process identity in Machine.config
» Keys used to store data securely
» SQL Server session state

» Passwords used for Forms authentication
against a database
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Key Creation

— Key (hexadecimal)
TCAEADS63F065339659TF49E24EBBDS1IEBE3G0EE034511C
64BTE111AL41AFZBT
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The key is hidden for sscurity purposes. I you would like a new key you
must creats a new cryplography mstance. I you must replace the ey for this
irstance, delete this insiance and create & new insiance with the same namea
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Data Protection Configuration X

DPAPI Mode

Flease select the data protection mode. “User™ mode will
encrypt your data using the credentials of the currently
logged in user. "Machine™ mode will allow any user on this
computer to encrypt and decrypt data. "Mone™ (if
applicable) wall not use any DPAF] protection.

IMPORTANT: \When using "Machine™ mode be sure to
save the entropy in a safe place. Your configuration can
not be recovered if the entropy is lost,

Entropy (hex) |

DPAPI Provider
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Ready
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Step 1: 7% & Encryption Settings
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In order o protect configuration you must specily a key and sigothm used for encryplion, This is
kencrwn Bs B Tosy Moot m nasr, or just B & Ty, Wihat weould you e 1o da?

% Create a new key algosithm paic
Lisan i option f you would o b0 create a new ey aigorthe
pair.

" Load an existing key algorithm pais

Lise this option f yeu have simady corfigured 8 key and would
ke 1o use & for Shis applcation.
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Flease select an algorthm bo e for the key. This algonthm mary be of any hyps that inherts from
Crymtograptsy. Symmetric Agothm.

Sysiem Securty

- Symenginic Mgonthm
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Step 1: 1x & Encryption Settings  zo *o**
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Please specify the key in heosdecaral form. Use the “Gererabe” bution 1o generste a
eryphographically sinoeg ey that comloma o this algorithms sy requinements,

TE2TEBEERLEETOCECOCd1BBE1 1 FAAICIASDITRAFIECTAFR4DFTF4RS

24 FE530D8

Salect tha fils in which 1o sive the conbgared kiy Blgonithm pair,

- Ky Algeethen Powr File
My ConnectonSiring key

T Erable DPAP protection.  (whalls $ee ™)

Flease selact the data protection mode. “User” mode will encrypt your dats using the
eredentinle of the currently logged in user. “Maching™ miode waill allow Sery wser on this
carmpuier o sncrypl Bed decrypl datn. “Hone™ (il apphicable] wil rt e sny DPAF
prchection

IMPORTANT: VWhen using “Machine” mode be sure io save the entropy in 2 safe
place. Your conbgurabon can nol be recovered if the enfropy 1s lost
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| Path

Ready
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= |mproving Web Application Security

= Building Secure ASP.NET Applications

» Enterprise Library £f[X
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