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® NVGRE ( Network Virtualization using Generic Routing Encapsulation )
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— Microsoft, Intel, Dell, HP, Broadcom, Arista, Emulex

e VXLAN ( Virtual eXtensible Local Area Network )
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Using VLANSs to isolate VM traffic
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Using NVGRE for network virtualization
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Windows Azure
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Customer Service Provider

Web Sites

Service Web Sites
Apps Plans Apps
Database

Users Database
VMs

Self Service Portal
Moves On-Premises

VMs

®

: Common Mgt. '
Service Management API Service Management API

Experience
Cloud-Enabled Services
Move On-Premises

== Wi n d OWS Azu re Workload Portability

Future
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Filter Sessions
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Track:
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- Video
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Introduces new hybrid forwarding
HNV forwards HNV traffic
Forwarding Extension forwards non-HNV traffic

Richer switch extensions
Extensions can view CA and PA packets

Enables 3 party network virtualization

Forwarding extensions can modify packet headers on
both ingress and egress

lzation

vSwitch

NEWYE Egress
Policies ACL

MS Forwarding

4+
[ HNV |

A 4

3

pNIC

Windows Server 2012

N cOo-existence with

vSwitch

Native Egress
Policies ACL

HNV MS

pNIC

Windows Server 2012 R2



NVGRE Gateway

Software gateway

» Built-in Windows Server 2012 R2
- Network vender’s virtual appliance

Hardware gateway

- Partner Eco-system



Hybrid cloud connectivity — WS2012

E o Multitenant site-to-site

. network virtualization GW

OoNntoso QS o
“Shes f(”%@/ VMON;?\:/zrk
S25 tunng / o Clustering for high

Northwind avalla bll'ty

VM Network

J

Northwind S2S tunnel

‘ o BGP for dynamic routing

o Multitenant NAT for
Internet access

Fabrikam
Site 1

Fabrikam
Site 2

Internet Hoster



BGP Dynamic Route Learning & Best Path Selection

Hosted site

Contoso




New features for SDN & Network Virtualization 4o

Traffic blocking (ACL) Network virtualization v2

« Stateful packet inspection * BGP dynamic route learning

 address, Port, Protocol type « Multi-tenant Gateway feature
, . (built-in software gateway)

Traftic Monitoring + Site to site VPN & NAT

« Remote offline traffic capture e DHCP Server on VM Network

* Message Analyzer GUI + ICMP respond (ping —P)

* Decode NVGRE packets

Parf Hyper-V switch architecture v2
e * NVGRE filter driver position change

* Dynamic mode NIC teaming . Hubrid f pt e A t
* Virtual RSS (use full CPU-core) yoria forwarding ( party)

« NVGRE Hardware offload




Networking partner ecosystem
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How switch management works PowerShell CIM Cmdlets
« Standards-based CIM model

» Switches running Open Management

Infrastructure (OMI) /]\

» Switch Management PowerShell Cmdlets

Communicating using
WS-MAN

Problems solved

« Common management interface T T e T
. L Ll Ll ] L L Ll L Ll Ll ] L L Ll
across multiple network vendors o !I s snis !I

« Automate common network
management tasks

= Logo Program enables customers to Standards-based switch mgmt

find/buy switches that “just work
enables Cloud Plug and Play by de-
coupling the mgmt. plane from the data

Flexibility Automation Control plane.




3 Administrator; Windows PowerShell ISE - a -

File Edit View Tools Debug Add-ons Help

L 4 v BN p | ~ X D) E
Switch-Demo-Arnstaps] X >
68 #lLets see how we will do 1t 1n PS - First run 1n whatit mode to be sure
fport: Get-SwitchEthernetPort -PortNumber 1.4 -CimSession SAristasession

0 ### Enable Port 1 and 4 Eilz W\ 9:0)
1 $ports : EnaMe-SwitchEthernetPort -wWhatIf tl:%i:: /I/ J—;-L,
n blu1 fil\ i“n El:l\wnf n-nm Port & VLAN EREI€

ort: Set-SwitchEthernetPort -AccessMode -AccessVlan 1 -WhatIf

: bl —y—
4 "HNOte . order or commands 15 not important. PowerShell Z“gé,f—_r
‘)
{ #Now I am sure about my PS script - I can run it I
‘ M gy e IS ~— o= e sille P dulls o anse o e T o ondn
[}

CommandType Modu leName

g

Function yisable-SwitchEthernetPort SwitchManagement
Functic able-SwitchEthernetPort SwitchManagement
Functic Swit thernetPort SwitchManagement
Functi Swi ¢ yrmatior SwitchManagement
Functie VLan SwitchManagement

Func w-Switchvlai SwitchManagement

Function SwitchEthe tPO SwitchManagement

4
wi
£

Completed Ln 81 Col 136 1

= .,._..J‘ g l g l —’-\\ . >3 .._ M 65 /L 1224 PM
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Using gateways to bridge virtual and physical network

Intel® Open Network Platform
Switch Reference Design

/ HW NVGRE gateway
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_ B Provider Network “WT  VLAN tags
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Intel® FlexPipe™ Technology

Channels
p 1 R i f— i A— T A— . f—
Header arser .
Mapper 4 | + 1 4 1| + 1 4 1| | Mod|fy
L3 Egress
Actions Actions
. Configurable Logic Statistics

. Atomic Tables

- B Sample Programmable Protocols
} EE Tunneling TRILL, MPLS, NAT
-—>-—T r Network Overlays  VXLAN, NVGRE
| Virtualization EVB, VEPA, VEPA+, VN-Tag

MUltipiciStages Proprietary Customer defined headers

Programmable and deterministic up to 960Mpps



Virtual RSS (VRSS)

vProc vProc vProc vProc

VMNIC

Windows Server 2012

« VMs restricted to 1 processor for network traffic
processing

Windows Server 2012 R2

» VRSS maximizes resource utilization by spreading

network traffic across multiple virtual processors

* Now possible to virtualize traditionally network
intensive physical workloads

___________________ A o ___i

« Requires no hardware upgrade and works with Physical NIC
any NICs that support VMQ

VRSS provides near line rate to a VM on existing
hardware, making it possible to virtualize traditionally
network intensive physical workloads



NIC Teaming

Windows Server 2012

* Provides network fault tolerance and
continuous availability

» Aggregates bandwidth from multiple
network adapters

Windows Server 2012 R2

* Introduces a new mode, Dynamic mode.

e Balances based on flowlets

* Optimized utilization of a team on
existing hardware

Operating system

Virtual
adapters

Team netvvé-r"k Team network
adapter adapter

NIC Team NIC Team

8 x 1Gb NICs — 8Gb throughput

Dynamic NIC Teaming optimizes utilization of a team on
existing hardware, thereby maximizing ROI



Virtual Machine

Extended ACLs

Parent Partition




remote Live Monitoring

Windows Server 20712 WMI to configure the filters and truncation
o .. WMI starts/st th [
» Remote monitoring of network traffic is starts/stops the session ‘;
ML SHIPIE Truncated network traffic redirected ?
Windows Server 2012 R2 ETW events _
* Mirror and capture network traffic for Windows Server Server or client with
remote and local viewing 2012 R2 Microsoft Message
Analyzer

» GUI experience with Message Analyzer
» Supports remote offline traffic captures
* Filtering based on IP addresses and VMs

Remote Live Monitoring provides remote packet and
ETW event capture from any host in the datacenter,
enabling low-touch diagnostics at high scale

= Microsoft
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® Learn more about Windows Server 2012 R2 Preview,
download the datasheet and evaluation from:

® Learn more about System Center 2012 R2 Preview,
download the datasheet and evaluation from:
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