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Introduction  

Virtual machine technology is transforming data center operations, allowing companies to reduce 

power, space, and cooling costs, and to respond faster to business needs. However, virtualization 

brings its own set of difficulties. As IT managers deploy more virtual machine technology in their data 

centers, they require integrated, centralized management tools to help ease the process of migrating 

from a physical to virtual infrastructure, and then maintaining virtual infrastructure going forward. 

Microsoft® System Center Virtual Machine Manager (VMM) empowers IT professionals with a simple 

and cost-effective server management solution for both physical and virtual machines. 

The Microsoft System Center family of system management products is a comprehensive solution 

optimized for the management of Windows Server® operating systems running in a virtualized data 

center. 

¶ Microsoft System Center Virtual Machine Manager - Delivers simple and complete support for 

consolidating multiple physical servers within a virtual infrastructure, thereby increasing overall 

utilization of physical servers. VMM enables administrators and authorized users to rapidly provision 

virtual machines. In addition, VMM provides a central virtualization management console to manage 

both Microsoft and VMware virtual machines. 

¶ Microsoft System Center Data Protection Manager - Provides continuous data protection on physical 

and virtual machines for backup and business continuity. 

¶  Microsoft System Center Operations Manager - Provides a sophisticated solution for unified health 

monitoring of physical and virtual machines. 

¶ Microsoft System Center Configuration Manager - Provides a comprehensive solution for change and 

configuration management. 

 
Together, System Center products provide a great solution for using existing IT administrative skills 

with physical servers. 

Whatõs New in System Center Virtual Machine Manager 200 8 R2  

Virtual Machine Manager 2008 R2 introduces a number of enhancements to support the administration 

of virtual infrastructure. 

Live Migration  

The most significant enhancement in VMM 2008 R2 is support for Windows Server 2008 R2 Live 

Migration. Live Migration enables you to move virtual machines between Hyper-V hosts with no 
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downtime and reduces the planned downtime associated with routine system maintenance. When Live 

Migration is coupled with VMMôs Performance Resource Optimization (PRO) feature you can create a 

dynamic IT environment, automatically reallocating virtual machine workloads based on resource 

utilization and available capacity. In addition, VMM 2008 R2 supports queuing live migrations; this 

improvement allows you to now define multiple live migrations and run them one after another in 

sequence without waiting for the current live migration to complete. 

Support for Clustered Shared Volumes and Third Party CFS  

Cluster Shared Volumes (CSV) is a new feature in Windows Server 2008 R2 that provides 

support for live migration. CSV enhances the virtual infrastructure by allowing multiple Hyper-V hosts to 

access multiple VMs on a single LUN simultaneously. CSV support also enhances Live Migration by 

allowing individual virtual machines to be moved to different hosts without affecting the other VMs 

running on that host. With CSV, there is no need to move the virtual machineôs virtual hard disk files to 

another LUN. 

  In addition, unlike the earlier storage model that required one VM per LUN, the new CSV storage 

permits multiple virtual machine files to be stored on the same LUN, making storage management 

much easier. VMM 2008 R2 can also detect and support third-party Clustered File Systems such as 

Sanbolic. 

Quick Storage Migration  

Quick storage migration enables an administrator to move a virtual machineôs storage to a different 

LUN or even to a different host while the VM is running, both with a minimum of downtime. Typically, 

the amount of downtime required for quick storage migration is less than 2 minutes, though the actual 

amount of downtime depends on the virtual machineôs activity level during the move. In addition, VMM 

2008 R2 can now take advantage of VMwareôs Storage VMotionTM feature for moving VMware virtual 

machines to different storage locations with no downtime. Quick storage migration is especially useful 

for customers taking advantage of the new CSV feature in Windows Server 2008 R2. 

Hot -Add and Removal of Storage  

Hot-add and removal of storage reduces planned downtime associated with adding disk storage to your 

virtual infrastructure to accommodate increased storage requirements. The new Hot-Add and Removal 

of Storage feature in VMM 2008 R2 allows an administrator to dynamically add and remove VHDs from 

a running virtual machine with no interruption of service. 
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Maintenance Mode  

The new Maintenance Mode feature in VMM 2008 R2 allows an administrator to specify that they will 

be performing maintenance tasks on a Hyper-V host. For example, if live migration is configured on the 

host, then all active virtual machines will be migrated off the host onto other available Hyper-V hosts 

during the maintenance period. If live migration is not available, then the state of all virtual machines on 

the host is saved. 

Rapid Provisioning  

The Rapid Provisioning feature new in VMM 2008 R2 allows an administrator to deploy a new virtual 

machine without needing to copy virtual hard disk (VHD) files across the network. Instead, the virtual 

machine VHD files are copied on the backend, and VMMôs template feature is then used for guest 

operating system customization. The template includes the operating systemôs answer file that allows 

the user to quickly customize the virtual machine on startup. Rapid provisioning is then performed using 

PowerShell scripts.  

Host Compatibility Checks  

One of the requirements for live migration is that all hosts must have compatible processors. In order 

for live migration to work, each Hyper-V host must use processors from the same vendor and they must 

be in the same processor family. For example, you cannot set up live migration if one host is using an 

AMD processor and the other host is using an Intel processor. The new Host Compatibility Check 

feature validates that the processors used in each Hyper-V host are compatible for live migration.  

VMM  Key Benefits  

VMM makes data center management more efficient by simplifying several important tasks. IT 

administrators can easily consolidate underutilized physical servers, provision new virtual machines, 

centrally manage virtual assets, and optimize virtual infrastructure ð all while taking advantage of 

existing investments and expertise. The following subsections summarize key benefits. 

Optimizes Resource Utilization  

Many data centers operate at full capacity for space, power, and cooling while the average CPU 

utilization of a server in those data centers is between 5 percent and 15 percent. Virtualization helps 

increase server utilization rates by allowing IT administrators to consolidate workloads on fewer 

physical machines. This consolidation results in lower power, space, and cooling costs. 
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VMM takes resource utilization a step further with end-to-end support for consolidating physical 

servers. It helps IT administrators overcome key pain points in the consolidation process in the 

following ways: 

¶ Provides insight into how workloads perform in the old environment ï VMM uses data gathered 

from System Center Operations Manager (SCOM) to assess which workloads are the best candidates for 

consolidation. This holistic insight differentiates VMM from competing products and gives data center 

administrators greater confidence when migrating from a physical to virtual infrastructure. 

¶ Provides more efficient storage management ï VMMôs support for Windows Server 2008 R2ôs Cluster 

Shared Volume (CSV) allows files for multiple virtual machines to be stored on the same LUN. This 

simplifies storage management by radically reducing the number of LUNs required by the virtual 

machines managed by VMM. 

¶ Facilitates P2V conversion ï Converting physical machines to virtual machines can be slow and error-

prone, requiring administrators to halt the physical server. However, with VMM, P2V conversions are 

routine. VMM simplifies P2V conversion tasks by providing administrators with an improved P2V wizard 

and by taking advantage of Volume Shadow Copy Service in Windows Server 2008, Windows Server 

2003, Windows XP, and Windows Vista. Virtual machines can be created using block-level disk access 

speed without shutting down the source physical server. 

¶ Provides V2V conversion ï In addition to P2V support, VMM also supports the conversion of VMware 

virtual machines to the Microsoft virtual machine format. VMM supports converting virtual machines 

directly from ESX Server hosts.  VMMôs V2V conversion can convert either an entire VMware virtual 

machine or just the disk image file. The V2V conversion process performs all modifications required to 

make the converted virtual machine bootable. Unlike the P2V conversion, the V2V conversion is an offline 

operation. 

¶ Takes the guesswork out of virtual machine placement ï Virtual Machine Manager helps 

administrators easily identify the most appropriate physical host servers for virtualized workloads. This 

Intelligent Placement technology not only makes administratorsô jobs easier, but also helps ensure proper 

deployment of data center resources and that these resources are in line with business goals. Intelligent 

Placement in VMM inputs host system data, workload performance history, and administrator-defined 

business requirements into sophisticated algorithms. The resulting Intelligent Placement ratings provide 

easy-to-understand ranked results that take guesswork out of the placement task and ensure that 

workloads are spread across physical resources for optimum performance.  Intelligent Placement can be 

used with both Microsoft Windows Server hosts and VMware ESX Servers. 

¶ Helps administrators fine-tune virtual and physical infrastructure ï After virtual infrastructure is in 

place, VMM provides a central console from which IT administrators can monitor and fine-tune their virtual 

infrastructure for ongoing optimization. The VMM Administrator Console allows administrators to either 

tune virtual machine settings or migrate virtual machines from one host to another in order to optimize 
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use of physical resources. VMM also works with System Center Operations Manager so that 

administrators can comprehensively manage both physical and virtual infrastructure. 

Increases Operational Agility  

In traditional data centers without virtualization, provisioning new machines is a lengthy process 

measured in days, weeks, or even months, making it difficult for IT departments to keep pace with the 

rate of business growth and change. Even with virtualization in place, IT administrators face a number 

of challenges that can undermine operational efficiency and effectiveness. For example, IT 

administrators need to provision and tear down virtual machines for test and development groups, 

ensure that new virtual machines are built from the latest patch images, and prevent unnecessary 

virtual machines from consuming resources. 

VMM puts administrators firmly in control of their virtual infrastructure so they can reap the full benefits 

of virtualization and respond rapidly to business needs. VMM gives administrators the tools they need 

to rapidly provision virtual machines, delegate virtual machine provisioning to authorized users, and 

centrally manage virtual assets. 

¶ Reduces planned downtime ï VMM support for Live Migration enables an administrator to move virtual 

machines between Hyper-V hosts with no downtime. This enables routine maintenance to be performed 

on Hyper-V hosts with no interruption of the computing resources for the end user. 

¶ Enables dynamic IT resource optimization ï Coupling VMMôs Performance Resource Optimization 

(PRO) feature with Live Migration enables the administrator to create a dynamic IT infrastructure that can 

automatically shift virtual machine workloads between Hyper-V servers based on system resource 

utilization levels. 

¶ Provides flexible storage management ï An administrator can take advantage of VMMôs Quick Storage 

Migration to optimize and consolidate the placement of virtual machine files on the SAN. Quick migration 

allows the rapid movement of virtual machine files with minimal downtime. At the virtual machine level, 

the ability to hot-add and remove storage enables the virtual machine to adapt quickly to changing 

requirements. 

¶ Speeds provisioning of new virtual machines ï With VMM, an IT department can deliver new virtual 

machines to business clients anywhere in the network infrastructure with a quick turnaround. VMM 

supports agile operations with a central library of virtual building blocks that provide all assets needed to 

build and update virtual machines. VMM templates enable the administrator to deploy approved virtual 

machine configurations rapidly. Rapid provisioning combines high performance SAN cloning and VMM 

templates to create new virtual machine guests very quickly. 

¶ Reduces IT burdens by enabling user self-service ï The VMM self-service Web portal allows 

authorized users to provision virtual machines themselves, within policy limits set by administrators. This 

means that the IT department retains full control of deployed resources without having to manually set up 

and tear down environments for test and development teams. VMM improves the delegated-provisioning 
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scenario with added controls for administrators, including assigning resources to groups as well as 

individuals, and setting quotas on available resources.  

¶ Enables efficient operations through administrative delegation ï Delegated administration makes 

virtual machine management for branch and departmental deployments more efficient by giving local 

administrators the ability to manage virtual machines in their own environment. VMM administrators can 

delegate scoped administrative functions to other members of the organization. Delegated administrators 

have full administrative rights, but these delegated administrative rights are limited to the groups of VMs 

that the VMM administrator specifies. 

¶ Ensures virtual machines are built to standard specifications ï To minimize downtime and garner full 

potential from staff resources, consistency in the data center is crucial. With virtual machine templates, IT 

administrators know that newly provisioned servers are built with the latest patches and specifications.  

Administrators can use templates repeatedly, increasing the deployment of standard virtual machines and 

eliminating much of the post-installation adjustments that are required after building a machine from 

scratch.  

¶ Keeps virtual assets organized ï While a virtual data center is much more efficient than a physical data 

center, virtual assets are easier to lose track of than physical assets. To help keep the virtual data center 

in order, VMM provides a centralized library to store various virtual machine building blocks such as 

offline machines, scripts, disk images (ISO files), virtual disks, and other assets. With the libraryôs easy-to-

use, structured format, IT administrators can quickly find and reuse components, thus remaining 

productive and responsive to new server requests and modifications. With the VMM library, administrators 

can easily take virtual machines offline to conserve resources and re-provision them when needed. 

Administrators can also use a single console to monitor and manage virtual machines and hosts, and to 

ensure deployed resources are meeting the needs of corresponding business groups. 

Takes Advantage of Existing Investments and Expertise  

Because VMM works with the products and technologies IT professionals are already familiar with, 

such as Microsoft SQL Server 2005 TM, Active Directory® Domain Services, and Failover Clustering, 

companies do not need to add specialized staff or separate management solutions for their virtual 

infrastructure. In addition, VMM uses an intuitive, familiar interface that minimizes re-training. 

VMM integrates tightly with other System Center systems management solutions for comprehensive 

monitoring and management of both physical and virtual assets. VMM also uses Windows PowerShell, 

an administrator-focused command shell and scripting language that will appeal to IT professionals who 

feel comfortable with a command line interface. 

¶ Looks familiar and is easy to use ï The VMM interface provides IT administrators with a reassuringly 

familiar interface that is intuitively easy to use and requires little retraining. This is particularly true for 

administrators who already rely on System Center Operations Manager since VMM maintains much of the 

look and feel of that solution and provides integrated functionality.  
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¶ Works with the rest of the data center ï Because of its Windows Server and System Center pedigree, 

VMM fits in well with the rest of the data center. VMM takes advantage of several Windows Server-based 

foundational services, such as Active Directory, Failover Clustering, Windows Remote Management 

(WinRM), WS-Management, and Windows Management Instrumentation (WMI). VMM does not require 

the introduction of non-native services or applications that can increase infrastructure complexity and 

entail additional IT resources to manage and maintain. 

¶ Leverages investments in existing virtualization technologies ï By enabling the management of 

Microsoft Virtual Server 2005 R2, Windows Server 2008 Hyper-V, and VMware ESX Server, VMM 

capitalizes on existing investments in both Microsoft and VMware virtualization technology. It streamlines 

management functions by centralizing best-of-breed management for both platforms without sacrificing 

features. For example, Microsoft Windows Server 2008 hosts can take full advantage of integrated 

Failover Clustering support while ESX Server hosts can utilize features such as virtual machine Resource 

Pools and VMotion.    

¶ Takes advantage of data center investments in SAN systems ï Virtual machine images can be large 

and therefore slow to send across the network. VMM automatically detects storage-attached network 

(SAN) infrastructure where available and utilizes VDS technology to remap LUNS enabling faster 

provisioning of new virtual machines and migration of existing virtual machines quickly.  

¶ Provides rich scripting environment ï Administrators will appreciate the ability to automate common 

operations using the Windows PowerShell command line interface in Virtual Machine Manager. The 

entire VMM solution is built on Windows PowerShell. This enables administrators to translate every 

operation possible in the graphical environment into the Windows PowerShell equivalent easily. 

Administrators can then use these scripts as the basis for customized, automated operations. 

Virtual Machine Manager Features  

VMM offers a number of features that address critical challenges when managing virtual infrastructure. 

These features can help IT professionals deal with these challenges more efficiently and deliver 

increased business value to the organization. 

Flexible Deployment  

VMM supports virtual machines in a number of environments, ranging from an isolated, standalone 

setup to a geographically distributed enterprise. The list below briefly describes typical VMM 

deployments across various situations. 
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Workgroup Setup  

In a standalone setup, VMM runs on the same physical hardware as the virtual machines. A local SQL 

Server 2005 database stores library files. This configuration is ideal for small development teams that 

need to build virtual machines rapidly for test purposes. 

Co -Located Data C enter Setup  

For a standard data center with co-located servers, VMM offers a management solution that monitors 

and controls both physical and virtual machines, as shown in Figure 1. In this scenario, VMM pairs with 

other products such as System Center Data Protection Manager, System Center Configuration 

Manager, and System Center Operations Manager to gain the best advantage. 

Distributed Enterprise Setup  

VMM is enterprise-ready. It offers enterprise-oriented features and a strong ability to manage 

thousands of virtual machines distributed across various network environments. VMM supports 

management of physical host servers on a perimeter network (DMZ), non-trusted domains, and 

supports utilization of a remote clustered database. 

 

Figure 1.  VMM works with physical and virtual servers in a typical corporate setup 
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Management Toolset  

VMM empowers IT administrators with a toolset for virtual infrastructure management. The following list 

of components summarizes how these tools work. 

Administrator Console  

The Administrator Console, shown in Figure 2, provides administrators with a full suite of virtual 

machine management functions. This graphical user interface helps administrators easily manage state 

transitions such as starting, stopping, and pausing virtual machines simply by clicking on the virtual 

machine and then on the action to perform. Administrators can also save virtual machine setups as 

templates and then clone those machines elsewhere. In addition, the Administrator Console works 

seamlessly with Operations Manager 2007 to provide insight into both the physical and virtual 

environment. For example, with the ability to map the relationship of virtual and physical assets, IT 

administrators can more effectively plan hardware maintenance.  

Since the VMM Administrator Console is built on the Operations Manager user interface, administrators 

can quickly and easily become proficient at managing their virtual machines.  

 

Figure 2.  VMM Administrator Console provides a full suite of virtual machine management functions 
 

 

Centralized Library 
 
The VMM library is a central repository for virtual assets, or ñbuilding blocksò used to create virtual 

machines quickly and consistently, including: 

¶ Stored virtual machines 

¶ Virtual hard disks 

¶ CD/DVD software images, also called ISO files 
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¶ Operating system profiles 

¶ Post-deployment customization scripts 

¶ Sysprep answer files 

¶ Hardware configurations 

¶ Templates 

 

In small organizations within a single location, administrators can create the library on the same 

machine as the VMM application. For larger, distributed organizations, IT administrators can implement 

library stores at each data center location so they do not need to send files across wide-area networks 

(WANs) and incur associated performance penalties. 

Remote Management  

VMM provides a range of features that make remote management of enterprise virtual environments 

easier, including distributed libraries, Web-based self-provisioning, and support for host and virtual 

machine management in perimeter networks and non-trusted domains. These features work together to 

strengthen the management capabilities of VMM in enterprise environments. 

Physical -to -Virtual  Wizard  

The VMM Physical-to-Virtual (P2V) wizard transforms the otherwise labor-intensive P2V task into a 

routine process that offers automation whenever possible. VMM also works with available SAN systems 

to ensure P2V conversions are efficient and reliable. 

Intelligent Placement Ratings  

Not only does the VMM Intelligent Placement process eliminate the data-gathering and manual analysis 

needed to make informed decisions, but it also gathers this information into an easy-to-understand 

report showing which physical host servers are best suited for a particular workload through a star-

ranking system. Intelligent Placement works with both Windows Server hosts and VMware ESX Server 

hosts connected with Virtual Infrastructure 3 and VirtualCenter Server. These reports give 

administrators confidence in their virtual machine placement decisions. 

SQL Server 2005 Reporting Services Reports  

VMM uses SQL Server 2005 to store system information such as configurations and performance data. 

When deployed together with Operations Manager, VMM allows administrators to take advantage of 

SQL Server 2005 Reporting Services functions. SQL Server Reporting Services is a comprehensive, 

server-based solution that enables the creation, management, and delivery of both traditional, paper-

oriented reports and interactive, Web-based reports. An integrated part of the Microsoft Business 

Intelligence framework, Reporting Services combines the data management capabilities of SQL Server 
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and Windows Server with familiar and powerful Microsoft Office system applications to deliver real-time 

information, support daily operations, and drive decisions. 

Self -Service Web Port al for Delegated Provisioning  

VMM also provides a Web portal from which authorized users can provision new virtual machines 

without directly involving IT staff. This capability especially targets software test and development 

teams, which often set up temporary virtual machines to try out new software. With VMM, IT 

administrators retain control over access to resources. 

Management  Agents  

In order to manage the virtual infrastructure, VMM installs software agents on each host server. The 

management agents gather data from the host serverôs Windows Server operating system and feed 

that information back to VMM. 

Gett ing Started with Virtual Machine Manager  

The following sections provide the most up-to-date system requirements and step-by-step instructions 

for installing and running VMM. 

System Requirements  

VMM includes the VMM server, the VMM Administrator Console, the VMM agent, and the VMM Self-

Service Portal (an optional component.) 

By default, the VMM server is also a library server. If you do not set up a dedicated library server, you 

will need additional hard disk space on the VMM server for storing library objects. You can also install 

the Administrator Console on a different computer than the VMM server. 

When you add a host or a library server in the Administrator Console, the VMM server automatically 

installs an agent locally on the host. You can also manually install an agent locally on a host, which is 

required if the host is on a perimeter network or in a non-trusted domain. 

Before you begin installation, make sure prerequisite software is installed and all computers meet the 

minimum hardware requirements. 
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Software Requirements  

The following charts detail the software requirements needed for VMM components. 

VMM server 

Operating 
system 

Windows Server 2008 R2 x64 with Hyper-V 
Windows Server 2008 x64 with Hyper-V 

Database If not already installed, the VMM installation process will 
install the Microsoft SQL ServerÊ 2005 Express Edition 
SP3 on the local computer from the Setup Wizard. This 
also installs the SQL Server 2005 Express Edition Toolkit 
and creates a SQL Server instance named 
MICROSOFT$VMM$ on the local computer. 
Alternately, you can use an existing local or remote 
instance of the following versions of Microsoft SQL Server 
2005 or Microsoft SQL Server 2008: 

¶ Microsoft SQL Server 2005 Express Edition SP3 

¶ Microsoft SQL Server 2005 Standard Edition SP3 

¶ Microsoft SQL Server 2005 Enterprise Edition SP3  

¶ Microsoft SQL Server 2008  

¶ Microsoft SQL Server 2008 Standard Edition  

¶ Microsoft SQL Server 2008 Enterprise Edition  

¶  
For more information about SQL Server options, see SQL 
Server Options for Virtual Machine Manager in the System 
Center Virtual Machine Manager Setup Help. 

Other software Microsoft .NET Framework 2.01 
Microsoft .NET Framework 3.02 
Windows® Remote Management (WinRM) 
Microsoft Core XML Services (MSXML) 6.03 

Notes 

1 If not already installed, you can install this software from within the Setup Wizard. 

2 If the Microsoft .NET Framework 3.0 is not already installed, the Setup Wizard installs it 

automatically. Installing .NET Framework 3.0 does not interfere with Microsoft .NET.  

3 If not already installed, you can install this software from within the Setup Wizard. 

VMM Administrator Console 

Operating system Microsoft Windows Server 2008 R2 

Microsoft Windows Server 2008  

Microsoft Windows Server 2003   

Microsoft Windows Vista SP1  

Microsoft Windows XP SP3 

Other software Microsoft .NET Framework 2.01 

Microsoft .NET Framework 3.02 
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Windows PowerShellÊ 1.03 

Notes 

1 
If not already installed, you can install this software from within the Setup Wizard. 

2
Install this software from the following site: http://go.microsoft.com/fwlink/?LinkId=69910. Installing the 

Microsoft .NET Framework 3.0 does not interfere with the Microsoft .NET Framework 2.0 components 

already installed. 

3 
If not already installed, you can install this software from the following site: 

http://go.microsoft.com/fwlink/?LinkId=77521. 

 

VMM Self-Service Portal 

Operating system Microsoft Windows Server 2008 R2 

Microsoft Windows Server 2008 

Microsoft Windows Server 2003 SP2  

 

Other software Microsoft .NET Framework 2.01 

Microsoft .NET Framework 3.02 

Windows PowerShell 1.03 

Windows Server Internet Information Services (IIS) 4 

Notes 

1 
If not already installed, you can install this software from within the Setup Wizard. 

2
Install this software from the following site: http://go.microsoft.com/fwlink/?LinkId=69910. Installing the 

Microsoft .NET Framework 3.0 does not interfere with the Microsoft .NET Framework 2.0 components 

already installed. 

3 
If not already installed, you can install this software from the following site: 

http://go.microsoft.com/fwlink/?LinkId=77521. 

4 
For Windows Server 2003, you can install IIS 6 in the Control Panel by using the Application Server 

components group in Add/Remove Windows Components. For Windows Server 2008, you can install IIS 

7 by using Server Manager. Select Add Roles, and then check the Application Server role. 

VMM agent1 

Operating 

systems 

Each virtual machine host must have the following software installed: 

¶ Microsoft Windows Server 2008 R2 

¶ Microsoft Windows Server 2008 

¶ Microsoft Windows Server 2003 SP1 or above 1 

 

http://go.microsoft.com/fwlink/?LinkId=69910
http://go.microsoft.com/fwlink/?LinkId=77521
http://go.microsoft.com/fwlink/?LinkId=69910
http://go.microsoft.com/fwlink/?LinkId=77521
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Other software ¶ Windows Remote Management (WinRM) 2 

¶ Microsoft Core XML Services (MSXML) 6.03 

Notes 

1
On Windows Server 2003, the host must also have either the 32-bit or the 64-bit edition of Virtual Server 

2005 R2 installed. 

2 
Before you add a host or a library server in the Administrator Console and before you install an agent 

locally on a host, you must first install WinRM. 

3
Install this software from the following site: http://go.microsoft.com/fwlink/?LinkId=84599. For Microsoft 

Windows Server 2003 R2, do not use Add/Remove Windows Components to enable WinRM as this will 

install the wrong version. Use the link provided above to download the correct version. 

VMM Monitoring and Reporting 

System Center 

software 

For monitoring and reporting in VMM , use System Center Operations Manager 2007. 

To monitor and report on virtual servers, you must install the following software: 

¶ System Center Operations Manager 2007 

¶ System Center Operations Manager 2007 Reporting Server 

¶ Virtualization Management Pack for System Center Operations Manager 

2007 

 

http://go.microsoft.com/fwlink/?LinkId=84599
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Hardware Requirements 

The following charts detail the recommended minimum hardware requirements for VMM components. 

VMM server 

Processor CPU running at 2.8 GHz or faster 

RAM  2 GB 

Disk space if using default local SQL Server 2005 

Express Edition database  

7 GB 

Disk space if using remote SQL Server database1 1 GB 

Disk space if using VMM  Server as library server 200 GB 

Notes 

1 
If you use an existing instance of SQL Server 2005 for the VMM database, refer to the SQL Server 

product documentation for the minimum hardware requirements for that computer. 

VMM Administrator Console 

Processor Pentium 500 MHz 

RAM  256 MB 

Disk space  512 MB 

 

VMM Self-Service Portal 

Processor Pentium 500 MHz 

RAM  256 MB 

Disk space  512 MB 
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VMM agent 

Virtual machine host 

server requirements 

The minimum hardware requirements for each virtual machine host will vary depending on the number 

and type of guest operating systems, the applications you plan to install on the virtual machines, and the 

anticipated workload. 

 

For additional information, see the Virtual Server 2005 Deployment Guide on Microsoft TechNet or 

Windows Server 2008: Hyper-V Planning and Deployment Guide 

athttp://download.microsoft.com/download/8/1/5/81556693-1f05-494a-8d45-

cdeeb6d735e0/HyperV_Deploy.doc. 

Library server  The minimum hardware requirements for a library server vary widely depending on the number and 

size of virtual machine templates, virtual hard disks, virtual floppy disks, ISO images, scripts, hardware 

profiles, guest operating system profiles, and stored virtual machines. The recommended hard disk 

capacity for a computer with a VMM  library is 200 GB. 

 

Network Requirements  

This section details network requirements and considerations for installing Virtual Machine Manager. 

¶ Connections ï Due to the size of virtual machines, at least a 100MB Ethernet connection is suggested to 

connect all computers in a VMM configuration. A 1GB Ethernet connection will ensure adequate 

bandwidth and improved performance. However, if you use a 1GB Ethernet connection, you will likely see 

further performance enhancements if you use a more powerful processor for the VMM server than the 

recommended processor. 

¶ Domains ï Before installing the VMM server, you must join the computer to a domain in Active 

Directory® Domain Services (AD.) Virtual machine hosts may be part of a domain but they do not need to 

be. AD supports hosts in the DMZ, as well as VMware ESX hosts that are not AD-joined. 

¶ Firewalls ï If you want to manage a host across a machine-specific firewall, you must install the VMM 

agent locally on the host, which automatically opens port 80. The agent also uses port 443 by default. In 

order to manage hosts across a network firewall, you need to open the ports in that firewall manually to 

allow communication between the VMM server and the host. Once you open the ports, you can add the 

host to the VMM server. 

  

http://www.microsoft.com/technet/prodtechnol/virtualserver/2005/proddocs/vs_deploy.mspx?mfr=true
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Installation  

This section provides step-by-step instructions for installing VMM components, including:  

¶ VMM server 

¶ VMM Administrator Console 

¶ VMM Self-Service Portal 

¶ VMM agent 

For detailed installation help, reference the Setup Help file included with the VMM download or product 

DVD. 

Important  

Before installing VMM components, see the System Requirements section to make sure you have all 

prerequisite software and hardware installed. 

Instal ling the VMM  Server  

1. Sign on using a domain administrative account with local privileges.  

2. From the product DVD or network share, double-click setup.exe. 

3. In the Setup menu, click VMM Server. 

4. On the License Terms, page click I accept the terms of this agreement. 

5. On the Customer Experience Improvement Page (CEIP) page, click Yes to participate or No 

to opt out of the CEIP. 

6. On the Product Registration page, enter your name and the name of your company. 

7. On the Prerequisites Check page, review any alerts or warnings about inadequate hardware or 

uninstalled software prerequisites. You can continue if you receive warnings, but alerts must be 

resolved before you can proceed with the installation. 

8. On the Installation Location page, select the appropriate path for your System Center 

VMM2008 program files location. 

9. On the SQL Server Settings page, select Install SQL Server 2005 Express Edition SP3 or 

Use a supported version of SQL Server. If you choose an existing SQL Server system, you 

must enter the corresponding authentication information for it. 

10. On the Library Share Settings page, select the option to either create a new library share or 

use an existing library share. If you select to use an existing share then you must supply the 

share name. 
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11. On the Installation Settings page, assign the ports you want to use for communications and 

file transfers between VMM components. If Windows Firewall is turned on, the wizard will 

attempt to add firewall exceptions for each port. 

Important 

You can change the default port settings to avoid conflicts with other applications in your 

environment. However, the port settings that you assign for the VMM server must identically 

match the port settings you assign when installing associated VMM components. 

12. On the Summary of Settings page, review your settings and do one of the following: 

a. Click Previous to change any settings. 

b. Click Install to install the VMM server. 

13. On the Installation page, after setup is complete, click the link in the Status window to check 

for the latest VMM updates. 

Installing the VMM  Administrator  Console  

You can install the VMM Administrator Console on the same computer as the VMM server or on a 

different computer. 

Important 

To enable the Operations Manager Administrator Console to perform tasks on virtual machine hosts 

and virtual machines from within the Virtualization Management Pack, you must install the VMM 

Administrator Console on the same computer as the Operations Manager server.  

Installing the Administrator Console also installs Windows PowerShell, which is the VMM command 

shell required to perform these tasks. 

1. From the product DVD or network share, double-click setup.exe. 

2. In the Setup menu, click VMM Administrator Console. 

3. On the License Terms page, click I accept the terms of this agreement. 

4. On the Customer Experience Improvement Page (CEIP) page, click Next to accept the same 

CEIP settings as the VMM Server. 

5. On the Prerequisites Check page, review any alerts or warnings about inadequate hardware or 

uninstalled software prerequisites. You can continue if you receive warnings, but alerts must be 

resolved before you can proceed with the installation. 

6. On the Installation Location page, select the appropriate path for your VMM Administrator 

Console program files location. 
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7. On the Port Assignment page, do one of the following:  

a. Click Next to use the default port (8100) for the VMM Administrator Console to 

communicate with the VMM server. 

b. Assign a different port that you want to use for the VMM Administrator Console to 

communicate with the VMM server, and then click Next. 

Important 

The port settings that you assign for the VMM Administrator Console must identically match 

the port settings that you assigned in the VMM server. 

8. On the Summary of Settings page, review your settings and do one of the following: 

a. Click Previous to change any settings. 

b. Click Install to install the VMM Administrator Console. 

9. On the Installation page, after setup is complete, click the link in the Status window to check 

for the latest VMM updates. 

10. The Connect to Server dialog box opens the first time you open the console. 

11. In the Connect to Server dialog box, do one of the following: 

a. If you installed the VMM Administrator Console on the same computer as the VMM 

server, click Connect to connect to the local VMM server (localhost) using the default 

port (8100). 

b. In the Server name box, type the name of the computer where the VMM server is 

installed, followed by a colon and the port that you want to use to connect the VMM 

Administrator Console to the VMM server (the default port is 8100), and then click 

Connect. 

Installing the VMM  Self -Service Portal  

The VMM Self-Service Portal is an optional, Web-based component that enables users to create and 

manage their own virtual machines within a controlled environment. 

Note 

We recommended that you install the VMM Self-Service Portal on a separate computer from the VMM 

server. 

1. From the product DVD or network share, double-click setup.exe. 

2. In the Setup menu, click SMM Self-Service Portal. 
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3. On the License Terms page, click I accept the terms of this agreement. 

4. On the Prerequisites Check page, review any warnings or alerts about inadequate hardware or 

uninstalled software prerequisites. You can continue if you receive warnings, but alerts must be 

resolved before you can proceed with the installation. 

5. On the Web Server Settings page, do the following: 

a. In the VMM server area, specify the name of both the VMM server you want the VMM 

Self-Service Portal to connect to and the port that you want the VMM Self-Service Portal 

to use to communicate with the VMM server. 

b. In the Web server area, specify the port that you want self-service users to use to 

connect to the Self-Service Portal. 

Note 

If the default port (80) for the VMM Self-Service Portal is being used by another Web site, you must either 

use a different dedicated port or specify a host header for the portal. For more information about host 

headers, see article 190008, "HOW TO: Use Host Header Names to Host Multiple Sites from One IP 

Address in IIS 5.0" in the Microsoft Knowledge Base (http://go.microsoft.com/fwlink/?LinkId=88875). 

6. On the Summary of Settings page, review your settings and do one of the following: 

a. Click Previous to change any settings. 

b. Click Install to install the VMM Self-Service Portal. 

7. On the Installation page, after setup is complete, click the link in the Status window to check 

for the latest VMM updates. 

8. To finish the configuration of the VMM Self-Service Portal, you must associate the VMM Self-

Service Portal with the service and configure self-service policies. For more information, see 

Setting Up Virtual Machine Self-Service in VMM Help. 

Installing the VMM  Agent  

When you use the VMM Administrator Console to add a virtual machine host or a library server in a 

trusted domain, the VMM server automatically installs a VMM agent on that host or library server using 

the default settings. 

For a host that is either on a perimeter network or is not joined to a domain that has a trust relationship 

with the domain that the VMM server is in, you must install an agent locally on the host before you can 

add the host to Virtual Machine Manager. 

http://go.microsoft.com/fwlink/?LinkId=88875
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You can also install an agent locally on a host in a trusted domain and then add that host by using the 

VMM Administration Console.  

Note 

When you install a VMM agent locally on a host on a perimeter network, the Agent Setup Wizard prompts 

you for an encryption key and for other information needed to access and manage the host and its virtual 

machines. The wizard generates a set of credentials for the local agent service account. It then uses the 

key to encrypt the credentials and the other agent-access information into a security file. You must 

transfer this security file to the computer on which a VMM Administrator Console is installed. 

After you transfer the security file, you can use the VMM Administrator Console to add the host. After the 

host is added, VMM uses the credentials to communicate with the agent on the host. 

To install an agent locally on a host on a perimeter network 

1. From the product DVD or network share, double-click setup.exe. 

2. In the Setup menu, click Local Agent. 

3. On the Welcome to the Microsoft System Center Virtual Machine Manager Agent (x64) Setup 

Wizard dialog. 

4. On the License Terms page, click I accept the terms of this agreement. 

5. On the Destination Folder page, do one of the following: 

a. Click Next to accept the default installation location. 

b. Click Change, specify a different location, and then click Next. 

6. On the Configuration settings page, do one of the following: 

a. Click Next to accept the default port settings. 

b. Type different ports, and then click Next. 

Important 

The port settings that you assign for the agent must identically match the port settings you assigned 

for agents in the VMM server. 

7. On the Security File Folder page, select the This host is on a perimeter network check box, 

type and retype an encryption key, and then do one of the following: 

a. Click Next to store the encrypted security file that contains agent credentials in the 

default location. 

b. Click Change, specify a different location to store the encrypted security file, and then 

click Next. 
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Important 

Make note of the encryption key that you use to create the security file. You must enter this key 

again when you are adding the host in the VMM Administrator Console. 

8. On the Host network name page, do one of the following: 

a. Click Next to have VMM contact the host by using its local computer name. 

b. Click Use IP address to have VMM contact the host by using its IP address, and then 

click Next. 

9. On the Ready to install page, click Install. 

10. Navigate to the folder where the security file is stored. The default location is 

%SystemRoot%\Program Files\Microsoft System Center Virtual Machine Manager 2008 R2\. 

The name of this file is SecurityFile.txt. 

11. Transfer the security file to a folder on the computer on which a VMM Administrator Console is 

installed. 

Important 

After you have added the host, you should permanently delete the security file. 

To install an agent locally on a host in a trusted domain 

1. From the product DVD or network share, double-click setup.exe. 

2. In the Setup menu, click Local Agent. 

3. On the Welcome to the Microsoft System Center Virtual Machine Manager Agent (x64) Setup 

Wizard dialog. 

4. On the License Terms page, click I accept the terms of this agreement. 

5. On the Destination Folder page, do one of the following: 

a. Click Next to accept the default installation location. 

b. Click Change, specify a different location, and then click Next. 

6. On the Configuration settings page, do one of the following: 

a. Click Next to accept the default port settings. 

b. Type in different port numbers, and then click Next. 
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Important 

The port settings that you assign for the agent must identically match the agent port settings that you 

assigned for agents in the VMM server. For more information about assigning ports, see About 

Assigning Ports in Virtual Machine Manager. 

7. On the Security File Folder page, ensure that This host is on a perimeter network check box 

is clear, and then click Next. 

8. On the Ready to install page, click Install. 

VMM Use  Scenarios  

VMM enhances the productivity of IT administrators when planning, deploying, maintaining, and 

optimizing the virtual data center. The sections below describe how System Center VMM helps 

administrators tackle the challenges of consolidating the physical environment and provisioning virtual 

machines. 

Server Consolidation  

Server consolidation is a priority for most organizations implementing virtual machine technology. By 

consolidating their physical servers, organizations realize two significant business benefits: power 

savings and increased asset utilization. Organizations can either take a phased-in or all-at-once 

approach to consolidation. 

Phased -In Consolidation  

The phased-in approach is incremental, and thus involves less disruption in terms of technology and 

processes. With this approach, customers typically leave their existing application workloads on 

physical servers, and only introduce virtualization for new server requests if they deem that the 

anticipated workload is appropriate for virtualization. As older hardware is retired or requires significant 

software upgrades, the workloads on those physical servers can be converted to virtual machines. 

Thus, over time, data center operations become increasingly virtualized. 

VMM supports the phased-in approach to consolidation with tools that make it easy to provision new 

virtual machines, such as the centralized library of virtual machine building blocks. 

Active Server Consolidation  

Organizations that need to address power, cooling, and space issues as soon as possible will choose 

an active server consolidation strategy. This scenario requires more upfront planning and staff 

resources than the phased-in approach because the IT department must analyze physical servers and 



Microsoft System Center Virtual Machine Manager 2008 R2 Reviewerôs Guide  24 

 

corresponding workloads to determine virtualization candidates. However, this upfront effort yields 

results almost immediately as the number of servers is reduced and utilization rates increase. 

VMM supports active server consolidation with reports that identify the server best suited for 

consolidation. Fast, reliable P2V (Physical-to-Virtual) conversion tools and Intelligent Placement 

algorithms take the guesswork out of deciding on which physical host servers to place virtual machines. 

Consolidation with Virtual Machine M anager  

Whether an IT group chooses an incremental phased-in approach or an active consolidation project, 

VMM provides tools to simplify the process and improve results. For example, the first step in migrating 

from a physical data center, in which every workload exists on its own physical server, to a virtual data 

center is to identify appropriate workloads for virtualization. 

VMM helps administrators identify the right physical server workloads for consolidation by measuring 

the target systemôs performance counters or by determining if the Operations Manager is available. It 

does so by analyzing the historical performance data stored in the Operations Manager database. The 

VMM consolidation report (shown in Figure 3) then provides an easy-to-understand summary of an 

applicationôs long-term performance. With this view, administrators can provide adequate resources for 

those applications with seasonal surges in demand. 

For example, a workload that runs a resource-intensive routine once a month has high variance in 

performance and may not be appropriate for virtualization. Without the VMM consolidation report, 

administrators would need to keep track of this historical performance data on a spreadsheet to 

determine which server workloads to consolidate. 
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Figure 3.  VMM with Operations Manager can create a comprehensive consolidation candidates report 

 

After identifying underutilized servers, IT administrators need to convert their physical machines to 

virtual ones. Manually converting physical machines to virtual machines is slow and error-prone.  VMM 

mitigates these problems by integrating P2V conversions into the management application and by 

providing timesaving tools such as the P2V wizard shown in Figure 4. 

Converting physical servers into virtual machines is simple with VMM, which provides a task-based 

wizard to guide the administrator through the process. VMM uses the Windows Server® Volume 

Shadow Copy Service, which helps IT administrators create virtual machines without having to shut 

down the source physical server. 














































































































































