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Introduction

This document provides an overview of the Configuration Service implemented in the .NET StockTrader
2.0 sample application as posted on MSDi://msdn.microsoft.com/stocktrade). The Configuration
Senice is an independent service, and can be implemented in any application or service via the shared
libraries andhe base class implementation that have been publishethis site The tutorialentitled

Guide to Implementing the Configuration Servicef@.ONET Applications and Servigeprovided with

the download, for astep-by-stepwalkthrough of a first implementation with custom applications and
services for any business solution built with the .NET Framework.

Core Benefits
The following are theore benefits/features of the Configuration Service:

1 Centralized storage and management of configuration dataNETbased applications and
service hosts.

9 Live updates to service configurations without redeploying configuration files or service
host/application restarts.

1 Dynamic clustering of service nodes, without any manual operations required to initially set up
and maintain a running cluster of service nodes.

1 Automatic synchronization of configuration updates across all clustered service nodes.

9 Loadbalancing of service operations (remote service requests) across multiple servers for
horizontal scaling of middiser services.

9 Applicationlevel failover of service nodes running a service, across clustered nodes.

1 A Distributed Cache service that cartiopally be utilized to keep local .NET caches in sync
across running nodes.

1 A central, common Webased management application (ConfigWeb) for seroitented
applications.

9 Basic health monitoring of service nodes in a cluster.

1 The ability to add/view/reonfigureConnection Pointsetween service clients and service hosts,
with dynamic management of endpoints between clients and services.

1 The ability to support multiple types of bindings, including transport protocols, security/network
settings and messaegencoding standards, between service clients and service hosts,
simultaneously.

1 The ability to view and reconfigure connected servicésvels deep within a serviegriented
composite application, even for services connected via physically separateetstom
example, connected services might be deployed in different data centers or application hosting
environments).

1 The ability to connect to both .NET and Jaased services (or any service based on industry
standards), and view/manage such heterogeng deployments.

Configuration Service 2.0 Test Harness Solutions
Two test harness samplese provided:
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1 SimpleTestHarnessThis consists of two solutionsestHost.slrand TestClient.sInthat contain
applications that implement the Configuration Seevidhe TestHost is a simple host that
exposes a simple service, and illustrates a very basic implementation. The TestClient is a Web
application that is a client to the TestHost simple service; and also implements the Configuration
Service.

1 MorelnterestingTestHarnessThis consists of a single solution, MorelnterestingTestHarness.sln,
that contains all the projects for two services and a client Web application
(/CompositeWebApplication); and illustrates a more sophisticated host that inglvade virtual
service hosts, including both a WCF ServiceHost and a WCF WorkflowServiceHost. This sample
illustrates:

0 Hosting multiple service hosts within a host process.

o Hosinga WorkflowServiceHost with a simple workflow for illustration.

0 Hosting a sevice host that implements multiple contracts.

0 A setup that includes both a root SOA client (the CompositeWebApplication); a set of
middle tier services (both workflow and navorkflow based); and a second tier of
services the middle tier service host islgnt to (so it is both a service host; and a
service client, ala the StockTrader Business Services).

0 Animplementation of a Distributed Cache (DC) service, for keeping caches in sync across
distributed nodes hosting the middle tier services.

Thesesolutions are located in the [stocktrader install directboginfiguration simpletestharness and
the [stocktrader install directorytonfigurationmoreinterestingtestharness folders.

What is Configuration Data?

Configuration dataan be any information/metdata that defines how a service will operate. For
example, in the .NET StockTradféebapplication, a configuration setting determines how many orders
to display on the Account Summary page. Another configuration setting determines whether to run the
Business Service layer remotely, ofarocess on the same computer as the Web application. Yet other
configurationsettingsdefine which transport protocol (httfext-XML, tcp/binary encoding etc) to use

to connect to the business service layer whichservices to expose on specific endpoints when
constructing the .NET runtimeThe.NETStockTradebusiness service layer also has mahits own
configuration settings, including what database to connectrolidng whether SQL Serv2®05or
Oraclel0/11¢), and the location of the StockTrader production database. Configuration settings also
determine how to manage transactions, transaction timeouts, étaycustomapplicationspecific
configuration informatiorthat might otherwise be embedded indixappSettingsssection of a .NET
configuration file, or hardtoded,can be setup and managed via the Configuration Management Service
simply by defining new configuration keys to store the informati@onfiguration keys are

automatically loaded into theervice host at startup, and changean bemade dynamically after

startup via the Configuration Managemeuger interface ConfigWeb.Such changes can be made

without deploying new configuration files, which wouwltsorequire application restarts on runing

nodes.

Any type of setting a developer wants to define can be managed by the system. It is up to the developer
of the system to actually utilize the settimon their application as part of their business logic. However,
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several common settings asdso defined and managed automatically by all services/application hosts
implementing the Configuration Servicéhese are applicatieeerver specific settings the Configuration
Service automatically provides (and can be extendathat additional appliation-specific settings

might you want to store? Anything you want to be configurable dynamically after deployment, without
recompiling and redeploying coder configuration filesand restarting host procesde&or example,

even the default sizes foextboxes in your Web or Windows application might be defined as a
configurable setting, which an administrator/operator could change at a later vim€onfigWeb Also,
keep in mind these updates are applied live across all running clustered nodes)yaneva node added
later will initialize with the same setting value since it is stored in the repository.

What the Configuration Service Provides

The Configuration Service is meant to make it easielyttamicallymanage theconfigurations and
ongoingoperationsof distributed, serviceriented applications. The Configuration Service also

provides the ability to automatically cluster services on multiple servers (sewiey, and load

balance across these nodes from service clients with applictgicei failover. If a service node goes

down, clients will automatically detect such failures (whether a network, physical server or
application/service host software failure), and redirect requests to other online nodes. In this fashion, a
service hostd virtualized across servers without the need for external hardware or softbased load
balancersalthough the Configuration Service can also integrate siith external loadbalancers.

Once a service is virtualized in such a fashion, the Configar8ervice Management Web (ConfigWeb)
allows administrators to make configuration updates to a service as well as any connected services, and
automatically update all running service nodes without the needfiplicationre-startsor manual
configurationsynchronizationsHence, the Configuration Service is meant to make senriested
applications more robust, reliable, and easier to manage. All of this is accomplished via the use of SQL
Serverbasedservice configuration repositoriesThe Configurgon Service itself is implemented using

.NET % and Windows Communication Foundation 08, andisitselfbased on industry Web Service
standards

Implementing the Configuration Service

The Configuration Service is contained in-poepiled .NET assenns, and while implemented by the
.NET StockTrader application as an illustration, is completely independent of the .NET StockTrader
application itself. Hencdhe Configuration Servide designed to be easily implementbyg customers

in any custom appiation or business service. Newith the 2.0 version, a baselass implementation is
provided, and theamount of work required to implement the Configuration Service for any ASP.NET
Web application, .NET executable (Windows or Console application) oWwWMHEGws NT Service is
dramatically reduced very little code is now required for a basic implementation. In addition, any base
class method can be overridden, and custom functionality provided for extensibility purpblses.
ConfigurationActions classrtalso be extended to capture changes to specific configuration settings
and execute custom logic on every clustered nddiece implemented, the management user interface,
ConfigWeb, can attach to a custom application or service host via the login pag€pafigWeb can be
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fully utilized to manage custom applications, services and complete composite/distributed applications.
The2.0version also includes a tool that makes it easy to create an initial service configuration repository
for a custom servicesé illustrated in the tutorial).

Windows Communication Foundation Core Concepts

2 AYR2g4a [/ 2YYdzyAOlI GA2Yy C2dzyRI (i-fedhsenficaoriante® N2 &2 Tl Qa
programming model and runtime for .NEHor those new to Windows Communication Foutnaia

(WCPF), this section introduces some core WCF concepts and terminology that are necessary to
understand before reading furthelReaders should also visit tNéCF site on MSDiidr both conceptual
overview information about WCF, and detailed technaiaumentation

What is a WCF Service?

A WCEF service #&blackboxed set of functionalityimplemented irthe .NETFrameworkwhich provides
functionality to clients that can remotely invoke the service operatiover industry standard protocols
and encoding standardsWCF is based on Wsbrvice standards such as HTTP, S@/F? standards
and XML, but also supports other de fastandards includinREST/POXJTOM,Tcp .NET binary
encoding, MSM@nessag queuing,.NET distributed transactionand many other standardsJava
based and .NEfased clients can easily connect to WCF services, and WCF clients can easily connect to
both .NET and Javaased services, as illustrated in the .NET StockTrader applicHtiypu are new to
WCEF, it is highly recommended you visit MSDN and take one or more of the online tutorials or
install/examine some of the basic code samples available. I8WCRNET 3/3.5 component, so you will
want to make sure you have the .NET 3.5 runtime twedatest Microsoft Window SDK installed first
(both are free downloads on MSDN).

Core Components of a WCF Service
A WCEF service consists(af least)the following core components, typically isolated within different
Visual Studio projects/assemblifss clean partitioning

1. TheService Contract This is typically an interface that simply defines the methods (service
operations) that the service will support/isement. The service contract is attributed with
WCF attributes, much like ASNbAsed Web Services were attributed with the [Web Method]
attribute.

2. The Servic®ata Contract The data contract simply defines any custom classes/types that will
be passed étween clients and services, either as parameters or return values. These will
automatically be serialized by WCF for otleg-network transport, typicallybut not limited to)
text-XML/SOAP encoding or .NET binary encoding.

3. TheService Implementation The service implementation is the class that actually implements
the servicefunctionality, and inherits from the service contract, providing the implementation
logic for all the service operations (methods) defined in the service contract. Service opgrati
might be selcontained (for example, communicating with a database); or may invoke other
remote service®r any .NET component/logicSo a service might also be a client to other

QX
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services with serviect-service interactions across the intranet, axtranet, or the public
Internet.

4. ServiceBindings Bindings are the network transports and encoding standards used by a
service. A WCF service can simultaneously support multiple bindlisgsning on both HTTP
and TCP endpoints, for examptmtentially using different security and messagacoding
standardson different endpoints Clients can choose which binding to use to connect to a WCF
service based on the endpoint they are connecting With WCF, binding information can be
stored in applicatiortonfiguration files or constructed programmatically. Typically, once tuned,
binding information does not need to change. Tanfiguration Serviceses WCF Binding
Configurations, with the configuration name(s) stored in the repository, pointing tofgpeci
binding informationdefined andoaded from the applicatiospecific configuration files
(web.config or .exe.config)Many template bindings are provided with the Configuration
Service 2.0.

5. Service Host A service host is a program (process) thatone or more services. Itis a
physical executablprocess With WCF, the most common service host is Internet Information
Server (11S), which runs the service(s) under the IIS administration and security infrastructure
within an ASP.NET worker prosds/3p.exe) However, services can also easily belsadted in
custom executables, such as .NET Windows applications, console applications;lwasBdET
Windows NT Services.

The Configuration Service itself is a WCF service. It can be hosted in IS, or in cudtost padgrams.

The Configuration Service also has a sister service, the Node Service, that handles communication
between peer nodes in a cluster setup. Whemplementing the Configuration Service (either in 1IS or a
selthost program), the service host will actually be hosting custom service(s) you define, as well as the
Configuration Service and the Node Servibevelopers can customize the bindings (transport protocol,
encoding standard, and security settings) for their hegécific Node and Configuration Service

endpoints.

Configuration Service Overview

Aserviceoriented application makes it possible to congtt composite applicationrs-applications
consisting of multiple services interconnected to provide the business functionality. With a composite
application, such as the .NET StockTrader Web application, much if not all of the business functionality
maynot reside with theuseractivated goplication itself but rather it will likely be provided by remote
services running on distributed servers, possibly on the other side of a firewall, or even in remote data
centers or across the Internet.In addition,these services may be providing their functionality to

multiple applications hence being reused to support differebtisinesscenarios. Also, the services
themselves may connect to other servicaxluding services hosted by business partners or eloud
based service providersA good analogy isteee structure (as is used with Windovite/folder views)

One folder might contain one or more other folders, each then containing their own folders. Hence, a
network node map for a composite applicatiorrésilly atree of connected servicesind this is how the
Configuration Service views a composite application. For example, consider the following illustration:
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Two Sample Composite Applications

Web Application Windows Application

Sevice A sevice B

Semvice C Service L Semvice E

Semvice F

Figurel: Sample SOA Topogy

Here we can see two different ro&t®Y LJ2 dapplications (one a Web afigation, the other a
Windows aptfication), each connecting to remote services that provide some or all of their business
functionality. We can also see tlree-like nature of these connections, with each service [ialys
connecting to other services;lavels deep.

The Configuration Service, once implemented, provides the ability, if the services epafigurecand

with a proper global administrator authenticatign (2 Fft 26 (GKS | RYARRAVNI G2 NJ
into configuration information for connected servidbat also implement the Configuration Servjce

even through rdifferent levels of services even if the root service is not located on the same physical

subnet as services several levels dowdso, the Configuration Service and ConfigWeb support the

concept of connecting to multiple services, and to multiple service hosts, even to multiple service hosts

each hosting multiple services. Again, just think ofttee structureanalogy.ConnectiorPoints

represent a connection from one application or service, to another remote service. So a Web

application (or Windows application) may have multiple connection points to different services, which in

turn might have their own connection points to otheemote services.

One important concept of serviearientation that is followed in the Configuration Service is the notion
that services should bautonomous So in the illustration above, the Web application is completely
unaware of services C, D E and F. Service A is aware of (connects to and understands the service and
data contracts) Services C and D; while Service B is aware of Service E, but amydedEService F.
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The Web application is aware of both A and Service B, since it connects directly t&thearvices are
autonomous, and clients that connect only need to understand the service contract, data contract (the
AaSNIAOS wa O kifoit (UR)) I cdniye to inyrde®tg utilize that specific servidence,

only schema information is shared, and implementation logic and service management is completely
blackboxed.

This also applies to location independence. In the diagram abemgcess that directly connect must
have network connectivity, of course. However, the Web application may reside on a completely
different network (and geographic location) than servi€eB, E and +which may each reside
anywhere. In many cases, a séce-oriented deployment may involve connections only to services that
reside within the same data center/network, but thisist assumed.Also, since WCF is based on Web
Services, applications and services may be based on Java or .NET, and stilnet¢rddoweverywhile
the Configuration Service can help manage connections te.N&T services and .NET services that do
not also implement the Configuration Servittee Configuration Service will only be able to drill down
and view/modify configuratiomlata for services that also implement the Configuration Service.
ConfigWeb can, however, be used to establish and manage connections-tblE®@rservices, and even
provide load balancing/failover against rddET servicesnd online/offline status inforration for the
remote endpointson nonMicrosoft platforms

So now consider the same illustration, however, add the notion of clustered service nodes:
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Two Sample Composite Applications

Web Application

Serven Serven Serven Server
il 2 2 4

Semvice A

Windows Appllicatiomn

Desktap Desktop Desktop
1 2 i)

Service B

aerven aerven aenen
il 2

aerven aenen

Semiice C Senvice D Senvice E

Serven Serern Serern Serern Serern Serern Serven
il il 2 2 4

sSenvice

Serven Serern Server

Figure2: SOA topology showingervices hosted on scaledut clusters of serves.

As you can imagine, even just managing configuration data for a single service or application on such a
cluster could be a challenge.

For the Configuration Service, the notion of a central store of configuration data is utilized, which we call
a servie configurationdatabase (akaepository). SQL Server is used to store the configuration data.

Also, to maintain the notion of autonomous services, each sehosegets its own repository. There is

no single repository; rather there is a shared schéanall repositories, and a shared way to access any
repository via the Configuration Service and the ConfigWeiivieh a common administrator

authentication Without such a common administrator authentication, services can still conbett

viewing aml changing configuration data will be limited within the composite application to a single
service domain.

Eachseparateservice hosted bg single service host (the illustration depicts each service host hosting
onlyasingle service) can have its servgpecific configuration data stored in a repository shaoety

by peer clustered nodes within that service domaiiso, since the Configuration Service can drill down
n-layers deep in a topology, ConfigWeb is able to provide a single Ul and loginagermaoomplex
serviceoriented topology, all in one place.
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Load Balancing and Failover

Peer grvice hosts are automatically clustered simply by sharing a single service repokitotier

words, the service host (IS applicatiselfhostexecutable or NT Servicean be executed/installed on
n-number of servers, and will automatically join the cluster simply by nature of thet fagintsto a

common repository databasd. f 823 | ANRB2G¢ O2YLRAAGS | LI OF A2y
hardware load balancing or software load balancing such as Windows Network Load Balancing), yet
share a common repository such that all nodes load common configuration data and updates are
automatically synchronized across application nodes in ih&ter. A loadbalancing client base class is
provided such that service clients will automatically rowotin requests across online nodes available,

and failover should one or more nodes become unavailaBleotification systembuilt into the system

allows new nodes to be started on new servers and automatically start receiving requests from any
online clients it is supporting. This notification system is dynamic in that new clients and/or new service
hosts can be startedndstopped at any time, anthe proper connections will automatically be setup

and utilized by the system for any service implementing the Configur&govice To implement the

load balancing, you will simply inherit from a base load balancing client class in your-spegde

WCEF client, and establish an initial connection to a service from a client via ConfigWeb. If that service is
virtualized/horizontally scaled acrosssarvers, the client application/service (also possibly clustered),

will actually establish and use cagttions to all service host nodes available automatically. ConfigWeb
can be used to view the physical nodes a service host is clustered across, and the online/offline status of
that physical node. Separapysicalklusters of the same servitmplementaion could be established

simply by having two distinct configuration repositories, with nodes in Cluster A connecting to service
repository A, and nodes in cluster B connecting to service repositoBagh might be serving unique

client applications, pénaps with different service level agreements (SLAS).
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Autonomous Service Repositories

Web Application Windows Appllicatiomn

Serven Serven Serven Server Desktop Desktop Desktop
1 2 i)

Senvice A Sefvice B

Serern Server Server Serern Server

Figure3: Autonomous Servic€onfigurationRepositories per Service HosEach service repository is shared by peer nodes,
but distinct per service host/application. Als@very service configuration repository shares a common schema.

Implementing the Configuration Service

In order to implement the configuration service, you will need to create the following elements (the
separatetutorial in the separate document entitle@Guide to Implementing the Configuration Service 2.0
for .NET Applications and Serviegplains how stejy-step, and will take? to 3 hours to completg.

1. A service repositoryhich is a database with a common schema. This databaseated and
initially populated via a tool provided with the downloa@his will automatically create the
tables and prepopulate configuration data for the Configuration and Node services.

2. A Settinggroject andclass This is simply a .NET class that will be setuméeweVisual Studio
project, and inherit from a base class implementataready provided The Settings class
defines (but does not initialize) the fields (variables) that will contain configuration data for your
application or service anything you might othewise be storing in the <appSettings> section of
a web.config or exe.config file, for exampl¥ou can define any number of custom settings and
ONBIFGS aSNIBAOS NBLR aA laeNBnitialy, ye do fiot ie@d toxcie@eNBS (1 K S
anycustomkeys, just create an empty class that inherits from the SettingsBase class already
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provided in the shared librariesThe base class defines common host settings all applications
and services that implement the Configuration Service will hadau can thik of these as
applicationsever specific settings.

3. A Configuration Service Implementation projecfThis will be the project/namespace that
contains youiConfiguration Service implementation class and Configuration Adtlass.

Hence, this project withave twosimpleclasses defineth it (items 4 and 5 below)

4. AcConfiguationService clasgefined within the service implementation project called out as
item 3 above. This class will simply inherit from a base.cligs generated by the Repository
Qreation tool; then simply aded to the Configuration Service Implementation project.

5. AcConfigurationActions clasglefined within the service implementation project called out as
item 3 above.This claswill alsoinherit fromabase class provided, amahy custom logic
provided later, ifany isnecessary. For many applications and services, just an empty definition
inheriting from the base class will suffice and no additional Ibgyond the base class logic
already implementedill be needed. This vill be generated by the Repository Creation tool;
then simply adddto the Configuration Service Implementation project.

6. If selfhosting, you will need to createself-host program This can be a Console Application, a
Windows Application, or a Windows Service. The initial code will be generated by the
Repository Creation toollf hosting in IIS, your host application will be an ASP.NET Web
application/project.A complete Windows &t console is provided as a base class, and can be
used as a convenient way to host services in a Windows application that provides monitoring
functionality.

7. Anapp.config(compiled to .exe.confifpr executable apps orWeb .configfile (for Web apps)
The appropriate configuration file type will be generated by the Repository Creation tool.

8. If lIShosting, you will need to have.avc file(single line of code) defined for your custom
service(s), as well as tl@nfiguration and Node servicesand presat within your Web
published virtual directory Typically, the Configuration Service endpoint will be stored in
config.svg and the Node Service definedrinde.svc These will be generated by the Repository
Creation Tool.

9. If you are defining a custom biness service that will be hosted by your service host beyond just
the Configuration and Node services, you will of course need to setup your WCF service
contract, data contract and WCF business service implementation logic, typically done in
separate prgects under a common root namespace, tila StockTrader elements. Hence, you
would have a service contract project, service data contract project and service implementation
project for each service you will be howd, with this logic up to you to impleemt to support
your business functionality.

10. If your application or service is connecting to any services, you will need to defustcan WCF
client that will inherit from a base class lodidlancing client provided with the Configuration
Management Systa shared librariesThe Repository Creation Tool will generate this client
automatically, if you provide a compiled service conti@atl data contractThe service contract
and data contractight be generated viavcutil.exe(a tool provided as part ohe Microsoft
Windows SDK to aide in generating proxies to any indistégdards based servigey
provided directly as an assembly. In both cases, the Client Genevdtlun the Repository
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Creation toolill generate a new client class from the exigtinformation. Tie tutorial stefs
through this.
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Technical Documentation

Proper DNS/Network Setup

The Configuration Service is sensitive to proper setup of the network and DNS/AD structure. It is
imperative that the network be properly setup, with nodes able to communicate to each other over DNS
names and/or IP addresses overridden in configuraties fas discussddter in this document If you

are not on a domain with a DNS server; you can always usavihdows system32drivers etc\hosts

file to assign IP addresses to computer names in your cluster (for computers in a Workgroup, vs. a
Domain, br example). A sure sign something is wrong is the SOA Map View; this will show across all
nodes whether they can communicate properly with each other over the designated service endpoints.
By default, the Configuration Service will use a Phsided nane (typical AD domain setup) or the

local computer name (Wogkoup setup without AD or a DNS server) to determine the base address for
service endpoints. However, this can be changed as well (to bind specific endpoints to alternate names
or specific IP adésses, as discussed later in this guide).

Firewalls

Firewalls will likely be a common setup issue. You must enable firewalls to allow communication
between nodes in a cluster. On Windows Vista, even the primary http port 80 is blocked by default, and
must be enabled. Again, the SOA Map View will immediately show if all nodes can communicate, both
inbound and outbound, with each other and to Configuration Service and Primary Service endpoints.
Specific ports might need to be enabled, depending on yostdubservice environmerand the ports

you choose to use

Debugging Your Host Using Visual Studio
ForliIsKk2a G SR aSNWAOSasz e2dz aK2dZ R ltglé&a YIS adaNB
rather than hitting FEgo. You will need to createraal virtual directory in IIS for your Web application.
Hitting F5 go on a Web site is not advised, because Visual Studio creates a separate IIS proeess/work
pool that is not linked into the actual IS worker process; and hence other nodes (or ConfigWeb
operations) communicating with your application are actually communicating with tHe#@d worker
process, not the Visual Studiveated worker process. This is solved simply by attaching to the W3P.exe
g2N] SNJ LINPOS&aa @Al +adindzuding R5iGd2R ftheh &Vetbapplicardns Withiy dz
Visual Studio itself.

Adding Custom Settings to Be Managed in Repository

/| 2y FA32S06 A& dzaSR (2 FRR Odzad2y aSddaay3aa G2 &2dzNJ
putting into the repository rost (if not all) settings you might otherwise manage in <appSettings> i
configuration files (such asel.config); orasdefined constants in your code. Once these become

dynamically managed, you might find advantages to adding other changeable seattiymsrt

application. New with the 2.02 release is the ability to store X&&lrialized custom classes in the

repository, such that custom types/classes can be managed as with simpler settings types.

When you choosé&dit Configuratiorfor any hostlevel or sib-level settings group in the ConfigWeb
home page, you will seelefine/EditKeyslink button. Depending on the settings group you chose to
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edit, you will be presented with a page to add, modify or remove existing settings, including changing a
settinglevel (basic/detailed/advanced); the display ordering; settings description, display name, valid
values, and data type definition.

/& Service Configuration Management: Co-nﬁgurat'lon Keys Definition - Windows Internet Explorer E@g
@O - |@ http://localhost/ConfigWeb/ConfigDefine.aspx?name=.NET %205tockTrader?:20Business%205ervices %205 | "f| A | | Google R v|
— — - »

T:f ke [@ Service Configuration Management: Configurati... l l @ - T om Iange h iQ}TQ‘J'S i

»

Microsoft . . . R ]
n_e't‘ Service Configuration Management S Managomet 2.0
L ]

[ Welcome (Instructions [Conﬂguration [Hosted Svcs [Remote Svcs [Connect\ons ( Audit Logs Login/Logout

Service Configuration Keys Thursday, May 22, 2008 11:33 PM

.NET StockTrader Business Services Self Host
Version 2.0

Hosted by Microsoft Corporation
Platform: Microsoft Windows Server 2008 with .NET 3.5

—

Define Configuration Keys
Level: Basic

Service: Trade.Business ServiceContractTrade Services

m

Settings Class Field
Name

I i i g Display "
Display Name DataType Description order Edit

The mode used to process orders (buys and sslls):
whather sy {in-pa ). or a5y

using the WCF Order Processing Service ina
service-oriented architecture.

In the service host console, whether to display logins
{fior monitoring activity/demas). If set to true, pleass
LoginDisplayLogins DISPLAY ) E_LOGINS keep the setting for number of 1
iterations to display above 100 if doing benchmarks,
as thess operations are somewhat expensive.

In the sarvice host console, the number of logins
before doing a console.write {for monitoring
activity/demos). Flease make sure to keep this =
above 100 if doing benchmarks, as these operations.
are somewhat expensive.

OrderMode ORDER_PROCESSING_MODE radiobutton

Login Iterations for

Diplay in Console LOGIN_ITERATIONSTO_DISFLAY

T

Return to Configuration Page

Service Configuration
Management 2.0

Service Configuration Management

Crested with Microsoft Visual Studic and the Microsoft \MET Framework 2.5
Copyright 2008, Microscft Corporation

1

Done el'. Local intranet | Protected Mode: Off #100% -

Remember that before adding a new key that will be dynamically manggednust add the

appropriate field to your Setting class, and recompile your hosihe settings you define are mapped
to fields in the Settings class; hence these fields must be present first. ConfigWeb allows you, in the
Define/Edit Keyssection,to map a new setting to an existing field name in yBettings classYou can
create new settings groups at any time simply by deseledisg) Existing Groups, and entering a new
group name. The new group name will be created automatically.
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@ Service Configuration Management: Manage Configuration Keys - Windows Internet Explorer @M

@Ov £ hittp://localhost/ConfigWeb/ManageKeys.aspx?name= NET%205tockTrader¥%20Business %205ervices %205+ [#4 | X | | Google L v|
—_— E— e

ing’ 4& [gﬂewice Configuration Management: Manage Co... l l @ - - @ - @Eage - @Tgols =

-

Microsoft

1 fl Service Confi tion M 3
.n_e't ervice Configuration Managemen

|| [ Welcome [Instructions [Conﬂguration [Hosted Svcs [Remote Svcs [Connect\ons ( Audit Logs Login/Logout

Manage Configuration Keys Thursday, May 22, 2008 11:34 PM

.NET StockTrader Business Services Self Host
Version 2.0
Microsoft Corporation
Microsoft Windows Server 2008 with .NET 3.5

OrderMode

ORDER_PROCESSING_MODE
Trade.BusinessServiceContract MradeServices -

The mode used to process orders (buys and sells):
whether synchronous (in-process); or ssynchronous using
the WCF Order Processing Service in a service-oriented
architecture.

m

@
9]

Sync_InProcess

Gpit

Return to Configuration Page
. } Configuration
Service Configuration Management ——r -
Done eﬂ. Local intranet | Protected Mode: Off #100% _:5

Adding Validation Logic to Custom Configuration Settings
You caradd validation logic via the ConfigurationActions class. Simply override the base class validation
method as follows:

public  override bool validateConfigurationKey( object  settingsinstance,
ConfigurationKeyValues configurationKey)

Always make sure to cdlie base method first in your override method, as follows:

base .validateConfigurationKey(settingsinstance,configurationKey);
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This method returns true or false, depending on whether the setting passes the base class validation;
which validates setting charg to the common hodevel settings; and also does typalidation on

custom settingyou define ThevalidateConfigurationKey method is always called prior to
persisting any change into the configuration database.

Storing Custom Classes/Types in the Rep ository

You can now store large string sequences, including XML/HTML in the repository and associate them
with Settings fields. This might include serialized data for constructing custom types/classes from the
repository on host startup, and the abilitg tise ConfigWeb (or programmatic Configuration Service

calls at runtime) to update these values and keep running nodes in sync with the updated values. If you
will be deserializing custom types (as defined in static fields within your Settings classyjlyneed to
provide the deserialization logic. This can be done by overriding the method:

public  virtual bool updateConfigkeylnHostInstance( ConfigurationKeyValues
updateKey, object settingsinstance)

in your ConfigurationActions class. In timisthod, that will be called for every Settings key defined
(including inherited application server global settings every Configuration Service Host has), you must
detect the name of the field via the:

updateKey.ConfigurationKeyFieldName

property. You caruse a simple switch statement, and call the base class mdtrahy standardfields
not requiring deserialization

public  override  bool updateConfigkeylnHostIinstance( ConfigurationKeyValues
updateKey, object settingsinstance)
{
switch(updateKey.Configu rationKeyFieldName)
{
case fimyCustomClassFieldo
{
Settings.myCustomClassField =
deserializeMyCustomClass(updateKey.
ConfigurationKeyValue);
break;
}
default:
{
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base.updateConfigkeylnHostInstance(updateKey,settingsinstan
ce);
break;

}

}

Also, when setting up Settings fields (configuration keys) that will have large strings as values, you can
OK22a$S Riodisplagl 8ALYS /62y FAI2So (2 LINBOGSYyd RA-EnRI & 27F
edit windows on the Configuration updapage.

Executing Logic on Configuration Changes to Custom Settings

The ConfigurationActions class is also used to execute any custom logic you might want to execute when
any setting is changed. This logic will be executed on all clustered hgd#sfault. Some settings

might require such logic to be executed when they change, vs. just being updateziriory via

reflection (the default behavior). A good example is in the SimpleTestHaireetHost project;

changing a background color of the Windows aggion (one of the custom settings defined for the
SimpleTestHost) required a Windows API call to actually make the change live on-alr@adyg nodes.

To capture changes as they are made (via ConfigWeb or ConfigurationService programmatic calls),
override the checkChangedSetting method as shown below:

public  override bool checkChangedSetting( object  settingsinstance,
ConfigurationKeyValues updatedConfigurationKey, bool block, ServiceUsers
csUser)

As with the validateConfigurationKey method, always callldhse class implementation first:

success =  base .checkChangedSetting(settingsinstance, updatedConfigurationKey,
block, csUser);

All of the samples, including StockTrader elements, demonstrate using/alidiate ConfigurationKey
andcheckChangedSettingnethod overrides.

Securing Configuration Service Endpoints

Configuration Servicazanlink; providing the ability to configure multiple service hosts making up a
composite applicatiofrom a single ConfigWeb sessidror administrative operations, linkag are
predicated on an administrative userid/password that is also setup in the repositories of the linked
service host(s); and WCF security either at the transport or message level (or both) based-on WCF
provided service securityf implemented for Comduration Service endpointsYou shoulélways

secure your Configuration Service endpoirityou are exposing them externally; or for linked
configuration capabilities. Configuration Service endpoints are secured based on WCF bindings that can
be easilyconfigured with message transportor transportonly security (such as https)You will
typicallywant to usetransport securitywith your Configuration Service endpoints for this release of the
Configuration Service, given the use of Username cliatterttials by default, and the fact
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username/password information is passed over the wire on initial lsgim ConfigWeland on
subsequent operations between linked servicedlith transport security, information passed between
connected Configuration Sdces is encrypteddou should refer tdWindows Communication
Foundation Securitgn MSDN for a variety of important information and technical guides on
implementing secure services.

You @an also turn on/off a hoswvide setting that will disable any user but tlecaladminuser from
viewing or changing configuration data for a host; disabling linked configuration capabilities for that
host. This setting is th&hareServiceConfigurationDatetting. When set to false, configuration data
will not be passed between remote hostsven when authenticated

Navigating ConfigWeb

When logging into ConfigWeb, the home page will display a root node on the left, and remote
connected services on thaght. If you have administrative rights to remote connected services as well
as the ability to connect via WCF message and or transport level security, you can select remote
connected services as the root node (much like opening a subfolder in WindowysleVEl menu items

in ConfigWeb are always operating against the root node you logged into on the login page; however,
someitems circled belowsuch as the link buttonsperate on thecurrently selectedoot node (which

is always on the leftand can behanged).
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Using the Provided CustomUserNameValidator and CustomCertificateValidator

Classes

The configuration service provided base classes that enable you to more easily implement custom user

name validationrfessage security witblient credentials seto Username); and custom client certificate

validation (nessage security witblient credentials set to certificate). These arevidedbase classes,

and you can override the base methads modify/extend the base class source code itgelf)

customiz yourValidatemethod behavior. The providgdustomUserNameValidatoworks by default

GAOK GKS /2y FAIdzNI GA2y { SNBAOS | A&SNE GFotS Ay @&2dz
2POSNNRARSO SlFaiate OKIy3aS K MNsngthe2SQB Membersipipioideris?2 dzNJ 2 &
also an option with WCF services, of course, includinglbrased security; although not illustrated in
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