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® // Setthe ClientPolicy onto the proxy
® serviceProxy.SetPolicy("ClientPolicy");
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Demo Code

N

public class StockService
System.Web.Services.WebService

{
[WebMethod]
public StockQuote[] StockQuoteRequest([string(] symbols)
1}

}

static void Main(string[] args)

{

Uri to = new Uri( "soap.tcp://StockService/StockQuote");
EndpointReference EPR = new EndpointReference(to);
SoapReceivers.Add (EPR, typeof (StockService));
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[WebMethod]

public byte[ ] GetFileAsBytes (string fileName)
{

return CreateFileAsBytesResponse (fileName);

}
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Secure Conversation Session
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Turnkey Security Assertions

® Scenarios based on industry best
practices

® UsernameOverXx509
® Client authenticates with username/password

® (Confidentiality provided by server
certificate

® AnnonymousOverX509
® (Client is not authenticated by the server

® (Confidentiality provided by server
certificate

® UsernameOverTransport
® Client authenticates with username/password



Turnkey Security Assertions

® Kerberos

® (Client and server authentication and confidentially
provided by Windows Key Distribution Center (KDC)

® MutualX509

@ (Client and server authenticate each other via
certificates, which are used for confidentiality

® Requires WS—Security 1.1 support

® XH09MutualAuthenticationProfile

® (Client and server authenticate each other via
certificates, which are used for confidentiality

® WS—Security 1.0 compliant
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