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Making Computing More 
Secure for Everyone

Read on to learn more about how this knowledge could inform public policies to protect global nations

Cybersecurity spans from a single mobile phone 
up to critical government operations across scores 
of devices — modern security regulations are 
needed to cover all scales of network use.

The need for public policy

Principles of effective cybersecurity strategy 

In a 2011 experiment, the US Department of Homeland Security dropped “malware-infected” USBs in agency and contractor parking lots1

Of those 
picked up

+60%

were connected to agency 
or contractor computers2 

If truly infected, 
each drive could 
have infiltrated 
critical databases3 

This reflects a larger trend of vulnerability ranging from conventional crime to cyberwarfare4

Microsoft believes nations 
should implement 

cybersecurity strategies 
protecting national security, the 

economy, and public safety

HOW CAN WE DO THIS WITH PRIVACY, CIVIL LIBERTIES, AND MANAGEABLE COST INTACT?

RISK-BASED 
Assess risk by identifying threats, vulnerabilities, 
and consequences; manage through mitigations, 
controls, costs, etc.

PRACTICABLE 
Adoption and implementation should be as wide 
as possible. 

!

OUTCOME-FOCUSED 
Instead of prescribing the path to full security, 
focus on the end goal.

RESPECTFUL OF PRIVACY AND CIVIL LIBERTIES 
Include protections based upon critical policies, practices, 
and frameworks surrounding these issues.

PRIORITIZED 
Not all disruptions or failures will be equal across 
all critical assets or sectors — weigh the priorities.

GLOBALLY RELEVANT 
Integrate international standards to the greatest 
extent possible while harmonizing globally. 

We receive monthly 
cyberthreat data from

MILLION SYSTEMS
 +600 

= 10 million

 in 

+100

1 www.gcn.com/articles/2011/06/30/dhs-test-found-thumb-drives-disks-network.aspx | 2 ibid. | 3 Microsoft. Developing a National Strategy for Cybersecurity. | 4 Microsoft. Rethinking Cyber Threats. |

5 Microsoft. Developing a National Strategy for Cybersecurity.

COUNTRIES AND REGIONS5
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Cybersecurity

Key Points

Cybersecurity is the set of 

activities and resources that 

enable citizens, enterprises, 

and governments to meet their 

computing objectives in a secure, 

private, and reliable manner.

Governments face the challenge 

of developing security practices 

that address four types of threats: 

conventional cybercrimes, military 

espionage, economic espionage, 

and cyberwarfare.

Microsoft works to help create 

safer, more trusted computing 

experiences by continually 

improving the security of its 

products and services, developing 

best practices for cybersecurity, 

and collaborating with governments 

and industry partners to reduce 

threats to cybersecurity.

An effective approach to 

cybersecurity requires collaboration 

between the public and private 

sectors to mitigate threats and 

vulnerabilities. This collaboration 

also helps develop sustainable 

public policy frameworks that 

advance cybersecurity and enable 

innovation in the private sector.

Cybersecurity includes the security of information, operations, and computer systems. 
It is the set of activities and resources that enable citizens, enterprises, and governments to meet their 

computing objectives in a secure, private, and reliable manner.

Cybersecurity means different things to different audiences. For businesses, it is about ensuring, 

through operational and information security, the availability of critical business functions and the 

protection of confidential data.

For governments, it is about protecting citizens, enterprise, critical infrastructure, and government 

computer systems from attack or compromise. Governments face the challenge of developing 

cybersecurity best practices, which address four categories of threats that have the potential to affect 

public safety and national security. First, governments must protect society from a broad range of 

conventional cybercrimes (such as fraud or vandalism) perpetrated by individuals, organized crime 

syndicates, and loosely affiliated groups of “hacktivists.” Countries may also need to combat military 

espionage that uses computing technologies, as illustrated by repeated allegations of cross-border 

exfiltration of sensitive military data. Nations must also defend against economic espionage and other such 

actions where governments have philosophical differences about what constitutes acceptable behavior. 

Finally, they must grapple with cyberwarfare, forcing a reassessment of traditional notions of war.

With societies around the globe growing ever more dependent on information and communications 

technologies, the importance of cybersecurity will grow significantly over time. Accordingly, 

policymakers should think strategically about how to mitigate cyberthreats.

Microsoft Approach

Microsoft manages risk through ongoing efforts to enhance security in product development, the 

supply chain, and operations, as well as by deepening its understanding of social engineering tactics.

PRODUCT DEVELOPMENT SECURITY To address potential product vulnerabilities, 

Microsoft uses its Security Development Lifecycle, a security assurance process that 

relies on a set of mandatory security activities grouped by the phases of traditional 

software development.

SUPPLY CHAIN SECURITY To help manage risks to its products and services in the 

supply chain, Microsoft deploys identity and access management controls, the Security 

Development Lifecycle, policies and procedures that monitor the integrity of Microsoft 

software, and anti-counterfeit measures.

4
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Policy Considerations

Microsoft is also actively involved in industry efforts, such as the Software Assurance Forum for 

Excellence in Code (SAFECode), to develop best practices for managing risk in the supply chain and 

product assurance tools. 

OPERATIONAL SECURITY To help organizations better manage operational security 

risks, Microsoft shares its security best practices and provides regular software updates. The 

Microsoft update management system enhances operational security through standard 

releases of software updates on the second Tuesday of each month.

SOCIAL ENGINEERING DEFENSE Microsoft helps combat social engineering by sharing 

security best practices and developing instructional materials for consumers. It also provides 

tools like the Windows Internet Explorer SmartScreen Filter, which helps protect people from 

evolving social engineering threats.

Building on various internal risk-management programs, Microsoft continually seeks to 

improve the efficiency and effectiveness of these approaches. Microsoft shares those practices 

with industry and policymakers as appropriate.

In addition, the Microsoft Global Security Strategy and Diplomacy team partners with 

national governments, industry partners, and nonprofit organizations to enhance the 

security of the Internet. To that end, the team promotes trustworthy plans and policies, and 

helps protect processes key to national and economic security as well as public health, 

safety, and confidence.

Public policymakers can help strengthen cybersecurity and enable security innovation in the private sector by advancing these practices:

ENCOURAGE OUTCOME-FOCUSED INITIATIVES AND PARTNERSHIPS Governments should work with the private sector to strengthen the 

security, privacy, and reliability of the cyberecosystem and to defend against cyberthreats. Such strategic partnerships and outcome-focused initiatives 

are critical to advancing a safer Internet.

SUPPORT EXISTING FRAMEWORKS AND BEST PRACTICES In partnership with the private sector, policymakers should build on industry 

best practices for risk-based, technology-neutral approaches to mitigating cyberthreats. Relying on tested frameworks helps ensure that hard-won 

security gains are maintained and technological innovations are given maximum opportunity to succeed.

CONSIDER LOCAL CONCERNS AND INFRASTRUCTURES As governments work to advance their national security goals through effective 

cybersecurity, they should also consider their unique information technology infrastructures. Public-private partnerships can help identify gaps between 

national security expectations and what commercially available technologies can offer to address areas of specific concern.

http://www.safecode.org/
http://www.safecode.org/
http://www.microsoft.com/security/cybersecurity/#!Overview


Cybersecurity Norms

Key Points

Conflict in cyberspace, unlike 

physical warfare, does not have

a widely agreed-upon set of 

conventions (or more significantly, 

norms) for regulating conflict.

Microsoft supports a four-

step process for driving the 

development and understanding

of global cybersecurity norms and 

practices forward.

As governments continue 

to develop their views on 

cybersecurity and normative 

behavior in cyberspace, creating 

international public-private 

partnerships can help ensure the 

resiliency of critical infrastructures 

and agility in responding to complex 

security events in cyberspace.

Societies are increasingly dependent on a global network of information and communications 
technology (ICT) to control the critical infrastructures and communications systems essential to 
modern life. This dependency will only increase as developing nations build modern ICT infrastructures.

Along with the benefits have come new threats, including:

Technology can also be exploited to cause significant harm at a national level, including, but not limited to, 

damage to critical infrastructures (energy, communications, banking, transportation, and other systems), 

theft of intellectual property, exploitation of government systems, and criminal attacks against citizens.

To respond to threats, governments are under a lot of pressure to develop and maintain capabilities for 

defending the nation in cyberspace, maintaining appropriate intelligence capabilities, enforcing criminal 

law, and reducing risk in critical infrastructures and the broader economy. Governments are acting to 

broaden the range of their national security capabilities in cyberspace. A study by the United Nations 

Institute for Disarmament Research (UNIDIR) in 2011 identified 33 nation states that address 

cyberwarfare in their military planning and organization.

Unlike physical warfare, conflict in cyberspace does not have a widely agreed-upon set of conventions 

or norms for regulating conflict. A 2012 academic study, the Tallinn Manual on the International Law 

Applicable to Cyber Warfare, summarizes the problem: 

One of the challenges States face in the cyber environment is that the scope and manner of 

international law’s applicability to cyber operations, whether in offence or defence, has 

remained unsettled since their advent. After all, at the time the current international legal 

norms (whether customary or treaty-based) emerged, cyber technology was not on the 

horizon. Consequently, there is a risk that cyber practice may quickly outdistance agreed 

understandings as to its governing legal structure. The threshold questions are whether the 

existing law applies to cyber issues at all, and, if so, how.

Microsoft Approach
Microsoft supports a four-step process for promoting the development and understanding of global 

cybersecurity norms and practices:

CYBERCRIME SUCH AS IDENTITY THEFT AND FRAUD

POLITICALLY MOTIVATED ATTACKERS WHO THREATEN CRITICAL INFRASTRUCTURE

SOPHISTICATED ECONOMIC AND MILITARY ESPIONAGE

6
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http://unidir.org/files/publications/pdfs/cybersecurity-and-cyberwarfare-preliminary-assessment-of-national-doctrine-and-organization-380.pdf
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http://issuu.com/nato_ccd_coe/docs/tallinnmanual
http://issuu.com/nato_ccd_coe/docs/tallinnmanual


Policy Considerations
Policymakers can facilitate international discussions of cybersecurity norms by promoting five important practices:

DEVELOP GLOBALLY HARMONIZED LAWS AND STANDARDS Given the global and ubiquitous nature of the Internet, developing global 

cybersecurity laws and standards instead of unique domestic approaches is an important principle. Using common cybersecurity approaches promotes 

understanding and predictability, and it enables countries to collaborate on problem-solving.

REDUCE GLOBAL CYBERSECURITY RISK As an essential part of diplomacy, governments put a lot of effort into reducing geopolitical risk. Yet, 

reducing risk is not a well-developed concept under international law or public policy because risks are not usually managed on a global level. The 

Internet alters that paradigm and brings about the need to discuss risk reduction whenever governments address cybersecurity.

BUILD TRUST THROUGH GREATER TRANSPARENCY Governments can help build trust and increase predictability and stability in cyberspace 

by practicing greater transparency in their cybersecurity practices.

ENCOURAGE COLLABORATION AND INPUT FROM ALL SECTORS As governments construct cybersecurity practices to address security 

concerns at the international level, they should seek input from a variety of stakeholders, including the private sector, civil society, and academia.

USE PROPORTIONALITY IN DEVELOPING POLICIES AND RESPONSES Proportionality refers to the well-established principle in international 

law that policies and responses must be proportional in relation to the need for self-defense. The issue of proportionality is challenging because it is not 

yet clear how proportionality in cyberspace will be interpreted, and it will likely be analyzed by international tribunals and scholars in conjunction with 

the principle of “necessity.”

1. Prioritize issues in cybersecurity that require diplomatic engagement from an international legal 

perspective, and build consensus to incorporate changes caused by technology and innovation into 

current international laws.

2. Analyze existing cybersecurity best practices and policies at the national, regional, and international 

levels, and determine where global principles or practices need to be developed. Key areas to explore 

should include confidence-building measures, responses to security incidents, assessment and 

mitigation of risk to critical ICT infrastructure, risk management, supply chain security, and protecting 

core encryption and trust mechanisms of the Internet.

3. Develop a set of cooperative measures for trust, stability, and reliability in cyberspace, with 

appropriate responsibilities for the public and private sectors, including at the international level.

4. Drive for consensus on the most important issues in cybersecurity, since legal processes take many 

years to develop and become established both domestically and internationally.

7Security



Key Points

A national strategy for 

cybersecurity is a legal and 

regulatory framework for 

managing risk and responding to 

threats posed to the technology 

infrastructure of a nation.  

Microsoft works closely with 

governments, enterprises, and 

customers around the world to 

assess, manage, and respond to 

risks, and strongly supports the 

creation of national strategies

for cybersecurity.

A national strategy for 

cybersecurity should include risk 

assessment and management, 

appropriate security priorities and 

baselines, threat and vulnerability 

warnings, security incident 

management, and promotion of 

awareness and education.

ACCESSIBILITY AND THE CLOUDNational Strategies
for Cybersecurity

With societies around the globe growing ever more dependent on information and 
communications technologies, the imperative of cybersecurity has grown. Cybersecurity 

issues have developed into significant national-level problems that require government consideration, 

including the protection of assets, systems, and networks vital to the operation and stability of a nation 

as well as to the livelihood of its people. Threats against these vital assets target corporations and 

citizens, and include cybercrime such as identity theft and fraud, politically motivated “hacktivism,” and 

sophisticated economic and military espionage.

Unlike legal systems covering privacy, which have evolved over time to include strong laws aimed at 

protecting consumer information and preventing online fraud, cybersecurity has not evolved a 

corresponding legal system over the past decade. In the absence of regulation, information and 

communications technology (ICT) companies have developed standards and best practices to help 

establish strong security protections for products and services.

A national strategy for cybersecurity is a legal and regulatory framework for managing risk and responding 

to threats posed to the ICT infrastructure of a nation. A national strategy is usually created through a 

complex multi-stakeholder process involving:

Items that are typically addressed in a national strategy include risk assessment and management, 

setting appropriate security priorities and baselines, coordinating threat and vulnerability warnings, 

managing security incidents, and promoting awareness and education.

GOVERNMENT

INDUSTRY

NONGOVERNMENTAL
ORGANIZATIONS

ACADEMICS

CONSUMERS

OTHER

8
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Microsoft Approach

Policy Considerations
Governments and policymakers can help promote a principled national strategy for cybersecurity by advancing some basic 
foundational principles:

APPLY RISK-BASED STRATEGIES Assess risk by identifying threats, vulnerabilities, and consequences, then manage it through mitigations, 

controls, costs, and similar measures.

FOCUS ON OUTCOMES INSTEAD OF SPECIFIC REMEDIES Focus on the desired end state rather than prescribing the means to achieve it, 

and measure progress towards that end state.

PRIORITIZE RESPONSES TO THREATS Adopt a graduated approach to determining the severity of threats, recognizing that disruption or failure 

are not equal among critical assets or across critical sectors.

 

SUPPORT BROAD-BASED PRACTICAL SOLUTIONS Optimize for adoption by the largest possible group of critical assets and implementation 

across the broadest range of critical sectors.

RESPECT PRIVACY AND CIVIL LIBERTIES Include protections for privacy and civil liberties based upon the Fair Information Practice Principles 

and other privacy and civil liberties policies, practices, and frameworks.

 

SUPPORT GLOBALLY RELEVANT SOLUTIONS Integrate international standards to the maximum extent possible, keeping the goal of 

harmonization in mind.

Microsoft has a unique view of cyberthreats because each month, the company receives threat 

information from more than one billion systems in more than 100 countries and regions. 

Microsoft works with national governments, industry partners, and nonprofit organizations to enhance 

the security of the Internet. To that end, the company promotes trustworthy plans and policies and 

helps protect processes that are key to national and economic security as well as public health, safety, 

and confidence. Microsoft strongly supports governments in creating national strategies for 

cybersecurity that are based on a principled approach reflecting national priorities. 

9Security
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Collective Defense: Applying Public

Health Models to Internet Security

Key Points

Malware (malicious software 

designed to damage a user's 

computer, a server, or a network; or 

to cause harm to computer users 

by stealing personal or otherwise 

sensitive information, defrauding, 

and more) and botnets (networks 

of malware-infected computers 

controlled by remote attackers) 

enable cybercrime, costing 

consumers and businesses billions 

of dollars each year. In response, a 

collective defense across the 

Internet is needed to ensure a 

systematic approach to dealing 

with these threats. Improving the 

health of consumer devices 

connected to the Internet benefits 

not only consumers, but the 

information technology 

ecosystem as a whole.

One way to address issues of online 

security is to apply a model similar 

to the one society uses to address 

human illnesses. The public health 

model of identifying and controlling 

infectious diseases encompasses a 

number of concepts that can be 

applied to Internet security.

Advances in online technology have led to remarkable global development, social change, and 
an evolution in the way businesses, civil society, and governments work from day to day. 
Unfortunately, these advances have been accompanied by a rise in online crime, which threatens to undermine 

the public trust. Today’s leaders and decision makers must respond to this new reality with new ideas and 

solutions, and engage as partners in the public debate on Internet safety, privacy, and accountability. The 

challenges are substantial and complex:

One way to address cyberthreats is to model cybersecurity on efforts to address human illnesses. In a 

public health model, citizens must be aware of basic health risks and be educated on how to avoid them. 

In schools, for example, students may be required to be vaccinated before admission, warned if other 

students show symptoms, asked to stay at home if infected, and required to meet specified criteria

for readmission.

To improve the security of the Internet, governments and industry could similarly engage in systematic 

activities to improve and maintain the health of devices connected to the Internet. They could deploy 

people and technologies to promote preventive measures, detect infected devices, and notify affected 

users. They could then help users repair malware-infected devices and take additional action to ensure 

that infected computers do not put other computers at risk.

Some industries and governments have already begun such efforts. For example, the Internet Industry 

Association of Australia launched its voluntary Internet Service Provider (ISP) Code of Conduct. ISPs that 

use this system notify consumers who have infected computers and offer them solutions and repair tools. 

In Germany, the Anti-Botnet-Advisory Centre works in a similar way with local ISPs, which notify and 

assist consumers whose computers are infected with malware. In Finland, TeliaSonera, an ISP serving 164 

million customers, deploys an automated monitoring system to identify infected devices, alert their 

owners, and quarantine the devices from the network until they are cleaned.

Cyberthreats have become more widespread, sophisticated, and difficult to characterize, 

having little in common in terms of origin, path, or impact. This calls for many different 

responses and solutions worldwide.

Botnets—the most insidious of malware—threaten infrastructure, and in turn endanger 

financial markets, military institutions, and national security.

Individuals and organizations have a wide variety of choices to help defend their devices 

against cyberthreats, including antimalware solutions, firewalls, and security updates. 

However, despite the broad availability of these technologies, they are not always fully 

deployed. Enterprises spend a lot of time and money to manage risk with well-trained staff 

and sophisticated systems. Consumers, on the other hand, often lack the expertise and 

know-how to protect their devices.

Collective Defense: Applying Public Health Models to Internet Security
Building Global Trust Online, 4th Edition

http://iia.net.au/
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https://www.botfrei.de/en/index.html
http://www.teliasonera.com/


Microsoft Approach

Microsoft supports a collective cybersecurity defense similar to a public health model that limits the 

spread of human illness. Microsoft believes a similar model can be used by governments and IT industry 

leaders to more methodically prevent, detect, and treat computers infected with malware or botnets.

This model is just a starting point. This vision can become a reality only with the support of consumers, 

government leaders, and privacy advocates, as well as ISPs and others in the industry. Microsoft works 

with the IT community to share information on malware and botnets and to help assist affected customers.

Policy Considerations
Industries, governments, and policymakers can help develop and maintain a collective Internet health model by promoting the 
following practices:

SHARE IDEAS AND COLLABORATE ON COMMON SOLUTIONS Citizens all over the world face more dangers online, and businesses and 

governments confront substantial cybersecurity issues. To achieve effective and far-reaching goals, all parties must agree to an open exchange of ideas 

and a sustained commitment to work together to align social, economic, and political innovations and mount a collective defense against cyberthreats.

DEVELOP REGIONALLY SENSITIVE AND LOCALLY SUPPORTED SOLUTIONS As with any international effort, each region has its own unique 

sensitivities, so solutions must be socially acceptable and meet with local public approval—especially when balancing security and privacy. Global progress 

on creating a safer online world merits an open exchange of ideas and coordination among industry, government, academics, and all societies worldwide.

Key Points

Any effort to promote Internet 

health and security must be 

balanced with considerations of 

the social, legal, and economic 

issues of privacy, and should be 

designed not to impact economic 

activity adversely. An Internet 

health model works as a collective 

defense only if it is accepted by 

society and if people are confident 

that their privacy will be protected.

11Security



Combating Botnets

Key Points

Botnets are networks of compromised 

computers that are controlled by 

remote attackers and perform 

harmful and illegal operations like 

sending spam, facilitating fraud,

and attacking other computers.

 

Botnets are of concern to 

governments and businesses 

because they can harness large 

numbers of individual computers

to direct an attack against the 

information technology 

infrastructure. By working with 

industry to fight botnets and by 

passing thoughtful, balanced 

regulation, governments can help 

protect their systems and citizens 

from botnet malware.

 

Microsoft aggressively fights 

botnets by collaborating with 

governments and others. Microsoft 

also provides security tools and 

guidance to businesses, governments, 

and consumers.

A botnet is a network of compromised computers that can be illicitly and secretly 
controlled by an attacker without the knowledge of the computer owners, and then 
used to perform a variety of illegal actions. Computers in a botnet (also called nodes, bots, 

robots, or zombies) are usually ordinary computers in homes and offices around the world. A computer 

becomes a node in a botnet when attackers manage to install malicious software on it, often by using 

social engineering tactics that trick users into installing it.

The owners of infected computers are usually unaware that their computers are being used for 

malicious purposes. When a computer has been infected by botnet malware, the botnet owner secretly 

connects the computer to the botnet and uses it to send spam, host or distribute malware or other 

illegal files, or attack other computers.

Botnets pose a more dangerous threat than individual hackers to the information technology systems of 

enterprise and governments because botnets harness large numbers of computers that can be used to 

direct an attack. The raw computing power of botnets enables them to take down major websites and 

email servers, as well as other essential parts of critical communications, data, and electronic systems.

Botnets can also pose a threat to IT supply chains. A 2012 Microsoft study found that cybercriminals 

infiltrated unsecured supply chains using the Nitol botnet, which introduced counterfeit software 

embedded with malware for the purpose of secretly infecting computers before they were even 

purchased. Botnets can also provide anonymity to the criminals who control them (known as botherders) 

by enabling them to hide the true source of their attacks behind their widespread network of computers.

Microsoft Approach

Microsoft is determined to help fight cybercrime through:

TECHNOLOGY INNOVATION LEGAL ACTION CONSUMER EDUCATION

12
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Policy Considerations
Governments and law enforcement can help protect systems and citizens from botnet malware by focusing on several priorities:

SUPPORT PUBLIC AND PRIVATE PARTNERSHIPS AND BALANCED REGULATION Cooperation with authorities is the most effective 

means for reducing cyberthreats, and balanced regulation is a part of that effort. This includes initiatives like the Anti-Bot Code of Conduct for Internet 

Service Providers recommended by the U.S. Federal Communications Commission. Less onerous restrictions on industry allow for greater innovation 

and flexibility in implementing responses to cybercrime.

ENCOURAGE INTERNATIONAL COOPERATION Microsoft has joined with industry to encourage countries to adopt and ratify the Council of 

Europe Convention on Cybercrime, which requires signatories to adopt and update laws and procedures to address online crime.

SUPPORT STRONG ENFORCEMENT AND BALANCED REGULATION The enactment and enforcement of laws to combat botnets and

the prosecution of cybercriminals should be a priority. At the same time, it is important that these laws enable innovation and support the adoption of

new technology.

It supports governments and law enforcement by giving them technical training, investigative and 

forensic assistance, and the continued development of new technology tools to combat cybercrime.

The Microsoft Active Response for Security (MARS) initiative combines legal and technical acumen to 

proactively disrupt criminal infrastructure. This includes using private legal action and technology measures to 

take down botnets, seizing the infrastructure and domains criminals use to control them, and using the 

information gained in those efforts to better protect the Internet community. Project MARS is a joint 

effort of the Microsoft Digital Crimes Unit, Microsoft Malware Protection Center, Customer Support 

Services, and Trustworthy Computing. Recent examples of MARS successes include disruption and 

remediation of the ZeroAccess, Waledac, Rustock, Kelihos, Zeus, Nitol, and Bamital botnets.

MARS
The Microsoft 

Active Response 

for Security 
Legal Acumen Technical Acumen
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Critical Infrastructure 
Protection

Key Points

National security and international 

policy concerns about critical 

infrastructure have evolved as key 

systems of public life, health, and 

safety have become increasingly 

interconnected and dependent on 

IT infrastructure.

The unique security challenges of 

complex critical infrastructures 

require an unprecedented response. 

Technology vendors, governments, 

businesses, and consumers must 

work together to innovate, develop, 

and deploy effective solutions.

The Microsoft Global Security 

Strategy and Diplomacy team 

works with national governments, 

industry, and nonprofit 

organizations to strengthen and 

improve cybersecurity, promote 

trustworthy plans and policies, and 

help protect key processes and 

functions for national and 

economic security as well as public 

health, safety, and confidence.

Governments are increasingly focused on the role critical infrastructures play in 
supporting the overall economy and security of their nations. Critical infrastructures are 

generally thought of as the key systems (and the services and functions they provide) that, if disrupted, 

would have a debilitating impact on public health and safety, commerce, or national security.

Advances in software, communications, and IT services have substantially improved and connected 

these key systems, but their interconnectedness is also a cause for growing concern. Critical 

infrastructures are attractive targets for criminals. Leaders worldwide are concerned about the security 

implications of increasingly interrelated global systems that could affect economic stability, climate 

change, and national security. The potential exists for disruptions of critical infrastructure to cause 

unprecedented, widespread damage (similar to the recent global financial crisis).

The unique security threats to critical infrastructures pose daunting challenges for those who must 

predict and manage their outcomes, and they require a united response from governments and 

businesses. Innovative public-private relationships must develop robust plans to secure and protect 

critical infrastructures from ever-changing threats and sophisticated attacks. Technology vendors, 

governments, and businesses must work together to innovate, develop, and deploy effective solutions. 

Microsoft is dedicated to supporting these relationships and plans to help detect and preempt the 

sources of threats to critical infrastructure. As part of that commitment, the company formed the Global 

Security Strategy and Diplomacy team.

Microsoft Approach

The Global Security Strategy and Diplomacy Team is dedicated to enhancing the security and resiliency 

of critical infrastructures by increasing the trustworthiness of software and IT services, in part through 

the development of innovative solutions. In addition, the team collaborates with governments and 

critical infrastructure owners and operators to reduce and manage risks.

Effective efforts to protect critical infrastructure fall within these three areas:

TRUSTWORTHY PLANS AND POLICIES
Clear, effective policies lead to well-defined goals and priorities that help IT 

professionals secure resources and focus investments on top-priority risks. 

Microsoft collaborates to develop effective, flexible, and innovative national and 

global solutions to help secure critical infrastructure.

14
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SUPPORT PUBLIC AND PRIVATE PARTNERSHIPS AND BALANCED REGULATION Cooperation with authorities is the most effective 

means for reducing cyberthreats, and balanced regulation is a part of that effort. This includes initiatives like the Anti-Bot Code of Conduct for Internet 

Service Providers recommended by the U.S. Federal Communications Commission. Less onerous restrictions on industry allow for greater innovation 

and flexibility in implementing responses to cybercrime.

ENCOURAGE INTERNATIONAL COOPERATION Microsoft has joined with industry to encourage countries to adopt and ratify the Council of 

Europe Convention on Cybercrime, which requires signatories to adopt and update laws and procedures to address online crime.

SUPPORT STRONG ENFORCEMENT AND BALANCED REGULATION The enactment and enforcement of laws to combat botnets and

the prosecution of cybercriminals should be a priority. At the same time, it is important that these laws enable innovation and support the adoption of

new technology.

http://www.microsoft.com/cybersecurity


Policy Considerations
Government and industry policymakers can help in securing and protecting critical infrastructures by supporting the following policies: 

ENCOURAGE MORE SECURE DEVELOPMENT PRACTICES Industries should address security and privacy through every phase of product 

development by using proven, effective processes similar to the Microsoft Security Development Lifecycle.

PROVIDE A UNIFIED RESPONSE Support collaborative relationships and investments that identify assets and manage critical function risks.

SHARE INFORMATION AND TEST RESPONSE MECHANISMS Sharing information and response procedures helps governments and critical 

infrastructure operators maintain situational awareness and respond quickly to prevent, mitigate, and recover from nationally or globally significant threats.

PROMOTE NEXT-GENERATION NETWORK TECHNOLOGIES Deploy secure cutting-edge solutions to increase communications capability and resiliency.

SUPPORT INFORMATION TECHNOLOGY SECURITY RESEARCH Solve existing problems and prepare for those in the future by 

strengthening the pipeline of academic and professional knowledge through educating, mentoring, and training future professionals and leaders.

RESILIENT OPERATIONS
Microsoft helps reduce the impact of disruptions in critical infrastructure by sharing 

best practices and creating a cohesive front when disruptions occur. Greater resiliency 

allows IT professionals to manage their environments with greater confidence.

INNOVATIVE INVESTMENTS
Continuous innovation leads to advanced security capabilities. Innovative 

environments enable IT professionals and organizations to benefit from new thinking; 

improved products; and better processes, guidance, and training. Microsoft supports 

collaborative efforts to develop innovative practices, programs, education, and 

research to develop secure solutions for critical infrastructures.
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SUPPORT PUBLIC AND PRIVATE PARTNERSHIPS AND BALANCED REGULATION Cooperation with authorities is the most effective 

means for reducing cyberthreats, and balanced regulation is a part of that effort. This includes initiatives like the Anti-Bot Code of Conduct for Internet 

Service Providers recommended by the U.S. Federal Communications Commission. Less onerous restrictions on industry allow for greater innovation 

and flexibility in implementing responses to cybercrime.

ENCOURAGE INTERNATIONAL COOPERATION Microsoft has joined with industry to encourage countries to adopt and ratify the Council of 

Europe Convention on Cybercrime, which requires signatories to adopt and update laws and procedures to address online crime.

SUPPORT STRONG ENFORCEMENT AND BALANCED REGULATION The enactment and enforcement of laws to combat botnets and

the prosecution of cybercriminals should be a priority. At the same time, it is important that these laws enable innovation and support the adoption of

new technology.



Key Points

Data breaches put consumers at 

risk of fraud and identity theft. 

They also jeopardize consumers’ 

relationships with historically 

trusted organizations or 

government infrastructures.

 

Microsoft is committed to helping 

create safer, more trusted computing 

experiences, and is dedicated to 

protecting sensitive data and 

personal information. It recommends 

a multifaceted approach to data 

governance that includes policy, 

people, processes, and technology. 

The Microsoft approach relies on 

creating or maintaining more 

secure infrastructure (as well as 

identity and access control), 

protecting information, and 

auditing and reporting.

Microsoft supports legislation for 

data breach notification that 

includes a risk-based trigger when 

data containing personal 

information is acquired by an 

ACCESSIBILITY AND THE CLOUDData Breach 
Notification

In recent years, media reports of data breaches 
at major public and private institutions have 
captured both headlines and public attention, 
especially when they jeopardized the sensitive 
personal or financial information of millions. 
Data breaches not only put consumers at risk of 

fraud and identity theft, but also threaten their trust 

of reputable organizations and governments.

Governments at all levels are examining the need to revise data breach notification laws. Current laws 

typically require companies or agencies to notify customers when their personal data has been put at risk 

or compromised. These laws take one of two forms: an acquisition-based trigger or a risk-based trigger.

Acquisition-based triggers require organizations to notify affected individuals when personal 

information has been, or can reasonably be assumed to have been, acquired by an unauthorized 

person. In contrast, risk-based triggers require organizations to notify affected individuals when a 

significant potential risk has been identified.

As policymakers develop new policies governing the notification of data breaches, it is worth noting that 

in some jurisdictions, organizations are exempt from certain disclosure requirements if their data is 

encrypted at the time of a security breach. This exemption is a powerful motivator for companies to 

adopt encryption methods and procedures for protecting sensitive data. In addition, organizations that 

embrace key concepts of data governance can reduce the risk of data breaches and develop effective 

plans to address security issues when they do occur.

Microsoft Approach

Microsoft recommends a multifaceted approach to data governance that includes policy, people, 

processes, and technology. Its approach relies on the following practices:

STRENGTHENED INFRASTRUCTURE with safeguards that help protect systems from 

malware, intrusions, and unauthorized access to personal information. 

IDENTITY AND ACCESS CONTROL with systems that help protect personal 

information from unauthorized access or use and provide management controls for identity 

access and provisioning.

DATA BREACH!
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SUPPORT PUBLIC AND PRIVATE PARTNERSHIPS AND BALANCED REGULATION Cooperation with authorities is the most effective 

means for reducing cyberthreats, and balanced regulation is a part of that effort. This includes initiatives like the Anti-Bot Code of Conduct for Internet 

Service Providers recommended by the U.S. Federal Communications Commission. Less onerous restrictions on industry allow for greater innovation 

and flexibility in implementing responses to cybercrime.

ENCOURAGE INTERNATIONAL COOPERATION Microsoft has joined with industry to encourage countries to adopt and ratify the Council of 

Europe Convention on Cybercrime, which requires signatories to adopt and update laws and procedures to address online crime.

SUPPORT STRONG ENFORCEMENT AND BALANCED REGULATION The enactment and enforcement of laws to combat botnets and

the prosecution of cybercriminals should be a priority. At the same time, it is important that these laws enable innovation and support the adoption of

new technology.



COLLABORATE ON SOLUTIONS THAT PROTECT PRIVACY AND INNOVATION Conflicting laws can complicate compliance across local, 

state, provincial, or national borders. The wide variance in rules and regulations can impede economic progress and stifle innovation. In countries that 

have multiple state laws, broad federal preemption should be part of any comprehensive privacy legislation. Policymakers, industry, and organizations 

should collaborate to develop mutually agreeable solutions that protect both privacy and innovation.

CONSIDER DEGREE OF RISK, POTENTIAL HARM, AND TIME Data breach notification laws should include the following requirements:

SUPPORT NOTIFICATION REQUIREMENTS THAT PROVIDE MEANINGFUL INFORMATION Requirements should support mandatory 

notification when data breaches occur, but they should be calibrated to provide timely, meaningful information to consumers. Notification mandates 

with very short time frames run the risk of giving consumers inaccurate or incomplete information. Broad notification requirements that include all 

data breaches, even where the risk of harm is negligible, run the risk of flooding consumers with notices that will be ignored.

Policy Considerations
As governments and policymakers develop new regulations for the notification of data breaches, they should focus on the following priorities:

SECURING SENSITIVE PERSONAL INFORMATION in structured databases and 

providing safeguards such as encryption for unstructured documents, messages, and records.

AUDITING AND REPORTING on the integrity of systems and data in compliance with 

business policies.

Key Points

unauthorized person, and when 

there is a significant risk of fraud 

or identity theft. Notification 

should not be required where the 

potential of harm is nominal. 

However, the law should require 

that affected individuals be 

notified within a reasonable time 

period, unless otherwise directed 

by a law enforcement agency 

pursuing an investigation.

A risk-based trigger of notification when an unauthorized person acquires data, but only when there is a significant risk of fraud or identity theft.

No requirement of notification when the potential harm to the data subject is nominal, such as where information is encrypted or otherwise unintelligible.

A requirement to notify those affected within a reasonable time period, unless otherwise directed by law enforcement pursuing an investigation.
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Supply Chain 
Security

Key Points

Governments worldwide have 

concerns about supply chain 

security, in particular the potential 

for hostile actors to insert malicious 

software into information 

technology products as they move 

through the supply chain. This could 

create vulnerabilities in the 

information and communications 

technology systems when 

compromised components

are introduced.

 

Microsoft employs a four-part 

strategy to manage the risks to its 

products and services in the supply 

chain. This strategy is grounded in 

identity and access management 

controls, the Security Development 

Lifecycle, policies and procedures 

that monitor the integrity of 

Microsoft software, and 

anti-counterfeit measures.

 

Governments and businesses

need to recognize that supply chain 

security is a shared problem, and 

they must work together using 

risk-based solutions, best practices, 

and international cooperation.

Some of the more critical information and communications technology systems have 
become attractive targets for malicious actors who mount increasingly sophisticated 
attacks. These attacks have the potential to cause widespread damage or disruption to commerce and 

daily life, or give the attackers unauthorized access to data.

A key area of criminal interest is the supply chain of technology products, which the National Institute 

for Standards and Technology defines as “the set of organizations, people, activities, information, and 

resources for creating and moving a product or service (including its sub-elements) from suppliers 

through to an organization’s customers.”

The supply chain that is responsible for delivering information and communications technologies is 

globally distributed. The products themselves can be complex, made of many parts in many different 

companies all over the world. This raises concerns about the potential for hostile actors to introduce 

malicious or unwanted functions or counterfeit elements along the way. If products are compromised, 

they could potentially be used to conduct surveillance or to disrupt or otherwise degrade the 

trustworthiness of the technology systems of which they will be a part.

Securing such a diverse and global supply chain presents a challenge for governments and businesses. 

Both need to recognize supply chain security as a shared problem and seek solutions that are built upon 

best practices, mitigate risks, and draw on international cooperation.

Microsoft Approach

The Microsoft strategy to help mitigate supply-chain risk to its products and services includes the 

following elements:

IDENTITY AND ACCESS MANAGEMENT CONTROLS
Microsoft uses policies, procedures, and technologies that manage personnel access to 

Microsoft intellectual property.

SECURITY DEVELOPMENT LIFECYCLE
This is a foundational element for reducing the risk in the development of Microsoft 

software and for protecting it against the introduction of product vulnerabilities, whether 

malicious or inadvertent. 
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SUPPORT PUBLIC AND PRIVATE PARTNERSHIPS AND BALANCED REGULATION Cooperation with authorities is the most effective 

means for reducing cyberthreats, and balanced regulation is a part of that effort. This includes initiatives like the Anti-Bot Code of Conduct for Internet 

Service Providers recommended by the U.S. Federal Communications Commission. Less onerous restrictions on industry allow for greater innovation 

and flexibility in implementing responses to cybercrime.

ENCOURAGE INTERNATIONAL COOPERATION Microsoft has joined with industry to encourage countries to adopt and ratify the Council of 

Europe Convention on Cybercrime, which requires signatories to adopt and update laws and procedures to address online crime.

SUPPORT STRONG ENFORCEMENT AND BALANCED REGULATION The enactment and enforcement of laws to combat botnets and

the prosecution of cybercriminals should be a priority. At the same time, it is important that these laws enable innovation and support the adoption of

new technology.

Policy Considerations
Policymakers who are developing a framework for managing supply-chain risk should base it on the following principles:

EMPLOY A RISK-BASED APPROACH Governments should avoid using simplistic factors, such as a product’s country of origin, to assess risk. The 

global character of many products means that attempts to prohibit products based upon country of origin could result in a broad ban of products. This 

would lead to weakening open trade and relinquishing the benefits of global innovation. Instead, governments should rely on tested risk-management 

principles.

ENCOURAGE TRANSPARENCY IN PRODUCT DEVELOPMENT Governments have a right to expect IT companies to provide an appropriate degree 

of visibility into their business processes as well as the controls that ensure the security of their product development and operations.

One example of such transparency is the Microsoft Government Security Program, which gives eligible participating governments access to the source 

code for selected Microsoft products. However, governments also have to appreciate that businesses must protect their trade secrets and other 

intellectual property.

DEVELOP FLEXIBLE STANDARDS When governments move to adopt standards governing supply chain security, control and mitigation standards 

need to remain flexible.

PROMOTE RECIPROCITY The development of reciprocal international standards for supply chain security is essential for continuing to realize 

Internet benefits that rely on the security and integrity of information technology systems.

ANTI-COUNTERFEIT MEASURES
To protect customers from the risks of counterfeit software, which could contain 

vulnerabilities, Microsoft actively identifies counterfeit versions of its software, works to 

maintain the integrity of its distribution models, and works closely with law enforcement 

agencies around the world to help reduce piracy.

Microsoft also takes legal and technical action to address criminal efforts to target the supply chain. For 

example, the Microsoft Digital Crimes Unit works with other Microsoft teams to fight aggressively 

against botnets.

One such initiative is Project MARS (Microsoft Active Response for Security), which focuses on efforts to 

disrupt criminal infrastructure. This includes taking legal and technical action to pursue botnets and 

help undo the damage they cause. In 2012, Project MARS helped take down the Nitol botnet, which 

infected computers through vulnerabilities in the supply chain.

SOFTWARE INTEGRITY CONTROLS 
Microsoft employs policies, procedures, and technologies to preserve the integrity of its 

software products, including code signing and checking for malware.
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Microsoft Malware 
Protection Center

Key Points

The Microsoft Malware Protection 

Center (MMPC) antimalware 

research underlies many Microsoft 

products and services, enabling 

the protection of more than one 

billion computers in 270 countries 

and regions.

A worldwide team of researchers 

ensures that the MMPC can 

quickly mobilize to identify and 

mitigate new malware threats 

within hours of discovery.

Microsoft collaborates with the 

security community and other 

global partners to help create a 

more secure computing 

experience and a safer, more 

trusted Internet environment.

The MMPC advises customers on 

the threat landscape by using 

multiple channels, such as the 

semi-annual Security Intelligence 

Report (SIR), the Malware 

Encyclopedia, and the MMPC 

website and blogs. 

Malware (malicious software) is software that has been designed to damage a user's 
computer, a server, or a network; or to cause harm to computer users by stealing personal or 
otherwise sensitive information, defrauding the user through various scams, and other 
nefarious business. Worms, Trojan horses, viruses, and rogue security software are some of the most 

prevalent types of malware.

The Microsoft Malware Protection Center (MMPC) is one of the most experienced antimalware 

organizations in the industry. By building strong partnerships with organizations inside and outside 

Microsoft as well as continuously analyzing threat data, the MMPC stays agile to combat evolving 

threats. The mission of the MMPC is to help protect customers and computers by building a 

comprehensive network of partners dedicated to fighting cybercrime, providing advanced defense 

through automation and cloud protection services, and quickly responding to malware incidents.

Microsoft Approach

The Microsoft Malware Protection Center combats malware through focused industry collaboration, 

protection of systems, quick response to threats, and timely and efficient distribution of security 

information to the general public.

ENGAGE IN PARTNERSHIPS The MMPC recognizes that industry collaboration is the most 

effective means of eradicating malware and therefore partners with security vendors and corporate 

entities such as financial institutions, online search companies, and advertising businesses. It also 

collaborates with Community Emergency Response Teams (CERTs), ISPs, and law enforcement agencies 

worldwide. The MMPC supports antimalware partners in building a strong and diverse ecosystem to 

fight malware by using the following strategies:

DIVERSE AND STRATEGIC PARTNERSHIPS The MMPC understands that Microsoft 

customers are better protected when a coordinated approach to malware eradication is taken. 

It is committed to building long-lasting strategic partnerships that further diversity, value 

transfer, and unity among industry partners to fight cybercrime.

KNOWLEDGE SHARING The MMPC publishes and shares world-class security content, 

malware samples, and telemetry information in an effort to ensure Microsoft customers are 

better protected.

REAL-WORLD THREAT TESTING The MMPC’s commitment to collaboration and sharing 

telemetry information with antivirus partners and testers enables testing of real-world threats that 

might affect customers.
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SUPPORT PUBLIC AND PRIVATE PARTNERSHIPS AND BALANCED REGULATION Cooperation with authorities is the most effective 

means for reducing cyberthreats, and balanced regulation is a part of that effort. This includes initiatives like the Anti-Bot Code of Conduct for Internet 

Service Providers recommended by the U.S. Federal Communications Commission. Less onerous restrictions on industry allow for greater innovation 

and flexibility in implementing responses to cybercrime.

ENCOURAGE INTERNATIONAL COOPERATION Microsoft has joined with industry to encourage countries to adopt and ratify the Council of 

Europe Convention on Cybercrime, which requires signatories to adopt and update laws and procedures to address online crime.

SUPPORT STRONG ENFORCEMENT AND BALANCED REGULATION The enactment and enforcement of laws to combat botnets and

the prosecution of cybercriminals should be a priority. At the same time, it is important that these laws enable innovation and support the adoption of

new technology.
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SUPPORT PUBLIC AND PRIVATE PARTNERSHIPS AND BALANCED REGULATION Cooperation with authorities is the most effective 

means for reducing cyberthreats, and balanced regulation is a part of that effort. This includes initiatives like the Anti-Bot Code of Conduct for Internet 

Service Providers recommended by the U.S. Federal Communications Commission. Less onerous restrictions on industry allow for greater innovation 

and flexibility in implementing responses to cybercrime.

ENCOURAGE INTERNATIONAL COOPERATION Microsoft has joined with industry to encourage countries to adopt and ratify the Council of 

Europe Convention on Cybercrime, which requires signatories to adopt and update laws and procedures to address online crime.

SUPPORT STRONG ENFORCEMENT AND BALANCED REGULATION The enactment and enforcement of laws to combat botnets and

the prosecution of cybercriminals should be a priority. At the same time, it is important that these laws enable innovation and support the adoption of

new technology.

HELP PROTECT CUSTOMERS AND SYSTEMS The MMPC team works closely with product 

engineering teams at Microsoft to help ensure that products have the latest antimalware definitions and 

can provide accurate and actionable telemetry to enable further research. Malware telemetry enables 

the MMPC to compare infection rates, patterns, and trends in various locations around the world. 

MMPC helps protect consumers by providing the following tools and research services:

QUICKLY RESPOND TO MALWARE MMPC research and response efforts focus on real threats 

that affect customers. Millions of customers have voluntarily opted to share telemetry data on encountered 

threats, which helps identify and mitigate new malware files within hours of their discovery. By using advanced 

research, machine learning, and heuristics, and by continuously monitoring for malicious behaviors, the 

MMPC also provides proactive detection for new threats before even receiving the first sample. A 

worldwide team of researchers ensures that a response team is always online. It provides malware 

analysis services through the MMPC website. This site is the central source for malware information, 

security information, and definition updates. It also provides a place where customers can submit 

sample malware code for MMPC analysis. 

ADVISE CUSTOMERS ON THE THREAT LANDSCAPE AND PROTECTION The MMPC uses 

multiple channels to distribute malware research and security information to the public:

MALICIOUS SOFTWARE REMOVAL TOOL (MSRT) This free antimalware utility 

checks computers for infections by specific, prevalent malicious software. When the detection 

and malware-removal process is complete, the tool displays a report describing the outcome, 

including which (if any) malware was detected and removed.

RESEARCH AND PROTECTION METRICS MMPC analysts work around the clock to 

identify, detect, and combat malware. They regularly communicate progress and metrics on 

coverage of threats, quality of detections, and user experience with customers and partners. 

MICROSOFT REAL-TIME PROTECTION SOFTWARE MMPC antimalware research 

underlies many Microsoft products and services that help protect PCs from malware and 

other threats.

SECURITY INTELLIGENCE REPORT Microsoft periodically releases the Security Intelligence 

Report (SIR), a comprehensive evaluation of the evolving threat landscape and trends. Featuring 

detailed analysis of data from more than a billion computers worldwide who have voluntarily 

opted to share telemetry data, the SIR helps IT pros make sound risk-management decisions 

and identify potential adjustments to their organizations’ security policies. It also offers case 

studies from the Microsoft IT group and product teams such as Bing and Internet Explorer. 

MALWARE ENCYCLOPEDIA This resource provides detailed analyses of thousands of 

current threats, including technical information about each threat, how readers can determine 

whether their computers are infected, and how to recover from or avoid exposure to a threat.
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Microsoft Approach

The Trustworthy Computing group at Microsoft is responsible for implementing a long-term 

collaborative effort to create and deliver more secure, private, and reliable computing experiences. 

Areas of the group’s focus include the following:

Microsoft Security 
Intelligence Report

Key Points

The Microsoft Security 

Intelligence Report (SIR) offers a 

comprehensive, up-to-date, and 

geographically relevant analysis of 

the cyberthreat landscape of 

exploits, vulnerabilities, and 

malware using data from Internet 

services and more than one billion 

computers worldwide.

The Microsoft Trustworthy 

Computing group is responsible 

for implementing a long-term 

collaborative effort to create and 

deliver more secure, private, and 

reliable computing experiences 

through the Security Science 

initiative, critical infrastructure 

protection, delivery of secure 

products, and defense

against malware.

 

Microsoft believes that industry 

cooperation with authorities is the 

most effective means of reducing 

cyberthreats, and supports 

balanced regulation as part

of that effort.

As the Internet becomes an increasingly integral part of everyday life and the number of 
people online grows, so too have concerns about online safety—with good reason. 
Increases in Internet traffic have resulted in dramatic increases in online crime, which has heightened 

the security concerns of governments and organizations around the world.

Online threats have evolved from petty crimes by attention-seeking hackers to multi-front attacks by 

sophisticated criminal organizations. Cybercriminals exploit users through email, web browsers, social 

media, online games, and fake security software. Compromised computers can be used to breach 

security systems and the data of financial institutions, target political organizations for attacks, and steal 

people’s money or identity—and their sense of security.

As a partner in the global response to online crime, Microsoft provides resources and expertise, 

including its semi-annual Security Intelligence Report (SIR), to help discover the latest threats. The report 

offers a comprehensive, up-to-date, and geographically relevant analysis of the cyberthreat landscape of 

exploits, vulnerabilities, and malware, using data from more than one billion computers worldwide and 

some of the busiest online services on the Internet. The latest SIR, Volume 15: January–June 2013, is 

nearly 900 pages of data and analysis with views of 100 locations around the world.

Recent editions of the SIR have shown that cybercriminals are gravitating toward the use of fake software 

activation keys that contain malware. This emerging social engineering tactic is the number-one threat 

facing consumers worldwide. The SIR also shows that social engineering and similar attacks can be 

mitigated through security best practices such as implementing effective technical safeguards.

Microsoft appreciates the scope and changing complexities of online security—and the tremendous 

value of collaborative effort in the event of an attack to provide support, guidance, and the latest 

information. To that end, the company continues to promote the global imperative of sharing 

knowledge with industry leaders, governments, and security organizations.

SECURITY SCIENCE Building on a body of research about how systems are attacked and 

ways to prevent or mitigate those attacks, Security Science is a Microsoft initiative that 

develops tools and techniques to make attacking systems more difficult. Through Security 

Science, Microsoft continually monitors threat trends and looks for software vulnerabilities. 

The company then uses that information to create mitigation tools and techniques that 

developers can draw on to improve overall security.
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SUPPORT PUBLIC AND PRIVATE PARTNERSHIPS AND BALANCED REGULATION Cooperation with authorities is the most effective 

means for reducing cyberthreats, and balanced regulation is a part of that effort. This includes initiatives like the Anti-Bot Code of Conduct for Internet 

Service Providers recommended by the U.S. Federal Communications Commission. Less onerous restrictions on industry allow for greater innovation 

and flexibility in implementing responses to cybercrime.

ENCOURAGE INTERNATIONAL COOPERATION Microsoft has joined with industry to encourage countries to adopt and ratify the Council of 

Europe Convention on Cybercrime, which requires signatories to adopt and update laws and procedures to address online crime.

SUPPORT STRONG ENFORCEMENT AND BALANCED REGULATION The enactment and enforcement of laws to combat botnets and

the prosecution of cybercriminals should be a priority. At the same time, it is important that these laws enable innovation and support the adoption of

new technology.
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COLLABORATE ON SOLUTIONS THAT PROTECT PRIVACY AND INNOVATION Conflicting laws can complicate compliance across local, 

state, provincial, or national borders. The wide variance in rules and regulations can impede economic progress and stifle innovation. In countries that 

have multiple state laws, broad federal preemption should be part of any comprehensive privacy legislation. Policymakers, industry, and organizations 

should collaborate to develop mutually agreeable solutions that protect both privacy and innovation.

CONSIDER DEGREE OF RISK, POTENTIAL HARM, AND TIME Data breach notification laws should include the following requirements:

SUPPORT NOTIFICATION REQUIREMENTS THAT PROVIDE MEANINGFUL INFORMATION Requirements should support mandatory 

notification when data breaches occur, but they should be calibrated to provide timely, meaningful information to consumers. Notification mandates 

with very short time frames run the risk of giving consumers inaccurate or incomplete information. Broad notification requirements that include all 

data breaches, even where the risk of harm is negligible, run the risk of flooding consumers with notices that will be ignored.

unauthorized person, and when 

there is a significant risk of fraud 

or identity theft. Notification 

should not be required where the 

potential of harm is nominal. 

However, the law should require 

that affected individuals be 

notified within a reasonable time 

period, unless otherwise directed 

by a law enforcement agency 

pursuing an investigation.

Policy Considerations
A policy framework for providing more secure, private, and reliable online experiences should start with the following priorities:

SUPPORT PUBLIC-PRIVATE PARTNERSHIPS AND BALANCED REGULATION Industry cooperation with authorities is the most effective 

means of reducing cyberthreats, and balanced regulation is part of that effort. Less onerous restrictions on industry allow for greater innovation and 

flexibility in developing and implementing responses to cybercrime.

ENCOURAGE ADOPTION OF INTERNATIONAL AGREEMENTS Microsoft has joined with industry partners to encourage countries to adopt the 

Convention on Cybercrime ratified by the Council of Europe, which requires signatories to adopt and update laws and procedures that address online crime.

SUPPORT RESEARCH THROUGH GOVERNMENT FUNDING Government funding of basic security research can help improve the security of online 

systems and ultimately lead to a safer and more reliable online experience for consumers.

PROTECTION OF CRITICAL INFRASTRUCTURE The Trustworthy Computing team 

engages with governments around the world to help them protect critical infrastructures as 

well as the safety of their citizens online. The team is committed to sharing its research and 

innovations to help establish policies that make meaningful improvements to global 

cybersecurity.

DELIVERY OF SECURE PRODUCTS The Microsoft Security Engineering Center helps protect 

Microsoft customers by delivering more secure products through the Microsoft Security 

Development Lifecycle (SDL). The SDL is the industry-leading software security assurance process, 

which embeds security and privacy through every phase of the development of Microsoft products.

COMBATING MALWARE The Microsoft Malware Protection Center analyzes malicious 

software and develops solutions that Microsoft uses in its security technologies. When a 

vulnerability in Microsoft software is discovered, the Microsoft Security Response Center monitors 

and responds to the incident. It also manages the company’s process for releasing security updates 

and serves as the single point of coordination.
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Microsoft Security
Development Lifecycle

Key Points

The Microsoft Security 

Development Lifecycle (SDL) is a 

security assurance process for 

software development; it builds 

security into every phase of 

software development and 

provides defense-in-depth 

guidance and protection.

The SDL is a hands-on set of 

procedures involving testers, 

developers, program managers, 

and architects working with 

product security teams across the 

company. Its security innovations 

are integrated into Microsoft 

Office, the Windows operating 

system, Microsoft SQL Server, and 

many other Microsoft products 

and services.

The SDL is continuously evolving 

and improving. It is updated to 

take advantage of newly 

developed defensive techniques in 

security science and in 

anticipation of emerging threats.

Today’s cybersecurity threats are ever-changing. 
They require an ongoing multifaceted response from the 

information technology industry for development solutions 

that optimize software security and provide for safer 

computing experiences for people around the world.

The Microsoft Security Development Lifecycle (SDL) is the 

company’s security assurance process for software 

development that introduces security and privacy at every 

step of the way. It offers a holistic and practical approach to 

addressing evolving security threats and increasingly 

sophisticated cybercrime.

Microsoft developed the SDL process in 2004 as part of a 

defense-in-depth approach to security, and it celebrates its 

10-year anniversary in 2014. It was created to reduce the 

number of vulnerabilities in Microsoft software and to give 

users high-quality, meticulously engineered, rigorously 

tested software that better defends against malicious 

attacks. Microsoft engineers and security experts realized 

that performing security activities as part of a repeatable 

process results in greater security gains and return on 

investment, and creates a more secure Internet 

environment. Using the SDL helps developers create 

software that has fewer, less severe vulnerabilities.

ISO/IEC 2703410 is a six-part standard created by 

Subcommittee SC27 of the Joint Technical Committee of the 

International Organization for Standardization and the 

International Electrotechnical Commission. ISO/IEC 27034-1 

helps guide and measure application security programs 

instead of replacing them. In Annex A of the standard 

publication, the first case study presented is a detailed 

mapping of Microsoft SDL to ISO/IEC 27034-1. The 

standard’s authors tagged specific elements of the SDL as 

belonging to specific containers within the Organization 

Normative Framework, as depicted in the following figure. 

Because of the work already done to map Microsoft SDL 

with ISO/IEC 27034-1, use of the SDL for an application 

security program lends itself to being evaluated by ISO/IEC 

27034-1 principles.

TRAINING

Core Security Training

REQUIREMENTS

Establish Security Requirements

Create Quality Gates/Bug Bars

Security and Privacy Risk 

    Assessment

DESIGN

Establish Design Requirements

Analyze Attack Surface

Threat Modeling

IMPLEMENTATION

Use Approved Tools

Deprecate Unsafe Functions

Static Analysis

VERIFICATION

Dynamic Analysis

Fuzz Testing

Attack Surface Review

RELEASE

Incident Response Plan

Final Security Review

Release Archive

RESPONSE

Execute Incident Response Plan
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Microsoft Approach

Using the SDL is a mandatory practice for product development at Microsoft. As shown in the previous 

figure, it includes a series of systematic security- and privacy-focused activities throughout the software 

development lifecycle—from technical training for engineers to processes for emergency responses 

after deployment.

Software development is an evolving process, and so is the SDL. While it’s impossible to completely 

prevent all vulnerabilities during software development, when they do emerge, Microsoft engineers 

perform root-cause analysis to understand the problem. They then identify corrective actions and 

incorporate that knowledge into the next version of the SDL.

Implementing the SDL has led to measurable improvements in the security and privacy of

Microsoft products.

When it comes to security, Microsoft believes in a collective approach that involves the entire IT 

community so that the company shares security expertise, process guidance, and technology with 

developer and IT professional communities worldwide. As of 2013, IT professionals downloaded 

Microsoft SDL guidance, white papers, and tools and resources more than one million times.

Key Points

Microsoft shares the SDL with the 

software industry. It has been 

adopted (sometimes in a modified 

form) by a variety of software and 

hardware vendors, government 

agencies, and software develop-

ment organizations.

Policy Considerations
Government and industry policymakers can encourage software development practices that result in safer computing 
experiences for people around the world by advancing the following principles:

SUPPORT ADOPTION OF INDUSTRY-WIDE SDL DEVELOPMENT METHODS The SDL Chronicles document how the Microsoft Security 

Development Lifecycle has helped public and private organizations change their engineering cultures and develop more secure software. Key industry 

leaders, including Cisco and Adobe, have based their security development methods on the Microsoft SDL.

ENCOURAGE INNOVATION AND NEW TECHNOLOGIES Any government approach to addressing the problems of information security should also 

protect innovation and ensure the continued adoption of new technologies. Government and industry can work together to establish appropriate principles that 

strike the right balance between regulation and innovation.
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Microsoft Security 
Response Center

Key Points

The Microsoft Security Response 

Center (MSRC) serves as a single 

point of security coordination and 

communications, and is led by 

some of the world’s most 

experienced experts. The MSRC 

identifies, monitors, resolves, and 

responds to security incidents, 

including vulnerabilities in 

Microsoft software. It also 

manages and publishes the 

monthly security updates, Security 

Advisories, and the Security 

Update Guide.

 

Microsoft collaborates with the 

security community and other 

global partners to help create a 

more secure computing experience 

and a safer, more trusted Internet 

environment through programs 

such as Microsoft Active Protections 

Program (MAPP), the BlueHat 

security briefings, the Microsoft 

Bounty Programs, and by 

participating in industry 

conferences worldwide.

Computer security is an ongoing, ever-changing challenge. Threats have become more 

complex and widespread as cybercriminals continue to develop sophisticated new ways to attack both 

large interconnected systems and individual customers.

The Microsoft Security Response Center (MSRC), part of the Trustworthy Computing Group, was created 

to help keep pace with evolving threats and better protect customers against malicious attacks using a 

multi-pronged approach. Led by some of the world’s most experienced security experts, the MSRC serves 

as the company’s single point of coordination and communication on security threats.

Microsoft Approach
Microsoft is committed to protecting consumers by delivering timely and effective responses to threats, 

collaborating with industry partners, and continually advancing innovation.

DELIVER WORLD-CLASS SECURITY RESPONSE For more than 10 years, the MSRC has been 

distributing timely security updates and authoritative security guidance to customers, industry partners, 

and the security community. 

SECURITY SOFTWARE UPDATES October 2013 marked the 10-year anniversary of 

Update Tuesdays, the process Microsoft uses to provide the latest security updates for all of 

its products. Throughout this process, MSRC case managers balance scope, schedule, and 

priorities while accounting for code completeness and quality. MSRC experts write the 

accompanying security bulletins, which are translated into multiple languages and 

machine-readable formats (CVRF), then published on the second Tuesday of each month.

MICROSOFT SECURITY ADVISORIES, introduced in 2005, are a supplement to the 

security bulletins that addresses security changes that may not require a bulletin, but that 

may still affect customers’ overall security.

THE MICROSOFT SECURITY UPDATE GUIDE helps IT professionals better understand 

and maximize Microsoft security update release information, processes, and tools.

MICROSOFT BOUNTY PROGRAM is an award program that pays researchers who find 

mitigation bypass techniques in the latest Microsoft platform and defensive ideas that work against 

these techniques.
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Key Points

Microsoft is committed to 

advancing the quality and 

innovation of software security 

updates by leading initiatives such 

as the Microsoft Exploitability Index, 

Security Update Validation Program 

(SUVP) and the Enhanced Mitigation 

Experience Toolkit (EMET).  

ACTIVELY COLLABORATE WITH SECURITY PARTNERS The MSRC collaborates with the 

security community and industry partners to help Microsoft advance and improve security for 

customers and the broader security ecosystem

MICROSOFT ACTIVE PROTECTIONS PROGRAM (MAPP) offers approved security 

software providers and incident responders’ information about vulnerabilities and threats in 

advance of the Microsoft monthly security update. This advance warning gives these MAPP 

partners more time to build protections against the vulnerability so they can give their 

customers updated protections faster.

BLUEHAT SECURITY BRIEFINGS are invitation-only conferences aimed at advancing 

the security of Microsoft products. Microsoft security professionals and outside researchers 

come together to share ideas and expertise about threats to global security.

CONFERENCE SPONSORSHIPS support and advance the research community. The MSRC 

engages with the security community by co-sponsoring or attending over 40 security conferences 

worldwide each year. 

MICROSOFT VULNERABILITY RESEARCH (MSVR) is a program through which 

Microsoft shares its collective experience and best practices in dealing with vulnerabilities within

the security community. The goal is to foster positive change, which will ultimately improve the 

security ecosystem.

ADVANCE INNOVATION AND QUALITY The MSRC has a commitment to excellence, innovation, 

and quality that helps Microsoft continually improve and evolve in the security landscape.

THE MICROSOFT EXPLOITABILITY INDEX (EI) was launched in 2008 to help 

customers evaluate risk by providing information on the likelihood that a vulnerability 

addressed in a Microsoft security update will be exploited within the first 30 days of the 

update’s release.

THE MICROSOFT SECURITY UPDATE VALIDATION PROGRAM (SUVP) provides 

a small number of dedicated, external participants with limited and very controlled access to security 

updates. The sole purpose of this program is to test for application compatibility, stability, and 

reliability in simulated production environments. The end result of this program is higher-quality 

updates for customers, which helps ensure more timely and effective deployment of updates.

ENHANCED MITIGATION EXPERIENCE TOOLKIT (EMET) helps prevent attackers 

from gaining access to computers. EMET anticipates the most common actions and 

techniques adversaries might use in compromising a computer. EMET helps protect computer 

systems even before new and undiscovered threats are formally addressed by security 

updates and antimalware software.
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Resources

GENERAL
Microsoft Trustworthy Computing: www.microsoft.com/twc

Microsoft Safety and Security Center: www.microsoft.com/security

Microsoft Privacy Policies and Initiatives: www.microsoft.com/privacy

Microsoft Security Essentials: www.microsoft.com/security_essentials

Microsoft Security Software: 

     www.microsoft.com/security/portal/mmpc/products/default.aspx

CYBERSECURITY
Rethinking the Cyber Threat: A Framework and Path Forward (PDF, 537 KB):  

     aka.ms/cyber-threat

Malicious Software Crimes: aka.ms/DCU-economic-crime

CYBERSECURITY NORMS
Cybersecurity and Cyberwarfare 2011: Preliminary Assessment of National Doctrine and Organization: 

     aka.ms/CSIS-CyberConflict

Cybersecurity Norms and the Public Private Partnership: Promoting Trust and Security in Cyberspace: 

     aka.ms/norms-public-private

Cybersecurity Norms for a Secure Cyber-Future: aka.ms/Secure-cyber-future

Developments in the Field of Information and Telecommunication in the Context of 

     International Security (UN First Committee): aka.ms/UN-cyber-security

NATIONAL STRATEGIES FOR CYBERSECURITY
Developing a National Strategy for Cybersecurity: Foundations for Security, Growth, and 

     Innovation: aka.ms/National-Strategy

COLLECTIVE DEFENSE: APPLYING PUBLIC HEALTH MODELS TO INTERNET SECURITY
Microsoft End to End Trust—Internet Health: aka.ms/internet-health

The Internet Health Model for Cybersecurity. EastWest Institute, 2012: 

     www.issuu.com/ewipublications/docs/internethealth/1?e=0/5313787

COMBATING BOTNETS
Microsoft Active Response for Security (MARS): 

     www.microsoft.com/government/ww/safety-defense/initiatives/Pages/

     dcu-economic-crime.aspx

Microsoft Digitial Crimes Unit (DCU): www.microsoft.com/dcu
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http://www.ict4peace.org/wp-content/uploads/2012/08/Eneken-GGE-2012-Brief.pdf
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SUPPLY CHAIN SECURITY
Cyber Supply Chain Risk Management: Toward a Global Vision of Transparency and Trust: 

     aka.ms/supply-chain-risk

Toward a Trusted Supply Chain: A Risk Based Approach to Managing Software Integrity: 

     aka.ms/Trusted-Supply-Chain

MICROSOFT MALWARE PROTECTION CENTER
Microsoft Malware Protection Center: www.microsoft.com/mmpc

MMPC blog: blogs.technet.com/mmpc

Malware Encyclopedia: www.microsoft.com/security/portal/threat/Threats.aspx

MICROSOFT SECURITY INTELLIGENCE REPORT
Microsoft Security Intelligence Report: www.microsoft.com/sir

Microsoft Security Engineering Center: www.microsoft.com/security/msec.aspx

MICROSOFT SECURITY DEVELOPMENT LIFECYCLE
Life in the Digital Crosshairs: www.sdlstory.com

Microsoft Security Development Lifecycle: www.microsoft.com/sdl

The SDL Chronicles: aka.ms/SDL-Chronicles

Software Assurance Forum for Excellence in Code (SAFECode): www.safecode.org

MICROSOFT SECURITY RESPONSE CENTER
Microsoft Security Response Center: www.microsoft.com/msrc 

MSRC blog: blogs.technet.com/msrc

MSRC Twitter: @msftsecresponse

Microsoft Active Protections Program (MAPP): aka.ms/ms-mapp

Microsoft Exploitability Index: aka.ms/Exploitability-Index

GLOBAL INITIATIVES AND PARTNERSHIPS
Microsoft Global Security Strategy and Diplomacy: www.microsoft.com/cybersecurity

Convention on Cybercrime: aka.ms/Convention-on-Cybercrime

Tallinn Manual on the International Law Applicable to Cyber Warfare: aka.ms/Tallinn-Manual 

The Industry Consortium for Advancement of Security on the Internet: www.icasi.orga
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The Microsoft Security Response 

Center (MSRC) serves as a single 

point of security coordination and 

communications, and is led by 

some of the world’s most 

experienced experts. The MSRC 

identifies, monitors, resolves, and 

responds to security incidents, 

including vulnerabilities in 

Microsoft software. It also 

manages and publishes the 

monthly security updates, Security 

Advisories, and the Security 

Update Guide.

 

Microsoft collaborates with the 

security community and other 

global partners to help create a 

more secure computing experience 

and a safer, more trusted Internet 

environment through programs 

such as Microsoft Active Protections 

Program (MAPP), the BlueHat 

security briefings, the Microsoft 

Bounty Programs, and by 

participating in industry 

conferences worldwide.
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