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MICROSOFT LICENSE TERMS
MICROSOFT INSTRUCTOR-LED COURSEWARE

These license terms are an agreement between Microsoft Corporation (or based on where you live, one of its
affiliates) and you. Please read them. They apply to your use of the content accompanying this agreement which
includes the media on which you received it, if any. These license terms also apply to Trainer Content and any
updates and supplements for the Licensed Content unless other terms accompany those items. If so, those terms

apply.

BY ACCESSING, DOWNLOADING OR USING THE LICENSED CONTENT, YOU ACCEPT THESE TERMS.
IF YOU DO NOT ACCEPT THEM, DO NOT ACCESS, DOWNLOAD OR USE THE LICENSED CONTENT.

If you comply with these license terms, you have the rights below for each license you acquire.
1. DEFINITIONS.

a. “Authorized Learning Center” means a Microsoft IT Academy Program Member, Microsoft Learning
Competency Member, or such other entity as Microsoft may designate from time to time.

b. “Authorized Training Session” means the instructor-led training class using Microsoft Instructor-Led
Courseware conducted by a Trainer at or through an Authorized Learning Center.

¢. “Classroom Device” means one (1) dedicated, secure computer that an Authorized Learning Center owns
or controls that is located at an Authorized Learning Center’s training facilities that meets or exceeds the
hardware level specified for the particular Microsoft Instructor-Led Courseware.

d. “End User” means an individual who is (i) duly enrolled in and attending an Authorized Training Session
or Private Training Session, (ii) an employee of a MPN Member, or (iii) a Microsoft full-time employee.

e. “Licensed Content” means the content accompanying this agreement which may include the Microsoft
Instructor-Led Courseware or Trainer Content.

f.  “Microsoft Certified Trainer” or *"MCT” means an individual who is (i) engaged to teach a training session
to End Users on behalf of an Authorized Learning Center or MPN Member, and (ii) currently certified as a
Microsoft Certified Trainer under the Microsoft Certification Program.

g. “Microsoft Instructor-Led Courseware” means the Microsoft-branded instructor-led training course that
educates IT professionals and developers on Microsoft technologies. A Microsoft Instructor-Led
Courseware title may be branded as MOC, Microsoft Dynamics or Microsoft Business Group courseware.

h. “Microsoft IT Academy Program Member” means an active member of the Microsoft IT Academy
Program.

i. “Microsoft Learning Competency Member” means an active member of the Microsoft Partner Network
program in good standing that currently holds the Learning Competency status.

j. "MOC” means the “Official Microsoft Learning Product” instructor-led courseware known as Microsoft
Official Course that educates IT professionals and developers on Microsoft technologies.

k. “MPN Member” means an active silver or gold-level Microsoft Partner Network program member in good
standing.



2.1

a.

“Personal Device” means one (1) personal computer, device, workstation or other digital electronic device
that you personally own or control that meets or exceeds the hardware level specified for the particular
Microsoft Instructor-Led Courseware.

“Private Training Session” means the instructor-led training classes provided by MPN Members for
corporate customers to teach a predefined learning objective using Microsoft Instructor-Led Courseware.
These classes are not advertised or promoted to the general public and class attendance is restricted to
individuals employed by or contracted by the corporate customer.

“Trainer” means (i) an academically accredited educator engaged by a Microsoft IT Academy Program
Member to teach an Authorized Training Session, and/or (ii) a MCT.

“Trainer Content” means the trainer version of the Microsoft Instructor-Led Courseware and additional
supplemental content designated solely for Trainers’ use to teach a training session using the Microsoft
Instructor-Led Courseware. Trainer Content may include Microsoft PowerPoint presentations, trainer
preparation guide, train the trainer materials, Microsoft One Note packs, classroom setup guide and Pre-
release course feedback form. To clarify, Trainer Content does not include any software, virtual hard
disks or virtual machines.

USE RIGHTS. The Licensed Content is licensed not sold. The Licensed Content is licensed on a one copy
per user basis, such that you must acquire a license for each individual that accesses or uses the Licensed
Content.

Below are five separate sets of use rights. Only one set of rights apply to you.

If you are a Microsoft IT Academy Program Member:

i. Each license acquired on behalf of yourself may only be used to review one (1) copy of the Microsoft
Instructor-Led Courseware in the form provided to you. If the Microsoft Instructor-Led Courseware is
in digital format, you may install one (1) copy on up to three (3) Personal Devices. You may not
install the Microsoft Instructor-Led Courseware on a device you do not own or control.

ii. For each license you acquire on behalf of an End User or Trainer, you may either:

1. distribute one (1) hard copy version of the Microsoft Instructor-Led Courseware to one (1) End
User who is enrolled in the Authorized Training Session, and only immediately prior to the
commencement of the Authorized Training Session that is the subject matter of the Microsoft
Instructor-Led Courseware being provided, or

2. provide one (1) End User with the unique redemption code and instructions on how they can
access one (1) digital version of the Microsoft Instructor-Led Courseware, or

3. provide one (1) Trainer with the unique redemption code and instructions on how they can
access one (1) Trainer Content,

provided you comply with the following:

ii. you will only provide access to the Licensed Content to those individuals who have acquired a valid
license to the Licensed Content,

iv. you will ensure each End User attending an Authorized Training Session has their own valid licensed
copy of the Microsoft Instructor-Led Courseware that is the subject of the Authorized Training
Session,

v. you will ensure that each End User provided with the hard-copy version of the Microsoft Instructor-
Led Courseware will be presented with a copy of this agreement and each End User will agree that
their use of the Microsoft Instructor-Led Courseware will be subject to the terms in this agreement
prior to providing them with the Microsoft Instructor-Led Courseware. Each individual will be required
to denote their acceptance of this agreement in @ manner that is enforceable under local law prior to
their accessing the Microsoft Instructor-Led Courseware,

vi. you will ensure that each Trainer teaching an Authorized Training Session has their own valid
licensed copy of the Trainer Content that is the subject of the Authorized Training Session,



Vii.

viii.

iX.

you will only use qualified Trainers who have in-depth knowledge of and experience with the
Microsoft technology that is the subject of the Microsoft Instructor-Led Courseware being taught for
all your Authorized Training Sessions,

you will only deliver a maximum of 15 hours of training per week for each Authorized Training
Session that uses a MOC title, and

you acknowledge that Trainers that are not MCTs will not have access to all of the trainer resources
for the Microsoft Instructor-Led Courseware.

If you are a Microsoft Learning Competency Member:

Vi,

Vii.

viii.

Each license acquired on behalf of yourself may only be used to review one (1) copy of the Microsoft
Instructor-Led Courseware in the form provided to you. If the Microsoft Instructor-Led Courseware is
in digital format, you may install one (1) copy on up to three (3) Personal Devices. You may not
install the Microsoft Instructor-Led Courseware on a device you do not own or control.

For each license you acquire on behalf of an End User or Trainer, you may either:

1. distribute one (1) hard copy version of the Microsoft Instructor-Led Courseware to one (1) End
User attending the Authorized Training Session and only immediately prior to the
commencement of the Authorized Training Session that is the subject matter of the Microsoft
Instructor-Led Courseware provided, or

2. provide one (1) End User attending the Authorized Training Session with the unique redemption
code and instructions on how they can access one (1) digital version of the Microsoft Instructor-
Led Courseware, or

3. you will provide one (1) Trainer with the unique redemption code and instructions on how they
can access one (1) Trainer Content,

provided you comply with the following:

you will only provide access to the Licensed Content to those individuals who have acquired a valid

license to the Licensed Content,

you will ensure that each End User attending an Authorized Training Session has their own valid

licensed copy of the Microsoft Instructor-Led Courseware that is the subject of the Authorized

Training Session,

you will ensure that each End User provided with a hard-copy version of the Microsoft Instructor-Led

Courseware will be presented with a copy of this agreement and each End User will agree that their

use of the Microsoft Instructor-Led Courseware will be subject to the terms in this agreement prior to

providing them with the Microsoft Instructor-Led Courseware. Each individual will be required to
denote their acceptance of this agreement in a manner that is enforceable under local law prior to
their accessing the Microsoft Instructor-Led Courseware,

you will ensure that each Trainer teaching an Authorized Training Session has their own valid

licensed copy of the Trainer Content that is the subject of the Authorized Training Session,

you will only use qualified Trainers who hold the applicable Microsoft Certification credential that is

the subject of the Microsoft Instructor-Led Courseware being taught for your Authorized Training

Sessions,

you will only use qualified MCTs who also hold the applicable Microsoft Certification credential that is

the subject of the MOC title being taught for all your Authorized Training Sessions using MOC,

ix. you will only provide access to the Microsoft Instructor-Led Courseware to End Users, and

you will only provide access to the Trainer Content to Trainers.



C.

If you are a MPN Member:

Vi.

Vii.

viii.

iX.
X.

Each license acquired on behalf of yourself may only be used to review one (1) copy of the Microsoft
Instructor-Led Courseware in the form provided to you. If the Microsoft Instructor-Led Courseware is
in digital format, you may install one (1) copy on up to three (3) Personal Devices. You may not
install the Microsoft Instructor-Led Courseware on a device you do not own or control.

For each license you acquire on behalf of an End User or Trainer, you may either:

1. distribute one (1) hard copy version of the Microsoft Instructor-Led Courseware to one (1) End
User attending the Private Training Session, and only immediately prior to the commencement
of the Private Training Session that is the subject matter of the Microsoft Instructor-Led
Courseware being provided, or

2. provide one (1) End User who is attending the Private Training Session with the unique
redemption code and instructions on how they can access one (1) digital version of the
Microsoft Instructor-Led Courseware, or

3. you will provide one (1) Trainer who is teaching the Private Training Session with the unique
redemption code and instructions on how they can access one (1) Trainer Content,

provided you comply with the following:

you will only provide access to the Licensed Content to those individuals who have acquired a valid

license to the Licensed Content,

you will ensure that each End User attending an Private Training Session has their own valid licensed

copy of the Microsoft Instructor-Led Courseware that is the subject of the Private Training Session,

you will ensure that each End User provided with a hard copy version of the Microsoft Instructor-Led

Courseware will be presented with a copy of this agreement and each End User will agree that their

use of the Microsoft Instructor-Led Courseware will be subject to the terms in this agreement prior to

providing them with the Microsoft Instructor-Led Courseware. Each individual will be required to
denote their acceptance of this agreement in a manner that is enforceable under local law prior to
their accessing the Microsoft Instructor-Led Courseware,

you will ensure that each Trainer teaching an Private Training Session has their own valid licensed

copy of the Trainer Content that is the subject of the Private Training Session,

you will only use qualified Trainers who hold the applicable Microsoft Certification credential that is

the subject of the Microsoft Instructor-Led Courseware being taught for all your Private Training

Sessions,

you will only use qualified MCTs who hold the applicable Microsoft Certification credential that is the

subject of the MOC title being taught for all your Private Training Sessions using MOC,

you will only provide access to the Microsoft Instructor-Led Courseware to End Users, and

you will only provide access to the Trainer Content to Trainers.

If you are an End User:

For

each license you acquire, you may use the Microsoft Instructor-Led Courseware solely for your

personal training use. If the Microsoft Instructor-Led Courseware is in digital format, you may access the
Microsoft Instructor-Led Courseware online using the unique redemption code provided to you by the
training provider and install and use one (1) copy of the Microsoft Instructor-Led Courseware on up to
three (3) Personal Devices. You may also print one (1) copy of the Microsoft Instructor-Led Courseware.
You may not install the Microsoft Instructor-Led Courseware on a device you do not own or control.

If you are a Trainer.

For each license you acquire, you may install and use one (1) copy of the Trainer Content in the
form provided to you on one (1) Personal Device solely to prepare and deliver an Authorized
Training Session or Private Training Session, and install one (1) additional copy on another Personal
Device as a backup copy, which may be used only to reinstall the Trainer Content. You may not
install or use a copy of the Trainer Content on a device you do not own or control. You may also
print one (1) copy of the Trainer Content solely to prepare for and deliver an Authorized Training
Session or Private Training Session.



3.

ii.  You may customize the written portions of the Trainer Content that are logically associated with
instruction of a training session in accordance with the most recent version of the MCT agreement.
If you elect to exercise the foregoing rights, you agree to comply with the following: (i)
customizations may only be used for teaching Authorized Training Sessions and Private Training
Sessions, and (ii) all customizations will comply with this agreement. For clarity, any use of
“customize”refers only to changing the order of slides and content, and/or not using all the slides or
content, it does not mean changing or modifying any slide or content.

2.2 Separation of Components. The Licensed Content is licensed as a single unit and you may not
separate their components and install them on different devices.

2.3 Redistribution of Licensed Content. Except as expressly provided in the use rights above, you may
not distribute any Licensed Content or any portion thereof (including any permitted modifications) to any
third parties without the express written permission of Microsoft.

2.4 Third Party Programs and Services. The Licensed Content may contain third party programs or
services. These license terms will apply to your use of those third party programs or services, unless other
terms accompany those programs and services.

2.5 Additional Terms. Some Licensed Content may contain components with additional terms,
conditions, and licenses regarding its use. Any non-conflicting terms in those conditions and licenses also
apply to your use of that respective component and supplements the terms described in this agreement.

LICENSED CONTENT BASED ON PRE-RELEASE TECHNOLOGY. If the Licensed Content’s subject
matter is based on a pre-release version of Microsoft technology ("Pre-release”), then in addition to the
other provisions in this agreement, these terms also apply:

a. Pre-Release Licensed Content. This Licensed Content subject matter is on the Pre-release version of
the Microsoft technology. The technology may not work the way a final version of the technology will
and we may change the technology for the final version. We also may not release a final version.
Licensed Content based on the final version of the technology may not contain the same information as
the Licensed Content based on the Pre-release version. Microsoft is under no obligation to provide you
with any further content, including any Licensed Content based on the final version of the technology.

b. Feedback. If you agree to give feedback about the Licensed Content to Microsoft, either directly or
through its third party designee, you give to Microsoft without charge, the right to use, share and
commercialize your feedback in any way and for any purpose. You also give to third parties, without
charge, any patent rights needed for their products, technologies and services to use or interface with
any specific parts of a Microsoft software, Microsoft product, or service that includes the feedback. You
will not give feedback that is subject to a license that requires Microsoft to license its software,
technologies, or products to third parties because we include your feedback in them. These rights
survive this agreement.

c. Pre-release Term. If you are an Microsoft IT Academy Program Member, Microsoft Learning
Competency Member, MPN Member or Trainer, you will cease using all copies of the Licensed Content on
the Pre-release technology upon (i) the date which Microsoft informs you is the end date for using the
Licensed Content on the Pre-release technology, or (ii) sixty (60) days after the commercial release of the
technology that is the subject of the Licensed Content, whichever is earliest (“"Pre-release term”).

Upon expiration or termination of the Pre-release term, you will irretrievably delete and destroy all copies
of the Licensed Content in your possession or under your control.



10.

11.

SCOPE OF LICENSE. The Licensed Content is licensed, not sold. This agreement only gives you some

rights to use the Licensed Content. Microsoft reserves all other rights. Unless applicable law gives you more

rights despite this limitation, you may use the Licensed Content only as expressly permitted in this

agreement. In doing so, you must comply with any technical limitations in the Licensed Content that only

allows you to use it in certain ways. Except as expressly permitted in this agreement, you may not:

. access or allow any individual to access the Licensed Content if they have not acquired a valid license
for the Licensed Content,

. alter, remove or obscure any copyright or other protective notices (including watermarks), branding
or identifications contained in the Licensed Content,

. modify or create a derivative work of any Licensed Content,

. publicly display, or make the Licensed Content available for others to access or use,

. copy, print, install, sell, publish, transmit, lend, adapt, reuse, link to or post, make available or
distribute the Licensed Content to any third party,

. work around any technical limitations in the Licensed Content, or

. reverse engineer, decompile, remove or otherwise thwart any protections or disassemble the
Licensed Content except and only to the extent that applicable law expressly permits, despite this
limitation.

RESERVATION OF RIGHTS AND OWNERSHIP. Microsoft reserves all rights not expressly granted to
you in this agreement. The Licensed Content is protected by copyright and other intellectual property laws
and treaties. Microsoft or its suppliers own the title, copyright, and other intellectual property rights in the
Licensed Content.

EXPORT RESTRICTIONS. The Licensed Content is subject to United States export laws and regulations.
You must comply with all domestic and international export laws and regulations that apply to the Licensed
Content. These laws include restrictions on destinations, end users and end use. For additional information,
see www.microsoft.com/exporting.

SUPPORT SERVICES. Because the Licensed Content is “as is”, we may not provide support services for it.

TERMINATION. Without prejudice to any other rights, Microsoft may terminate this agreement if you fail
to comply with the terms and conditions of this agreement. Upon termination of this agreement for any
reason, you will immediately stop all use of and delete and destroy all copies of the Licensed Content in
your possession or under your control.

LINKS TO THIRD PARTY SITES. You may link to third party sites through the use of the Licensed
Content. The third party sites are not under the control of Microsoft, and Microsoft is not responsible for
the contents of any third party sites, any links contained in third party sites, or any changes or updates to
third party sites. Microsoft is not responsible for webcasting or any other form of transmission received
from any third party sites. Microsoft is providing these links to third party sites to you only as a
convenience, and the inclusion of any link does not imply an endorsement by Microsoft of the third party
site.

ENTIRE AGREEMENT. This agreement, and any additional terms for the Trainer Content, updates and
supplements are the entire agreement for the Licensed Content, updates and supplements.

APPLICABLE LAW,
United States. If you acquired the Licensed Content in the United States, Washington state law governs
the interpretation of this agreement and applies to claims for breach of it, regardless of conflict of laws
principles. The laws of the state where you live govern all other claims, including claims under state
consumer protection laws, unfair competition laws, and in tort.



b. Outside the United States. If you acquired the Licensed Content in any other country, the laws of that
country apply.

12. LEGAL EFFECT. This agreement describes certain legal rights. You may have other rights under the laws
of your country. You may also have rights with respect to the party from whom you acquired the Licensed
Content. This agreement does not change your rights under the laws of your country if the laws of your
country do not permit it to do so.

13. DISCLAIMER OF WARRANTY. THE LICENSED CONTENT IS LICENSED "AS-IS" AND "AS
AVAILABLE." YOU BEAR THE RISK OF USING IT. MICROSOFT AND ITS RESPECTIVE
AFFILIATES GIVES NO EXPRESS WARRANTIES, GUARANTEES, OR CONDITIONS. YOU MAY
HAVE ADDITIONAL CONSUMER RIGHTS UNDER YOUR LOCAL LAWS WHICH THIS AGREEMENT
CANNOT CHANGE. TO THE EXTENT PERMITTED UNDER YOUR LOCAL LAWS, MICROSOFT AND
ITS RESPECTIVE AFFILIATES EXCLUDES ANY IMPLIED WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NON-INFRINGEMENT.

14. LIMITATION ON AND EXCLUSION OF REMEDIES AND DAMAGES. YOU CAN RECOVER FROM
MICROSOFT, ITS RESPECTIVE AFFILIATES AND ITS SUPPLIERS ONLY DIRECT DAMAGES UP
TO US$5.00. YOU CANNOT RECOVER ANY OTHER DAMAGES, INCLUDING CONSEQUENTIAL,
LOST PROFITS, SPECIAL, INDIRECT OR INCIDENTAL DAMAGES.

This limitation applies to

o anything related to the Licensed Content, services, content (including code) on third party Internet
sites or third-party programs; and

o claims for breach of contract, breach of warranty, guarantee or condition, strict liability, negligence,
or other tort to the extent permitted by applicable law.

It also applies even if Microsoft knew or should have known about the possibility of the damages. The
above limitation or exclusion may not apply to you because your country may not allow the exclusion or
limitation of incidental, consequential or other damages.

Please note: As this Licensed Content is distributed in Quebec, Canada, some of the clauses in this
agreement are provided below in French.

Remarque : Ce le contenu sous licence étant distribué au Québec, Canada, certaines des clauses
dans ce contrat sont fournies ci-dessous en frangais.

EXONERATION DE GARANTIE. Le contenu sous licence visé par une licence est offert « tel quel ». Toute
utilisation de ce contenu sous licence est a votre seule risque et péril. Microsoft n‘accorde aucune autre garantie
expresse. Vous pouvez bénéficier de droits additionnels en vertu du droit local sur la protection dues
consommateurs, que ce contrat ne peut modifier. La ou elles sont permises par le droit locale, les garanties
implicites de qualité marchande, d’adéquation a un usage particulier et d’absence de contrefagon sont exclues.

LIMITATION DES DOMMAGES-INTERETS ET EXCLUSION DE RESPONSABILITE POUR LES
DOMMAGES. Vous pouvez obtenir de Microsoft et de ses fournisseurs une indemnisation en cas de dommages
directs uniquement a hauteur de 5,00 $ US. Vous ne pouvez prétendre a aucune indemnisation pour les autres
dommages, y compris les dommages spéciaux, indirects ou accessoires et pertes de bénéfices.
Cette limitation concerne:
e tout ce qui est relié au le contenu sous licence, aux services ou au contenu (y compris le code)
figurant sur des sites Internet tiers ou dans des programmes tiers; et.
e les réclamations au titre de violation de contrat ou de garantie, ou au titre de responsabilité
stricte, de négligence ou d’une autre faute dans la limite autorisée par la loi en vigueur.



Elle s’applique également, méme si Microsoft connaissait ou devrait connaitre I'éventualité d’'un tel dommage. Si
votre pays n‘autorise pas l'exclusion ou la limitation de responsabilité pour les dommages indirects, accessoires

ou de quelque nature que ce soit, il se peut que la limitation ou I'exclusion ci-dessus ne s'appliquera pas a votre
égard.

EFFET JURIDIQUE. Le présent contrat décrit certains droits juridiques. Vous pourriez avoir d'autres droits

prévus par les lois de votre pays. Le présent contrat ne modifie pas les droits que vous conferent les lois de votre
pays si celles-ci ne le permettent pas.

Revised September 2012
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Welcome!

Thank you for taking our training! We've worked together with our Microsoft Certified Partners
for Learning Solutions and our Microsoft IT Academies to bring you a world-class learning
experience—whether you're a professional looking to advance your skills or a

student preparing for a careerin IT.

m Microsoft Certified Trainers and Instructors—Your instructor is a technical and
instructional expert who meets ongoing certification requirements. And, if instructors
are delivering training at one of our Certified Partners for Learning Solutions, they are
also evaluated throughout the year by students and by Microsoft.

m Certification Exam Benefits—After training, consider taking a Microscft Certification
exam. Microsoft Certifications validate your skills on Microsoft technologies and can help
differentiate you when finding a job or boosting your career. In fact, independent
research by IDC concluded that 75% of managers believe certifications are important to
team performance®. Ask your instructor about Microsoft Certification exam promotions
and discounts that may be available to you.

m Customer Satisfaction Guarantee—Qur Certified Partners for Learning Solutions offer
a satisfaction guarantee and we hold them accountable for it. At the end of class, please

complete an evaluation of today’s experience. We value your feedback!

We wish you a great learning experience and ongoing success in your career!
Sincerely,

Microsoft Learning
www.microsoft.com/learning

Microsoft | Learning

HIDE, Value of Certification: Team Certification and Organizational Performance, November 2006
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Module 1

Overview of Azure Stack

Contents:

Lesson 1: What is Azure Stack?
Lesson 2: Comparing Azure Stack with Microsoft Azure

Lesson 3: Comparing Azure Stack to Windows Azure Pack
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Module Review and Takeaways



1-2  Configuring and Operating a Hybrid Cloud with Microsoft Azure Stack

Lesson 1
What is Azure Stack?

Contents:

Question and Answers
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Question and Answers

Question: What do subscriptions contain in Azure Stack?

Answer: Subscriptions contain the plans and offers that tenants subscribe to (or purchase).
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Lesson 2
Comparing Azure Stack with Microsoft Azure

Contents:

Question and Answers 5
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Question and Answers

Question: Who owns the infrastructure with Azure Stack?

Answer: You own the on-premises Azure Stack infrastructure. Microsoft owns the public cloud
infrastructure.
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Lesson 3
Comparing Azure Stack to Windows Azure Pack

Contents:

Question and Answers 7
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Question and Answers

Question: System Center is required for Azure Stack.
() True
() False
Answer:
() True
(V) False



1-8 Configuring and Operating a Hybrid Cloud with Microsoft Azure Stack

Module Review and Takeaways

Review Question(s)

Question: Azure Stack is only a Private Cloud Services solution.
() True
() False
Answer:
() True
(V) False

Tools



Foundational Components of Microsoft Azure Stack  2-1

Module 2

Foundational Components of Microsoft Azure Stack

Contents:
Lesson 1: Windows Server 2016 and System Center 2016

Lesson 2: Identity and authentication

Module Review and Takeaways
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Lab Review Questions and Answers
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Lesson 1
Windows Server 2016 and System Center 2016

Contents:

Question and Answers 3
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Question and Answers

Question: In a four-node implementation of Azure Stack, Azure Stack can withstand a maximum failure of
one node.

() True
() False
Answer:
() True
(V) False
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Lesson 2
Identity and authentication

Contents:

Question and Answers
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Question and Answers
Question: Which identity providers does Azure Stack support?

Answer: Azure Stack supports the following identity providers:
e ADFS
e Azure AD
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Module Review and Takeaways

Review Question(s)
Question: In order to access resources in a connected Azure Stack environment you must have an
account in Microsoft Azure.

() True
() False
Answer:
(V) True

() False

Tools

Storage Quality of Service (Storage QoS) was mentioned earlier in this module in regards to Storage
Spaces Direct. You can find out more information about how Windows Server 2016 uses Storage QoS by
browsing the following website: https://aka.ms/moc-10995A-pg020


https://aka.ms/moc-10995A-pg020
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Lab Review Questions and Answers
Lab: Reviewing the Azure Stack Infrastructure
Question and Answers

Lab Review

Question: You need to provide access for a support engineer to access the Azure Stack infrastructure
resources. What are two methods you can adopt to facilitate this?

Answer:
1. Enabled ADFS between your organizations domain and the Azure Stack domain.

2. Create an account in the Azure Stack domain and provide the engineer with the account credentials.
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Module 3

Deploying Microsoft Azure Stack

Contents:

Lesson 1: Azure Stack Architecture
Lesson 3: Installing Azure Stack

Module Review and Takeaways
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Lab Review Questions and Answers
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Lesson 1
Azure Stack Architecture

Contents:

Question and Answers
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Question and Answers

Question: You are limited to a single region when you use the Azure Stack Development Kit.
() True
() False
Answer:

(V) True
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Lesson 3
Installing Azure Stack

Contents:

Question and Answers
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Question and Answers

Planning the Azure Stack Installation

Question: What type of Services do you think you will be offering to tenants?

Answer: The core of Azure Stack is based on software-defined storage, compute, and network. Currently
this means laaS. SQL as a Service, and WebApps while other services will be coming online at a later date.



3-6  Configuring and Operating a Hybrid Cloud with Microsoft Azure Stack

Module Review and Takeaways

Best Practice

When deploying the Azure Stack Development Kit, ensure you read the latest documentation thoroughly
prior to commencing the installation. Microsoft regularly updates the Azure Stack Development Kit
installation process so it might change between deployments.

From the Azure Stack Development Kit host, ensure you can access the Internet without having to specify
any Proxy server settings because this is crucial for the virtual machines that run Azure Stack.

Review Question(s)

Question: Do you think your organization will be able to deploy an Azure Stack Development Kit?

Answer: Answers might vary.

Real-world Issues and Scenarios

The Azure Stack Development Kit is not designed for production workloads and Microsoft does not
support it for those workloads. It is for evaluation purposes only. While it does demonstrate the
capabilities of how tenants would use Azure Stack, it does not show off its full capabilities when it comes
to zero-downtime updating.

Tools

Common Issues and Troubleshooting Tips

Common Issue Troubleshooting Tip
The Azure Stack Development Kit install Check your Internet connection is
fails when connecting the Azure AD. transparent.

Ensure the time zone of Hyper-V host is set
to (UTC-8:00) Pacific Time (US & Canada)

CPU reports SLAT is not enabled. Check the BIOS settings because SLAT can be
disabled in the BIOS.

CPU States Ensure all the C states for the CPU have been
disabled. This prevents the CPU cores from
being parked.

Azure Stack Development Kit Installation When you install the Azure Stack

Failure Development Kit, double-check the
parameters that you require. For example,
the Azure Stack Development Kit installer
assumes DHCP will be available for the
second required IP address. If this not
available, you must pass the installer the
required NatlPv4Address,
NatlPv4DefaultGateway. and NatlPv4Subnet
parameters.
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Lab Review Questions and Answers
Lab: Confirming prerequisites and installing Microsoft Azure Stack
Question and Answers

Lab Review
Question: How many CPUs must be present in the Azure Stack host for you to deploy the Azure Stack
Development Kit?

Answer: You must have two physical CPUs with at least six cores per processor.
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Module 4

Offering Microsoft Azure Stack Resources

Contents:
Lesson 1: Working with Plans and Offers

Lesson 2: Microsoft Azure Stack Marketplace

Module Review and Takeaways
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Lab Review Questions and Answers
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Lesson 1
Working with Plans and Offers

Contents:

Question and Answers
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Question and Answers

Question: You can apply quotas only to base plans.

() True
() False
Answer:
() True
(V) False
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Lesson 2
Microsoft Azure Stack Marketplace

Contents:

Question and Answers
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Question and Answers

Question: What are the three elements that each Azure Stack Marketplace has?
Answer

e  Azure Resource Manager Template.

e Metadata.

e Formatting Information.
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Module Review and Takeaways

Review Question(s)

Question: For delegated providers to use delegated offers, the offers must be configured with a Status of
Public.

() True
() False
Answer:
() True
(V) False

Tools

In addition to the Azure Stack resources available on TechNet, several other online resources also are
available. One of the most useful resources is the Azure Stack Wiki. This is a OneNote online resource that
includes updated information about all Azure Stack features, concepts, and capabilities. You can access
the Azure Stack Wiki by visiting the following website.

https://aka.ms/moc-10995A-pg043


https://aka.ms/moc-10995A-pg043
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Lab Review Questions and Answers
Lab: Managing Offers and Plans in Microsoft Azure Stack
Question and Answers

Lab Review

Question: You have created a plan and offer in the Azure Stack Portal for tenants to subscribe to. When a
tenant opens the Azure Stack Portal and attempts to get a new subscription, the new offer is not
displayed. What could be the reason for this?

Answer: By default, offers are created with a Status of Private. This means tenants cannot subscribe to
them unless a service administrator manually creates the subscription. For tenants to be able to subscribe

to an offer, its Status must be changed to Public.
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Module 5

Microsoft Azure Stack and DevOps

Contents:

Lesson 1: Technologies used in Microsoft Azure Stack for DevOps
Lesson 2: Azure Resource Manager Templates

Module Review and Takeaways
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Lab Review Questions and Answers



5-2  Configuring and Operating a Hybrid Cloud with Microsoft Azure Stack

Lesson 1
Technologies used in Microsoft Azure Stack for
DevOps

Contents:

Question and Answers 3
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Question and Answers

Understanding Azure Resource Manager

Question: What type of APl is presented through Azure Resource Manager?

Answer: Representational State Transfer (REST) APIs.

What PowerShell Desired State Configuration?

Question: Do you see a place in your organization for PowerShell DSC?
Answer: Answers may vary.

Question: You can apply PowerShell DSC only to Windows operating systems.
() True

() False

Answer:

() True

(V) False

Understand how SDKs and Tags are used in Microsoft Azure Stack

Question: What is the maximum number of tags that you can apply per resource?
()10

()15

()20

()25

()30

Answer:

()10

(V) 15

()20

()25

()30

Question: Tags applied to a resource group are inherited by resources in the resource group.
() True

() False

Answer:

() True

(V) False
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Lesson 2
Azure Resource Manager Templates

Contents:

Question and Answers
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Question and Answers

What is an Azure Resource Manager template?

Question: You can only deploy resources in an Azure Resource Manager template to the same region
where the resource group resides?

() True
() False
Answer:

() True
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Module Review and Takeaways

Best Practice

Ensure you use a code repository for all of your ARM templates.

Use a parameters file for your deployments, and store this file so that you can easily redeploy if required.

Review Question(s)
Question: How can you ensure a user cannot deploy an Azure Resource Manager template to a specific
region?

Answer: Azure policies can ensure that the region being deployed to is on a list of permitted regions for a
subscription.

Real-world Issues and Scenarios

An Azure Resource Manager Template by itself cannot deploy software and make configuration changes.
An ARM template requires additional knowledge such as a PowerShell DSC Configuration or a script.

Tools
Chef: https://aka.ms/moc-10995A-pg057

Puppet: https://aka.ms/moc-10995A-pg058

Common Issues and Troubleshooting Tips
Common lIssue Troubleshooting Tip

Deployment Failed There can be many reasons why a deployment
would fail. Look for “Code: <reason failure>"
within the failures. One example could be
“RequestDisallowedByPolicy”. This would be
explained by the presence of a policy that
does not allow the resources to be deployed
as requested.

Invalid Template The Azure Resource Manager template is not
well-formed. We recommend that you to load
the template into Visual Studio and determine
the problem with the template.

Storage Account Already Taken If you see this error code, then the storage
account is already taken, and you will not be
able to provision using the requested name.


https://aka.ms/moc-10995A-pg057
https://aka.ms/moc-10995A-pg058
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Lab Review Questions and Answers
Lab: Debugging and Deploying ARM Templates
Question and Answers

Lab Review
Question: Can you parameterize all the values required by an Azure Resource Manager template?

Answer: Yes
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Module 6

Infrastructure as a Service and Microsoft Azure Stack

Contents:

Module Review and Takeaways 3

Lab Review Questions and Answers 4
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Module Review and Takeaways

Best Practice

You should only assign a public IP address to a network adapter when it is absolutely required. If you are
assigning a public IP, then ensure there is an NSG attached to either the NIC itself or the subnet where
you deploy the VM.

Review Question(s)
Question: What Windows operating systems are support for Azure Stack guests?

Answer:

e  Windows Server 2008 R2 SP1

e  Windows Server 2012 Datacenter

e  Windows Server 2012 R2 Datacenter
e  Windows Server 2016 Datacenter

Tools

Common Issues and Troubleshooting Tips
Common Issue Troubleshooting Tip

You have assigned a public IP addresstoa | Check the NSG to ensure the source IP

VM but cannot create an RDP connection address you are connecting from is

or SSH connection. permitted access and the required TCP port
is permitted.

Subnet not large enough for all the When creating a subnet, remember that the

required network adapter/VMs first four IP addresses are used by Azure.

For example, in the subnet 192.168.10.0/29,
IP addresses 192.168.10.0-192.168.10.3 are
used by Azure, leaving only 192.168.10.4-
192.168.10.6 available for use within the
subnet.
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Lab Review Questions and Answers
Lab: Provisioning Storage and Virtual Machines in Microsoft Azure Stack
Question and Answers

Lab Review
Question: What are added to a Subscription when you create one in the Azure Stack Portal?

Answer: Offers
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Module 7

Platform as a Service and Microsoft Azure Stack

Contents:

Lesson 1: Understanding Platform as a Service
Lesson 2: SQL Server and MySQL Server Providers in Microsoft Azure Stack

Lesson 3: App Service Resource Provider
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Lesson 4: Azure Key Vault
Lesson 5: Azure Functions 10
Module Review and Takeaways 12

Lab Review Questions and Answers 13
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Lesson 1
Understanding Platform as a Service

Contents:

Question and Answers
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Question and Answers

Question: What are the three chargeback processes cloud service providers use for PaaS services?
Answer:

e Consumption

e Quota

e Combination of consumption and quota
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Lesson 2
SQL Server and MySQL Server Providers in Microsoft

Azure Stack

Contents:

Question and Answers 5
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Question and Answers

Question: After installing the SQL Server Resource Provider, what must you do before tenants can
provision databases using it?

Answer: Add a hosting server.
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Lesson 3
App Service Resource Provider

Contents:

Question and Answers
Demonstration: Deploying Additional Worker Roles for App Services
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Question and Answers

Question: What function does the Website Controller role provide in App Service?

Answer: This role server is responsible for provisioning and managing the other roles in the App Service.

Demonstration: Deploying Additional Worker Roles for App Services
Demonstration Steps

Open Internet Explorer.

Navigate to https://adminportal.local.azurestack.external.

Login to Azure Stack using the AzureStackAdmin credentials.

In the Microsoft Azure Stack — Administration portal, click > on the navigation pane.
Under the Administration section, click Resource Providers.

In the Resource Providers blade, click App Service.

In the App Service Management blade, under Settings, click Roles.

In the Roles blade, click + New Role Instance.

© o N o v kK~ W N

In the New Role Instance blade, ensure Role Instances is set to 1, the Role Type is set to Web
Worker and Worker Tier is set to Medium.

10. Click OK.

The deployment will commence, the Roles blade will show an information message “Deploying role
instances...”
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Lesson 4
Azure Key Vault

Contents:

Question and Answers
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Question and Answers

Question: Name three types of information that can be secured using Key Vault.
Answer

e Storage Account keys (as discussed in Module 6)

e Shared Access Signature URIs (as discussed in Module 6)

e Usernames

e Passwords

e License keys

e Certificate PFX files

e License files

e  SQL connection strings



7-10  Configuring and Operating a Hybrid Cloud with Microsoft Azure Stack

Lesson 5
Azure Functions

Contents:

Question and Answers

11
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Question and Answers

Question: Name three methods of triggering a Function.
Answer

e Blob Trigger

e Event Hub Trigger

e  Generic Webhook

e  GitHub Webhook

e HTTP Trigger

e Queue Trigger

e  Service Bus Queue Trigger

e  Service Bus Topic Trigger

e Timer Trigger
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Module Review and Takeaways

Review Question(s)
Question: What function does the Publisher role provide in App Service?

Answer: This role is responsible for publishing the DevOps-created content for web apps. It is the File
Transfer Protocol (FTP) endpoint and is responsible for integration with code repositories such as GitHub.

Tools
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Lab Review Questions and Answers
Lab: Configuring Platform as a Service in Azure Stack
Question and Answers

Lab Review

Question: What are the first two tasks that must be performed when configuring Azure Stack to provision
SQL Server databases?

Answer
1. Install the SQL Server resource provider.

2. Configure a hosting server for the SQL Server resource provider.
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Module 8

Monitoring in Microsoft Azure Stack

Contents:

Lesson 1: Field Replaceable Unit
Lesson 2: Azure Stack Control Plane Monitoring

Lesson 4: Monitoring Guest Workloads in Microsoft Azure Stack

o o N

Lesson 5: Troubleshooting Azure Stack
Module Review and Takeaways 10

Lab Review Questions and Answers 11
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Lesson 1
Field Replaceable Unit

Contents:

Question and Answers
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Question and Answers

Question: Name two of the Fault Domain types that Windows Server 2016 supports.

Answer:

e Site

e Rack

e Chassis

e Node
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Lesson 2
Azure Stack Control Plane Monitoring

Contents:

Question and Answers
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Question and Answers

Question: What can you do in the Azure Stack portal to provide quicker access to the Alerts?

Answer: Right-click the Alerts tile and then click Pin to dashboard.
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Lesson 4
Monitoring Guest Workloads in Microsoft Azure Stack

Contents:

Question and Answers 9
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Question and Answers

Question: Azure Stack monitors guest workloads and applications.
() True
() False
Answer:
() True
(V) False
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Lesson 5
Troubleshooting Azure Stack

Contents:

Question and Answers

11
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Question and Answers
Question: Why is it important to start the Azure Stack infrastructure virtual machines in a specific order?
Answer: You must perform the startup order for Azure Stack virtual machines in a specific order. If do

not, services might fail to respond or stop because dependent services running on other virtual machines
might not have started in time. This can also result in errors occurring in the Azure Stack Portal.
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Module Review and Takeaways
Best Practice

Review Question(s)

Question: To monitor Azure Stack with Operations Manager, you must install an Operations Manager
agent on each Azure Stack virtual machine.

() True
() False
Answer:
() True
(V) False

Tools

The Microsoft Azure Management Pack that was referenced in this module can also be used to monitor
Azure Stack. For more information and a download link for the Microsoft Azure Management Pack, refer
to the following website. https://aka.ms/moc-10995A-pg080


https://aka.ms/moc-10995A-pg080
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Lab Review Questions and Answers

Lab: Troubleshooting and Monitoring Microsoft Azure Stack and Guest
Operating Systems

Question and Answers

Lab Review

Question: What are the three tasks that you must complete to monitor Azure Stack with Operations
Manager?

Answer: To monitor Azure Stack with Operations Manager, you must perform the following tasks:
1. Import the Microsoft Azure Management Pack.
2. Configure the Microsoft Azure Management Pack.

3. Configure the Microsoft Azure Monitoring Management Pack Template.
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Module 9

Licensing Microsoft Azure Stack and Billing Tenants

Contents:

Lesson 1: How to License and Pay for Azure Stack
Lesson 2: Azure Consistent Usage API

Module Review and Takeaways
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Lab Review Questions and Answers
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Lesson 1
How to License and Pay for Azure Stack

Contents:

Question and Answers
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Question and Answers

Question: What re the two options available for licensing Azure Stack?
Answer

Cloud Solution Provider: If you obtain your Azure services through a Microsoft CSP, you can obtain an
Azure Stack license from your chosen CSP. A CSP can associate the tenant in CSP to the Azure Stack
deployment.

Enterprise Agreement: You can include Azure Stack in your EA with Microsoft and because Azure Stack is
an extension of Azure, customers can use their Azure Monetary Commit within their EA to pay for Azure
Stack consumption. Through an EA, customers can register their Azure Stack consumption to an EA-based
Azure subscription. Note that if your EA is related to Azure in US Government, Germany, or China, you
should speak to your Microsoft Account Manager because these will be handled differently.
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Lesson 2
Azure Consistent Usage API

Contents:

Question and Answers
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Question and Answers

Question: Which resource provider is used to obtain usage information for provider based usage?

Answer: Microsoft.Commerce Resource Provider.
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Module Review and Takeaways

Review Question(s)
Question: When troubleshooting an issue with a production installation of Azure Stack, how does
Microsoft obtain information about the Azure Stack environment?

Answer: Via the Emergency Console.

Tools
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Lab Review Questions and Answers
Lab: Obtaining Usage Information
Question and Answers

Lab Review
Question: How do you determine what resources have been consumed after extracting usage data from
Azure Stack?

Answer: You must correlate the MeterID with the relevant MetrelD for each resource consumed.
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