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1 EXECUTIVE SUMMARY 
The Automated Build Application Integration guidance enables a healthcare organisation to quickly 
understand the method used to silently install an application and to integrate it into the Automated 
Build Healthcare Desktop and Server Guide1 process. The Automated Build Application Integration 
guidance brings together the proven processes of the Microsoft Deployment Toolkit (MDT) 2010 
methodology with current best practice specific to the healthcare industry. MDT 2010 is available 
from the Microsoft Download Center2 and its methodology is described in the documents located in 
...Program Files\Microsoft Deployment Toolkit\Documentation, available once MDT 2010 is 
installed. This guidance includes: 

� Building an automated deployment system based on Healthcare MDT 2010 that provides a 
platform for desktop delivery within the healthcare organisation 

� Determining the popular application installation technologies and the methods used to 
automate them 

� Providing documentation, current best practice and other resources, as deemed 
appropriate to the healthcare organisation’s IT staff, to ensure a high quality automated 
build process 

                                                      

1 Automated Build Healthcare Desktop and Server Guide {R1}:  
http://www.microsoft.com/industry/healthcare/technology/hpo/desktop/desktop.aspx 

2 Microsoft Deployment Toolkit (MDT) 2010 {R2}:  
http://www.microsoft.com/downloads/details.aspx?DisplayLang=en&FamilyID=3bd8561f-77ac-4400-a0c1-fe871c461a89 

http://www.microsoft.com/industry/healthcare/technology/hpo/desktop/desktop.aspx
http://www.microsoft.com/downloads/details.aspx?FamilyID=3bd8561f-77ac-4400-a0c1-fe871c461a89&displaylang=en
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2 INTRODUCTION 
The Automated Build Healthcare Desktop and Server Guide {R1} provides guidance specific to the 
healthcare industry for planning, designing and implementing a reference Desktop build. The 
guidance given is based on industry current best practice and the documents included with 
Microsoft Deployment Toolkit (MDT) 2010 {R2}. The Automated Build Application Integration Guide 
details how to integrate applications into the Automated Build and how to install the applications in 
a silent and automated manner. 

2.1 Value Proposition 
The Automated Build Application Integration guidance contained in this document forms part of a 
larger set of Microsoft infrastructure related advice and guidance being created through the 
healthcare industry. While each piece of guidance provides recommendations relating to a 
particular function or technology, when combined together, the guidance may be used to create a 
consistent and managed Microsoft infrastructure environment. The incremental and collective value 
of the guidance is described in the Microsoft Infrastructure Guidance Overview3 document. 

The Automated Build Application Integration guidance provides advice and recommendations 
relating to the integration of application installations into the MDT build process of a Windows® XP, 
Windows Vista® or Windows® 7 machine. The guidance is designed to help: 

� Develop a streamlined desktop deployment with bundled applications 

� Provide rapid knowledge transfer to reduce the learning curve in application bundling and 
repackaging 

� Provide a consolidated body of advice on the most common application installation 
technologies 

The relationship between the different guidance documents is as follows: 

� Automated Build Healthcare Desktop and Server Guide {R1} – This guidance details 
how to create and maintain a standard desktop automated build based on MDT 

� Healthcare MDT 2010 Administrators Guide4 – This guidance will allow IT Administrators 
within a healthcare organisation to deploy a standard healthcare Desktop image created 
through the Automated Build Healthcare Desktop and Server Guide to large numbers of 
workstations within the organisation 

� Group Policy for Healthcare Desktop Management5 – This guidance will allow IT 
Administrators to manage and maintain the standard healthcare Desktop once it has been 
deployed 

                                                      
3 Microsoft Infrastructure Guidance Overview {R3}:  
http://www.microsoft.com/industry/healthcare/technology/hpo/businessvalue/overview.aspx 

4 Healthcare MDT 2010 Administrators Guide {R4}:  
http://www.microsoft.com/industry/healthcare/technology/hpo/desktop/mdt.aspx 

5 Group Policy for Healthcare Desktop Management {R5}:  
http://www.microsoft.com/industry/healthcare/technology/hpo/desktop/grouppolicy.aspx 

http://www.microsoft.com/industry/healthcare/technology/hpo/businessvalue/overview.aspx
http://www.microsoft.com/industry/healthcare/technology/hpo/desktop/mdt.aspx
http://www.microsoft.com/industry/healthcare/technology/hpo/desktop/grouppolicy.aspx


Prepared by Microsoft 

Page 3 

 
Automated Build – Application Integration Guide  
Prepared by Microsoft, Version 3.0.0.0  
Last modified on 25 February 2010 

 

2.2 Knowledge Prerequisites 
To implement the recommendations made throughout this document effectively, a number of 
knowledge-based and infrastructure prerequisites should be in place. This section outlines the 
knowledge and skills required to use the Automated Build Application Integration guidance, while 
section 2.3 details the necessary infrastructure prerequisites. 

Section 2.2.1 details the prerequisite skills and knowledge, and section 2.2.2 details the information 
and suggested training resources or skill assessment. 

2.2.1 Skills and Knowledge 

The following list details the prerequisite skills and knowledge: 

� Application Packaging and Deployment 

� Using the Application Compatibility Toolkit (ACT) 

� Deploying Microsoft Windows Installer (MSI) packages and controlling the deployment 
using Microsoft Transform Files (MST) or command line options 

� Creating Microsoft Installer packages for deployment via Group Policy or an enterprise 
software distribution tool 

� Windows Scripting Languages understanding – At least the ability to understand what a 
script does, and preferably the ability to write and troubleshoot new and existing scripts: 

� Visual Basic Scripting Language (.vbs files) 

� Windows Batch Files (.cmd files) 

� Windows Scripting Host (.wsh files) 

� Hyper Text Application languages (.hta files) 

2.2.2 Training and Assessment 

Guidelines on the basic skill sets that are required in order to make best use of this guidance are 
detailed in APPENDIX A. These represent the training courses and other resources available. All 
courses mentioned are optional and can be provided by a variety of certified training partners. 

APPENDIX B and APPENDIX D provide an introduction to some of the more basic administration 
and scripting tasks that can be accomplished using the command prompt. 

2.3 Infrastructure Prerequisites 
The following are prerequisites for working through this guidance: 

� 100 megabits per second (Mbps) network (separate from the main network) 

� A Windows Server® 2003 or Windows Server® 2008 machine with at least 20 GB of free 
disk space to host MDT 

� Local administrative access to install MDT 

� Local administrative access to create ‘build’ user accounts and network shares 

� Administrative rights to create and edit Group Policy Objects (GPOs), if using Active 
Directory® Domain Services (AD DS)  
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2.4 Audience 
The guidance contained in this document is targeted at a variety of roles within the healthcare IT 
organisations. Table 1 provides a reading guide for this document, illustrating the roles and the 
sections of the document that are likely to be of most interest. The structure of the sections referred 
to is described in section 3.1. 

Role Document Usage 

Ex
ec
ut
iv
e 

Su
m
m
ar
y 

In
tro

du
ct
io
n 

Pl
an
 

De
ve
lo
p 

St
ab
ili
se
 

O
pe
ra
te
 

IT Manager Review the relevant sections of the document to 
understand the justification and drivers, and to 
develop an understanding of the implementation 
requirements 

� � �    

IT Architect Review the relevant areas within the document 
against local architecture strategy and 
implementation plans 

� � � �   

IT Professional/ 
Administrator 

Detailed review and implementation of the 
guidance to meet local requirements 

� � � � � � 

Table 1: Document Audience 

2.5 Assumptions 
The guidance provided in this document assumes that healthcare organisations that want to share 
services and resources between sites already have suitable IP Addressing schemes in place to 
enable successful site-to-site communication; that is, unique IP Addressing schemes assigned to 
each participating healthcare organisation with no overlap. Active Directory Domain Services (AD 
DS) and the underlying Domain Name System (DNS) require the use of unique IP Addressing 
schemes at adjoining sites in order for cross-site communication to function successfully. The use 
of NAT (Network Address Translation) within an AD DS environment is neither recommended nor 
supported by Microsoft. 
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3 USING THIS DOCUMENT 
This document is intended for use by healthcare organisations and IT administrators who wish to 
integrate application installation into an automated desktop build. The document should be used to 
assist with the planning and implementation of application integration and as a reference guide for 
the most common tasks involved. 

3.1 Document Structure 
This document contains four sections that deal with the project lifecycle, as illustrated in Figure 1: 

� Plan 

� Develop 

� Stabilise 

� Operate 

Each section is based on the Microsoft IT Project Lifecycle as defined in the Microsoft Solutions 
Framework (MSF) Process Model and the Microsoft Operations Framework (MOF). The IT Project 
Lifecycle is described in more detail in the MSF Process Model White Paper6 and Microsoft 
Operations Framework 4.07. The MSF Process Model and MOF describe a high-level sequence of 
activities for building, deploying and managing IT solutions. Rather than prescribing a specific 
series of procedures, they are flexible enough to accommodate a broad range of IT projects. 

                                                      
6 MSF Process Model White Paper:  
http://www.microsoft.com/downloads/details.aspx?FamilyID=e481cb0b-ac05-42a6-bab8-fc886956790e&DisplayLang=en 

7 Microsoft Operations Framework 4.0:  
http://www.microsoft.com/technet/itsolutions/cits/mo/mof/mofeo.mspx 

http://www.microsoft.com/downloads/details.aspx?FamilyID=e481cb0b-ac05-42a6-bab8-fc886956790e&DisplayLang=en
http://www.microsoft.com/technet/itsolutions/cits/mo/mof/mofeo.mspx
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Figure 1 illustrates the structure of this document: 

 
Figure 1: MSF Process Model Phases and Document Structure 



 
Automated Build
Prepared by 
Last modified on 

 

4 PLAN 
The Plan phase is where the bulk of the implementation planning is completed. During this phase, 
the areas for further analysis are identified and a design process commences

Figure 2 acts as a high-level checklist, illustrating the sequence of events that the IT Manager and 
IT Architect need to determine when planning for application integration into an automated desktop 
build within a healthcare organisation.

Figure 2: Sequence for Planning Application Integration
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4.1 Service Definition 
A standard desktop build consists of a core operating system, configurations, drivers and core 
applications specifically created for the healthcare organisation. After the master build is created, 
an image of the build is captured, and then deployed to end-user desktop machines. 

An automated desktop build provides the means to create a master build image in a structured and 
repeatable way, without risk of introducing human error that can be present in manual builds. 
Application Integration is the method of installing a given application in an automated way, during 
the master build process. 

4.2 Design Considerations 
Application installations come in many different forms, the most common scenarios are: 

� Windows Installer (MSI) packages and transform (MST) files 

� MSI packages with proprietary transform file generators, for example, Microsoft® Office, 
Adobe® Acrobat®, and so on 

� Third-party Installer-based packages (such as InstallShield®, Wise Package Studio®) 

� MSI packages wrapped within InstallShield packages 

� Files and registry settings to be manually applied (often supplied in a ZIP format) 

Sections 4.3 to 4.9 detail the different installer technologies and the possible methods used to 
automate them. 
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4.3 Additional Resources 
When attempting the automation of an application installation, the first resource used should be the 
AppDeploySM Web site8. AppDeploy.com contains a vast list of applications and the methods that 
other users have successfully used to automate their installation. The Web site features an 
extensive knowledge base and comprehensive list of applications, an example of which is shown in 
Figure 3: 

 
Figure 3: AppDeploy.com Package Knowledge Base 

Recommendation 

Even if an application seems straightforward to automate, the AppDeploy.com Web site should still be 
checked to see if other users encountered unforeseen problems. 

4.4 Application Compatibility Testing 
Although most applications developed for earlier versions of Windows® will probably perform well 
on Windows XP, Windows Vista and Windows 7, new technologies within these operating systems 
may cause some applications to behave differently. The applications that should be tested to 
ensure compatibility include: 

� Core applications that are part of the standard desktop configurations, such as office 
productivity suites 

� Line-of-business (LOB) applications, such as clinical applications 

� Administrative tools, such as antivirus, compression, backup, and remote-control 
applications 

� Custom tools, such as logon scripts 

                                                      
8 AppDeploy Web site {R6}:  
http://www.appdeploy.com 

http://www.appdeploy.com/


Prepared by Microsoft 

Page 10 

 
Automated Build – Application Integration Guide  
Prepared by Microsoft, Version 3.0.0.0  
Last modified on 25 February 2010 

 

Low-level applications, such as antivirus applications, kernel-mode drivers, and filter drivers, are 
especially likely to pose problems. 

One of the documents included with MDT is the Application Compatibility Guide {R7}, which 
provides extensive detail on how applications should be tested and how potential compatibility 
problems can be overcome. 

4.5 Windows Installer 
In the past, every application provided its own setup executable file or script. Therefore, each 
application had to ensure that the proper installation rules were followed (such as file versioning 
rules). Applications often did the wrong things at setup time. For instance, many applications 
installed an older version of a given file over a newer version of the file. In addition, legacy installers 
rarely maintained shared Dynamic Link Library (DLL) reference counts. As a result, installation or 
removal of a given application often broke existing applications on a workstation. 

With the Windows Installer service, Microsoft has invested significant effort to ensure that all of the 
recommended setup rules are implemented by the operating system. To follow those rules and 
avoid the problems outlined above, applications need to describe themselves in the standard 
format. This format is known as the Windows Installer format. All applications that carry the 
‘Designed for Microsoft Windows’ logo must use a Windows Installer-based installation. 

For more information about the standard Windows Installer package file types (.msi and .mst files), 
see Overview of Windows Installer9. 

Installers that use MSI technologies can easily be identified by the file type (.msi) or the Windows 
Installer dialog box, shown in Figure 4, which is displayed at startup: 

 
Figure 4: Windows Installer Startup Dialog Box 

                                                      
9 Overview of Windows Installer {R8}: 
 http://msdn.microsoft.com/library/default.asp?url=/library/en-us/msi/setup/overview_of_windows_installer.asp 

http://msdn.microsoft.com/library/default.asp?url=/library/en-us/msi/setup/overview_of_windows_installer.asp
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4.5.1 Windows Installer (MSI) Files 

Windows Installer files can easily be identified by the .msi file name extension. MSI files are 
executed using the msiexec.exe command. A complete list of command-line options can be found 
in Command-Line Options10 on MSDN. The most commonly used options are shown in Table 2: 

Option Parameters Meaning 

/I Package|ProductCode Installs or configures a product 

/x Package|ProductCode Uninstalls a product 

/p PatchPackage[;patchPackage2…] Applies a patch. To apply a patch to an installed administrative image, the following 
options must be combined: 

/p <PatchPackage>[;patchPackage2…] /a <Package> 

/q n|b|r|f Sets user interface (UI) level: 

q , qn – No UI 

qb – Basic UI. Use qb! to hide the Cancel button 

qr – Reduced UI with no modal dialog box displayed at the end of the installation 

qf – Full UI and any authored FatalError, UserExit, or Exit modal dialog boxes at 
the end 

qn+ – No UI except for a modal dialog box displayed at the end 

qb+ – Basic UI with a modal dialog box displayed at the end. This is not displayed 
if the user cancels the installation. Use qb+! or qb!+ to hide the Cancel button 

qb- – Basic UI with no modal dialog boxes. Please note that /qb+- is not a 
supported UI level. Use qb-! or qb!- to hide the Cancel button 

Note  

The ! option is available with Windows Installer 2.0 and works only with basic 
UI. It is not valid with full UI. 

 

                                                      
10 Command-Line Options {R9}: 
 http://msdn.microsoft.com/library/default.asp?url=/library/en-us/msi/setup/command_line_options.asp  

http://msdn.microsoft.com/library/en-us/msi/setup/fatalerror_dialog.asp
http://msdn.microsoft.com/library/en-us/msi/setup/userexit_dialog.asp
http://msdn.microsoft.com/library/default.asp?url=/library/en-us/msi/setup/command_line_options.asp
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Option Parameters Meaning 

/L [i|w|e|a|r|u|c|m|o|p|v|x|+|!|*] Logfile Writes logging information into a log file at the specified existing path. The path to 
the log file location must already exist. The installer does not create the folder 
structure for the log file. Flags indicate which information to log. If no flags are 
specified, the default is iwearmo. 

i – Status messages 

w – Nonfatal warnings 

e – All error messages 

a – Start up of actions 

r – Action-specific records 

u – User requests 

c – Initial UI parameters 

m – Out-of-memory or fatal exit information 

o – Out-of-disk-space messages 

p – Terminal properties 

v – Verbose output 

x – Extra debugging information (the x option is available with Windows Installer 
version 3.0.3790.2180 and later) 

+ – Append to existing file 

! – Flush each line to the log 

* – Wildcard, log all information except for the v and x options. To include the v and 
x options, specify /l*vx 

Table 2: Msiexec.exe Command-Line Switches 

Tip 

Msiexec.exe also returns error codes when appropriate. Details of the codes can be found in Error 
Codes11. 

For a basic silent installation (using installation defaults) that only displays a simple progress bar, 
use the command: 

msiexec /i installpackage.msi /qb- 

MSI files have properties that are used to change the way the installation occurs. Examples include 
properties that contain the installation folder, or properties that can be used to silently accept an 
End User Licence Agreement (EULA). Properties can be set in the command using: 

                                                      
11 Error Codes {R10}:  
http://msdn.microsoft.com/en-us/library/aa368542(VS.85).aspx 

http://msdn.microsoft.com/en-us/library/aa368542%28VS.85%29.aspx
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msiexec /i installpackage.msi /qb- PROPERTY=VALUE 

Properties are generally unique to a particular installation package and must be determined by 
opening the MSI file in an MSI editor such as: 

� Orca (from the Windows Software Development Kit12 (SDK)) 

� Wise Package Studio available from the Symantec™ Web site13 

� Acresso® (formerly Macrovision®) InstallShield14 and AdminStudio15 

However, most MSI packages implement the REBOOT property, and setting this value to 
ReallySuppress will prevent the package from restarting after installation: 

msiexec /i installpackage.msi /qb- REBOOT=ReallySuppress 

Properties can also be modified using a transform file, which is discussed in section 4.5.2. 

4.5.2 Transform (MST) Files 

A transform file has the .mst file name extension and is used to modify the way that an MSI file 
installs. The transform file is the Windows Installer version of a setup response file. 

As shown in section 4.5.1, MSI files can be silently installed using the /qb command-line options; 
however, this will install the application with default settings. If non-default settings are required, 
such as changing the installation folder or the components that are installed, then a transform file 
will be required. 

Creating a transform file requires Orca and extensive technical knowledge of MSI files, which is out 
of scope of this document. However, third-party tools such as Wise Package Studio and Acresso 
InstallShield allow the user to run a simulated installation and can generate a transform file based 
on the choices made. A complete walkthrough of creating transform files using Wise Package 
Studio and Acresso InstallShield is provided in APPENDIX C. 

Some applications, notably Microsoft Office, have additional applications available that can be used 
to create transform files without any MSI knowledge at all. In the 2007 Microsoft® Office system, the 
deployment tools are included with the product. For more information on installing and maintaining 
the 2007 Microsoft Office system, see the Microsoft Office System Migration Guide16. 

Once a transform file is available, it can be specified using the command: 
msiexec /i installpackage.msi TRANSFORMS=transformfile.mst /qb- 

                                                      
12 Windows SDK for Windows Server 2008 and .NET Framework 3.5 {R11}:  
http://www.microsoft.com/downloads/details.aspx?FamilyId=E6E1C3DF-A74F-4207-8586-711EBE331CDC&displaylang=en 

13 Wise Package Studio {R12}:  
http://www.wise.com/Wise/Products/Packaging/WhatsNew.aspx 

14 Acresso InstallShield: {R13}:  
http://www.acresso.com/products/installation/installshield.htm 

15 Acresso AdminStudio {R14}: 
 http://www.acresso.com/products/licensing/adminstudio.htm 

16 2007 Microsoft Office System Migration Guide {R15}:  
http://www.microsoft.com/industry/healthcare/technology/hpo/office/officesystemmigration.aspx  

http://www.microsoft.com/downloads/details.aspx?FamilyId=E6E1C3DF-A74F-4207-8586-711EBE331CDC&displaylang=en
http://www.wise.com/Wise/Products/Packaging/WhatsNew.aspx
http://www.acresso.com/products/installation/installshield.htm
http://www.acresso.com/products/licensing/adminstudio.htm
http://www.microsoft.com/industry/healthcare/technology/hpo/office/officesystemmigration.aspx
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4.6 InstallShield 
Other than Windows Installer, InstallShield is the most popular packaging tool used for application 
packages. There are many different versions of InstallShield that use slightly different technologies 
and setup dialog boxes. Fortunately, the command-line options for the various versions are 
consistent. InstallShield installations can be easily identified by the branding on the setup file icon, 
the version information or the initial setup dialog boxes, as shown in Figure 5 and Figure 6 
respectively: 

 
Figure 5: Common InstallShield Icon 

  
Figure 6: Common InstallShield Setup Dialog Boxes 

The different versions of InstallShield can be split into these categories: 

� InstallScript – InstallShield’s legacy scripting language 

� InstallScript MSI – A combination of InstallScript and MSI 

� Basic MSI – A native Windows Installer package 

� PackageForTheWeb – A self-extracting version of the three types above 

The type of installation is largely down to vendor preference and the time at which the installation 
package was created (older installations are likely to use InstallScript, while new installations are 
likely to use MSI or Basic MSI). 

Unfortunately, the file properties of the Setup.exe file do not identify the version used. It is often 
necessary to try to guess the version from the style of the dialog boxes used, and through trial-and-
error use of command-line options. 
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The two primary types of InstallShield are InstallScript-based and MSI-based. For MSI-based 
installations, the message ‘Checking Operating System Version’ will be displayed followed briefly 
by ‘Configuring Windows Installer’, as shown in Figure 7: 

 
Figure 7: Windows Installer Startup Dialog Box 

If the dialog displays a message asking to extract the setup files at the start of the installation, this 
is an indication that PackageForTheWeb was used to create the installation package. If the 
‘Configuring Windows Installer’ message is displayed, the installation uses InstallScript MSI or 
Basic MSI. Otherwise, the standard InstallScript is used. However, the PackageForTheWeb setup 
can wrap another type of installation as a type of self-extracting distribution (see section 4.6.5 for 
more details). 

4.6.1 InstallShield General Command-Line Parameters 

A complete list of InstallShield command-line parameters can be found in Acresso HelpNet17. The 
actual parameters that can be used with each InstallShield technology differ; therefore, the relevant 
command-line options are included in the technology-specific sections 4.6.2 to 4.6.5. 

4.6.2 InstallScript 

Automation of InstallScript-based applications is performed using a response file called Setup.iss. 
The Setup.iss file contains the choices to be made on all dialog boxes in the installation. An 
example Setup.iss file is shown below: 

[{ED1C80D0-8E2E-4DA7-A6F3-4DBC5502C274}-DlgOrder] 

Dlg0={ED1C80D0-8E2E-4DA7-A6F3-4DBC5502C274}-SdWelcome-0 

Count=4 

Dlg1={ED1C80D0-8E2E-4DA7-A6F3-4DBC5502C274}-SdAskDestPath-0 

Dlg2={ED1C80D0-8E2E-4DA7-A6F3-4DBC5502C274}-SdFinish-0 

Dlg3={ED1C80D0-8E2E-4DA7-A6F3-4DBC5502C274}-RebootDialog-0 

[{ED1C80D0-8E2E-4DA7-A6F3-4DBC5502C274}-SdWelcome-0] 

Result=1 

[{ED1C80D0-8E2E-4DA7-A6F3-4DBC5502C274}-SdAskDestPath-0] 

szDir=C:\Program Files\Gemplus\GemSafe Libraries User\ 

Result=1 

[{ED1C80D0-8E2E-4DA7-A6F3-4DBC5502C274}-SdFinish-0] 

Result=1 

                                                      
17 Acresso HelpNet {R16}: 
 http://helpnet.acresso.com/ 

http://helpnet.acresso.com/
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bOpt1=0 

bOpt2=0 

[{ED1C80D0-8E2E-4DA7-A6F3-4DBC5502C274}-RebootDialog-0] 

Result=0 

Choice=0 

4.6.2.1 Generating the Setup.iss Response File 

To generate a response file, execute the installation with the /r command-line option: 

setup.exe /r 

Proceed through the installation as normal. When finished, the Setup.iss file will be written to the 
C:\WINDOWS folder and must then be copied to the same folder as the Setup.exe file. 

4.6.2.2 Using the Setup.iss Response File 

To perform a silent installation using a Setup.iss file, do one of the following: 

� Ensure that the Setup.iss file is in the same folder as the Setup.exe file and use the 
following command: 
setup.exe /s 

� Use /f1 to specify the Setup.iss location, and use the following command: 

setup.exe /s /f1”c:\mysetup.iss” 

The installation will proceed completely silently, that is, no dialog boxes will be shown. In older 
versions of InstallShield, the Setup.exe file will immediately return control to the application or script 
that called it, while the installation is still being performed. This causes problems in scripts and 
batch files. To force Setup.exe to wait for the installation to complete before returning control, try 
one of these commands: 
setup.exe /s /sms 

setup.exe /s /w 

4.6.2.3 Log Files 

By default, InstallShield installations write a log file called Setup.log into the folder from which the 
installation was launched. Often, for automated build deployment, the installation source folder will 
be read-only, which may cause the installation to fail. To change the location of the log file, use the 
/f2 command-line switch: 

setup.exe /s /f2”c:\setup.log” 

setup.exe /s /f1”c:\mysetup.iss” /f2”c:\setup.log” 

4.6.3 InstallScript MSI 

InstallScript MSI files use underlying Windows Installer technology, but accept the standard 
InstallScript command-line options and Setup.iss files, as specified in the previous sections. 

To determine if an installation uses InstallScript MSI, try to record a Setup.iss file: 
Setup.exe /r 

If no Setup.iss file is written to C:\WINDOWS, the installation is Basic MSI and not InstallScript MSI. 

4.6.4 Basic MSI 

Basic MSI installations use underlying Windows Installer technology, but do not use Setup.iss 
response files and have a different set of command-line arguments to InstallScript installations. 

There are two ways of automating Basic MSI packages, detailed in sections 4.6.4.1 and 4.6.4.2. 
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4.6.4.1 Pass-Through Parameters 

The first method of automation is to simply use the /s option for silent installation and the /v option 
to pass through standard Windows Installer (Msiexec.exe) command-line parameters: 
setup.exe /s /v”/qb-“ 

setup.exe /s /v”/qb- PROPERTY=VALUE” 

setup.exe /s /v”TRANSFORMS=MyTransform.mst /qb- PROPERTY=VALUE” 

See section 4.5 for more details of the command-line options that Msiexec.exe accepts. 

4.6.4.2 Extract the MSI File 

The second method of automation is to try and extract the MSI file from Setup.exe. This is 
necessary if you wish to gain direct access to, or modify, the MSI file. 

There is no simple way of extracting the MSI file from Setup.exe. When Setup.exe runs, it extracts 
its contents to a temporary folder (usually C:\Documents and Settings\<username>\Local 
Settings\Temp for Windows XP, and C:\Users\<username>\AppData\Local\Temp for Windows 
Vista and Windows 7) with a name such as _is16C (or possibly a long GUID-like name). It is often 
necessary to browse the temporary folder and manually search for the extracted files. Once the 
MSI file and supporting files have been obtained, it can be treated like any other Windows Installer 
file and automated in the same way. 

4.6.5 PackageForTheWeb 

PackageForTheWeb simply wraps an InstallShield-based installation into a single executable for 
easy distribution. When run, the .exe file will ask to extract the installation files as shown in Figure 
8: 

  
Figure 8: Common PackageForTheWeb Dialog Boxes 

Note 

Sometimes the file extraction will be automatic and no prompt will be displayed, but the extraction process 
will still be visible. 



Prepared by Microsoft 

Page 18 

 
Automated Build – Application Integration Guide  
Prepared by Microsoft, Version 3.0.0.0  
Last modified on 25 February 2010 

 

Once the file extraction has completed, the setup will start. The underlying setup method can be 
any of the InstallShield types already discussed. 

To automate PackageForTheWeb installations, use the /s and /a command line switches, as shown 
in Table 3, followed by the switches needed for the underlying setup. 

Switch Operation 

/s Silently extract files to the Temp folder before running the underlying setup.  

Note 

Only the file extraction is silent. 
 

/a After file extraction, run the underlying setup and pass through more switches to the underlying setup. 

Table 3: PackageForTheWeb Switches 

For example, if a PackageForTheWeb setup uses an underlying Basic MSI setup, the Basic MSI 
setup typically would use the following command: 
basicmsi.exe /s /v"/qb-" 

The command to automate the PackageForTheWeb extraction followed by the Basic MSI 
installation would then be: 

setup.exe /s /a /s /v"qb-" 

Note 

The use of two sets of /s in the above example is correct. The first tells PackageForTheWeb to run 
silently, the second tells the underlying Setup.exe to run silently. 

4.7 Microsoft Updates 

4.7.1 Updates for the Windows XP Operating System 

Microsoft Updates use an underlying engine called Update.exe. From April 2004, all updates for 
Windows XP use the same set of command-line switches as shown in Table 4: 

Option Meaning 

/help; /h; /? Displays a dialog box that shows the correct usage of the Setup command, including a list of all its 
command-line switches and their behaviours. This help information can be displayed in the command-line 
interface (CLI) or the graphical user interface (GUI). If any of the command-line switches are used 
incorrectly, this help switch is invoked and the correct usage is displayed. The dialog box also provides 
references to further online information 

/quiet Runs the setup program or the removal program in ‘quiet’ mode. The program does not prompt the user with 
any messages. The program enters all messages in a log file. By default, the program restarts the computer 
with no prompt or warning, if the process requires a restart for the changes to take effect. To change the 
default restart behaviour, use a different restart mode 

/passive Runs the setup program or the removal program in ‘passive’ mode. The program does not prompt the user 
with any error messages. The user sees a progress bar that indicates that the installation or the removal is 
occurring. The user cannot cancel the installation or the removal. By default, the program invokes the 
/warnrestart switch. If the program is installing multiple updates, the progress bar indicates the progress of 
the installation or the removal of each update 

/norestart Does not restart the computer after the installation or the removal, even if the process requires a restart for 
the changes to take effect 

/warnrestart[:x] Invokes a dialog box that warns the user that a restart will occur in <x> seconds (in 30 seconds if no value is 
specified). For example, to warn that a restart will occur in 60 seconds, type /warnrestart:60. The dialog box 
contains a Cancel button and a Restart Now button. If the user clicks Cancel, the computer is not restarted 

/promptrestart Prompts the user that the computer must be restarted for the changes to take effect. The user can select 
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Option Meaning 

whether or not to restart the computer 

/uninstall Removes the package 

/log Enables the path for the local log file to be defined. This switch invokes the default logging behaviour 

/extract Extracts the installation files to a specified folder 

Table 4: Update.exe Command-Line Switches 

This example command automatically installs the KB889999.exe update: 
KB889999.exe /quiet /norestart 

If multiple updates are required (as is usual in an automated build), all the updates should be 
installed one after another with no restarts in-between. Once the last update is installed, the 
workstation should be restarted so that the updates can be completely applied. 

In versions of Update.exe prior to April 2004, when chaining multiple updates together, it was 
necessary to use the Qchain.exe program to ensure installation integrity. Updates created after 
April 2004, have this functionality built in and do not require the use of Qchain.exe. 

More details on the Update.exe program can be found in the Knowledge Base article 
Command-line switches for Microsoft software update packages18. 

4.7.2 Updates for Later Windows Operating Systems 

The Windows Vista, Windows Server 2008 and Windows 7 operating systems use the Windows 
Update Stand-alone Installer (WUSA.exe). The WUSA.exe installs update packages that have an 
.msu file name extension. 

The command-line options available for use with the WUSA.exe are shown in Table 5: 

Option Meaning 

/help; /h; /? Displays a dialog box that shows the correct usage of the Setup command, including a list of all its 
command-line switches and their behaviours. This help information can be displayed in the command-line 
interface (CLI) or the graphical user interface (GUI). If any of the command-line switches are used 
incorrectly, this help switch is invoked and the correct usage is displayed. The dialog box also provides 
references to further online information 

/quiet Runs the setup program or the removal program in ‘quiet’ mode. The program does not prompt the user with 
any messages. The program enters all messages in a log file. By default, the program restarts the computer 
with no prompt or warning, if the process requires a restart for the changes to take effect. To change the 
default restart behaviour, use a different restart mode 

/norestart Does not restart the computer after the installation or the removal, even if the process requires a restart for 
the changes to take effect 

Table 5: WUSA.exe Command-Line Switches 

This example command installs the Windows6.0-KB899999-x86.msu update in an automated way: 
Wusa.exe C:\Windows6.0-KB899999-x86.msu /quiet /norestart 

More details on the WUSA.exe program can be found in the Knowledge Base article Description of 
the Windows Update Stand-alone Installer (Wusa.exe) and of .msu files in Windows Vista and in 
Windows Server 200819. 

                                                      
18 Command-line switches for Microsoft software update packages {R17}:  
http://support.microsoft.com/kb/824687/ 

19 Description of the Windows Update Stand-alone Installer (Wusa.exe) and of .msu files in Windows Vista and in Windows 
Server 2008 {R18}:  
http://support.microsoft.com/kb/934307/ 

http://support.microsoft.com/kb/824687/
http://support.microsoft.com/kb/934307/
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4.8 Repackaging 
If an application’s installation package does not have any options that allow it to be installed in an 
automated way, it can be repackaged into the Windows Installer format. After an application has 
been repackaged, it can be installed with Windows Installer. 

Repackaging consists of the following steps: 

1. Take a snapshot of the machine’s state 

2. Install the application 

3. Take a second snapshot of the machine’s state and create a package of the differences 

4. Clean the package 

The resulting Windows Installer package is effectively a collection of the files and registry settings 
needed to install the application. However, the package is highly dependent on the initial state of 
the reference machine on which it was packaged. For example, an application could rely on the 
Microsoft® .NET Framework as a prerequisite. If the application was repackaged on a machine that 
already had the .NET Framework installed, the resulting package would install correctly on a 
machine that also has the .NET Framework installed. However, if the package was deployed to a 
machine that did not have .NET Framework, the package would still install but it would be in a 
‘broken’ state. 

In a rollout situation, the use of repackaged applications means that the target machines must be of 
similar or identical configuration to the machine that was used to perform the repackaging, 
otherwise the installations will fail. Repackaging also requires a thorough knowledge of the 
application's installation. The cost of repackaging in labour, time, and reliability is often 
underestimated. 

Recommendation 

Due to the complexities and cost of creating a reliable installation, it is recommended that repackaging is 
only used in the following cases, where: 

� A policy is in place that all software installed should be in Windows Installer format 

� There is no native method of automating the installation of an application 

4.9 Input Simulation 
If an application has no native method for automation, and MSI repackaging is not possible or 
desirable, then input simulation (also known as ‘screen scraping’ or ‘keyboard stuffing’) may be 
appropriate. Automation software of this nature works by executing the application installer and 
then simulating a set of keystrokes designed to complete the installation. For example, an installer 
may simply require someone to click Next > Next > Next > Finish in order to complete the 
installation. 
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In this situation, software such as AutoIt20, a free scripting language that can be used on its own (as 
a script or compiled .exe file) or integrated into VBScript as a COM component, can be used to 
provide input simulation. AutoIt provides the ability to wait for certain events to occur before 
sending keystrokes. For example, AutoIt can wait for a certain dialog box to become active before 
sending any keys. 

A native AutoIt script is shown below: 
WinWaitActive("Welcome Screen") 

Send("!n") 

WinWaitActive("Second Screen") 

Send("!n") 

WinWaitActive("Third Screen") 

Send("!n") 

WinWaitActive("Final Screen") 

Send("!f") 

Using AutoItX (the COM component of AutoIt), it is possible to use AutoIt functionality directly from 
within VBScript. This is useful when staff do not have the time, or inclination, to learn a new 
scripting language in addition to VBScript. A sample VBScript using AutoItX is shown below: 
Set oAutoIt = WScript.CreateObject("AutoItX3.Control") 

oAutoIt.Send "!n"  

oAutoIt.WinWaitActive "Second Screen" 

oAutoIt.Send "!n"  

oAutoIt.WinWaitActive "Third Screen" 

oAutoIt.Send "!n"  

oAutoIt.WinWaitActive "Final Screen"  

oAutoIt.Send "!f"  

To help determine the length of time to wait for various dialog boxes and screens, AutoIt comes 
with a tool called AutoIt v3 Window Info (AU3Info.exe) that provides information about the currently 
active window.  

                                                      
20 AutoIt {R19}:  
http://www.autoitscript.com/autoit3/ 

http://www.autoitscript.com/autoit3/
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An example of AutoIt v3 Window Info is shown in Figure 9: 

 
Figure 9: AutoIt v3 Window Info Tool 

Using the AU3Info tool, it is easy to determine the text and titles needed to automate most dialog 
boxes. This information allows the user to automate keystrokes, in a reliable and predictable way. 

An advanced feature of AutoIt is the ability to interact directly with controls (such as buttons) rather 
than using simulated keystrokes. From the example in Figure 9, it can be seen that the Next button 
has various attributes, such as an ID, as shown in Figure 10: 

 
Figure 10: Control Attributes 

The ControlClick function and ID can be used to click the Next button with a script, such as: 

ControlClick("Microsoft VMRCplus Setup", "", 386) 
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When using AutoIt in this way, it does not matter if the application loses focus or lags during the 
script; the click will still be performed correctly. 

Recommendation 

Although products such as AutoIt can be very reliable, it is recommended that native installation features 
(such as command-line switches) are used to automate installation whenever possible, and that input 
simulation is used as a last resort. 

Information 

Any applications that are sequenced as part of the use of Microsoft Application Virtualisation (App-V) 4.5 
can also be deployed within the automated build. More information on the use of App-V 4.5 is provided in 
the Microsoft Application Virtualization documentation {R20}. 
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5 DEVELOP 
During the Develop phase, the solution components are built based on the planning and designs 
completed during the earlier phases. Further refinement of these components will continue into the 
stabilisation phase. 

Figure 11 acts as a high-level checklist, illustrating the tasks that the IT Professional needs to 
perform for application integration in an automated desktop build within a healthcare organisation: 

 
Figure 11: Sequence for Building Application Integration 

5.1 Healthcare Desktop Applications 
The reference Desktop build contains a number of predefined application installations. These 
applications have been categorised as follows: 

� Recommended Base Applications 

� Core Applications 

� Local Applications 

� Microsoft Windows (Operating System) 

The details of the custom actions used to perform the installations are provided in the following 
sections. 

5.1.1 Recommended Base Applications 

The recommended base applications are those that might be required for other applications to run. 
For example, the .NET Framework is required by applications developed in Visual Studio® .NET. 

The recommended base applications installed as part of the reference desktop build are detailed in 
Table 6: 

Action Name Command Line 

INSTALL - Windows XP Hotfixes (Post-
SP3) 

cscript install.wsf "passive_norestart" 

INSTALL - Microsoft ActiveSync 4.5 msiexec /i setup.msi /qb- REBOOT=ReallySuppress 

INSTALL - Microsoft Volume Shadow Copy 
Client 

msiexec /i ShadowCopyClient.msi /qb- REBOOT=ReallySuppress 

INSTALL - Adobe Acrobat Reader 9 setup.exe 

INSTALL - Adobe Flash Player 10 ActiveX cscript INSTALL-AdobeFlashPlayerActiveX.wsf 

INSTALL - Adobe Flash Player 10 Plugin cscript INSTALL-AdobeFlashPlayerPlugin.wsf 
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Action Name Command Line 

INSTALL - Adobe Shockwave Player 11 cscript INSTALL-AdobeShockwavePlayer.wsf 

INSTALL - Microsoft Office Communicator 
2007 R2 

cscript INSTALL-OCS2007R2.wsf 

INSTALL - Microsoft Office Communicator 
2007 R2 MUI 

cscript INSTALL-OCS2007R2MUI.wsf 

INSTALL - Microsoft Live Meeting 2007 cscript INSTALL-LM2007.wsf 

INSTALL - Microsoft Live Meeting Addin 
Pack 2007 

cscript INSTALL-LM2007Addin.wsf 

INSTALL - Microsoft Office 2007 (Save as 
PDF and XPS) 

cscript INSTALL-SavePDFXPS.wsf 

INSTALL - Microsoft Windows Installer 3.1 WindowsInstaller-KB893803-v2-x86.exe /quiet /norestart 

INSTALL - Microsoft Windows Search 4.0 cscript INSTALL-WindowsSearch.wsf 

INSTALL - .NET Framework 1.1 cscript INSTALL-NetFramework11.wsf 

INSTALL - .NET Framework 1.1 SP1 cscript INSTALL-NetFramework11SP1.wsf 

INSTALL - .NET Framework 3.5 SP1 cscript INSTALL-NetFramework35.wsf 

INSTALL - Microsoft CAPICOM 2.1.0.2 msiexec /i capicom2.msi /qb REBOOT=ReallySuppress /l*v "%TEMP%\INSTALL-
CAPICOM2102.LOG" 

INSTALL - Microsoft MSXML 6.0 SP1 x86 cscript INSTALL-MSXML60SP1.wsf 

INSTALL - Microsoft Virtual Machine 
Additions 

msiexec /i VirtualMachineAdditions.msi /qb- REBOOT=ReallySuppress 

INSTALL - Microsoft VS2005 Tools for 
Office 

msiexec /i vsto.msi /qb- REBOOT=ReallySuppress 

INSTALL - Microsoft VS2005 Tools for 
Office SE Runtime 

cscript INSTALL-VS2005ToolsSERuntime.wsf 

INSTALL - Sun Java Runtime v6 x86 cscript INSTALL-SunJava6.wsf 

Table 6: Reference Desktop Build Recommended Base Applications 
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5.1.2 Core Applications 

Core applications are applications that are required for a large number of installations across a 
healthcare organisation. The core applications are generally commercial and site-licensed. 

The core applications installed as part of the reference desktop build are detailed in Table 7: 

Name Command Line 

INSTALL - Microsoft Office 2003 Primary 
Interop Assemblies 

cscript INSTALL-Office2003PIA.wsf 

INSTALL - Microsoft Office 2007 Primary 
Interop Assemblies 

cscript INSTALL-Office2007PIA.wsf 

INSTALL - Microsoft SMS 2003 Client "%DEPLOYROOT%\Applications\INSTALL - Microsoft SMS 2003 
Client\Source\install.cmd" 

INSTALL - Microsoft SCCM 2007 Client "%DEPLOYROOT%\Applications\INSTALL - Microsoft SCCM 2007 Client\install.cmd" 

INSTALL - Microsoft App-V 4.5 CU1 Client setup.exe /s /v"/qb-" 

INSTALL - Microsoft Visio Viewer msiexec /i vviewer.msi /qn ACCEPTEULA=1 

Table 7: Reference Desktop Build Core Applications 

Note 

No command line is provided for the 2007 Microsoft Office system as this application is handled differently 
to others in MDT. For more information on setting installation options for the 2007 Microsoft Office system, 
see the Healthcare MDT 2010 Administrators Guide {R4}. 

5.2 Adding Applications to Healthcare MDT 2010 
To add an application to Healthcare MDT 2010: 

� The application source files or media must be available 

� A set of command-line switches must be determined so the application can install without 
user interaction. The various methods that can be used to accomplish this are discussed in 
the section 4 

For more information on adding an application to MDT (using the Deployment Workbench) and 
application installation order, see the Healthcare MDT 2010 Administrators Guide {R4}. 
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6 STABILISE 
The Stabilise phase involves testing the solution components whose features are complete, and 
resolving and prioritising any issues that are found. Testing during this phase emphasises usage 
and operation of the solution componen

During this phase, testing and acceptance of the integrated applications in the automated desktop 
build and the associated network components will take place. The aim is to minimise the impact on 
normal business operations by testing the design assumptions and verifying the deployment 
process in a pilot program. It is important that this phase of testing and verifying should begin 
during the Develop phase and continue through the Deployment and Operations phases.

Figure 12 acts as a high-level checklist, illustrating the areas of application integration that an IT 
Professional is responsible for stabilising:

 
Figure 12: Sequence for Stabilising Application Integration

6.1 Test Automated Installation
Before adding an application to the MDT installation process, the installer and the command
switches or scripts to perform the installati
added to the MDT automated build process, it is critical that the installation is tested again. Many 
applications are installed at the same time during a build, and even the simplest addition can fail 
due to locked files and installation conflicts.

Within the MDT automated build process, checking that application installations have run 
successfully can be performed in the following ways:

� Verify that no error dialog boxes were displayed or that no user i
during the installation process

� Perform a manual inspection of the 
execution of all applications after the build process has completed

� Check the MDT logs created during build and

Log File Definition

Bdd.log The aggregated MDT 20
scripts. The Bdd.log file can be copied to a network location at the end of the deployment if the 
SLShare value

The Bdd.log format
is included with 
TRACE32 is copied to <Distribution>
whenever possible to read the logs, as it makes finding errors easier.

<Scriptname>.log A log file created by each MDT 

Wizard.log Updated by MDT 20

DeployUpdates_platform.log Created when deployment points are updated. Also used when updating
useful when troubleshooting Windows
folder. 
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The Stabilise phase involves testing the solution components whose features are complete, and 
resolving and prioritising any issues that are found. Testing during this phase emphasises usage 
and operation of the solution components under realistic environmental conditions.

During this phase, testing and acceptance of the integrated applications in the automated desktop 
build and the associated network components will take place. The aim is to minimise the impact on 

operations by testing the design assumptions and verifying the deployment 
process in a pilot program. It is important that this phase of testing and verifying should begin 
during the Develop phase and continue through the Deployment and Operations phases.

level checklist, illustrating the areas of application integration that an IT 
Professional is responsible for stabilising: 

: Sequence for Stabilising Application Integration 

Test Automated Installation 
Before adding an application to the MDT installation process, the installer and the command
switches or scripts to perform the installation must have been thoroughly tested in isolation. Once 
added to the MDT automated build process, it is critical that the installation is tested again. Many 
applications are installed at the same time during a build, and even the simplest addition can fail 
due to locked files and installation conflicts. 

Within the MDT automated build process, checking that application installations have run 
successfully can be performed in the following ways: 

Verify that no error dialog boxes were displayed or that no user intervention was required 
during the installation process 

Perform a manual inspection of the Start menu and Program Files directories, and a test 
execution of all applications after the build process has completed 

Check the MDT logs created during build and deployment, as shown in 

Definition 

The aggregated MDT 2010 log file consists of entries from all MDT 2010 and 
scripts. The Bdd.log file can be copied to a network location at the end of the deployment if the 
SLShare value is specified in CustomSettings.ini.  

The Bdd.log format is designed to be read by TRACE32, which is part of the SMS 2003 Toolkit 2 and 
ded with Healthcare MDT 2010. During the Healthcare MDT 2010 installation process, 

TRACE32 is copied to <Distribution>\Scripts\MDT\Tools. It is recommended that this tool is used 
whenever possible to read the logs, as it makes finding errors easier. 

A log file created by each MDT 2010 script. 

Updated by MDT 2010 wizards. 

Created when deployment points are updated. Also used when updating Windows PE.
useful when troubleshooting Windows PE driver integration issues. This log is located in the %temp% 
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The Stabilise phase involves testing the solution components whose features are complete, and 
resolving and prioritising any issues that are found. Testing during this phase emphasises usage 

ts under realistic environmental conditions. 

During this phase, testing and acceptance of the integrated applications in the automated desktop 
build and the associated network components will take place. The aim is to minimise the impact on 

operations by testing the design assumptions and verifying the deployment 
process in a pilot program. It is important that this phase of testing and verifying should begin 
during the Develop phase and continue through the Deployment and Operations phases. 

level checklist, illustrating the areas of application integration that an IT 

Before adding an application to the MDT installation process, the installer and the command-line 
on must have been thoroughly tested in isolation. Once 

added to the MDT automated build process, it is critical that the installation is tested again. Many 
applications are installed at the same time during a build, and even the simplest addition can fail 

Within the MDT automated build process, checking that application installations have run 

ntervention was required 

directories, and a test 

deployment, as shown in Table 8: 

and Healthcare MDT 2010 
scripts. The Bdd.log file can be copied to a network location at the end of the deployment if the 

is designed to be read by TRACE32, which is part of the SMS 2003 Toolkit 2 and 
MDT 2010 installation process, 

. It is recommended that this tool is used 

Windows PE. This log is 
This log is located in the %temp% 
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Log File Definition 

SMSTS.log Logs all of the transactions for the Task Sequence. This will be located in %temp% 
C:\Windows\System32\ccm\logs, or C:\SMSTSLog, depending on the situation. 

Table 8: MDT 2010 Logs 

If an application installs successfully on its own but fails when integrated into the build, there may 
be a conflict with another application. Often, multiple applications can try to install or rename the 
same file. The installation or renaming of this file takes place when a computer is restarted after the 
installation procedure. The list of pending operations for file installations and renames can be found 
in the registry key: 

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Session 
Manager\PendingFileRenameOperations 

To fix such a problem, it may be possible to change the installation order or to force a restart after 
installation. See the Healthcare MDT 2010 Administrators Guide {R4} for more details on setting 
application installation order. 
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7 OPERATE 
During the Operate phase, solution components are proactively managed to ensure they provide 
the required levels of solution functionality, reliability, availability, supportability and manageability.

Figure 13 acts as a high-level checklist, illustrating the critical components for which an IT 
Professional is responsible when managing and maintaining applications that have been integrated 
into an automated desktop build:

 
Figure 13: Sequence for Operating Application Integration

7.1 Application Management
Once a standard build has been created, tested and deployed, it must be managed. Desktop builds 
rapidly become outdated or need to be updated for new hardware variants. 

Ongoing maintenance should consist of:

� Ensuring applications in the automated build ar
Free software, such as Adobe

� Catering for new build requirements, such as additional applications or configuration 
changes 

� Adding security updates. Microsoft releases security
should be added to the build as a priority. Updates for other software, such as Microsoft 
Office, may also be released

The frequency at which the tasks above should be performed is influenced by how often the build is 
deployed. If the build is deployed 
However, if the build is only used in a large rollout, it may not be necessary to update the build 
again until another large-scale deployment is performed.

After modifying the components of the automated build, the process should be thoroughly retested. 
A single corrupt component, or scripting mistake, can result in an unusable build.
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During the Operate phase, solution components are proactively managed to ensure they provide 
functionality, reliability, availability, supportability and manageability.

level checklist, illustrating the critical components for which an IT 
Professional is responsible when managing and maintaining applications that have been integrated 

utomated desktop build: 

: Sequence for Operating Application Integration 

Application Management 
Once a standard build has been created, tested and deployed, it must be managed. Desktop builds 
rapidly become outdated or need to be updated for new hardware variants.  

Ongoing maintenance should consist of: 

Ensuring applications in the automated build are updated with the latest available versions. 
Free software, such as Adobe® Reader®, is updated often 

Catering for new build requirements, such as additional applications or configuration 

Adding security updates. Microsoft releases security-related updates monthly and these 
should be added to the build as a priority. Updates for other software, such as Microsoft 
Office, may also be released 

The frequency at which the tasks above should be performed is influenced by how often the build is 
f the build is deployed frequently, the build should be updated on a regular schedule. 

However, if the build is only used in a large rollout, it may not be necessary to update the build 
scale deployment is performed. 

ng the components of the automated build, the process should be thoroughly retested. 
A single corrupt component, or scripting mistake, can result in an unusable build.
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During the Operate phase, solution components are proactively managed to ensure they provide 
functionality, reliability, availability, supportability and manageability. 

level checklist, illustrating the critical components for which an IT 
Professional is responsible when managing and maintaining applications that have been integrated 

Once a standard build has been created, tested and deployed, it must be managed. Desktop builds 

e updated with the latest available versions. 

Catering for new build requirements, such as additional applications or configuration 

updates monthly and these 
should be added to the build as a priority. Updates for other software, such as Microsoft 

The frequency at which the tasks above should be performed is influenced by how often the build is 
, the build should be updated on a regular schedule. 

However, if the build is only used in a large rollout, it may not be necessary to update the build 

ng the components of the automated build, the process should be thoroughly retested. 
A single corrupt component, or scripting mistake, can result in an unusable build. 
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APPENDIX A SKILLS AND TRAINING RESOURCES 
The tables in each part of this appendix list the suggested training and skill assessment resources 
available. This list is not exhaustive; there are many third-party providers of such skills. 

PART I APPLICATION PACKAGING AND DEPLOYMENT 

Skill or Technology Area Resource Location Description 

Using the Application 
Compatibility Toolkit (ACT) 

http://www.microsoft.com/technet/prodtechnol/windows/
appcompatibility/default.mspx  

Overview of the Windows Application 
Compatibility Toolkit 

Windows Installer http://msdn.microsoft.com/library/default.asp?url=/library/
en-us/msi/setup/about_windows_installer.asp  

Covers the major functionality of the 
Windows Installer 

Microsoft Deployment Toolkit http://technet.microsoft.com/en-
gb/desktopdeployment/default.aspx 

Microsoft TechNet Desktop Deployment 
TechCentre 

Table 9: Application Packaging and Deployment 

PART II WINDOWS SCRIPTING LANGUAGES 

Skill or Technology Area Resource Location Description 

Scripting  http://msdn.microsoft.com/en-us/library/ms950396.aspx MSDN: Scripting 

Table 10: Windows Scripting Languages 

PART III 2007 MICROSOFT OFFICE SYSTEM 
For further information see the 2007 Microsoft Office System Deployment documentation {R15}. 

Skill or Technology Area Resource Location Description 

Assess your environment by 
using the Office Migration 
Planning Manager 

http://technet.microsoft.com/en-
us/library/dd901407.aspx  

Guidance on the Office Migration 
Planning Manager in preparation to 
upgrading to the 2007 Microsoft Office 
system 

Customize the 2007 Office 
system 

http://technet.microsoft.com/en-us/library/cc179132.aspx Customising the 2007 Microsoft Office 
system 

Table 11: 2007 Microsoft Office System 

http://www.microsoft.com/technet/prodtechnol/windows/appcompatibility/default.mspx
http://www.microsoft.com/technet/prodtechnol/windows/appcompatibility/default.mspx
http://msdn.microsoft.com/library/default.asp?url=/library/en-us/msi/setup/about_windows_installer.asp
http://msdn.microsoft.com/library/default.asp?url=/library/en-us/msi/setup/about_windows_installer.asp
http://technet.microsoft.com/en-gb/desktopdeployment/default.aspx
http://technet.microsoft.com/en-gb/desktopdeployment/default.aspx
http://msdn.microsoft.com/en-us/library/ms950396.aspx
http://technet.microsoft.com/en-us/library/dd901407.aspx
http://technet.microsoft.com/en-us/library/dd901407.aspx
http://technet.microsoft.com/en-us/library/cc179132.aspx
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APPENDIX B CORE ADMINISTRATION SKILLS 
The following section lists some of the common command-line based skills that are required to 
successfully script and automate deployment tasks. 

PART I COMMAND-LINE SYNTAX EXAMPLES 
Note 

For further information, visit the following resources on the Microsoft TechNet Web site: 

� Command-line reference A-Z21 

� Command shell overview22  

The Command Prompt can be accessed from the Start menu using one of the following methods: 

� Select Start > All Programs > Accessories > Command Prompt 

� Select Start > RunE, then type cmd.exe in the Open text box and click OK 

A Command Prompt window will be displayed that is awaiting user input, as shown in Figure 14. 
The current folder location is displayed; this can be changed to a different folder if required. 

 
Figure 14: Command Prompt Window 

Tip 

Help information can be displayed for each command by adding the /? switch, for example, dir /?. 

To clear the existing contents of the Command Prompt window, type the following: 
cls 

To change to a subfolder, type the following (this also applies when at root level): 
cd 

                                                      
21 Command-line reference A-Z {R21}:  
http://technet.microsoft.com/en-us/library/bb491071.aspx 

22 Command shell overview {R22}:  
http://technet.microsoft.com/en-us/library/bb490954.aspx 

http://technet.microsoft.com/en-us/library/bb491071.aspx
http://technet.microsoft.com/en-us/library/bb490954.aspx
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After typing the cd command, press the SPACEBAR followed by the TAB key to display the 
available subfolders. Subfolder names that contain spaces will be enclosed in quotation marks 
("folder name"), as shown in Figure 15: 

 
Figure 15: Example Tab Key Navigation to a Subfolder 

To move from a subfolder to the parent folder one level at a time, type the following: 

cd.. 

To move directly to the root level folder, for example C:\, type: 
cd\ 

To list all files contained within the current folder, type: 
dir 

To list all of the subfolders of the current folder, type: 
dir /ad 

Type the following to copy/move ALL files in the current folder to another drive, such as an external 
storage device (G: is the drive letter assigned to an external storage device): 

copy *.* g: 

move *.* g: 

Type the following to copy/move .dll files in the current folder to another drive, such as an external 
storage device (G: is the drive letter assigned to an external storage device): 

copy *.dll g: 

move *.dll g: 

To copy/move files in the current folder to a specific folder, type: 
copy *.ttf c:\windows\fonts 

move *.ttf c:\windows\fonts 

Use this option to delete ALL files within the current folder (when prompted, type y (yes) to confirm 
the deletion and n (no) to reject deletion): 

del *.* 

To delete ALL files within the current folder (as above) with the quiet switch specified, so that 
confirmation of deletion is not required, type: 
del /q *.* 

To delete all files within the current folder with a specific file name extension, type: 
del *.inf 

To delete a specific file in the current folder, type: 
del xpuser.bat 

To delete/remove a folder including its contents, use: 
rmdir /s <foldername> 

To delete/remove a folder including its contents, with the quiet switch specified, so that confirmation 
of deletion is not required, use: 

rmdir /s /q <foldername> 

To rename a file or files with a specific extension, type: 

ren newuser.bat olduser.old 

ren *.dll *.old 
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Example 

The following is an example of how to delete a specific file, in this case, the Intranet.lnk shortcut located in 
the All Users Desktop profile:  

C:\del “C:\Documents and Settings\All Users\Desktop\CONTOSO Intranet.lnk” 

PART II WINDOWS REGISTRY KEY ADMINISTRATION 
Important 

Do not follow these steps to export a whole registry hive (HKEY_CURRENT_USER is an example of such 
a hive). If a backup of the registry hive is required, back up the whole registry instead. 

For further information, see the Knowledge Base article How to back up and restore the registry in 
Windows XP23. 

There are five top-level registry hives. Each of them starts with HKEY. In the following example, 
HKEY_LOCAL_MACHINE is the hive, SOFTWARE is the key, and Microsoft is the subkey:  

� HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft 

In Registry Editor, the method used to search through the keys and subkeys is the same as 
searching through files and folders in Windows Explorer. 

The keys and the subkeys are listed in a folder tree in the left pane of the Registry Editor. When a 
key or a subkey in the left pane is selected, information about the value name, the value type, and 
the value data appears in the right pane. 

As in Windows Explorer, each folder can be expanded by clicking the plus sign (+) next to it. After a 
folder is expanded, the plus sign changes to a minus sign (-) and the folder can be collapsed. 

To extract Windows registry key data via the Windows Registry Editor: 

1. Click Start, and then click Run. 

2. In the Open text box, type regedit, and click OK. The Registry Editor displays: 

 

3. Locate the subkey that contains the value required for export, and click to highlight it. 

                                                      
23 How to back up and restore the registry in Windows XP {R23}:  
http://support.microsoft.com/kb/322756 

http://support.microsoft.com/kb/322756
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4. On the File menu, select Export. 

5. In the Export Registry File dialog box, select a location in which to save the Registration 
Entries (.reg) file, type a file name in the File name box, and then click Save. 

Adding a Key 

To add a new subkey named CONTOSO to the Microsoft subkey: 

1. Expand HKEY_LOCAL_MACHINE. 

2. Expand SOFTWARE. 

3. Click the Microsoft subkey. 

4. On the Edit menu, select New and then Key. 

5. Type CONTOSO and press ENTER. 

Adding a Value 

To add a new DWORD Value named TestDWORD and to set its value data to 1 in the 
CONTOSO key: 

1. Expand HKEY_LOCAL_MACHINE. 

2. Expand SOFTWARE. 

3. Expand Microsoft. 

4. Click the CONTOSO subkey. 

5. On the Edit menu, select New, and then DWORD Value. 

6. Type TestDWORD and press ENTER. 

7. Right-click the TestDWORD DWORD value and click Modify. 

8. Type 1 and click OK. 

Changing a Value 

To change the value data for the TestDWORD DWORD Value to 0 in the CONTOSO key: 

1. Expand HKEY_LOCAL_MACHINE. 

2. Expand SOFTWARE. 

3. Expand Microsoft. 

4. Click the CONTOSO subkey. 

5. Right-click the TestDWORD DWORD value and click Modify. 

6. Type 0 and click OK. 
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Renaming a Key or Value 

To rename the CONTOSO subkey to Test: 

1. Expand HKEY_LOCAL_MACHINE. 

2. Expand SOFTWARE. 

3. Expand Microsoft. 

4. Right-click the CONTOSO key and click Rename. 

5. Type Test and press ENTER. 

Deleting a Key or Value 

To delete the TestDWORD DWORD value in the CONTOSO subkey: 

1. Expand HKEY_LOCAL_MACHINE. 

2. Expand SOFTWARE. 

3. Expand Microsoft. 

4. Click the CONTOSO subkey. 

5. Right-click the TestDWORD DWORD value and click Delete. 

6. Click Yes to confirm the deletion of the value. 

An Example of How to Change a Value 

To change the logon screen saver timeout time. 

1. Click Start, and then click Run. 

2. In the Open text box, type regedt32 and click OK. 

3. In the Registry Editor window, navigate to the following registry key: 

HKEY_USERS\.DEFAULT\Control Panel\Desktop 

4. In the right pane, double-click ScreenSaveTimeOut. 

5. In the Edit String dialog box, type the number of seconds after which the screen saver will 
start in the Value data box, and then click OK. For example, to set the screen saver to start 
after 5 minutes, type 300. 

 

6. Click Exit on the File menu to close Registry Editor. 
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The length of time that elapses before the logon screen saver starts is changed to the value 
specified. 

Editing an Exported Key in a Text Editor 

Registry data that has been exported to a file can be edited using a text editor, before being applied 
to a machine to update the registry. 

1. Using a text editor, such as Notepad, open the registry key file. 

2. Select the items that are not required, which will appear highlighted in blue, as shown in 
Figure 16: 

 
Figure 16: Registry File – Edited with Notepad 

3. Delete the settings that are not required. The example above shows that a number of 
settings have been selected, which when deleted will leave the 
“ScreenSaveTimeOut”=”300” setting. 

The edited registry key can then be imported back into the Registry Editor. When double-clicking to 
import the registry key settings, the message shown in Figure 17 will be displayed, awaiting 
confirmation of actions: 

 
Figure 17: Registry File – Import Confirmation 
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After confirmation, this message will be followed by a second message to indicate that the registry 
import operation was successful. This is shown in Figure 18: 

 
Figure 18: Registry File – Import Successful 

To import a REG file using the command prompt, type: 
REGEDIT pathname 

To silently import a REG file using the command prompt, type: 
REGEDIT /S pathname 

How to Add Keys and Values to the Registry 

To add a key or value to the registry: 

1. Create a text file with the following settings and save it as MYKEY.REG: 

Windows Registry Editor Version 5.00  

[HKEY_CURRENT_USER\CONTOSO] 

"NewStringValue"="Hello"  

2. Double-click the REG file to add the key and value to the registry. 

Alternatively, run REGEDIT /S MYKEY.REG from the command prompt (this includes the silent 
switch). 

Note 

When a REG file is imported into the registry, the values specified in the REG file will overwrite existing 
values in the registry. If there are other values in the registry key or subkey being updated, that are not 
specified in the REG file, these values will not be affected. 

How to Delete Keys and Values from the Registry 

To delete a key from the registry: 

1. Create a REG file like this (notice the hyphen inside the first bracket):  
Windows Registry Editor Version 5.00 

[-HKEY_CURRENT_USER\CONTOSO] 

2. Double-click the REG file or use the command prompt to delete the ‘CONTOSO’ key with 
all string, binary or DWORD values in that key. 

To delete values and leave the key in place: 

1. Set the value required for deletion to a hyphen, for example:  

Windows Registry Editor Version 5.00 

[HKEY_CURRENT_USER\CONTOSO] 

"NewStringValue"=- 

2. Double-click the REG file or use the command prompt to delete the values specified with a 
hyphen. 
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Note 

Another utility that is included in Windows XP, Windows Vista and Windows 7, is REG.EXE. REG.EXE is 
a command-line tool that includes almost all the functionality of Regedit. This can be useful for quick 
changes, reducing the need to open Regedit, and it also allows registry operations to be embedded in 
logon scripts and batch files. 

Use the /? help option for further information on the uses of REG.EXE, as shown in Figure 19 below. 

 
Figure 19: Command Prompt – REG.EXE /? Help 

To export a registry key using REG.EXE, type: 

REG EXPORT "HKU\.DEFAULT\Control Panel\Desktop" ScreenSaveTimeOut.reg 

To import a REG file using REG.EXE, type: 
REG IMPORT "C:\ScreenSaveTimeOut.reg" 

PART III WINDOWS ENVIRONMENT VARIABLES 
The command shell (CMD.exe) environment is defined by variables. The behaviour of this shell (or 
the entire operating system) can be defined by using two types of environment variables: system 
and local. System variables define the behaviour of the global operating system. Local variables 
define the behaviour of the environment of the current instance of CMD.exe. 

System environment variables are preset in the operating system and available to all Windows 
processes. Only users with administrative privileges can change system variables. These variables 
are most commonly used in logon scripts. 

Local environment variables are only available when the user for whom they were created is logged 
on to the computer. Local variables set in the HKEY_CURRENT_USER hive are only valid for the 
current user, but can also define the behaviour of the global operating system environment. 
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The following list describes the types of variables in descending order of precedence: 

1. Built-in system variables. 

2. System variables found in the HKEY_LOCAL_MACHINE hive. 

3. Local variables found in the HKEY_CURRENT_USER hive. 

4. All environment variables and paths set in the Autoexec.bat file. 

5. All environment variables and paths set in a logon script (if present). 

6. Variables used interactively in a script or batch file. 

In the command shell, each instance of CMD.exe inherits the environment of its parent application. 
Therefore, changing the variables in a new CMD.exe environment does not affect the environment 
of the parent application. 

To discover the local environment variables on the current machine, open a Command Prompt 
window and type set, then press ENTER. 

A screen similar to that shown in Figure 20, will then be displayed in the Command Prompt window. 
The screen will show the combined user and machine variables set. 

 
Figure 20: Command Prompt – Set Properties 

To write this information direct to a text file, type set >c:\set.txt and press ENTER. An example of a 
Set.txt file is shown below: 
ALLUSERSPROFILE=C:\Documents and Settings\All Users 

APPDATA=C:\Documents and Settings\XPUSER\Application Data 

CLASSPATH=C:\Program Files\Java\jre1.5.0_02\lib\ext\QTJava.zip 

CommonProgramFiles=C:\Program Files\Common Files 

COMPUTERNAME=LT-DPROCTER 

ComSpec=C:\WINDOWS\system32\cmd.exe 

FP_NO_HOST_CHECK=NO 

HOMEDRIVE=C: 

HOMEPATH=\Documents and Settings\XPUSER 

LOGONSERVER=\\LT-DPROCTER 

NUMBER_OF_PROCESSORS=1 

OS=Windows_NT 
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Path=C:\WINDOWS\system32;C:\WINDOWS;C:\WINDOWS\System32\Wbem;C:\Program 
Files\QuickTime\QTSystem\ 

PATHEXT=.COM;.EXE;.BAT;.CMD;.VBS;.VBE;.JS;.JSE;.WSF;.WSH 

PROCESSOR_ARCHITECTURE=x86 

PROCESSOR_IDENTIFIER=x86 Family 6 Model 13 Stepping 6, GenuineIntel 

PROCESSOR_LEVEL=6 

PROCESSOR_REVISION=0d06 

ProgramFiles=C:\Program Files 

PROMPT=$P$G 

QTJAVA=C:\Program Files\Java\jre1.5.0_02\lib\ext\QTJava.zip 

SESSIONNAME=Console 

SystemDrive=C: 

SystemRoot=C:\WINDOWS 

TEMP=C:\DOCUME~1\XPUSER\LOCALS~1\Temp 

TMP=C:\DOCUME~1\XPUSER\LOCALS~1\Temp 

USERDOMAIN=LT-DPROCTER 

USERNAME=XPUSER 

USERPROFILE=C:\Documents and Settings\XPUSER 

windir=C:\WINDOWS 

Table 12 lists the system and local environment variables for Windows Vista. The items highlighted 
in bold are deemed the most useful. 

Variable Type Description 

%ALLUSERSPROFILE% Local Returns the location of the All Users profile. 

%APPDATA% Local Returns the location in which applications store data for all users. 

%CD% Local Returns the current folder string. 

%CMDCMDLINE% Local Returns the exact command used to start the current CMD.exe. 

%CMDEXTVERSION% System Returns the version number of the current Command Processor Extensions. 

%COMMONPROGRAMFILES% System Returns the location of the common files amongst programs. 

%COMPUTERNAME%  System Returns the name of the computer. 

%COMSPEC%  System Returns the exact path to the command shell executable. 

%DATE%  System Returns the current date. Uses the same format as the date /t command. 
Generated by CMD.exe. 

%ERRORLEVEL%  System Returns the error code of the most recently used command. A non-zero value 
usually indicates an error. 

%HOMEDRIVE%  System Returns which local workstation drive letter is connected to the user's home 
directory. Set based on the value of the home directory. The user's home directory 
is specified in Local Users and Groups. 

%HOMEPATH%  System Returns the full path of the user's home directory. Set based on the value of the 
home directory. The user's home directory is specified in Local Users and Groups. 

%HOMESHARE%  System Returns the network path to the user's shared home directory. Set based on the 
value of the home directory. The user's home directory is specified in Local Users 
and Groups. 
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Variable Type Description 

%LOCALAPPDATA% Local Returns the location in which applications store data for the logged on user. 

%LOGONSEVER%  Local Returns the name of the domain controller that validated the current logon 
session. 

%NUMBER_OF_PROCESSORS%  System Specifies the number of processors installed on the computer. 

%OS%  System Returns the operating system name. Windows 2000 displays the operating system 
as Windows NT. 

%PATH% System Specifies the search path for executable files. 

%PATHEXT% System Returns a list of the file name extensions that the operating system considers to 
be executable. 

%PROCESSOR_ARCHITECTURE%  System Returns the chip architecture of the processor. Values are x86, AMD64 and IA64. 

%PROCESSOR_IDENTIFIER% System Returns a description of the processor. 

%PROCESSOR_LEVEL%  System Returns the model number of the processor installed on the computer. 

%PROCESSOR_REVISION% System Returns the revision number of the processor.  

%PROGRAMDATA% System Returns the location in which applications store data. 

%PROMPT% Local Returns the command prompt settings for the current interpreter. Generated by 
CMD.exe. 

%PUBLIC% Local Returns the location in which documents are shared amongst all users. 

%RANDOM% System Returns a random decimal number between 0 and 32767. Generated by 
CMD.exe. 

%SYSTEMDRIVE% System Returns the drive containing the Windows Vista root folder (that is, the system 
root). 

%SYSTEMROOT% System Returns the location of the Windows Vista root folder. 

%TEMP% and %TMP% System 
and User 

Returns the default temporary directories that are used by applications available to 
users who are currently logged on. Some applications require TEMP and others 
require TMP. 

%TIME% System Returns the current time. Uses the same format as the time /t command. 
Generated by CMD.exe. 

%USERDOMAIN% Local Returns the name of the domain that contains the user's account. 

%USERNAME% Local Returns the name of the user who is currently logged on. 

%USERPROFILE% Local Returns the location of the profile for the current user. 

%WINDIR% System Returns the location of the operating system folder. 

Table 12: System and Local Environment Variables for Windows Vista 

Note 

For further information, visit the following resources available on the Microsoft Help and Support Web site: 

� How to Access Environment Variables in an MS-DOS Batch File24  

� How to Use Environment Variable Substitution in Batch Files25 

                                                      
24 How to Access Environment Variables in an MS-DOS Batch File {R24}: 
 http://support.microsoft.com/?kbid=121170 

25 How to Use Environment Variable Substitution in Batch Files {R25}:  
http://support.microsoft.com/?kbid=41246 

http://support.microsoft.com/?kbid=121170
http://support.microsoft.com/?kbid=41246
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This example copies a file from the root of drive C to the current user’s desktop: 
copy c:\NewProject.doc "%USERPROFILE%\Desktop" 

This example copies a shortcut from the root of drive C to the current user’s desktop: 
copy "c:\CONTOSO Intranet.lnk" "%USERPROFILE%\Desktop" 

This example deletes a shortcut from the current user’s desktop: 

del "%USERPROFILE%\Desktop\CONTOSO Intranet.lnk" 

PART IV USER ACCOUNT CONTROL IN WINDOWS 

VISTA 
User Account Control (UAC) is a feature that helps prevent malware from damaging a computer. 
UAC stops the automatic installation of unauthorised applications and also prevents unintended 
changes to system settings. 

A UAC prompt is displayed when any of the following actions are performed: 

� Installing or uninstalling a program 

� Installing a driver for a device (for example, installing the driver for a digital camera) 

� Using the Windows Update console to install updates 

� Configuring Parental Controls 

� Installing an ActiveX control (ActiveX controls are used to view certain Web pages) 

� Opening or changing the Windows Firewall control settings 

� Changing a user account type 

� Modifying security settings with the Security Policy Editor (Secpol.msc) snap-in 

� Browsing another user's folder 

� Configuring Automatic Updates 

� Restoring system files that were backed up 

� Scheduling Automated Tasks 

� Copying or moving files into the Program Files folder or the Windows folder 

� Adding or removing a user account 

� Configuring Remote Desktop access 

Installing an Application with UAC 

UAC will not impact applications installed as part of the automated build process when using 
Healthcare MDT 2010. For applications installed outside of the initial build process, it is 
recommended that Group Policy or an enterprise software distribution solution is used to manage 
UAC. For computers that are not a member of a domain or that are part of a workgroup, Microsoft 
recommends utilising the default UAC configurations. 
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For more information on configuring UAC in: 

� Windows Vista, see Understanding and Configuring User Account Control in Windows 
Vista26 

� Windows 7, see User Account Control Technical Reference27 

UAC Registry Virtualisation 

Many legacy applications require administrator privileges in order to run, allowing them to freely 
read and write system files and registry keys. If these applications are launched by a standard user, 
they will fail due to insufficient access. Windows Vista improves application compatibility for 
standard users by redirecting registry writes to a per-user location within the user's profile.  

An application may attempt to write to: 

HKEY_LOCAL_MACHINE\Software\CONTOSO\ 

If this is the case, it will automatically redirect to: 

HKEY_USERS\< User SID >_Classes\VirtualStore\Machine\Software\CONTOSO. 

Registry Virtualisation is only enabled for:  

� 32-bit interactive process 

� Subkeys in the Software key (HKLM\Software) 

� Only for keys to which the Administrators group has write access 

Registry Virtualisation can also be enabled and disabled on a per-key basis for keys in the 
Software registry hive, thereby allowing just the key for a specific application that is experiencing 
compatibility issues to be virtualised. The command-line utility Reg.exe has a new FLAGS option 
that allows administrators to tweak key settings to suit their requirements. 

For example, the following command can be used to modify a key setting: 

reg flags HKLM\Software\Key1 QUERY 

If this command is used, the following output is returned: 

HKEY_LOCAL_MACHINE\Software\Key1 

REG_KEY_DONT_VIRTUALIZE: CLEAR 

REG_KEY_DONT_SILENT_FAIL: CLEAR 

REG_KEY_RECURSE_FLAG: CLEAR 

The operation completed successfully. 

For more information on using Reg.exe to control registry virtualisation, refer to the command-line 
help using: 

reg flags /? 

                                                      
26 Understanding and Configuring User Account Control in Windows Vista {R26}:  
http://technet.microsoft.com/en-us/library/cc709628.aspx 

27 User Account Control Technical Reference {R27}:  
http://technet.microsoft.com/en-us/library/dd835546(WS.10).aspx 

http://technet.microsoft.com/en-us/library/cc709628.aspx
http://technet.microsoft.com/en-us/library/dd835546%28WS.10%29.aspx
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APPENDIX C CREATING A TRANSFORM (.MST) FILE 
The creation of a transform file (.mst) allows an administrator to customise the installation routine of 
an existing Windows Installer (.msi) package. 

The two leading repackaging software vendors are Acresso (AdminStudio and InstallShield) and 
Wise (Wise Package Studio). Each has its own Transform File Creation Wizard, which walks 
through the installation sequence of an MSI package, capturing the input settings and creating a 
Windows Installer version of a setup response file: an MST file. 

This transform file can be further edited to manipulate settings, such as the application shortcut 
locations, thus allowing corporate standards and users’ needs to be built in during the installation 
process. 

PART I INSTALLSHIELD 2009 
The following example procedure shows how to create a transform file from an existing Windows 
Installer package, using InstallShield 2009: 

Step Description Screenshot 

1. Launch InstallShield 2009 Professional 
Edition. Click Create a new project. 

 

2. In the New Project dialog box, select 
the Windows Installer tab and click 
Transform. Type in the required 
Project Name, for example, My 
Transform Name-1 and click Browse 
to change the location in which the 
transform file will be created. Click OK. 
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Step Description Screenshot 

3. The Open Transform Wizard 
displays. Click Next. 

 

4. Click Browse to locate and select the 
required Windows Installer package. 
Click Next. 

 

5. Do not change anything on the 
Additional Transforms page and 
click Next. 
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Step Description Screenshot 

6. Select the Create response 
transform check box and click Finish. 

 

7. The Windows Installer installation 
launches. Step through the installation 
routine, selecting the desired options. 

 

8. Once the installation completes, a 
transform file will be created with all of 
the responses selected. Click OK. 
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Step Description Screenshot 

9. The MST file is opened in 
InstallShield. Administration tasks for 
the MST file can be performed using 
wizards or from the Installation 
Designer tab. 

� To configure the MST file via a 
wizard, go to step 10 

� To configure the MST file from the 
Installation Designer tab, go to 
step 11 

 

10. Select an administration task at the 
bottom of the screen to perform one of 
the following functions via a wizard: 

� Application Information 

� Installation Requirements 

� Installation Architecture 

� Application Files 

� Application Shortcuts 

� Application Registry 

� Installation Interview 

 

11. Select the Installation Designer tab. 
In the left pane, select the option to be 
configured. Select an object related to 
that option in the centre pane and the 
properties of the object will be 
displayed for editing in the right pane. 

 

12. Once any required changes have been 
made, to save them to the MST file, 
select Save from the File menu. 

 

Table 13: Creating a Transform File in InstallShield 
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To install the application using the new MST file, type the following command: 
MSIEXEC /I “<path>\<application>.msi" TRANSFORMS="<path>\My Transform Name-1.Mst" 
/qb! 

The options in the MSIEXEC command used above are explained below: 

� /l – Install immediately 

� TRANSFORMS – Used to specify the path of the MST file 

� /q – Quiet Mode, no user interaction required 

� b – Basic User Interface shown, for example, Progress Bar only (used with /q) 

� !* - Removes the Cancel button from the Installer progress window 

Note 

To display more options that can be used with MSIEXEC, open a Command Prompt window and type 
MSIEXEC /?. 

PART II WISE PACKAGE STUDIO 7.0 
Wise InstallTailor™ is a tool used for creating custom transform files. The following example 
procedure shows how to create a transform file from an existing Windows Installer package, using 
Wise Package Studio 7.0: 

Step Description Screenshot 

1. Launch Wise Package Studio. Select 
the Tools tab and double-click 
InstallTailor. 
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Step Description Screenshot 

2. Click Browse to locate and select the 
required Windows Installer package. 
Click Next. 

 

3. The Windows Installer installation 
launches. Step through the 
installation, selecting the desired 
options. 

 

4. Once the installation completes, a 
transform file will be created with all of 
the responses selected. Click OK. 
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Step Description Screenshot 

5. Check that the Transform file name 
and Shortcut name are correct and 
click Finish. 

 

6. Navigate with Windows Explorer to 
the new MST file, then right-click the 
file and select Edit with Wise 
Package Studio. The Windows 
Installer Editor launches. Select the 
option to be configured in the left 
pane. Select an object related to that 
option in the right pane, and click the 
Details button to edit the properties of 
the object. 

 

7. Once any required changes have 
been made, to save them to the MST 
file, select Save from the File menu. 

 

Table 14: Creating a Transform File with Wise Package Studio 
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APPENDIX D VISUAL BASIC (VB) SCRIPTS 
A script is a list of commands that is executed by a certain program or scripting engine. Scripts may 
be used to automate processes on a local computer, or to generate Web pages on the Internet. For 
example, Disk Operating System (DOS) scripts and Visual Basic (VB) scripts may be used to run 
processes on Windows machines. Active Server Pages (ASP), JavaServer Pages (JSP), and PHP 
scripts are often run on Web servers to generate dynamic Web page content. 

Script files are usually just text documents that contain instructions written in a certain scripting 
language. This means most scripts can be opened and edited using a basic text editor. However, 
when opened by the appropriate scripting engine, the commands within the script are executed. 
For example, VB scripts will run when double-clicked, using Windows' built-in VB scripting support. 

As mentioned in section 4.9, another way of customising the installation routine for an application is 
to create a wrapper. This can be in the form of a VB script that delivers a set of instructions during 
the installation routine of the specified application. 

VB scripts can also be used to add or remove additional settings, and manipulate existing settings 
or services on the target Operating System. 

The following scripts are examples of those utilised within Healthcare MDT 2010. 

This script disables the Windows XP Welcome dialog box: 

' Initialization 

Set shell = CreateObject("WScript.Shell") 

' Disable the welcome dialog 

regPath = 
"HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\tips\Show" 

shell.RegWrite regPath, "0", "REG_DWORD" 

This script prevents inserted CD-ROMs from automatically executing, that is, it disables AutoRun: 

' Initialization 

Set shell = CreateObject("WScript.Shell") 

‘ Set the registry key 

shell.RegWrite 
"HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Cdrom\AutoRun",0,"REG_DWORD
" 

This script disables the Auto Update service options: 
' Initialization 

Set shell = CreateObject("WScript.Shell") 

RegPath = 
"HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\WindowsUpdate\Auto 
Update\" 

Shell.RegWrite Regpath & "AUOptions", "1", "REG_DWORD" 

Shell.RegWrite Regpath & "AUState", "7", "REG_DWORD" 

Note 

Further script examples can be found on the Microsoft Script Center28 Web site. 

                                                      
28 Microsoft Script Center {R28}:  
http://www.microsoft.com/technet/scriptcenter/createit.mspx 

http://www.microsoft.com/technet/scriptcenter/createit.mspx
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APPENDIX E DOCUMENT INFORMATION 

PART I TERMS AND ABBREVIATIONS 

Abbreviation Definition 

ACT Application Compatibility Toolkit 

ASP Active Server Pages 

CLI Command-line Interface 

CUI Common User Interface 

DLL Dynamic Link Library 

DNS Domain Name System 

DOS Disk Operating System 

EULA End User Licence Agreement 

GPO Group Policy Object 

GUI Graphical User Interface 

IEC International Electrotechnical Commission 

IM&T Information, Management & Technology 

IP Internet Protocol 

ISO International Organization for Standardization 

JSP JavaServer Pages 

LOB Line of Business 

MDT Microsoft Deployment Toolkit 

MSI Windows Installer (Microsoft Installer) File Format 

MST Microsoft Transform Files 

NAT Network Address Translation 

UAC User Account Control 

UI User Interface 

VB Visual Basic 

Windows PE Windows Pre-execution 

WUSA Windows Update Stand-alone 

Table 15: Terms and Abbreviations 
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PART II REFERENCES 

Reference Document Version 

R1.  Automated Build Healthcare Desktop and Server Guide 
http://www.microsoft.com/industry/healthcare/technology/hpo/desktop/desktop.aspx 

2.0.0.0 

R2.  Download Center: Microsoft Deployment Toolkit (MDT) 2010: 
http://www.microsoft.com/downloads/details.aspx?DisplayLang=en&FamilyID=3bd8561f-77ac-4400-
a0c1-fe871c461a89 

 

R3.  Microsoft Infrastructure Guidance Overview 
http://www.microsoft.com/industry/healthcare/technology/hpo/businessvalue/overview.aspx 

4.0.0.0 

R4.  Healthcare MDT 2010 Administrators Guide 
http://www.microsoft.com/industry/healthcare/technology/hpo/desktop/mdt.aspx 

5.0.0.0 

R5.  Group Policy for Healthcare Desktop Management 
http://www.microsoft.com/industry/healthcare/technology/hpo/desktop/grouppolicy.aspx 

1.0.0.0 

R6.  AppDeploy Web site:  
http://www.appdeploy.com 

 

R7.  Microsoft Deployment Toolkit – Application Compatibility Guide: Application_Compatibility_Guide.doc 

...Program Files\Microsoft Deployment Toolkit\Documentation 

 

R8.  MSDN: Overview of Windows Installer: 
http://msdn.microsoft.com/library/default.asp?url=/library/en-
us/msi/setup/overview_of_windows_installer.asp 

 

R9.  MSDN: Command-Line Options : 
http://msdn.microsoft.com/library/default.asp?url=/library/en-us/msi/setup/command_line_options.asp 

 

R10.  MSDN: Error Codes: 
http://msdn.microsoft.com/en-us/library/aa368542(VS.85).aspx 

 

R11.  Download Center: Windows SDK: 
http://www.microsoft.com/downloads/details.aspx?FamilyId=E6E1C3DF-A74F-4207-8586-
711EBE331CDC&displaylang=en 

 

R12.  Wise Package Studio: 
http://www.wise.com/Wise/Products/Packaging/WhatsNew.aspx 

 

R13.  Acresso InstallShield: 
http://www.acresso.com/products/installation/installshield.htm 

 

R14.  Acresso AdminStudio: 
http://www.acresso.com/products/licensing/adminstudio.htm 

 

R15.  Microsoft Office System Migration Guide 
http://www.microsoft.com/industry/healthcare/technology/hpo/office/officesystemmigration.aspx 

 

R16.  Acresso HelpNet: 
http://helpnet.acresso.com/ 

 

R17.  Microsoft Help and Support: Command-line switches for Microsoft software update packages: 
http://support.microsoft.com/kb/824687/ 

 

R18.  Microsoft Help and Support: Description of the Windows Update Stand-alone Installer (Wusa.exe) and 
of .msu files in Windows Vista and in Windows Server 2008: 
http://support.microsoft.com/kb/934307 

 

R19.  AutoIt: 
http://www.autoitscript.com/autoit3/ 

 

http://www.microsoft.com/industry/healthcare/technology/hpo/desktop/desktop.aspx
http://www.microsoft.com/downloads/details.aspx?DisplayLang=en&FamilyID=3bd8561f-77ac-4400-a0c1-fe871c461a89
http://www.microsoft.com/downloads/details.aspx?DisplayLang=en&FamilyID=3bd8561f-77ac-4400-a0c1-fe871c461a89
http://www.microsoft.com/industry/healthcare/technology/hpo/businessvalue/overview.aspx
http://www.microsoft.com/industry/healthcare/technology/hpo/desktop/mdt.aspx
http://www.microsoft.com/industry/healthcare/technology/hpo/desktop/grouppolicy.aspx
http://www.appdeploy.com/
http://msdn.microsoft.com/library/default.asp?url=/library/en-us/msi/setup/overview_of_windows_installer.asp
http://msdn.microsoft.com/library/default.asp?url=/library/en-us/msi/setup/overview_of_windows_installer.asp
http://msdn.microsoft.com/library/default.asp?url=/library/en-us/msi/setup/command_line_options.asp
http://msdn.microsoft.com/en-us/library/aa368542%28VS.85%29.aspx
http://www.microsoft.com/downloads/details.aspx?FamilyId=E6E1C3DF-A74F-4207-8586-711EBE331CDC&displaylang=en
http://www.microsoft.com/downloads/details.aspx?FamilyId=E6E1C3DF-A74F-4207-8586-711EBE331CDC&displaylang=en
http://www.wise.com/Wise/Products/Packaging/WhatsNew.aspx
http://www.acresso.com/products/installation/installshield.htm
http://www.acresso.com/products/licensing/adminstudio.htm
http://www.microsoft.com/industry/healthcare/technology/hpo/office/officesystemmigration.aspx
http://helpnet.acresso.com/
http://support.microsoft.com/kb/824687/
http://support.microsoft.com/kb/934307
http://www.autoitscript.com/autoit3/
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Reference Document Version 

R20.  Microsoft Application Virtualization documentation 

http://technet.microsoft.com/en-us/library/cc843848.aspx 

 

R21.  Microsoft TechNet: Command-line reference A-Z: 
http://technet.microsoft.com/en-us/library/bb491071.aspx 

 

R22.  Microsoft TechNet: Command shell overview:  
http://technet.microsoft.com/en-us/library/bb490954.aspx 

 

R23.  Microsoft Help and Support: How to back up and restore the registry in Windows XP: 
http://support.microsoft.com/kb/322756 

 

R24.  Microsoft Help and Support: How to Access Environment Variables in an MS-DOS Batch File: 
http://support.microsoft.com/?kbid=121170 

 

R25.  Microsoft Help and Support: How to Use Environment Variable Substitution in Batch Files:  
http://support.microsoft.com/?kbid=41246 

 

R26.  Microsoft TechNet: Understanding and Configuring User Account Control in Windows Vista: 
http://technet.microsoft.com/en-us/library/cc709628.aspx 

 

R27.  Microsoft TechNet: User Account Control Technical Reference: 
http://technet.microsoft.com/en-us/library/dd835546(WS.10).aspx 

 

R28.  Microsoft TechNet: Script Center: 
http://www.microsoft.com/technet/scriptcenter/createit.mspx  
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