Forms Authentication, Authorization, User
Accounts, and Roles :: Storing Additional
User Information

Introduction

ASP. NET6s Membership framework offers a flexible inte
Membership API includes methods for validating credentials , retrieving information

about the currently logged on user, creating a new user account, and deleting a user

account, among others. Each user account in the Membership framework contains

only the properties needed for validating credentials and performing essential user
account -related tasks. This is evidenced by the methods and properties of the
MembershipUser class, which models a user account in the Members hip framework.

This class has properties like UserName, Email , and IsLockedOut , and methods like
GetPassword and UnlockUser

Oftentimes, applications need to store additional user information not included in the
Membership fram ework. For example, an online retailer might need to let each user
store her shipping and billing addresses, payment information, delivery preferences,
and contact phone number. Furthermore, each order in the system is associated with
a particular user acc  ount.

The MembershipUser class does not include properties like PhoneNumber or

DeliveryPreferences or PastOrders . So how do we track the user information

needed by the application and have it integrate with the Membership framework? In

this tutorial we w il answer this question by building a very rudimentary guestbook

application. In doing so, we will look at different options for modeling user

information in a database, and then see how to associate this data with the user

accounts created by the Members hip framewor k. Letdéds get started!

Step 1: Creating the Guestbook
Applicationds Data Model

There are a variety of techniques that can be employed to capture user information

in a database and associate it with the user accounts created by the Membership

framework. In order to illustrate these techniques, we will need to augment the

tutorial web application so that it captures some sort of user -related data.

(Currently, the applicationbts data model contains onl
needed by the SglMembershipProvider )

Letdéds create a very simple guestbook application whert
|l eave a comment . I n addition to storing guestbook cor
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to store his home town, homepage, and signature. If provided, the u serds home
town, homepage, and signature will appear on each message he has left in the
guestbook.

GuestbookComments

In order to capture the guestbook comments, we need to create a database table

named GuestbookComments that has columns| ike Commentld, Subject , Body, and
CommentDate . We also need to have each record in the GuestbookComments table
reference the user who left the comment.

To add this table to our database, go to the Database Explorer in Visual Studio and

drill down into the  SecurityTutorials database. Right -click on the Tables folder and
choose Add New Table. This brings up an interface that allows us to define the

columns for the new table.
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Figure 1: Add a New Table to the SecurityTutorials Database
Next, define the  GuestbookComments 6 s col umns. Start by adding a colu
Commentl d of type unigueidentifier . This column will uniquely identify each
comment in the guestbook, so disallow NULLs and mark it as the tablebds p

Rather than providing a value for the Commentld field on each INSERT, we can



indicate that a new  uniqueidentifier value should be automatically generated for

thisfieldon INSERTby setting the col ummM&WIDQ. Afteradding val ue to
this first field, marking it as the primary key, and settings its default value, your

screen should look similar to the screen shot shown in Figure 2.
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Figure 2: Add a Primary Column Named Commentld

Next, add a column named Subject of type nvarchar(50) and a column named
Body of type nvarchar(MAX) , disall owing NULLs in both columns. Following that, add
a column named CommentDate of type datetime . Disallow NULLs and set the
CommentDate c ol umnds def agdidate(val ue t o

All that remains is to add a column that associates a user account with each

guestboo k comment. One option would be to add a column named UserName of type
nvarchar(256) . This is a suitable choice when using a Membership provider other

than the SglMembershipProvider . But when using the  SqglMembershipProvider , as

we are in this tutorial serie s, the UserName columninthe aspnet Users table is not
guaranteed to be unique. The aspnet Users t abl eds pr i rdseridy addéesyf i s
type uniqueidentifier . Therefore, the  GuestbookComments table needs a column

named Userld of type uniqueidentifier (di sallowing NULL values). Go ahead and

add this column.



Note: As we discussed inthe  Creating the Membership Schema in SQL Server
tutorial, the Membership framework is designed to enable multiple web
applications with different user accounts to share the same user store. It does

this by partitioning user accounts into different applications. And while each
username is guaranteed to be unique within an application, the same

username may be used in different applications using the same user store.

There is a composite  UNIQUEconstraintinthe  aspnet_Users table on the
UserName and Applicationld fields, but not one on just the UserName field.
Consequently, it is possible for the aspnet_Users t able to have two (or more)
records with the same UserName value. There is, however, a UNIQUE
constrainton the  aspnet_User st a b | Wséld field (since it is the primary
key). A UNIQUEconstraint is important because without it we cannot establish

a foreig n key constraint between the GuestbookComments and aspnet_Users
tables.

After adding the  Userld column, save the table by clicking on the Save icon in the
Toolbar. Name the new table GuestbookComments .

We have one last issue to attend to with the Guestbo okComments table: we need to
create a foreign key constraint between the GuestbookComments.Userld column and
the aspnet_Users.Userld column. To achieve this, click the Relationship ico nin the

Toolbar to launch the Foreign Key Relationships dialog box. (Alternatively, you can
launch this dialog box by going to the Table Designer menu and choosing
Relationships.)

Click the Add button in the lower left corner of the Foreign Key Relations hips dialog
box. This will add a new foreign key constraint, although we still need to define the
tables that participate in the relationship.
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Foreign Key Constraints
Next,click t he el i pses icon in the fATabl e and

right. This will launch the Tables and Columns dialog box, from which we can specify
the primary key table and column and the foreign key column from the

GuestbookComments table. In particular, select
primary key table and column, and

aspnet_Users and Userld asthe
Userld fromthe GuestbookComments table as the

foreign key column (see Figure 4). After defining the primary and foreign key tables

and columns, click OK to return to the F

oreign Key Relationships dialog box.
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Figure 4: Establish a Foreign Key Constraint Between the aspnet_Users and
GuesbookComments Tables

At this point the foreign key constraint has been established. The presence of this
constraint ensures  relational integrity  between the two tables by guaranteeing that
there will never be a guestbook entry referring to a non -existent user account. By
default, a foreign key constraint will disallow a pare nt record to be deleted if there
are corresponding child records. That is, if a user makes one or more guestbook
comments, and then we attempt to delete that user account, the delete will fail

unless his guestbook comments are deleted first.

Foreign key ¢ onstraints can be configured to automatically delete the associated child
records when a parent record is deleted. In other words, we can setup this foreign
key constraint so that a userdés guestbook entries ar e

useraccounti s del eted. To accomplish this, expand the Al N¢
Specificationodo section and set the fiDelete Ruled prog
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Figure 5: Configure the Foreign Key Constraint to Cascade Deletes

To save the foreign key constraint, click the Close but ton to exit out of the Foreign
Key Relationships. Then click the Save icon in the Toolbar to save the table and the
this relationship.

The GuestbookComments table illustrates how to store information t hat shares a one

to - many relationship with user accounts. Since each user account may have an
arbitrary number of associated comments, this relationship is modeled by creating a
table to hold the set of comments that includes a column that links back each

comment to a particular user. When using the SglMembershipProvider , this link is
best established by creating a column named Userld of type uniqueidentifier and
a foreign key constraint between this column and aspnet_Users.Userld

We now needtoassociate t hree columns with each user
home town, homepage, and signature, which will appear in his guestbook comments.
There are number of different ways to accomplish this:

e Add new columns to the aspnet_Users or aspnet_Membership tabl es.
would not recommend this approach because it modifies the schema used by
the SglMembershipProvider . This decision may come back to haunt you

down the road. For example, what if a future version of ASP.NET uses a

account

t
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different SglMembershipProvider schema . Microsoft may include a tool to
migrate the ASP.NET 2.0  SqglMembershipProvider data to the new schema,
but if you have modified the ASP.NET 2.0 SglMembershipProvider schema,
such a conversion may not be possible.

e Use ASP. NETO6s Profil e fr aameofifeoprogertyfatthd i ni ng
home town, homepage, and signature. ASP.NET includes a Profile
framework that is designed to store additional user - specific data. Like the
Membership framework, the Profile framework is built atop the provider
model. The .NET Fr amework ships witha  SqlProfileProvider that stores
profile data in a SQL Server database. In fact, our database already has the
table used by the  SqlProfileProvider (aspnet_Profile ), as it was added
when we added the application services back in the Creating the Membership
Schema in SQL Server  tutorial.

The main benefit of the Profile framework is that it allows for developers to

define the profile properties in Web.config T no code ne eds to be written to
serialize the profile data to and from the underlying data store. In short, it is

incredibly easy to define a set of profile properties and to work with them in

code. However, the Profile system leaves a lot to be desired when it comes to
versioning, so if you have an application where you expect new user - specific
properties to be added at a later time, or existing ones to be removed or

modified, then the Profile framework may not be the best option. Moreover,

the SqlProfileProvider sto res the profile properties in a highly

denormalized fashion, making it next to impossible to run queries directly

against the profile data (such as, how many users have a home town of New

York).

For more information on the Pr oRuihere fr amewor k,

Readingso section at the end of this tutori al

e Add these three columns to a new table in the database and establish
a one -to -one relationship between this table and aspnet_Users . This
approach involves a bit more work than with the Profile framew ork, but offers
maximum flexibility in how the additional user properties are modeled in the
database. This is the option we will use in this tutorial.

We will create a new table called UserProfiles to save the home town, homepage,
and signature for each user. Right -click on the Tables folder in the Database Explorer
window and choose to create a new table. Name the first column Userld and set its
type to uniqueidentifier . Disallow NULL values and mark the column as a primary
key. Next, add columns named: HomeTownof type nvarchar(50) ; HomepageUrl of
type nvarchar(100) ; and Signature of type nvarchar( 500) . Each of these three
columns can accepta  NULL value.

c

o
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Figure 6: Create the UserProfiles Table
Save the table and name it UserProfiles . Lastly, establi sh a foreign key constraint
between the UserProfiles t abl Usérld fieldandthe aspnet Users.Userld field.
As we did with the foreign key constraint between the GuestbookComments and
aspnet_Users tables, have this constraint cascade deletes. Since the Userld field in
UserProfiles is the primary key, this ensures that there will be no more than one

record in the  UserProfiles table for each user account. This type of relationship is
referred to as one -to-one.

Now that we have the data model created, we are ready to use it. In Steps 2 and 3
we will look at how the currently logged on user can view and edit their home town,
homepage, and signature information. In Step 4 we will create the interface for

authenticated users to submit new comments to the guestbo ok and view the existing
ones.



Step 2: Di splaying the User o0s

Homepage, and Signature

There are a variety of ways to allow the currently logged on user to view and edit his

home town, homepage, and signature information. We could manually creat e the
user interface with TextBox and Label controls or we could use one of the data Web
controls, such as the DetailsView control. To perform the database SELECTand

UPDATEst at ement s we could write ADO. NBehindclesse, i n our
alterna tively, employ a declarative approach with the SqglDataSource. Ideally our

application would contain a tiered architecture, which we could either invoke

programmati cal |l y f r o+behinchclasspraleclaratisely viatbee

ObjectDataSource control.

Since this tutorial series focuses on forms authentication, authorization, user
accounts, and roles, there will not be a thorough discussion of these different data
access options or why a tiered architecture is preferred over executing SQL
statements direc tly from the ASP.NET page. | am going to walk through using a

DetailsView and SglDataSource T the quickest and easiest option T but the concepts
discussed can certainly be applied to alternative Web controls and data access logic.
For more information on w  orking with data in ASP.NET, refer to my Working with

Data in ASP.NET 2.0 tutorial series.

Open the AdditionalUserInfo.aspx page inthe Membership folder and add a

DetailsView control to the page, set tingits 1D property to UserProfile and clearing

outits Width and Height pr operti es. Expand the Detail sViewbs
to bind it to a new data source control. This will launch the DataSource Configuration

Wizard (see Figure 7). The first step asks you to specify the data source type. Since

we are going to connect directly to the SecurityTutorials database, choose the

Database icon, specifying the ID as UserProfileDataSource

S ma
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Figure 7: Add a New SqlDataSource Control Named

UserProfileDataSou rce

The next screen prompts for the database to use. We have already defined a

connection stringin ~ Web.config

connection string name
drop -down list. Select th

is option and click Next.

for the SecurityTutorials
T SecurityTutorialsConnectionString

database. This
T should be in the




Configure Data Source - UserProfileDataSource E'E'
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Figure 8: Choose SecurityTutorialsConnectionString from the Drop  -Down
List

The subsequent screen asks us to specify the table and columns to query. Choose
the UserProfiles table from the drop  -down list and check all of the col umns.



Configure Data Source - UserProfileDataSource
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Figure 9: Bring Back All of the Columns from the UserProfiles Table
The current query in Figure 9 returns all of the recordsin  UserProfiles , but we are
only interested in the currently IWIBREtadse clibk user s r ec

the WHEREDbutton to bring up the Add WHERElause dialog box (see Figure 10). Here
you can select the column to filter on, the operator, and the source of the filter
parameter. Select Userld as t he column and A=0 as the Operator.

Unfortunately there is no buil t-in parameter source to return the currently logged on
u s e rUéesld value. We will need to grab this value programmatically. Therefore, set
the Sourcedrop -down | i st to fAiNone, o click the Add button to

then click OK.
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Figure 10: A dd a Filter Parameter on the Userld Column

After clicking OK you will be returned to the screen shown in Figure 9. This time,

however, the SQL query at the bottom of the screen should include a WHERElause.
Click Next to move on t o ntHereyodchrrantthe@Quergang 0 scr ee
see the results. Click Finish to complete the wizard.

Upon completing the DataSource Configuration Wizard, Visual Studio creates the

SqglDataSource control based on the settings specified in the wizard. Moreover, it

manual ly adds BoundFields to the DetailsView for each column returned by the

Sqgl Dat aSoSelectCendnrand. Ther eds no needderld dielbsitkew t he
DetailsView, since the user does not need to know this value. You can remove this

field directly from the Detail sView control 6s decl arative mar kup
AEdit Fieldso |Iink from its Smart Tag.

At this point your pageds decl arative markup shoul d |

<asp:DetailsView ID="UserProfile" runat="server"
AutoGenerateRows=" False" DataKkeyNames="Userld"
DataSourcelD="UserProfileDataSource">
<Fields>
<asp:BoundField DataField="HomeTown" HeaderText="HomeTown"



SortExpression="HomeTown" />

<asp:BoundField DataField="HomepageUrl"
HeaderText="Ho mepageUrl"

SortExpression="HomepageUrl" />
<asp:BoundField DataField="Signature" HeaderText="Signature"
SortExpression="Signature" />
</Fields>
</asp:DetailsView>

<asp:SqglDataSource ID="UserProfileDataSource" runat="s erver"

ConnectionString="<%$
ConnectionStrings:SecurityTutorialsConnectionString %>"

SelectCommand="SELECT [Userld], [HomeTown], [HomepageUrl],
[Signature] FROM [UserProfiles] WHERE ([Userld] = @Userld)">

<SelectParameters>
<asp:Param eter Name="Userld" Type="Object" />
</SelectParameters>
</asp:SqglDataSource>

We need to programmatically set Usdrleé pSrgneterdadt a Sour ce cor
the currentl y | t&sedde deforenhe data éssedested. This can be

accomplishedby creating an event handl er Seleatingt heeentSql Dat aSou
and adding the following code there:

protected void UserProfileDataSource_Selecting(object sender,
SqglDataSourceSelectingEventArgs €)

{
/I Get a reference to the currently logged on us er
MembershipUser currentUser = Membership.GetUser();

/I Determine the currently logged on user's Userld value
Guid currentUserld = (Guid)currentUser.ProviderUserKey;

/I Assign the currently logged on user's Userld to the @Userld
para meter

e.Command.Parameters["@Userld"].Value = currentUserld;

The above code starts by obtaining a reference to the currently logged on user by

calling the Membership ¢ | a s@etJser method. This returns a MembershipUser
object, whose ProviderUserKey  property contains the Userld . The Userld valueis
then assigned to thedUSeqd aemmaeEour ceds



Note: The Membership.GetUser() method returns information about the
currently logged on user. If an anonymous user is visiting the page, it will
return a value of null . In such a case, this will lead to a

NullReferenceException on the following line of code when attempting to

read the ProviderUserkey property. Of course, we doné6ét have to
Membership.GetUser() returninga null value in the

AdditionalUserInfo.aspx page because we configured URL authorization in

a previous tutorial so that only authenticated users could access the ASP.NET
resources in this folder. If you need to access information about the currently
logged on user in a page wh  ere anonymous access is permitted, make sure to
check thatanon -null MembershipUser object is returned from the
GetUser() method before referencing its properties.

If you visitthe  AdditionalUserInfo.aspx page through a browser you will see a

blank page because we have yet to add any rows to the UserProfiles table. In Step
6 we will look at how to customize the CreateUserWizard control to automatically add

a new row to the  UserProfiles table when a new user account is created. For now,
however, we will ne  ed to manually create a record in the table.

Navigate to the Database Explorer in Visual Studio and expand the Tables folder.
Right -clickonthe aspnet Users t abl e and choose fiShow Tabl e Dataodo t

records in the table; do the same thing for the UserProfiles table. Figure 11 shows
these results when tiled vertically. In my database there are currently aspnet_Users
records for Bruce, Fred, and Tito, but no records in the UserProfiles table.
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Figure 11: The Contents of the aspnet_Users and UserProfii es Tables are
Displayed

Add a new record to the UserProfiles table by manually typing in values for the
HomeTown HomepageUrl , and Signature fields. The easiest way to get a valid Userld
value in the new  UserProfiles record is to select the Userld field from a particular
user account inthe  aspnet_Users table and copy and paste it into the Userld field in
UserProfiles . Figure 12 shows the  UserProfiles table after a new record has been
added for Bruce.
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Figure 12: A Record was Added to UserProfiles for B ruce
Return to the  AdditionalUserInfo.aspx page, logged in as Bruce. As Figure 13

shows, Brucebds settings are displayed.
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Figure 13: The Currently Visiting User is Shown His Settings

Note: Go ahead and manually add records in the UserProfiles table for
each Membership user.  In Step 6 we will look at how to customize the
CreateUserWizard control to automatically add a new row to the

UserProfiles table when a new user account is created.

Step 3: Allowing the User to Edit His Home

Town, Homepage, and Sig nature
At this point the currently logged in user can view their home town, homepage, and
signature setting, but they cannot yet modify them.

control so that the data can be edited.

The first thing we need to do is add an UpdateCommand for the SqlDataSource,
specifying the UPDATEstatement to execute and its corresponding parameters. Select
the SglDataSource and, from the Properties window, click on the ellipses next to the
UpdateQuery property to bring up the Command and Param eter Editor dialog box.
Enter the following ~ UPDATEstatement into the textbox:



UPDATE UserProfiles SET
HomeTown = @HomeTown,
HomepageUrl = @HomepageUrl,
Signature = @Signature

WHERE Userld = @Userld

Next, click the ARef r e swhichPnbllcraatea pagamstarintheit t on
Sql Dat aSour c eUpdateRatametets d scollection for each of the parameters in

the UPDATEstatement. Leave the source for all of the parameters set to None and

click the OK button to complete the dialog box.

Command and Parameter Editor, @ |E|rz|

UPDATE command:

UPDATE UserProfiles SET
HormeTown = @HomeTown,
HomepageUrl = @Homepagelr,
Signature = @Signature —

WHERE serld = @iJserld
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Figur e 14: Speci fy t he Supdae@ommaehadand tmdateParameters

Due to the additions we made to the SglDataSource control, the DetailsView control

can now support editing. From the Detail sViewds Smart
Editingd cheakbsxa TobmsmandFi el d Fields tcollectioowitht r ol 8 s

its ShowEditButton  property set to True. This renders an Edit button when the

DetailsView is displayed in read -only mode and Update and Cancel buttons when

displayed in edit mode. Rather than requ iring the user to click Edit, though, we can



have the Detail sView render in an fAal ways

c ont rDefadlitdode property to Edit .

With these changes, your Detail sView
similar to the following:

<asp:DetailsView ID="UserProfile" runat="server"
AutoGenerateRows="False" DataKeyNames="Userld"
DataSourcelD="Use rProfileDataSource" DefaultMode="Edit">
<Fields>
<asp:BoundField DataField="HomeTown" HeaderText="HomeTown"

SortExpression="HomeTown" />

<asp:BoundField DataField="HomepageUrl"
HeaderText="HomepageUr|"

SortExpr ession="HomepageUrl" />
<asp:BoundField DataField="Signature" HeaderText="Signature"
SortExpression="Signature" />
<asp:CommandField ShowEditButton="True" />
</Fields>
</asp:DetailsView>

Note the addition of the CommandFie Id and the DefaultMode property.

control

Go ahead and test this page through a browser. When visiting with a user that has a

corresponding record in UserProfiles , the userds setti

editable interface.
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http://msdn2.microsoft.com/en-us/library/system.web.ui.webcontrols.detailsview.defaultmode.aspx

Figure 15: The DetailsView Renders an Editable Interface

Try changing the values and clicking the Update button. It appears as if nothing
happens. There is a postback and the values are savec
no visual feedback that the save occurred.

To remedy this, return to Visual Studio and add a Label control above the

DetailsView. Setits ID to SettingsUpdatedMessage ,its Text property to fAYour
settings have been Vighika taadEnablediewState t properties to

false

<asp:Label ID="SettingsUpdatedMessage" runa t="server"
Text="Your settings have been updated."
EnableViewState="false"
Visible="false"></asp:Label>

We need to display the  SettingsUpdatedMessage Label whenever the DetailsView is
updated. To accomplish this, create an event handler for the Detail sVi
ltemUpdated event and add the following code:



