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Executive Summary

Microsoft® Corporation has launched an aggressive program of protocol licensing, accompanied by
technical and marketing support, to help hardware and software vendors bring interoperable products to
market more quickly and to increase customer choice. By licensing portions of its source code and other
intellectual property as a series of protocols (the language in which applications, software platforms, or
hardware devices communicate), Microsoft greatly eases the development burden for both partners and
competitors. With access to licensed protocols, vendors can solve interoperability problems more quickly
and at lower cost than through reverse engineering. When customers are assured of interoperability
through the licensing of protocols, they are more likely to buy new solutions more quickly, are more easily
able to share information both within and outside of the organization, and are better able to quickly
respond to changing business conditions.

This white paper explains the benefits of protocol licensing for independent hardware vendors (IHVs),
independent software vendors (ISVs), original equipment manufacturers (OEMs), and customers;
describes the various protocols available for licensing; and highlights scenarios in which the use of these
protocols can speed the development of interoperable products.
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The information contained in this document represents the current view of Microsoft Corporation on the issues discussed as of the
date of publication. Because Microsoft must respond to changing market conditions, it should not be interpreted to be a
commitment on the part of Microsoft, and Microsoft cannot guarantee the accuracy of any information presented after the date of
publication.

This White Paper is for informational purposes only. MICROSOFT MAKES NO WARRANTIES, EXPRESS, IMPLIED OR STATUTORY, AS
TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the rights under copyright, no part of
this document may be reproduced, stored in or introduced into a retrieval system, or transmitted in any form or by any means
(electronic, mechanical, photocopying, recording, or otherwise), or for any purpose, without the express written permission of
Microsoft Corporation.

Microsoft may have patents, patent applications, trademarks, copyrights, or other intellectual property rights covering subject
matter in this document. Except as expressly provided in any written license agreement from Microsoft, the furnishing of this
document does not give you any license to these patents, trademarks, copyrights, or other intellectual property.

© 2007 Microsoft Corporation. All rights reserved.

Microsoft, Active Directory, MSDN, Outlook, SQL Server, Windows, Windows Media, Windows Mobile, Windows NT, Windows Rally,
Windows Server, Windows Server System, and Windows Vista are either registered trademarks or trademarks of Microsoft

Corporation in the United States and/or other countries.

The names of actual companies and products mentioned herein may be the trademarks of their respective owners.
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The Interoperability Challenge

An explosion of innovation in the information technology (IT) industry has led to unparalleled choice for
customers. Customers can, and often do, choose a mix of tbest-of-breedé hardware or software to meet a
specific business need, relying on the vendor that developed each product to assure them that the
combination can work together.

For IHVs, ISVs, and OEMs, the range of hardware and software products their customers own poses a
major development challenge. With each new operating system, storage interface, networking standard,
or application programming interface (API) that reaches critical mass in the markett and with each new
version or upgrade of a popular productt IHVs, ISVs, and OEMs have another platform with which their
products must work seamlessly.

Determining what is required to achieve this interoperability, writing the necessary code, and testing for
each conceivable combination of products dramatically increases the cost of development and the time to
market for new and innovative products. Identifying and resolving subtle interoperability problems also
increases support costs (for both vendors and customers) once products are in the market. Worst of all, a
lack of interoperable products means critical applications or systems cannot share data, making it
impossible for customers to respond quickly to changing business requirements.

Solving interoperability issues is especially complex and difficult when one IHV, ISV, or OEM lacks the
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specifications are known as protocols. Ideally, the two companies will agree to share the details of each

20 KSNDa biNBgatReQ@delifieZa wéll-engineered solution, and agree on how to share both

the profits and the ongoing task of supporting the products in the market for as long as a decade (see

- LILJE

chart1Z & {F YLX S t NPRdzOG [ A TS [/ &yGrensid to e sunc@BFuNihed t = F2NJ Iy Ay

companies collaborating should agree to share the products of their work, the burden of supporting these
products over their life cycles, and sometimes even their profits.
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Source: Microsoft Corp.

If an IHV, ISV, or OEM cannot license the required protocols from a second vendor, that company must
Oreverse engineer€ them, an expensive and time-consuming process that inevitably results in a slower
time to market. Without a license, an IHV, ISV, or OEM also faces legal and financial risk if the company
that owns the protocol later claims that its patents or copyrights have been infringed.

To help its business partners overcome these challenges, Microsoft has initiated a wide-ranging program
for licensing a variety of intellectual property that includes the critical protocols required by IHVs, ISVs,
and OEMs. This new strategic effort, backed by a separate business unit within Microsoft, includes
extensive technical and marketing support to help IHVs, ISVs, and OEMs in the storage, security,
consumer electronics, and data communications markets grow their businesses more quickly.

Microsoft Protocol Programs

Since 2003, Microsoft has been broadly licensing its intellectual property to other companies. This large,
diverse portfolio of intellectual property includes not only protocols but also source code, schemas, and
documentation, in addition to associated copyrights, trademarks, patents, and trade secrets. By licensing
its protocols and other intellectual property, Microsoft helps its partners bring breakthrough technology
to market more quickly, add unique value to their software and hardware offerings, achieve
interoperability with other platforms, and provide ongoing support over the life of those products.

The Microsoft Protocol Programs now offer more than 200 protocols. Licensing these protocols helps
IHVs, ISVs, and OEMs achieve higher margins and greater market share by enabling full and reliable
interoperability for their products at the launch of new Microsoft® Windows® platforms, rather than at an
indeterminate point in the future.
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This program supports the licensing of protocols, in addition to technical support for IHVs, ISVs, and OEMs
in the following four key areas:
9 Security functions such as identity and access management, along with security and vulnerability
management
Storage functions such as file serving, print and fax services, and user and group administration
System and network management tasks such as change and configuration management and
performance management
9 System software functions such as clustering and availability, remote control software, and
virtual machine software

f
f

Microsoft licenses its protocols through a number of programs, including the Microsoft Communications
Protocol Program (MCPP) and the Work Group Server Protocol Program (WSPP). The MCPP licenses
communications protocols that Microsoft implements in its client and server operating system products.
This licensing makes it easier for third parties to develop and distribute server software that interoperates
with Windows desktop operating systems and other compatible software. The WSPP licenses
communications protocols for more than 20 work group server services, tasks, and scenarios. Finally,
programs such as Microsoft® Windows RallyT which provides a platform for networked devices that
ensures effortless setup, secure connectivity, and a rich user experienceT license protocols including
Windows Connect Now (WCN), Link Layer Topology Discovery (LLTD), and Plug and Play Extensions (PnP-
X), which are used to connect networked devices.

Upon licensing protocols through the MCPP, partners receive protocol documentation, netmon (network
monitor) protocol parsers for the development and test of compatible code, and advance notice of
changes to Microsoft products throughout their life cycles. Licensees under the MCPP program also
receive, at no extra charge, a one-year subscription to the Microsoft Developer Network, with its rich
array of online documentation and information, in addition to support from a technical account manager
(TAM). For vendors that do not require access to documentation, technical support, or marketing events,
Microsoft also offers patent-only licensing for selected protocols.

Strategic Goals and Benefits

The Microsoft Protocol Programs represent a new and strategic approach by Microsoft to licensing its
intellectual property. Not only is Microsoft making more of its technology portfolio available, but it is also
greatly expanding the quantity and quality of the technical support IHVs, ISVs, and OEMs need to make
the best use of that intellectual property and to solve even the most challenging interoperability issues.

For example, for the first time, Microsoft is providing licensees with detailed technical guidelines for
implementing its protocols and with designated TAMs to help licensees get answers from the
development group. In addition to providing a complete range of technical documentation, Microsoft is
hosting events such as Plugfests and Interoperability Labs, at which vendors can work together to solve
interoperability problems, and marketing events, at which vendors can meet potential partners and
customers. Microsoft also is providing licensees with marketing and public relations support in the form of
case studies and press releases.

By delivering this technical and marketing support, Microsoft aims to expand the market for its products
and those of its partners, and to broaden industry support for Microsoft platforms. Because they no
longer must reverse engineer the protocols they need, IHVs, ISVs, and OEMs can realize lower costs for
both development and ongoing support over the life of a product, faster time to market, more assured
interoperability between Windows and non-Windows platforms, and increased customer satisfaction. In
addition, IHVs, I1SVs, and OEMs can reduce their legal, technical, and financial risks, because their licenses
provide them assured rights to use the protocols and fast access to quality technical support.
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Customers also will benefit, because this expanded licensing program results in greater product choice,
more assured interoperability, lower total cost of ownership, and easier and faster integration of products
from multiple vendors. The expanded availability of Microsoft protocolst along with the technical
support to make the best use of themt will allow customers to share information both internally and with
business partners, so they can more easily meet changing business needs.

Use Cases

There are seven technical use cases in which IHVs, ISVs, and OEMs may need to use Microsoft protocols to
achieve interoperability. Each use case may require different protocols, different Microsoft licensing
programs, and varying degrees of technical and marketing support from Microsoft. These use cases
include the following:

Windows server/client to Windows server/client with no protocol modifications

Windows server/client to Windows server/client with protocol modifications
Non-Windows device to Windows client

Windows client to non-Windows server

Windows client to non-Windows client

Windows server to non-Windows server
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Use Case 1—Windows server/client to Windows server/client with
no protocol modifications

The first use case is the connection of a Windows server or client to another Windows server or client in a
case where no modification to the protocols is needed. In this use case, there is no need for a vendor to
license or modify Microsoft protocols as they are already included within the Microsoft products.
However, the IHV, ISV, or OEM could still use the protocol documentation, parsers, and test tools to help
design and test their products, provide support for customers, or train their own support personnel in
diagnosing interoperability issues during a LINR R tifxixcle. &

Use Case 2—Windows server/client to Windows server/client with
protocol modifications

The second use case involves connecting a Windows server to another Windows server in a case when

changes to the protocols are needed. San Jose, California-based Brocade Communications Systems Inc.,

F2NJ SEI YL ST Y2RATASR a A(OB\Prétaof fir @sitorbgdXdiléiaeh 6 dzi SR CAt S { ¢
network. StorageX extends the benefits of DFS by improving namespace manageability and simplifying file

data management in distributed, heterogeneous storage environments. This enables Windows-based

management of multiple, heterogeneous file servers. It also extends the DFS namespace with a global

namespace that aggregates files and centralizes the management of unstructured data across the

enterprise.

Use Case 3—Non-Windows device to Windows client

In the third use case, an IHV, ISV, or OEM must connect a non-Windows device to a Windows client
running either Microsoft® Windows® XP or Microsoft® Windows Vista®. To enable this functionality, IHVs,
ISVs, or OEMs can license protocols through, for example, the Windows Rally program. The protocols
available and the functionality they enable include the following:
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SetupT provides a simple, secure wireless setup experience for Wi-Fi-enabled devices.

1 Link Layer Topology Discovensures that any device that implements LLTD will be represented
by an icon on the Windows Vista Network Map, regardless of Internet Protocol (IP) connectivity
state, thereby giving usersone-Of A O] | 00Saa erinteffale. LRTE 454 OBl a2
quality of service (QoS) features to ensure that devices that need priority service can request and
receive it on the network.

w»
(@]]

91 Devices Profile for Web Services (DPaW&)les rich, secure, programmatic control of devices
and easy discovery of device capabilities.

1 Plug and Play Extensioasable the same plug-and-play experience users see within PCs and
notebooks over an IP network. By extending this model to network-connected devices, users get
the same rapid discovery and simple, ready-to-use€ experience for devices such as network-
attached storage (NAS), IP cameras, and so on.

I The Windows Rally program also offers a variety of protocols for enabling IP connectivign a
variety of networked devices.

Use Case 4—Windows client to non-Windows server

The fourth use case requires connectivity between a Windows client (XP or Vista) and a non-Windows
server (such as Linux). This connectivity is enabled by protocols licensed through the MCPP or the WSPP.
These include the following:

9 Authentication Services Seryatich provides access authorization and control, policy
enforcement, and usage audit services for all system resources.

9 Certificate Services Seryemich provides communications for X.509 certificate requests in
addition to certificate renewal, key archival, certificate issuance, and the life-cycle management
of data packets that help provide for the auto-enrollment of Windows clients.

9 Collaboration Services Serwshich provides services such as audio-conferencing or video-
conferencing, instant messaging, whiteboarding, and application sharing.

1 Digital Rights Managaent Serverwhich provides for the secure distribution, promotion, and
sale of digital media content.

9 File Servemhich provides for the use, access, and retrieval of files stored on a network.

1 General Server (including restricted protogais)ich provides all of the protocols covered by the
MCPP without restriction to particular tasks. These include, among many others: the .NET
Remoting TcpChannel Protgoshich provides an implementation for a sender-receiver channel
that uses the TCP protocol to transmit packets; the PnP-X Protoco) which identifies and handles
device drivers; and the Security Account Manager Remote Protpadilich provides remote
access to a database of information on user accountst including passwords, any account groups
to which a given user belongs, the access rights each user is allowed, and any special privileges
that a given user has.
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1 Health Certificate Servewhich communicates information about the health of the client device,
requests for digital certificates, and digital certificate issuance or refusal data packets as they
pertain to Windows client Health Certificate Enrollment functionality.

1 Media Streaming Serverhich controls the streaming of audio, visual, or other multimedia files.

1 Multiplayer Games Servexhich provides network address and session management services
during a multiplayer game session.

9 Print and Bx Serveywhich provides file printing and fax services that use a printing device
connected to the network.

1 Proxy/Firewall/NAT Server (including restricted protocalsich examines and rejects (or
forwards) data packets based on predefined permission settings.

1 Rights Management Servevhich provides client to server communications for the Rights
Management Services environment that enables the distribution and publication of protected
content.

1 Systems Management Seryetich provides remote administration services such as the
updating of client code or client parameter settings.

T Terminal Servekvhich provides remote desktop emulation services.

9 Virtual Private Network Serverhich provides network extension services for secure access
across shared or public networks.

1 Web Servemwhich provides static documents and information to requesting machines over the
Internet.

1 Windows Update Services Sepwetiich provides identification and data stream compression
services for updates to Windows.

Use Case 5—Windows client to non-Windows client

In the fifth use case, a Windows client (XP or Vista) must connect to a non-Windows client (such as a Linux
desktop). This connectivity is not covered by the protocols licensed under either the MCPP or the WSPP.
Companies implementing solutions for this scenario need to contact the Microsoft Protocol Programs
team directly to discuss specific licensing needs.

Use Case 6—Windows server to non-Windows server

The sixth use case involves a Microsoft® Windows Server® 2003, Windows Server 2003 R2, or Windows
Server 2008 system communicating with a non-Windows server. Among the protocols available for
license, and the functions they provide, are the following:

9 File/Print Taskwhich provides scenarios such as Base File Services, Distributed File System, File
Replication Service Server, Print Remote Procedure Call, Internet Print, and Advanced File
Services.

Microsoft’s Intellectual Property Licensing Program Boosts Customer Choices 9



1 User and Group Administration Tagkich provides scenarios such as Base
Authentication/Authorization Services, Domain Services Interaction Server, Multi-factor
Authentication and Certificate Services, Group Policy Server, Systems and Systems Health
Management Server, Directory and Global Catalog Replication Server, Kerberos Group
Membership Protocols, Windows Remote Registry Services, Windows Event Logging, Windows
Security Health Validator, Network Time Services, Network Connection Management, Remote
Procedure Calls, Network Access Protection (NAP) Protocols, and NAP Extensions for Dynamic
Host Configuration Protocol (DHCP) and Rights Management.

1 Networking TransporTask which includes Authenticated Internet Protocol, Internet Key
Exchange Protocol Extensions, Distributed Component Object Model Remote Protocol, Dynamic
Host Configuration Protocol Extensions, Extensible Authentication Protocol, Microsoft Challenge
Handshake Authentication Protocol, ICertPassage Remote Protocol, Ipv4 Over IEEE 1394 Protocol
Extensions, Key Service Remote Protocol, Messenger Service Messaging Protocol, Messenger
Service Name Management Protocol, NT LAN Manager (NTLM) Authentication Protocol, NTLM
Over HTTP, Server Side Include 1.4 Protocol, Microsoft Protected Extensible Authentication
Protocol, Remote Data Services Transport Protocol, Teredo Extensions, User Name Mapping
Protocol, Windows Management Instrumentation Encoding Version 1.0, Windows Management
Instrumentation Remote Protocol, Windows Server Update Services: Client-Server Protocol, and
Windows Server Update Services: Server-Server Protocol.

Use Case 7—Microsoft Windows Server System to non-Microsoft
applications

The seventh, and final, use case involves a Windows Server System communicating with non-Microsoft

FLILX AOFGA2yad tIFNIYSNER OFy Syl ofS adzOK AYGdSNRLISNI o0ACf )
Intellectual Property Licensing Group (IPLG.) Some of the licensing programs, and the interoperability they

facilitate, include the following:

1 The Exchange ActiveSyRmtocolenables mobile client devices such as Pocket PCs and
smartphones based on Microsoft® Windows Mobile® software to synchronize e-mail, calendar,
and contacts with a computer that is running Microsoft® Exchange Server 2003, Exchange Server
2007, and/or a non-Microsoft e-mail server product that has implemented the Exchange
ActiveSync Protocol through a license from Microsoft.

I The OutlookExchange Transport Protocol Prograffers ISVs a wide variety of ways to
interoperate with Exchange Server 2007 and Microsoft® Office Outlook® 2007, including a rich
set of publicly documented APIs.

1 The Remote Desktop Protocol (R2F)nt license offers IHVs and ISVs the means to connect to
Microsoft Terminal Servers.

Case Study 1: Protocols Help Blue Lane Ease
Patching Problems
Patching servers is one of the most important, yet time-consuming jobs a systems administrator must

perform. Unpatched servers can pose a grave security and performance risk, but manually gathering,
G§SadAy3s YR AyadltfAy3d LI GOKSa 2y KdzyRNBRa 2NJ (K2dzal
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time and effort. This drives up management costs and increases the time during which unpatched servers
are vulnerable to attack.

Cupertino, California-0  aSR . £ dzS [yS ¢SOKy2f23ASa L YO¢Qé
frontofanorganizatiz Yy Q4 a SNIBISNE | yR NBLI AOFGSa GKS O2NN
as that patch is released. This eliminates the need for hastily installed patches on enterprise servers and,
because it requires no code or configuration changes to the servers, maximizes their stability and uptime.
Blue Lane also has developed a software-based vulnerability shield that provides instant protection for
virtual servers on the Vmware Infrastructure 3 platform.

& ~
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To develop its solutions, Blue Lane needed a complete and accurate understanding of MicrosoftQ network
protocols, so it could replicate the way actual Windows servers handle network traffic. By licensing these
network protocols through the Microsoft Protocol Programs, Blue Lane saved crucial development time.
Blue Lane also has an ongoing development relationship with Microsoft to help reduce the cost of
supporting these products through their entire life cycle.

&We have been very satisfied with Microsoft support relatedtoa / t t ¢ &l 84 w2KAG ¢2aKyAs
research at Blue Lane. GAll groups have been proactiveT whether it is account management or helping us

whenever there have been any issues relating to access of documentation. There has been tremendous

support from the (TAM) team and program managers in the early preparatory stage, and we are looking

forward to the lab interoperability testing.€

Case Study 2: Protocol Licensing Speeds NAS
Development

Network-attached storage has long been a cost-effective platform for delivering file-level storage to
departments and smaller organizations. Campbell, California-based ONStor Inc. has taken NAS one step
further, by delivering clustered NAS solutions that can scale to meet enterprise storage needs while
utilizing the multivendor storage hardware and operating systems found in most IT organizations.

ONStor implemented a Windows-compatible file server using open, publicly available information on

MIONR&A2F(GQa /2YY2y LYGSNYSG CAft S plowdliteytoéniulefll 0 { SNIBISNJ
Windows protocol compliance both now and in the future, ONStor joined the MCPP and licensed the
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Microsoft, allowed ONStor to deliver a CIFS file server rich in functionality, including support for Kerberos

Authentication, Microsoft® Active Directory® services, and the SMB 2.0 Protocol, with its higher

performance and improved security.

The quick response and timely resolution of technical issues during product development dramatically

reduced the time it took ONStor to deliver its Bobcat NAS Gateway and Pantera Clustered NAS solutions,

which provide high, simultaneous data throughput to thousands of clients or servers, according to

O2YLI ye 2FFAOAILtad [AOSyaAay3d (GKS aiAONRaz2Fd LINRG202f &
features. These include multiprotocol file sharing for Windows, Unix, and Linux servers; concurrent, native

support for both CIFS/SMB and Network File System (NFS); cross-platform authentication using
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NT® domain support with authentication services provided by Windows NT domain controllers and Active

Directory services.
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cooperation with Microsoft experts, ONStor has been able to accelerate the development of Clustered
b!{ az2fdziaAz2ya IyR RNIYI{GAOIffe akK2NISy GAYS G2

Case Study 3: Assuring Compatibility with
Microsoft® Windows Media®

Distributing digital video over IP networks is a powerful way to aid distance learning and training,
broadcast executive events, and gather information from surveillance applications. Customers want
digital video applications that can deliver video streams to large numbers of players or servers, without
the need to install additional playback software on each desktop.

Wallingford, Connecticut-based VBrick Systems Inc. delivers such a solution with its VBrick WM appliance,
which converts audio and video from any source into digital Windows Media streams that can be read by
any desktop running Windows Media Player. The VBrick appliance can multicast the streams to any
number of players on the network and serve the stream via unicast to as many as 200 players or servers.

A major benefit of the VBrick WM appliance is its ability to integrate seamlessly into existing Windows
Media deployments, eliminating the custom configuration and additional support required for other
solutions. To deliver these benefits, the appliance must provide the functionality of both the Windows
Media encoder and the Windows Media server. Building this support into the product required an in-
depth understanding of the required Microsoft protocols.

VBrickQa LI NGAOALI GA2Y Ay GKS a/ tfualityNRuthdhtatibn dfdhee A RSR A (1 &

protocols, along with help from Microsoft in clarifying the protocols when questions arose. VBrick@Q
participation in Microsoft Plugfest gave its developers direct access to senior Microsoft developers for
their help in interpreting and supporting the protocols in the VBrick WM Appliance. VBrick developers
also utilized extensive network stream analysis to understand the precise implementation of the protocols
used by various Microsoft products.

GhdzNJ NBf F GA2yaKALI 6AGK aAONRaz2¥i KFa oNRBFRSYSR
Bruce Webber, vice president of Engineeringat VBrick® &G ¢ 2 RF &8 X Yl yeé 2NBFyAT I {
implement live and on-demand video systems to reduce costs, increase productivity, and communicate

more effectively. Windows Media-based systems offer a high-quality video solution for these
2NBI yAT I GA2yadé

Case Study 4: Protocol Licensing Boosts Database
Security

Preventing high-profile data breaches and complying with security and privacy regulations is an everyday
headache for business and IT managers alike. Security experts agree that protecting the edge of the
corporate network through firewalls is no longer enough. Critical information assets, such as databases, at
the core of the network also must be protected from attack.

Austin, Texas-based Crossroads Systems Inc. provides Business Information Assurance (BIA) solutions that
monitor information, storage, and connectivity to detect and block attempts to monitor or steal sensitive

data. To add support for Microsoft®{ v [ { S NtikGppidnt foriother [kading databases, Crossroads

f AOSYadSR aAiAONERaA&2Ti Q&rotdcbldtalgirite NIDSdécdtér thdt imddisis taffio ¢ 5 { 0
between the SQL Server database and its clients.
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Crossroads estimates it would have taken several years to completely reverse engineer the SQL Server
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Crossroads also has ongoing support agreements with Microsoft that help it reduce the cost of supporting
its products throughout their life cycles.

How Do I Get Started?

If you are an IHV, ISV, OEM, or other partner wishing to develop products using Microsoft-licensed

protocols, Microsoft is ready to license its protocols and to provide quality, in-depth support for

implementing those protocols. Participation in the Microsoft Protocol Programs is already helping

companies in the storage, security, consumer electronics, and data communications industries reduce

their time to market and slash their development and support costs. Licensing Microsoft protocols allows

vendors to focus on meeting market needs sooner rather than on juggling the legal, financial, and support

NA&l1a 2F NBOSNES SyaAySSNAYy3I y20KSN)I O2YLIl yeQa G§SOKy:

Interested parties can find detailed A Y F 2 NY' I GA2Yy | 62dzi aAONRaz2FdiQa LINR(G202f¢
initiatives at http://www.microsoft.com/protocols and http://www.microsoft.com/interop. To make the

decision process even easier, IHVs, I1SVs, and OEMs can visit Microsoft training centers throughout the

United States and Europe to view the protocol documentation and get more details about the licensing

programs directly from program owners, product managers, architects, and protocol support managers.

Microsoft offers a range of pricing methods to make the licensing process cost effective for a variety of
customers. For those who do not require access to documentation, technical support, or marketing
events, Microsoft also offers no-cost patent-only licensing for selected protocols.

For more details about any of these programs, contact: infodoc@microsoft.com

If you are a customer interested in purchasing products implemented using Microsoft-licensed protocols,
you can find case studies describing how partners have implemented our protocols at:
http://www.microsoft.com/protocols
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Chart 2

Microsoft Protocols Available by Industry Segment
Additional protocols are offered royaifyee by Microsoft.
More information about these protocols is available at:

http://www.msdn.com

Security Industry Segment

PROTOCOLS AVAILABLE ‘ DESCRIPTION PROGRAM

General Server All protocols under MCPP MCPP

Authentication Services Server Computer resource access authorization and control, policy MCPP
enforcement, and usage audit services

Certificate Services Server Provides communications for X.509 certificate requests in MCPP
addition to renewal, key archival, certificate issuance, and life-
cycle management data packets as they pertain to Windows
client auto-enrollment functionality

Digital Rights Management Server Secure distribution, promotion, and sale of digital media MCPP
content

Health Certificate Server Communication of client health status information, digital MCPP
certificate requests, and digital certificate issuance or refusal
data packets as they pertain to Windows client Health
Certificate Enrollment functionality

Proxy/Firewall/NAT Server Examine and reject or forward data packets based on MCPP
predefined permission settings

Rights Management Server Client-to-server communications for the Rights Management MCPP
Services environment that enables the distribution and
publishing of protected content

Virtual Private Network Server Private network extension services for access across shared or MCPP
public networks

Windows Update Services Server Windows Update identification and data stream compression MCPP
services

User and Group Administration Authentication and authorization services for Windows clients WSPP

Task and servers

Networking Transport Task Protocols necessary for task-specific protocol implementations | WSPP

Storage Industry Segment

PROTOCOLS AVAILABLE ‘ DESCRIPTION PROGRAM

File Server File printing and fax services using a printing device connected MCPP
to a network

Health Certificate Server Communication of client health status information, digital MCPP
certificate requests, and digital certificate issuance or refusal
data packets as they pertain to Windows

Print and Fax Server File printing and fax services using a printing device connected MCPP
to a network

Rights Management Server Client-to-server communications for the Rights Management MCPP
Services environment that enables the distribution and
publishing of protected content

Systems Management Server Client code update, client parameter setting, and other similar MCPP
remote client administration services

Virtual Private Network Server Private network extension services for access across shared or MCPP
public networks

File/Print Task File service operations to other Windows client and server WSPP
computers on a network

User and Group Administration Authentication and authorization services for Windows clients WSPP

Task and servers

Networking Transport Task Protocols necessary for task-specific protocol implementations WSPP
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Chart 2 continued

System and Network Management Industry Segment

PROTOCOLS AVAILABLE ‘ DESCRIPTION PROGRAM

File Server File printing and fax services using a printing device connected MCPP
to a network

Health Certificate Server Communication of client health status information, digital MCPP
certificate requests, and digital certificate issuance or refusal
data packets as they pertain to Windows client Health
Certificate Enrollment functionality

Rights Management Server Client-to-server communications for the Rights Management MCPP
Services environment that enables the distribution and
publishing of protected content

Systems Management Server Client code update, client parameter setting, and other similar MCPP
remote client administration services

Virtual Private Network Server Private network extension services for access across shared or MCPP
public networks

User and Group Administration Authentication and authorization services for Windows clients WSPP

Task and servers

Network Transport Task Protocols necessary for task-specific protocol implementations WSPP

System Software Industry Segment

PROTOCOLS AVAILABLE ‘ DESCRIPTION PROGRAM

General Server All protocols under MCPP MCPP

Collaboration Services Server Audio- or video-conferencing, instant messaging, MCPP
whiteboarding, application sharing, and similar services

Print and Fax Server File use, access, and retrieval services for files stored on a MCPP
network

Rights Management Server Client-to-server communications for the Rights Management MCPP
Services environment that enables the distribution and
publishing of protected content

Terminal Server Remote desktop emulation services MCPP

Virtual Private Network Server Private network extension services for access across shared or MCPP
public networks

User and Group Administration Authentication and authorization services for Windows clients WSPP

Task and servers

Networking Transport Task Protocols necessary for task-specific protocol implementations WSPP

Source: Microsoft Corp.
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Sidebar One: FAQs

What is the key element of the Microsoft Protocol Programs?

Microsoft makes available, on reasonable and nondiscriminatory terms, each communications protocol
implemented in a Microsoft® Windows® 2000 Professional, Windows XP, Windows Vista, or successor
desktop operating system that is used to interoperate or communicate natively with current Microsoft
server operating system products, in addition to Windows Server 2008.

The Microsoft Protocol Programs make available for license by others proprietary protocols that were not
previously available. These protocols can be used, in accordance with the terms of the program's license
agreements, to develop a broad range of server software products that use the protocols solely to provide
services to Windows desktop client operating systems or other compatible server or client software.

What are the key terms and conditions of the program?

The applicable communications protocols are licensed solely to enable non-Windows server software to
provide services to Windows desktop client operating systems and other compatible server or client
software. Consistent with industry practice, licensees of these protocols are required to protect
Microsoft's intellectual property appropriately and are further obligated to pay specified royalties for the
use of certain licensed communications protocols and associated intellectual property. The current
version of the Development Agreement is available for review.

What is a communications protocol?

For purposes of the Microsoft Protocol Programs, a communications protocol is the set of rules for
information exchange to accomplish predefined tasks between a client computer and a server computer
that are connected by a network. These rules govern the format, semantics, timing, sequencing, and error
control messages exchanged over a network.

It sounds like the Development Agreement covers Microsoft's proprietary communications protocols.
What about nonproprietary protocols?

Microsoft client and server operating systems also use standards-based and other published protocols to
interoperate. A list of such protocols and links to a source for the available documentation is available on
the MSDN® Published Protocols and Royalty-Free License page.

| can find a task that describes my product, but | need rights to use the protocol technology in ways other
than those described in the license agreement on the MCPP Web site. What should | do?

Microsoft is generally willing to provide broader usage rights for the company's protocol technology than
is specifically addressed in the MCPP Web site. Please contact the MCPP licensing team to explore
possible licensing structures that might fit your business needs.

What information will licensees receive under the program when they license the protocols?

Licensees will receive access to detailed technical documentation regarding each of the applicable
protocols. Licensees can then use this information and associated Microsoft intellectual property to
develop their own implementations of the protocols in accordance with the agreement's terms.
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How much will it cost a typical licensee to license these protocols?

Microsoft has established four different royalty models for products implementing these protocols. Each
server task is associated with one or more royalty models. The four royalty models are: (1) fully paid up;
(2) flat-fee per unit; (3) percentage of net revenue royalties; and (4) royalty free. In addition, prepaid
royalties are a Program Entry Requirement. For specific pricing information, see the Pricing Overview.

(Microsoft maintains a more complete list of FAQs on its Web site.)

Resource List

Microsoft Protocol Programs:
http://www.microsoft.com/protocols

aAONR&2FTGQa LYUSNRBLISNIGAfAGE LYAGAFGABSY
http://www.microsoft.com/interop

aA ONR & 2 Bauedlabh LIS Y
http://port25.technet.com

aAONR&a2FGQa hLISY {LISOAFAOLFIGAZ2Y tNRYAAS G2 YI1S AGa 2 ¢
implementation:
http://www.microsoft.com/interop/osp

MSDN Royalty-Free Protocols:
http://msdn2.microsoft.com/en-us/library/ms818754.aspx

CNET Community Portal:
http://www.gotdotnet.com

Questions? Contact: infodoc@microsoft.com
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