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Ransomware 
Ransomware is a malware threat that seems to be showing up more in the 

media because of recent high profile attacks, and is attracting an increasing 

number of malware authors because of its lucrative results. The modus 

operandi of ransomware is deceptively simple: Infect a device, and then deny 

the person access to their devices or files unless they pay a ransom. However, 

the ways attackers are executing attacks are becoming more complex, and the 

results of the attack are becoming increasingly costly to its victims. It can be 

hard to understand what ransomware is and it can be confusing, if not scary, to 

know how to help protect your devices against this threat. That is why we want 

you to be informed about ransomware, to understand what you can do to help 

protect your devices, and to know about the work we did in the Windows 10 

Anniversary Update to help protect against it. 

How ransomware infects a device 

Ransomware most commonly infects a device through email or through a 

browser. When using email, the perpetrator will circulate an email that includes 

malicious code in an attachment or a link to a malicious website, hoping the 

person clicks the link or opens the attachment and then becomes 

infected. When using a browser, the perpetrator takes advantage of an exploit 

or a malicious download link, so when the person unwittingly goes to a 

malicious website or clicks the link on a webpage a malicious download infects 

the device.1 Figure 1 shows how this works. 

                                                 
1 Our research shows that from January 2016 through July 2016, six of the top ten ransomware threats used email and browser 

exploits, or browser-plug-in related exploits, and the remaining four used browser exploits. 
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Figure 1 – Ransomware uses email, browser and malicious downloads as primary vectors to infect a device. 

 

What our research shows 

Not only are you hearing more about ransomware in the media, but our 

research indicates that there is a noticeable increase in the number of attempts 

to infect devices with ransomware. Windows Defender has identified a 400% 

increase in the number of ransomware encounters from December 2005 to July 

2016 (see Figure 2). 
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Figure 2 – Ransomware encounters identified by Windows Defender. 

 

A closer look at the data shows that older versions of Windows are more likely 

to encounter ransomware. Figure 3 shows that devices running Windows 10 are 

58% less likely to encounter ransomware than when running Windows 7. 

Ransomware, like other malicious activity, evolves. At the same time, we 

continue to improve Windows 10 so that it is much more difficult for malware 

authors to infect your devices with malware. As the most secure version of 

Windows, we encourage all of our customers to upgrade to Windows 10. 

 

Figure 3 – Windows 10 devices have fewer ransomware encounters than Windows 7 devices. 
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What we are doing to help address ransomware 

Microsoft’s security strategy includes focusing on prevention, detection and 

response. Here is how we apply this strategy to ransomware:  

 Prevention: help stop ransomware before it reaches the device 

 Detection: help identify and block ransomware from running on devices 

 Response: provide intelligence to IT and Security professionals, so they 

can identify devices that are compromised and respond accordingly 

We employed this same strategy in the Windows 10 Anniversary Update, 

including: 

 Improving Windows 10 protection against ransomware attacks and 

releasing an updated Microsoft Edge browser, which we believe is the 

most secure browser we have ever shipped, leading to no known zero-

day exploits or exploit kits successfully targeting Microsoft Edge to date. 

 Advancing machine-learning systems in our email services to help stop 

the spread of ransomware via email delivery. 

 Improving Windows Defender cloud detection capabilities and heuristics 

to reduce detection time to seconds, and integrated URL reputation 

intelligence into Windows Defender’s cloud detection – faster detection 

increases our ability to respond before the infection can occur.  

 Releasing Windows Defender Advanced Threat Protection to provide 

insights into potential attacks on your network so that enterprise security 

operations teams can investigate and respond. 

Let’s take a deeper look at how these advancements in the Windows 10 

Anniversary Update help protect you from ransomware. 

https://www.microsoft.com/en-us/security/portal/mmpc/shared/glossary.aspx#zero_day_exploit
https://www.microsoft.com/en-us/security/portal/mmpc/shared/glossary.aspx#zero_day_exploit
https://www.microsoft.com/en-us/security/portal/mmpc/threat/exploits.aspx
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Prevention 

Windows 10 and Microsoft Edge investments 

During the development of the Windows 10 Anniversary Update we increased 

our efforts to make it harder for malware authors to exploit both Windows 10 

and Microsoft Edge to help stop ransomware from reaching devices. 

Specifically, we improved Microsoft Edge to help prevent exploits from 

downloading and running malware, including ransomware, on the device. An 

exploit is a piece of code that uses software vulnerabilities to gain access to 

information on a device or install malware. We updated Microsoft Edge with 

additional protections to help prevent exploits from using vulnerabilities to run 

another program. This means if an exploitable vulnerability is found in 

Microsoft Edge itself, it is less likely that the exploit can run any downloaded 

malware. 

Adobe Flash Player is a common browser plug-in and is integrated with 

Microsoft Edge to enable you to see Flash content. Some malware authors use 

vulnerabilities in Flash Player to download and run malware, such as 

ransomware. In Microsoft Edge included with the Windows 10 Anniversary 

Update, Flash Player is isolated to run in its own application container. This 

helps ensure that any exploitation of Flash Player vulnerabilities result only in 

control of the Flash Player, and the malware author would need to provide 

another exploit to escape the Flash Player application container before 

downloading and running malware. 

Because of this work, we can prevent many ransomware-related threats from 

infecting the device. For example, clicking a malicious link may lead you to a 

webpage using the Neutrino exploit kit which checks for software, including 

Adobe Flash Player, to see if it is vulnerable to certain exploits and then uses 

https://www.microsoft.com/en-us/security/portal/mmpc/shared/glossary.aspx#vulnerability
https://www.microsoft.com/security/portal/threat/encyclopedia/Entry.aspx?Name=HTML/NeutrinoEK
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the selected exploit to download and run malware. The current vulnerabilities 

targeted by Neutrino do not work in Microsoft Edge, so if you visit a malicious 

website using the Neutrino exploit kit, your device would not be infected. 

We made it harder for malware to attack the Windows kernel through 

Microsoft Edge. The kernel is the high-privileged core of the Windows 

operating system, which is why attacking the kernel is attractive to malware 

authors. The kernel is responsible for managing system calls used by software 

to interact with Windows. In the Windows 10 Anniversary Update we limited the 

ways in which system calls can be used by Microsoft Edge which increases the 

likelihood that a successful Microsoft Edge exploit will not escape the browser’s 

sandbox and harm the rest of the system, including your important data.  For 

example, if a malware author attempts using a vulnerable system call to escape 

the browser’s sandbox and download and install ransomware in a way that 

does not fit within these new restrictions, Microsoft Edge will block the system 

call, preventing the attack. 

We also made improvements to the Address Space Layout Randomization 

feature (ASLR) in Windows 10 to further help prevent attacks against the kernel. 

When a program is loaded into memory, it tends to be loaded in a predictable 

way, and some exploits try attacking these predictable memory locations. ASLR 

randomizes the memory locations used by the kernel making exploiting 

vulnerabilities in the kernel more difficult and costly. 
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SmartScreen Filter URL reputation investments 

In order to do a better job of preventing browser-based ransomware from 

reaching users in the first place, we extended SmartScreen Filter by cultivating a 

broad set of data from sources that are part of the Microsoft Intelligent Security 

Graph. These data sources give us greater insight into exploit attempts, 

including attempts to distribute ransomware, so we can review the data, gain 

insights, develop strategies and new features, and use machine learning to 

better protect against malware, including building URL reputation about 

websites. When you unwittingly click on a link that could lead to an unsafe 

website, such as one potentially distributing ransomware, we have the ability to 

notify you that site could be malicious. 

Bringing together data intelligence also helps us to detect potential attacks 

while they are in progress and to identify emerging threats, including modern 

exploit kits attempting to deliver ransomware. We can then use this information 

to develop ways to block future attacks before they happen. For example, this 

data intelligence enabled us to block an average of 200,000 exploit kit attempts 

per day over the last six months. 

Commercial and Consumer productivity services investments 

Email is one of the primary infection vectors used by ransomware. In July 2016, 

we identified 58 million attempts to use email to infect our email services 

customers with ransomware-related threats. Ransomware authors typically use 

email when targeting enterprise networks. An employee may be led to believe 

an email is a genuine message from an executive, and then clicks on an 

included link or opens an attached file which installs the ransomware. 

To help protect against malware, including ransomware, sent by email to our 

consumer and commercial productivity services customers, we use several 

techniques. Windows Defender is one of them, and we developed and 

https://blogs.windows.com/msedgedev/2015/12/16/smartscreen-drive-by-improvements/#ImIkGeTY4wWORx7b.97
https://channel9.msdn.com/Events/Virtual-Security-Summit/Virtual-Security-Summit-2016/Fighting-Cybercrime-with-the-Intelligent-Security-Graph
https://channel9.msdn.com/Events/Virtual-Security-Summit/Virtual-Security-Summit-2016/Fighting-Cybercrime-with-the-Intelligent-Security-Graph
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deployed new detection technologies for Windows Defender over the past six 

months. Our machine learning models were originally built to help protect 

devices, so we enhanced them to help catch malware distributed in email, 

including setting up dedicated detonation capabilities to analyze malicious 

attachments for ransomware-like behaviors. We also added new heuristic 

models to further the Windows Defender email protection capabilities to more 

effectively block malicious attachments, and we developed a faster signature 

delivery channel to update Windows Defender more quickly. Through these 

investments, we reduced Windows Defender’s miss rate considerably and this 

combined with the other multi layered protection techniques, helps to ensure 

that minimal malware is delivered to our customers via email. 
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Detection 

Windows Defender investments 

In the Windows 10 Anniversary Update we enhanced Windows Defender so 

that it can respond to new threats faster, including new ransomware threats, 

using our cloud service and automatic sample submission features. 

Enabling the cloud-based protection and automatic sample submission 

features helps detect and block new malware – even if the malware has never 

been seen before – without needing to wait for a definition update to block it. 

Definition updates can take hours to prepare and deliver; our cloud service 

delivers this protection in seconds. 

The cloud also allows blocking certain malware never seen before by using 

machine learning models, heuristics, and signals obtained through the 

Intelligent Security Graph. Windows Defender queries our cloud service when it 

encounters suspicious files, and if the cloud determines a suspicious file is 

malware, including ransomware, Windows Defender immediately blocks the file. 

If our cloud is unable to make a determination, it requests a copy of the file so 

it can apply additional heuristics, machine learning, and automated analysis, 

including detonation. If the cloud then determines the file is malware, it 

provides this information to other Windows Defender users who have enabled 

cloud-based protection, allowing for blocking these malicious files more 

quickly. More details are available in the Block at First Sight article on TechNet. 

Windows Defender also employs improved behavioral heuristics to help 

determine if a file is performing ransomware-related activities to more quickly 

detect and block it when necessary. Heuristics work without needing a specific 

signature designed to detect a unique malicious file. Instead, the file’s behaviors 

are analyzed by Windows Defender to determine if the file is malware, meaning 

https://technet.microsoft.com/en-us/itpro/windows/keep-secure/windows-defender-block-at-first-sight
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if a malware author tries evading detection by changing parts of the file, it is 

still blocked. By improving these behavioral heuristics, we more effectively 

protect against ransomware, blocking 15% of ransomware threats detected in 

July 2016 this way. The remaining 85% were blocked using traditional signatures 

and cloud-based protection. 
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Response 

Windows Defender Advanced Threat Protection released 

In the Windows 10 Anniversary Update we launched Windows Defender 

Advanced Threat Protection (ATP). This is a new service that provides 

enterprise security operations teams with a view into security events and alerts 

in their network. Enterprise security operations teams can now investigate and 

quickly respond to ransomware attacks through this new investigative layer, 

directly from the Windows Defender ATP service console.  

The Windows Defender ATP service logs security events and behaviors across 

all the devices it monitors within a network, and then combines that 

information with cloud analytics to continuously search for and detect signs of 

attacks that may have been missed by other defensive layers. The Windows 

Defender ATP console provides detailed machine and file/process timelines 

that include in-depth event logging, process execution trees, registry changes, 

and file and network operations. This helps security teams quickly understand 

how the ransomware entered the device, the extent of the damage it created, 

and where it might be progressing in the network from an affected endpoint as 

shown in Figure 5. When combined with productivity services Advanced Threat 

Protection, these services share signals to provide a more holistic view of what 

is attacking the enterprise. 

http://www.microsoft.com/en-us/WindowsForBusiness/windows-atp
http://www.microsoft.com/en-us/WindowsForBusiness/windows-atp
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Figure 5 – Windows Defender ATP provides intelligence to enable you to track ransomware and develop an effective mitigation 

plan. 

Additional investments 

In addition to our changes in the operating system, Microsoft Edge and the 

release of a new, enterprise-level investigation service, we provide information 

and research about many of the latest threats. Last year we published several 

blog posts detailing ransomware threats and their download vectors, and the 

ransomware page on the MMPC portal answers frequently asked questions, as 

well as providing information on how to help protect against ransomware.  

https://blogs.technet.microsoft.com/mmpc/category/research/ransomware/
https://blogs.technet.microsoft.com/mmpc/category/research/ransomware/
https://www.microsoft.com/en-us/security/portal/mmpc/shared/ransomware.aspx
https://www.microsoft.com/en-us/security/portal/mmpc/shared/ransomware.aspx
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Windows 10 Today 

An increasing number of malicious actors are integrating ransomware models 

into their operations. As a result, new ransomware varieties have emerged, 

each employing social engineering tactics and malware distribution-as-a-

service models to compromise devices. 

In the Windows 10 Anniversary Update we added new technology to increase 

protection on Windows 10 against malware, including ransomware-related 

threats. We made it so that it is extremely difficult for certain exploits to work 

when using Microsoft Edge, and enhanced URL reputation to better notify you 

about potentially unsafe websites. We increased the ability to block email 

attacks from ever reaching our consumer and commercial productivity suite 

customers. We released Windows Defender ATP to make it easier for 

companies to investigate and respond to ransomware attacks, and more. 

To help protect against ransomware, we encourage you to update to the 

Windows 10 Anniversary Update, accept the default security settings, make 

certain to keep your devices up to date with the latest security updates, and 

implement a comprehensive backup strategy.  

In addition, to help protect your company, we also recommend enabling the 

Block at First Sight cloud service in Windows Defender, and incorporate 

another layer of defense by using Windows Defender ATP. 

Cyber threats won’t stop, and neither will we. While we have made many 

improvements, there is more work to be done and we are continuously 

investing in ransomware protection across the entire Microsoft product 

portfolio. We invite you to follow our progress on the Microsoft Malware 

Protection Center Blog. 

https://technet.microsoft.com/en-us/library/cc938511.aspx
https://technet.microsoft.com/en-us/itpro/windows/keep-secure/windows-defender-block-at-first-sight
https://blogs.technet.microsoft.com/mmpc/
https://blogs.technet.microsoft.com/mmpc/
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Further reading 

Microsoft Malware Protection Center blog posts about ransomware  

Ransomware information on the Microsoft Malware Protection Center website  

Ransomware threat intelligence report on the Microsoft Malware Protection 

Center website 

Windows Defender Block at First Sight on TechNet  

SmartScreen on TechNet 

Windows Defender Advanced Threat Protection on TechNet 

Virtual Security Summit: Fighting Cybercrime with the Microsoft Intelligent 

Security Graph on Channel 9  

  

https://blogs.technet.microsoft.com/mmpc/category/research/ransomware/
https://www.microsoft.com/en-us/security/portal/mmpc/shared/ransomware.aspx
https://www.microsoft.com/security/portal/enterprise/threatreports_september_2015.aspx
https://www.microsoft.com/security/portal/enterprise/threatreports_september_2015.aspx
https://technet.microsoft.com/en-us/itpro/windows/keep-secure/windows-defender-block-at-first-sight
https://technet.microsoft.com/en-us/library/jj618329
https://technet.microsoft.com/en-us/itpro/windows/keep-secure/windows-defender-advanced-threat-protection
https://channel9.msdn.com/Events/Virtual-Security-Summit/Virtual-Security-Summit-2016/Fighting-Cybercrime-with-the-Intelligent-Security-Graph
https://channel9.msdn.com/Events/Virtual-Security-Summit/Virtual-Security-Summit-2016/Fighting-Cybercrime-with-the-Intelligent-Security-Graph
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