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Alison spends a lot of time these days complaining about being the poor country 
cousin. Unlike her wealthy cousin Wesley, Alison doesn’t have a top-of-the-line security 
bundle protecting her laptop.  

Over the last six months, Alison’s computer has been hit by three viruses, a Trojan, and 
at least five different types of adware. Wesley’s computer has been fine. So while Wes 
is surfing the Net and playing games, Alison is lurking at spyware removal forums and 
on-hold with her Internet service provider. Alison complains frequently that Wes gets all 
the breaks.

Maybe. But money isn’t everything when 
it comes to security. Alison could have 
avoided all the malware that’s landed on 
her machine without spending a cent. 
The adware? That wouldn’t be there if 
Alison didn’t click first and think second. 
The viruses and Trojan? She could have 
avoided those as well, simply by applying 
patches and automatic updates. 

Except where otherwise noted, content in this publication is licensed under the Creative  
Commons Attribution-Noncommercial-No Derivative Works 3.0 United States License, available  
at http://creative commons.org/licenses/by-sa/3.0/us/legalcode
ISBN 978-0-615-37366-9
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In the last chapter, you learned about some of the protective products you’ll need 
to keep your data safe. In this final chapter, you’ll learn how to “tweak” the set-
tings of software you already have in order to make your machine more secure. 
Those tweaks include the following:

	 •	 Setting the firewall first

	 •	 Patching security holes

	 •	 Using automatic updates 

	 •	 Creating user accounts

	 •	 Password protecting all accounts

	 •	 Creating a password reset disk

	 •	 Testing the security you’ve set

16.1 Setting the Firewall First
At this point, it seems like we’ve said it over and over again… You open the box. 
You take out your brand new computer. You connect to the Internet? NO! If you 
do this, it’s just a matter of time before your data is stolen or destroyed, or your 
system is used to attack other systems. 

Before you start traversing that information superhighway, you MUST download 
any and all patches that you need to close up the security holes on your new com-
puter. And, before you can do that, you need to have a firewall installed on your 
computer. 

This may be confusing. In the last chapter, we talked about a firewall as a product 
that you can buy or a part of a bundled computer security solution. That’s true. 
There are also several security programs including a firewall that you can down-
load for free. Truthfully, there are a number of good firewall programs, free and 
commercial, and those firewalls include various features and functions that may 
make one a better choice for you than another.

On top of all this, your operating system will actually come with a firewall. How 
good that firewall is, and whether you will want to use that firewall or a different 
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one, will depend on which version of which operating system you’re using.  
Windows 7, for example, comes with a good firewall. 

If you decide to download a DIFFERENT firewall to use long-term, you still need 
to turn on your operating system firewall before you go to the Internet to down-
load the new firewall. Think of your new computer as a car. Even if you plan to 
switch insurance companies next week, if you’re driving your brand new car home 
from the dealership today, you want to tell your “old” insurance company. Oth-
erwise, you could total your new car without coverage while you’re driving to the 
insurance agent’s office. Likewise, you don’t want to total your new computer with 
malware while you’re surfing to the firewall download site. That operating system 
firewall gives you at least temporary coverage while you’re selecting and installing 
a long-term solution.

In some cases, you might want to use the operating system firewall as your long-
term solution. That often depends on which security software you choose to use. 
Sometimes, that choice is made for you by your Internet service provider (ISP). 
Verizon, for example, provides McAfee security software free to their high-speed 
(DSL) customers. Comcast provides Symantec software free to their cable Internet 
customers. If you use either McAfee or Symantec security software, your operat-
ing system firewall will be turned off automatically during the installation of your 
security software. If you use an ISP that doesn’t provide free security software, you 
may choose to download free antivirus software that doesn’t include a bundled 
firewall. The free version of AVG, for example, doesn’t include a firewall so Win-
dows 7 users will want to continue to use the Windows 7 firewall.

Regardless of which operating system, ISP, or security software you choose, in-
stalling the firewall before downloading patches is crucial. Otherwise, an attacker 
can make his way into your computer before you have a chance to download the 
updates and close the holes. 

16.2 Patching Security Holes
Much of the malicious code that protective software wards off can be avoided 
by making sure that any security holes in your operating system, application 
programs, and protective tools are patched as soon as those security holes are 
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identified. Failing to do so can keep all those products we discussed in Chapter 15 
from working properly, or in some cases, even working at all. 

Once your firewall is on, you can select which antivirus software to run and then 
download patches right away. This is a step that far too many users forget. They 
assume that because they’re setting up a new computer, nothing really needs to be 
updated yet. That’s rarely true. Every day your new computer sat on the shelf at 
Best Buy or Staples, new malware and new variants on old malware were being 
released. Hackers and con artists were busy looking for new flaws to exploit and 
new ways to exploit old flaws. 

If you use Windows, it’s fairly simple to install any updates:

 1. Click Start.

 2. Choose Control Panel > System and Security > Windows Update. 

  Once the updates download, you’ll need to restart your computer to finish 
installing them.
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New security flaws are identified every day, so staying updated with the current 
patches is critical. While you can do this manually (just repeat the steps above), the 
most practical approach is to use automatic updates. 

16.2.1 Who’s Looking for Holes?
Apparently, more people than you think. 

Obviously, companies that make software are looking for holes in their own code 
to prevent problems they’ll have to fix for their customers. At least let’s hope 
they are.

Hackers are looking for holes because that’s just what hackers do. Some hackers 
look for holes because they’re interested in destroying, selling, or stealing corpo-
rate data. Some have a serious vendetta against a specific company and want to use 
security holes to embarrass or damage that company. Still others seek to profit by 
stealing personal information such as bank accounts and passwords.

There are almost as many reasons to look for security holes as there are methods 
to exploit them. There are also security experts whose business it is to look for 
holes. That is, they search for security vulnerabilities. Three of these companies are 
eEye.com, Secunia.com, and ISS.com X-Force (acquired by IBM). These compa-
nies sell protective software and provide information and webinars on the latest 
vulnerabilities. A webinar is an informational seminar that’s held on the Internet. 
Webinar participants (students) all go to the same website at a specified time for a 
lecture or demonstration. During the webinar, participants can ask questions and 
interact with the “teacher.” It’s like a mini-class held online. Webinars are very 
popular with businesses because it’s like sending employees to a conference for spe-
cial training without having to actually send them and pay for airline tickets, hotel 
accommodations, etc. 

Webinar An informational seminar that’s held on the Internet. 

In theory, having professionals out hole-hunting seems like a really good idea. In 
practice, it doesn’t always work out that way. Sometimes researchers who find 
holes report them to the public BEFORE the vendor has time to create a patch or 
to make that patch available for users. Of course, when we say vendor, we mean 
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the company that makes the software that includes the security vulnerability. In 
other cases, the vendor and the public—which includes the hacker community—
find out about the flaw at the same time. Hackers then immediately begin releasing 
attack tools that exploit the new vulnerability. 

16.2.2 Why Is Tuesday a Good Day to Update?
If you’re going to run manual updates, the best day to do so is the second Tuesday 
of every month. Why? Microsoft announces new updates on the second Tuesday 
of every month. If you’re curious what’s actually being fixed in this month’s Tues-
day Patch, you can read an overview from eEye on their website. Just look under 
Resources, Security Center, Patch Tuesdays.

Are problems only ever discovered or fixed on Tuesday? Of course not. Microsoft 
announces critical patches outside of the monthly window. Since an update for a 
serious vulnerability can pop up any time, you really should update your computer 
every day. 
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16.3 Using Automatic Updates
The best way to make sure that security patches are fixed promptly on your com-
puter is to use automatic updates. Because this might disrupt what you’re doing on 
the computer, the best time to pick is a time you’re not usually using the system. 

In Windows 7, you can schedule automatic updates as follows:

 1. Click Start.

 2. Choose Control Panel > System and Security > Windows Update. 

 3. Click on Change Setting.

 4. Select Every day and pick a time that works for you. Many users select 3 am 
since they’re not likely to be using the computer at that time. 
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What happens if your computer isn’t turned 
on at 3 am? Or if it’s turned on but you’re 
not connected to the Internet? No problem. 
Windows Update will simply run the auto-
matic update the next time it can get to the 
Internet.

16.4 Creating User Accounts
Another way to protect your computer at no 
cost is to only use the Administrator account 
when you need to have administrative privi-
leges. If you’re not sure who the Administra-
tor is—and you’ve never seen Admin as an 

option when you restart your computer—chances are very good that you are the 
administrator. If you don’t know what that means, you need to.

16.4.1 What is an Administrator Account?
Windows 7 has four types of user accounts: 

	 •	 A built-in Administrator account

	 •	 User accounts with administrator privileges

	 •	 Standard user accounts

	 •	 A guest account

Certain tasks can only be performed by administrators. For example, if your ac-
count doesn’t have administrator privileges, you can’t install new software.

Administrator The person in charge of maintaining a computer system. Administrators 
have special privileges not given to standard users.

Each type of user account has different privileges. A privilege is a type of per-
mission. Your account privileges determine what you have permission to do. For 
example, there are three basic file permissions: read, write, and execute. “Read” 
means that you are allowed to look at a file. “Write” means that you can save 

First Timer?

When you set up automatic up-
dates for a brand new computer, it 
may take a while. 

Why? The first time you run auto-
matic updates, your computer will 
download all the security patches 
that were released since your op-
erating system was installed. After 
that, it only needs to apply the 
“new” updates.
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a file. This also means that you can change it. If you have “Write” permission, 
you can change a file that you’ve read and then save the changed copy. Finally, 
“ Execute” means that you can run the file. (This assumes that the file is a program 
file. This is also why program files are often called executables.)

Since your account privileges determine which permissions you have, it makes a 
great deal of difference whether you are using a standard user account or a user 
account with administrator privileges. A common mistake that many people make 
is that they use one account with administrator privileges. Then, everyone in the 
house shares the same account. This can be dangerous.

There are a number of distinctions between the four types of user accounts.

Built-in Administrator Account

You won’t see this account on the login screen because it’s hidden from ordinary 
users. The only way to access this account is to restart your computer in Safe 
Mode. Why so secretive? Danger! The built-in administrator account has no re-
strictions. Using this account, you can make changes that could kill your computer 
if you don’t know what you’re doing. Unless you’re a serious power user, we sug-
gest you stay away from this particular account.

Administrative User Account

This type of account is for a regular user who has administrative privileges. Most 
home computers have one user account that has administrator privileges. The 
person with this account will be able to install and remove software and perform 
other administrative functions.

Standard User Accounts

Any number of people using your home computer might have a standard user ac-
count. Standard users are allowed to USE but not to administer. So, a standard 
user could create slideshows in Powerpoint, but he wouldn’t be allowed to delete 
PowerPoint templates or uninstall Microsoft Office. An administrator, or a user 
with administrative privileges, would have the power to do all of those things. 
That’s one reason you should be very careful about who gets administrator privi-
leges. The more power a user has, the more potential he has to damage your sys-
tem, even by accident.
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Guest Account

The Guest account is just what it sounds like. This account is for someone who 
does not typically use the system. A guest user can access the Internet to check 
email and browse the web. However, a guest can’t install software or hardware, set 
passwords, or change any system settings. 

16.4.2 Why Are Standard User Accounts Good?
The more privileges your account has, the more things you have permission to do. 
This also means that any programs that run under your account also have more 
permissions. When you don’t need administrative privileges, you should be us-
ing a standard user account instead. This does have a few minor drawbacks. Any 
time that you need to install software, you’ll probably need to log off and then 
log back on using an administrative user account. However, this is a pretty minor 
inconvenience when weighed against the possibility of having your entire system 
destroyed. 

16.4.3 How Do I Create a New User Account?
To create a new user account in Windows 7, do the following: 

 1. Click Start.

 2. Choose Control Panel > User Accounts and Family Safety > User Accounts. 

 3. Click on Add or Remove User Accounts. 

Ready to Take Charge?

Teens often make better system administrators than their parents simply because of 
the amount of time they spend using computers. The downside? Teens also use IM a 
lot more than their parents. Chatting with IM using an administrator account is risky. 
So is reading email, browsing the web, and downloading. If you’re planning to make 
yourself the administrator, be sure to create yourself a standard user account as well. 
It’s really safest if you don’t spend ALL your time as Admin! If you want to learn more 
about administrator accounts, we recommend reading the book Windows 7 Tweaks by 
Steve Sinchak and browsing his website, tweaks.com.
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 4. Click on Create a new account. 

16.5 Password Protecting Your Accounts
At this point, you’ve set up two accounts for yourself: a standard user account and 
an administrative user account. You may also have set up additional user accounts 
for other people in your home likely to use your computer. Now what? 
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The last step in creating a new account is to properly password protect it:

 1. Click Start.

 2. Choose Control Panel > User Accounts and Family Safety > User Accounts. 

 3. Click on Change your Windows password. 
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 4. Click on Create a password for your account. 

16.6 Creating a Password Reset Disk
The downside to password protecting your accounts is the danger of forgetting 
those password(s). You can protect yourself from that eventuality by creating a 
password resest disk or using a memory stick to store the password recovery file. 

To create a password reset disk, do the following:

 1. Click Start.

 2. Choose Control Panel > User Accounts and Family Safety > User Accounts.

 3. Click on Create a password reset disk. 
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 4. Follow the instructions in the Forgotten Password Wizard. 

While it sounds like this Wizard might help you if you’ve already forgotten the 
password, that’s actually misleading. You need to create the Password reset disk 
BEFORE you forget your password!

16.7 Testing Your Security
Once you install all of your security software, including your firewall, you need to 
test your security just to make sure. 

Diamonds might be forever, but security is pretty ephemeral. You might install the 
world’s most inclusive security setup today then have a new security flaw open up 
your entire computer tomorrow. That’s why you can’t just set it and forget it. The 
expert’s mantra? “Configure security, test security, update security, keep your ear 
to the ground… Configure security, test security…”

OK, so it’s not that catchy. But it is effective. And while it may not be 100% bullet 
proof, you’ll at least have done everything humanly possible to ensure the safety of 
your data—for now. After all, no system is bullet proof. Or eternal.



Tweaks  237

Several vendors offer free security tests you can run over the Internet. These  
vendors include the big boys in security protection: Symantec, Computer Associ-
ates, and McAfee. Our favorite site, however, isn’t one of the major security  
companies. We recommend Shields UP, a free site maintained by Steve Gibson at 
www.grc.com. 

Of course, testing is only step one. If this test discovers a problem, you need to 
know what to do next. Imagine that your test results indicate a risky open port. 
Now what? You need to find out why that port is open, what the danger is, and 
how to close the port if you need to. We simply don’t have enough space to go into 
every service and port, but open ports and risky services can open the door to 
bad guys. 

Thankfully, this free site provides a detailed security list, descriptions of the risks, 
and recommendations on what to do if a test fails. They won’t hold your hand, but 
they will provide you with enough details on any failed test to get you started in 
the right direction to fix the problem. 
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