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Thirteen-year-old Michael was on cloud nine when he walked out of Best Buy with his 
new laptop; top speed, top features, great price, and—even better—already wireless 
enabled. Soon, he would become a wireless freeloader. 

Before he even got home with it,  Michael 
stopped at his friend Juan’s house. Sec-
onds after walking in the door,  Michael 
was on the Net, courtesy of Juan’s 
parents’ wireless router. Same deal at his 
dad’s house. Seconds through the door, 
pop open the laptop and straight to his 
favorite gaming site! Michael was an 
instant fan of wireless technology. Noth-
ing, it seemed, could be easier.

Then Michael tried to connect to his 
stepmother’s wireless network. No 
dice. Unlike his dad or Juan’s parents, 
 Michael’s stepmom had taken the time 
to secure her wireless network. She’d set 
up a password, defined a network name, 
and enabled encryption. Michael was 
blocked. Right? Wrong. Michael hopped 
right onto the wireless network of a 
neighbor who was broadcasting to the 
entire neighborhood. 

Except where otherwise noted, content in this publication is licensed under the Creative  
Commons Attribution-Noncommercial-No Derivative Works 3.0 United States License, available  
at http://creative commons.org/licenses/by-sa/3.0/us/legalcode
ISBN 978-0-615-37366-9
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Michael’s neighbors didn’t complain, only because they didn’t know. They were still sitting 
at home accessing their favorite sites, and completely unaware that the boy next door 
was literally stealing their Internet bandwidth. In less than two hours, Michael had gone 
from an overly excited new laptop owner to being just another wireless freeloader!

Wireless freeloader Someone who connects to an unsecured wireless connection that 
really belongs to someone else.

14.1 No More Strings
Perhaps you are one of the millions of people getting rid of all those computer 
cables tangled around your house? This is one reason why wireless home networks 
are popping up all over the world. They provide a simple clutter-free way to con-
nect to the Internet from any room in your house—even your front deck or back 
yard. Connecting to the Internet wirelessly is the wave of the future. If you are not 
riding the wave now, you will be soon. Today, it’s hard to buy a new laptop that 
doesn’t come with wireless built in (using either a chip or a card). 

The wireless capability on your PC still needs an access point, also known as a 
“hot spot,” to connect to the Internet—you can’t just connect to air. How secure 
your wireless network is likely to be, and how you go about making it more secure, 
depends to a large degree on what hardware you purchased and the capabilities 
within it and your PC. Your security level also depends on how (and whether) 
you configure those security features. Having security features is nice but in many 
cases you need to manually configure those features to actually use them.

14.2 What Is Wireless?
A traditional computer network uses physical wires, cables, and/or telephone lines 
to carry data between the physical devices (computers, printers, etc.) within the 
network. A wireless network uses radio waves instead. The wireless network 
card in your computer is essentially a two-way radio, also known as a transceiver, 
which can transmit and receive radio signals.
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Wireless network A computer network that uses radio waves to send and receive data.

Wireless networks come in various shapes and sizes. There are mega-size wireless 
networks, including hundreds of square miles that provide wireless connections 
for major cities (these are different networks than the ones used by cell phones). A 
wireless network that size is called a wireless MAN, for Metropolitan Area Net-
work. In most cases, however, when we discuss wireless networks, we are talking 
about Wireless Local Area Networks (WLANs) or even Wireless Personal Area 
Networks (WPANs). Since not many people use the term “PAN,” those wireless 
personal in-house networks are also often called WLANs.

WLAN Wireless local area network.

A WLAN (of any size) works by using a radio transmission standard called Wi-Fi 
and the IEEE standard 802.11. Wi-Fi (pronounced Why-Fie!) stands for wireless 
fidel ity. In really basic terms, when you are using a wireless network, your com-
puter is sending and receiving data over radio waves in much the same way as a 
walkie-talkie. The major difference is that your run-of-the-mill toy store walkie-
talkie is incredibly slow. Since most people speak fairly slowly, that’s not a big deal 
for voice communications. For speed speakers, like auctioneers, that’s not always 
true. Try speaking very quickly into a set of walkie-talkies. You’ll find that the 
faster the speech, the harder it is to understand on the other end. Computers, of 
course, are seriously FAST speakers. They send and receive data at speeds much 
faster than even the auctioneer at Christie’s auction house could match. To keep up 
with that speed, wireless networks use special standard ways to digitally code the 
data being sent to facilitate fast and crystal clear communications. 

Standard A document that establishes uniform technical requirements to ensure that 
electronic devices can operate together.

IEEE, the Institute for Electrical and Electronics Engineers, is the international 
group that sets the standards used in most areas of communications. Their stan-
dards ensure that products made by different companies can still talk to each 
other. IEEE actually has several standards for Wi-Fi based wireless computer 
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networks. Those standards include 802.11b, 802.11g, 802.11a etc. You’ll notice 
that there’s a pattern here, in that all the Wi-Fi standards begin with 802.11. 
That’s because IEEE uses a fairly complicated numbering system to “name” stan-
dards. That numbering system makes it hard to remember standard “names,” but 
easy to see which standards are related to each other. The lowercase letter indicates 
the version of the standard. For example, 802.11b is version “b” of the 802.11 
standard.

IEEE (Institute of Electrical and Electronics Engineers) The IEEE is a serious trend-
setter, creating the standards for computer communications.

The Wi-Fi standards set the rules for how much data can be transmitted at a time, 
what speed that data is transmitted at, how far the radio signal travels, what radio 
spectrum is used, and how the communicating devices handle interference such as 
walls, hills, and devices like microwave ovens. 

IEEE Standard Distinction

802.11a This standard provides only half the transmission range of 802.11b, but 
operates in the 5GHz radio spectrum which is less crowded.

802.11b Devices using this standard transmit data at 11 megabits per second, and 
can send and receive data over a range of roughly 150 feet.

802.11g Devices using this standard also send and receive data over a range of 150 
feet, but can do so faster—at roughly 54 megabits per second.

801.11n This standard improves upon the previous standards with several new 
features, including multiple-input multiple-output (MIMO).

In these (and other) areas, there are specific differences between the various 802.11 
standards. Overall though, 802.11b and 802.11g are the most widely used in 
homes and hot spots, and b, g, and n are available in most Wi-Fi products. 

When a wireless network is in operation, it creates what is usually called a hot 

spot. A hot spot is the area in which you can easily connect to the wireless net-
work. If you’re running a wireless network at home, your living room is most 
likely a hot spot. 
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Public places that offer wireless connections are also called hot spots. You are 
likely to find hot spots in most airports, many hotels, and nearly all Internet cafes.

Hot spot An area in which you can easily connect to a wireless network. 

14.3 You Are Not Alone
If your home makes use of a wireless network, you are far from alone. Wireless 
connections are spreading quickly across most of the continental U.S. While visi-
tors to Seattle may still gaze in awe at the Space Needle, they are probably un-
aware that at its top will soon be an antenna that beams Internet wireless capa-
bility over a 5-mile-square section of Seattle. How big can wireless networks be? 
Microsoft’s new wireless network, begun in 2005, is projected to include upward 
of 17 million square feet. Among its many capabilities, this wireless network will 
allow up to 25,000 simultaneous sessions! That means that 25,000 people could 
use the network at the same time. 

Of course, Microsoft rarely does anything in a small way. Still, wireless networks 
can be even larger. Australian ISP Unwired, in conjunction with Texas-based 
Navini, is building a MAN-size wireless network around Sydney covering 1,200 
miles and including 3.5 million potential users. While you’d expect that kind of 
coverage in Australia’s largest city, you probably wouldn’t in America’s rural farm-
land. Yet, farmers in Washington’s Walla Walla County are actually part of an 
even larger wireless network—a 1,500 square-mile Wi-Fi hot spot. For scale, that’s 
bigger than the entire state of Rhode Island!

Metropolitan Area Network (MAN) A wireless network that covers an area the size of 
a medium or large city.

Because they are designed for easy access, wireless networks are especially vulner-
able to attacks. By 2004, some analysts put the number of corporate Wi-Fi net-
works that had already been attacked by hackers at 30%. As Joe Kashi pointed 
out in the November 2005 edition of Law Practice Today, “Wireless hacking is 
so common that there are many websites and discussion groups devoted to the 
practice, from which the barely computer literate can download enough freeware 
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programs to overwhelm most small wireless networks.” If anything the problem is 
worse, and there are even more sites and tools available today.

How exactly does that happen? Signals sent by your wireless device can be picked 
up by any device within your range. Hackers know this and some even drive 
around—literally, cruising the streets of commercial areas—searching for wire-
less networks. The computer literati call this war driving. Those war drivers are 
just waiting for their laptops to pick up a wireless network. This really isn’t much 
different than our friend Michael, the 13-year-old freeloading on his neighbor’s 
wireless. (Michael of course, didn’t have to leave his living room, let alone drive 
around town. Which is pretty good given that he won’t get his driver’s permit for 
three more years…)

War driving A popular hacker past-time. This is literally driving around town trying to 
pick up wireless networks.

Wireless networks transmit data in every direction. Using the right tools, a savvy 
hacker can detect that data. If you’re using a wireless network in your home, your 
data is also being scattered to the wind. Without proper security, any other com-
puter with wireless capabilities in your range can connect to your access point, 
sometimes even unintentionally. Computers can detect nearby wireless networks 
automatically. This is a recent feature added to make it more convenient for users 
to connect to their local hot spots. 

Wireless networks transmit data in EVERY direction!
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As wireless networks proliferate, so does the number of wireless freeloaders. A 
wireless freeloader is a person who connects to someone else’s wireless network 
without their permission—and usually without their knowledge. That connection 
might belong to an unsuspecting neighbor or to a nearby company with an unse-
cured access point. 

It’s even possible for a wireless freeloader to be unaware that they are freeload-
ing. Wireless cards can be set to auto-connect (or “associate”) to any available, 
unprotected network. If a person has this feature enabled, and their own network 
becomes unavailable, they may be unaware that their computer has re-connected 
to the Internet using someone else’s Wi-Fi.

Michael, the 13-year-old wireless freeloader, exemplifies how easy it is to connect 
to a neighbor’s network. Unless you’ve configured security on your wireless net-
work, your neighbor just might be freeloading right now. We don’t know about 
your neighbors, but some of ours are pretty nosy. We’d really rather not have them 
hitching a ride on the Internet through our networks. We don’t want them snoop-
ing through our network traffic either. Our traffic is just that—ours. 

14.4 Locking Down the WLAN
To avoid war drivers and keep freeloaders off of your wireless, there are several 
steps you need to take to lock down your wireless network:

 1. Download the most recent firmware for your wireless router. 

 2. Change the router password and user name.

 3. Change the default network name.

 4. Enable encryption.

You’ll notice that most of these steps involve changing the firmware or changing 
the settings (configuration) of the wireless router. The router is the physical device 
that creates your home network. Basically, it “routes” information to the right 
place within that network. In specific terms, that means that it forms the connec-
tion between your Internet connection (ISP) and the computers and devices within 
your home network. (With some wireless cards it’s possible to create an “ad-hoc” 
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wireless network between two computers without using an access point, but this 
isn’t recommended and doesn’t provide the security or performance that using an 
access point does.)

Router The physical device that routes information between devices within a network. 

In addition to connecting your computer(s) to the Internet, the router also connects 
them to each other. When information is “routed” it’s being sent from one place to 
another, or more specifically, from one physical device to another. It’s your router 
that sends information between your computer and the Internet or between your 
mom’s computer in her home office and the photo printer in your living room. Just 
as the Post Office uses addresses and zip codes to deliver packages from one person 
to another, your data has “from” and “to” addresses that help it get from your 
computer to where you need it to go. In many ways, you can think of your router 
as the postal worker who uses the addresses on your data to make sure that it’s 
delivered to the right device and program.

A traditional “wired” router moves your data by using physical cables and phone 
lines. Your wireless router instead routes information within your home using 
the radio frequencies defined by the Wi-Fi standard being used. It may still use a 
phone line or cable to communicate with your ISP. Or, it may not. If you’re using 
a satellite-based ISP, your router may use radio frequencies to talk to your ISP as 
well as to communicate with the computers and other devices inside your home.

14.4.1 Downloading the Latest Firmware
You’re no doubt already familiar with the terms hardware and software. Hard-
ware is anything you can physically touch. This includes your computer itself, 
your printer, your digital camera, and CDs. Software is the instructions that tell 
the hardware what to do. Unlike hardware, which is pretty much molded when 
it’s physically assembled, software is dynamic. It can change, and change fairly 
easily. Firmware is something in between hardware and software. Like software, 
firmware consists of computer programs that tell your computer what to do. Un-
like traditional software, you cannot add and remove components to firmware 
easily. What this means is that you are limited to the functionality provided by the 



Look Pa, No Strings!   199

firmware version which you are running. If you wish to enhance its functionality, 
typically you will have to upgrade to a whole new firmware rather than just install-
ing a patch or adding a new component. 

Firmware is embedded in the physical devices in your computer system. Part of 
your computer’s firmware, called the BIOS, is what allows you to reboot so that 
you can reinstall software even if you’ve downloaded a virus that completely 
trashed your hard drive. Like your computer itself, the wireless router that creates 
and manages your wireless network also has its own firmware. Sometimes, hack-
ers are able to get into systems like wireless networks because of security holes in 
the firmware or due to limitations of the security features in the firmware. Because 
of this, it’s very important that your wireless router has the most current firmware 
installed. You need to check this, even if you’re dealing with a brand new, just out 
of the box router. For all you know, that “new” router may have shipped late last 
year and sat on a shelf at your favorite electronics store for months. So, the firm-
ware may be out of date and the hackers may have detected new security holes 
since that router was originally produced. 

Always be sure to check your router’s firmware and the vendor site to make sure 
you have the latest version. Simply go to the vendor’s website and look for the 
most recent firmware for your device. This is most easy to do by searching for the 
router name and the phrase “firmware.” To perform the actual upgrade, follow the 
instructions provided by the company that makes your router. It is important that 
you only download firmware from the original vendor’s website. Do not install 
firmware from a third party—such as a free software download site or an Internet 
forum.

14.4.2 Changing the Router Password and User Name
Like many important physical devices, your wireless router comes with password 
protection. Obviously, you don’t want just anyone to be able to change your router 
settings and define who’s allowed to use your wireless network.

When your router arrives in its little box from the store, it will have a default user 
name and password already set. This is usually something pretty obvious, like 
user name Administrator or Admin and password System. Like you, anyone who’s 
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ever seen this particular router or the installation instructions knows the default 
user name and password. Since you don’t want just anyone changing your router 
settings, you need to change those defaults as soon as you unpack the router. For 
specific instructions, read the User’s Guide that you should find inside the box your 
router came in, or online at the vendor’s site.

Ideally, you should select complex words or 
phrases for your user name and password. 
Avoid using anything even remotely close to 
the default values. For your user name, also 
avoid using anything that’s blindingly obvi-
ous. Your name, your favorite football team, 
the best online game you’ve ever played, and 
anything at all similar to the terms Admin, 

Administrator, or System are especially bad choices. For your password, follow the 
rules for selecting hard-to-break passwords that we discussed in Chapter 4, Hack-
ers and Crackers.

14.4.3 Changing the Default Network Name
Just as every computer on the web has a unique IP address, every wireless network 
can have a unique name. This name is called the Service Set Identifier or SSID. 
The SSID is a unique, 32-character name that identifies your wireless network and 
distinguishes it from nearby networks. 

Because your wireless router can’t actually route anything without a valid SSID, 
router manufacturers set a default value for this name. The default SSIDs of 
every access point model—along with the associated default user names and 
passwords—are available online. In some cases, the default name can help hackers 
identify access points with known security holes. To protect your network from 
unexpected visitors, you want to change that default value as soon as you set up 
the router. This should be your next step after you’ve changed the router’s adminis-
trative user name and password. However, don’t change it to something too re-
vealing, like “Jim’s home network,” or worse, use your address in the name, “143 
Broadway.” There’s no reason to reveal that much information.

Default Passwords  
and User Names…

are a hacker’s easiest route into 
your router and the rest of your 
home network. Change them 
immediately!
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For most operating systems, you will change the SSID as part of installing 
your wireless router, using the router’s administration portal or configuration 
 software—often accessible through a web browser. Consult the manual or manu-
facturer’s instructions that came with your wireless router for specific instructions. 

14.4.4 Enabling Encryption
When you enable encryption, you’re telling the router to scramble your data to 
keep unauthorized snoopers from making sense of any data they intercept. 

In Chapter 8, Safe Cyber Shopping, we discussed the types of encryption used to 
protect online commerce. Different, but similar, types of encryption are used to 
protect data being broadcast in wireless networks.

For wireless networks, three types of encryption methods are possible, each using 
a different security protocol.

WEP Wired Equivalent Privacy This is an older standard, and it’s useless to protect 
you against today’s hackers. If this is the best option 
you have available, you should replace it immediately. 

WPA Wi-Fi Protected Access This encryption method uses the Temporal Key Integ-
rity Protocol (TKIP). While it is much better than WEP, 
it has some address security shortcomings that may 
leave your data at risk. 

WPA2 Wi-Fi Protected Access 2 WPA2 uses the IEEE Advanced Encryption Standard 
(AES) security protocol. For today, this is your best bet 
for secure encryption. However, it does have some 
hardware limitations and may not work with some 
older devices.

Regardless of whether you opt for WPA or WPA2, you’ll need to define a WPA-
PSK. The PSK is a pre-shared key that is used to encrypt (and subsequently de-
crypt) data shared between your computer and the wireless access point (your 
router). To use encryption, you need to define that pre-shared key. For most rout-
ers, you will do that by providing a pass phrase that the router uses to generate the 
encryption key.

A good pass phrase, like a good password, should be hard to guess and include 
letters and numbers as well as special characters. You might start with a simple 
phrase like “Mary had a little lamb.” Now, let’s knock it up a notch by replacing 
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all the vowels with numbers. Let’s change every letter “a” to “4,” every letter “e” 
to “3,” and every letter “i” to 1. To make it even more robust, now throw in some 
punctuation marks at the start and end of the phrase. The result:

Mary had a little lamb.

becomes:

“!*m4rry h4d 4 l1ttl3 l4mb!!*”. 

14.4.5 Other Steps
Many books recommend additional steps to secure a wireless network. These steps 
often include turning off SSID broadcasting and limiting allowed network ad-
dresses to specific MAC addresses (MAC filtering). Neither of these steps is neces-
sary or recommended because they will do little or nothing to actually secure your 
network. 

Even with the SSID turned off, your network is easily detected. Modern operating 
systems, like Windows 7, can detect the presence of a “hidden” wireless network. 
In addition, even the most inexperienced hacker can download simple (and free) 
tools to detect or “sniff” network traffic and detect hidden networks.

Likewise, using MAC filtering won’t secure your network. In theory, by only al-
lowing computers with specific MAC addresses to access your network (presum-
ably only your computers) you should be able to prevent unauthorized persons 
from connecting. In reality, anyone can sniff network traffic and discover which 
MAC addresses are authorized. Using widely available software, they can then 
“spoof” an authorized MAC address. By spoofing they can masquerade as a com-
puter that’s allowed on your network by using its MAC address.

All that either one of these techniques does is attempt to hide your network. Nei-
ther technique will deter, or even stall, a determined attacker. What they will do 
is make managing your network more difficult, and make it less user-friendly for 
legitimate network users. Depending on your router and the amount of network 
traffic, MAC filtering may also slow your network down. 

Other experts may argue that these techniques will prevent casual war-drivers or 
freeloaders from using your network, but that is exactly what encryption is for. 
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Once your network has been properly secured using the other techniques men-
tioned in this chapter, you needn’t worry about hiding it. 

14.5 Public Hot Spots
As wireless technology continues to drop in price and surge in popularity, public 
hot spots are popping up in cafes, hotels, airports, book stores, fast food restau-
rants and even in the air. Boeing is building aircraft with wireless access points. As 
of 2009, some airlines had already begun to offer in-flight Wi-Fi on selected routes. 
Imagine flying high with hot spots at 35,000 feet with Wi-Fi enabled laptops. 

The big problem with public hot spots, however, is that for ease of use they don’t 
enable encryption. This means that hackers or eavesdroppers can read your traffic, 
unless the websites you’re accessing are using encryption (https://). 

There are always dangers inherent in conducting private business in public hot 
spots. Because they are among the heaviest users of this technology, teens need to 
be especially aware of those dangers and take at least basic precautions to protect 
themselves.

Security Tips for Public Hot Spots

	 •	 Be discreet. Using your laptop in a hot spot is much like using your cell phone 
in the middle of a large restaurant. Your conversation might not be completely 
private. Don’t send anything out over the wire that you wouldn’t mind seeing 
on the front page of the Wall Street Journal.

Beware the Evil Twin…

Malicious hackers have used a technique called the Evil Twin to tap into wireless sys-
tems. The attackers set their SSID to match the SSID of a public hot spot or a compa-
ny’s wireless network. Then, they initiate a denial of service attack against the “real” 
network, effectively taking it offline. Legitimate users lose connection to that “real” 
network and unknowingly pick up the evil twin instead. Sometimes, this is called a 
“man in the middle” attack! In some cases, attackers don’t even bother to copy the 
name and simply set up an access point nearby named “free Wi-Fi,” or something 
similar, to entice people to connect.
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	 • Keep your files to yourself. Turn off file sharing so that hackers can’t access 
your files.

	 •	 Be up-to-date. Make sure you have the latest service packs and updates in-
stalled for your operating system (that automatically turns off file sharing and 
installs critical security patches).

	 •	 Use VPN if you need to. If you have sensitive data on your laptop, you should 
use a virtual private network (VPN) when you connect to any network, 
whether or not you’re currently sitting in a hot spot.

	 •	 Use sites that are SSL enabled. Sending any private or sensitive information? 
Be sure the site in question is SSL enabled. 

14.6 Mobile Devices
Laptop computers are no longer the only devices that people are using on wireless 
networks. You may in fact be accessing the Net on anything but your laptop—
your PDA (Personal Digital Assistant), BlackBerry, iPhone, iPad, Droid, organizer, 
digital camera, and even older cell phones. 

Some of the newer mobile devices even combine all of the above. Heavy travelers 
often rely on smart phones which provide a cell phone, digital camera (for picture 
capture), Web browser, email access, MP3 music player, social networks, and an 
organizer—all in a single device. While these devices provide the functionality of 
multiple pieces of equipment, they also provide all the vulnerabilities. 

 
Bottling up malicious threats to your phone requires vigilance, common sense, 
and protective software!

14.6.1 Attacks on Mobile Devices
Hackers are now beginning to target mobile devices, particularly smart phones 
and PDAs. Smart phones are especially high targets because so few users think 
about Internet security when they think about their cell phones. 
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But they should. Some pretty nasty attacks have already been launched at the cell 
phone market. One such attack appeared as a Trojan hidden in the installer of a 
popular video game enticing users to download it to their phones. Once installed, 
the game released a worm called Cabir on the phone. Thankfully, Cabir was fairly 
benign—spreading itself to other phones but not causing much damage when it 
landed. It did, however, have the nasty side effect of eating up battery life, leaving 
cell users stranded with dead phones that should have still been charged. 

At the Black Hat conference in July 2009, 
security researchers showed the audience 
how to break into iPhones by sending mali-
cious code via SMS (text message) without 
the users knowing they had just been at-
tacked. Although Apple quickly released a 
patch, an attack like this demonstrates just 
how quickly the bad guys look for flaws and 
create malware to exploit the flaws found. 

Like computers, which tend to use either Windows or Mac OS, mobile devices also 
make use of operating systems. To protect your mobile device from attack, you 
need to know which operating system it uses and how to protect it. In addition to 
relying on different operating systems than their larger laptop counterparts, mo-
bile devices also tend to use different communications standards. Most of today’s 
mobile devices use a technology called Bluetooth to access other wireless devices, 
such as printers and other phones. Most smart phones (iPhone, Android, Black-
Berry, etc.) can easily connect to the Internet through Wi-Fi access points.

Bluetooth An open wireless protocol that allows data to be exchanged by mobile  
devices over short distances.

While mobile devices are certainly at risk from malicious code attacks, they are 
also at physical risk in a way that other wireless technology isn’t. Given their size 
(and high expense), most users keep a strong physical hand on their laptop comput-
ers. Those same users don’t always have a good hand on their mobiles. We’ve seen 
cell phones left behind at schools, cafes, and restaurants. Many a user has also had 

Popular Mobile 
Operating Systems

	 •	 Apple	iPhone

	 •	 BlackBerry

	 •	 Google	Android

	 •	 Microsoft	Windows	Mobile	
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a cell phone slip out of her back pocket and 
find its way into a friend’s sofa or under a 
car seat. Don’t forget to back up your data 
just in case your phone slips away. Check 
with your vendor for backup software and 
instructions on backing up your device. 

To protect yourself in the event that your 
mobile literally slips into an intruder’s hands, 
you also need to set a hardy password to pro-
tect its contents. Don’t make the same mis-
take as Paris Hilton. Never one to seriously 
protect her personal information, in 2004 
Paris found that her PDA’s address book and 
photos had been posted to the Internet by 
intruders who’d hacked into her T-Mobile 
 account and were apparently reading her 

email as well. How’d they get her password? Like many users, Paris picked a weak 
password. In her case, she chose the name of her dog. Of course, any person who’s 
ever followed her antics (on purpose or not), knew that Tinkerbell was near and 
dear to Miss Hilton’s heart. Surely you can pick a more secure password!

14.6.2 Sexting
Sometimes, the worst damage isn’t done by hackers or bad guys. It’s self-inflected. 
This is certainly the case with sexting. Sexting is sending an obscene or heavily 
suggestive photo electronically. In theory, that includes inappropriate photos sent 
by email and instant messenger. In practice, when most people talk about sexting, 
they mean photos sent via cell phone.

Sexting Sending nude, semi-nude, or sexually explicit photos via text message or over 
the Internet.

Backing Up Your Mobile 
Devices?

Computer backups are an awful lot 
like dental floss. We all know what 
we should be doing, but most of 
us fall down (at least sporadically) 
in execution. 

The next time you “suddenly 
remember” to back up your com-
puter files, don’t forget to back 
up your mobile device. Like your 
computer, it probably contains 
important data (address books, 
appointments, etc.) that you really 
wouldn’t want to lose forever. 
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Today Chloe had to leave her AP English class because the police wanted to scan her 
phone. You see, three months ago, Chloe sent a very inappropriate photo of herself to 
Kyle. Yesterday, when she broke up with him, Kyle forwarded that photo to everyone in 
his cell phone’s address book. The police scanned Kyle’s phone too, and the phones of 
his friends. Talk in the halls was that Kyle might be charged with distributing child por-
nography. He was planning to go from high school player to college scholarship. Now 
he might go from varsity basketball to Registered Sex Offender. At least his privates 
are still private. Chloe has no idea who’s seen her photo. One of the rumors going 
around is that Kyle’s friend Jon used his iPhone to upload Chloe’s photo to an amateur 
porn site. She may never know. Even if she wanted to check, it would be impossible for 
her to track. 

There are several major problems with sexting. The most obvious is that eventu-
ally, the kids sending those photos of themselves will be humiliated and wonder 
how they could have ever done something so obviously stupid.

Another problem with sexting is that authorities currently don’t know how to treat 
it. Take the sad case above. Chloe and Kyle (obviously not their real names) are 
real kids currently attending high school in a small Pennsylvania town. Pennsylva-
nia law—like that in the most of the United States—doesn’t provide a clear path 
for prosecutors. Depending on the personal approach of the local prosecutor, one 
of three things could happen in this case:

	 •	 Chloe and Kyle could be officially “warned” and left to deal with their hu-
miliation privately.

	 •	 Kyle could be charged with harassment.

	 •	 Kyle and Chloe could BOTH be charged with distributing child pornography.

If the last option is followed, both teens could be placed in foster care and/or 
juvenile detention. If convicted, both would be forever ineligible for college loans, 
college scholarships, military service, and many types of employment. 

In this case, a crime of harassment clearly did occur when Kyle forwarded the 
photo. However, let’s imagine that the photo was kept just between them. Under 
many state laws, Kyle and Chloe could be charged with distributing and receiving 
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child pornography EVEN if no one else sees the photos. And Kyle and Chloe 
would be far from alone. 

Recent research suggests that up to 20% of teenagers have sent or received some 
form of sexual message. Is that stupid behavior? Absolutely. Is it deserving of a 
felony conviction? That depends on who you ask. Andy Hoover, legislative director 
for the Pennsylvania chapter of the American Civil Liberty Union (ACLU), com-
ments that, “Kids are going to engage in irresponsible behavior. The best way to 
deal with that is through education, not giving them a criminal record.” Of course, 
Hoover isn’t a prosecutor and not all prosecutors agree with the ACLU’s interpre-
tation. One especially aggressive district attorney in Pennsylvania filed felony child 
pornography charges against two teen girls who photographed themselves wearing 
training bras at a pajama party. In fairness, he did offer to drop the felony charges 
if the girls agreed to take a series of classes he deemed appropriate, write essays 
explaining why being photographed in their bras was wrong, and agree to be 
placed on probation and submit to random drug tests. Their parents declined and 
appealed the case instead. 

Even without the criminal considerations (which are some pretty major consider-
ations), sexting creates major concerns for long-term privacy. Photos can migrate 
from phone to web in seconds leaving digital trails that last decades. Do you want 
to risk having sleazy teen photos surface when you’re job hunting? Or how about 
when your kids are online 10 or 15 years from now researching family history for 
a school project?

Short-term privacy is also a consideration. We’d strongly recommend you follow 
the advice of 19-year-old Breena Aguila. “I wouldn’t do it. I wouldn’t trust a guy 
not to show somebody.” Would you?

14.7 Wrapping It Up
Dispensing with wires is only the first step to going wireless in security and free-
dom. You also need to lock-down your new wireless to keep it safe. Changing 
passwords, downloading the most recent firmware, changing the default net-
work name, and enabling encryption are necessary steps to cutting the strings. 
Even then, don’t conduct financial transactions on unsecured wireless networks. 
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Remember that most public hot spots are not secure. Public hot spots are fine for 
browsing the Internet and email, but not for financial transactions. 

Finally, you need to remember that not all wireless devices are created equal. Like 
your wireless network, your cell phones and PDAs also require security software 
attention. Most of all, you need to be aware of the dangers and remember them in 
deciding when and how to safely use your wireless technology:

	 •	 Think before you send any messages over your cell phone. Text messages are 
not always private. 

	 •	 Don’t use your phone to attack others. That’s a form of cyberbullying. 

	 •	 Don’t put up with bullying texts from others. If someone is harassing you 
over your cell phone, keep a record of the messages and talk to your parents. 
You might need to get the authorities involved. 

	 •	 Don’t use your phone to access porn, or send naked photos of anyone (friend, 
foe, or stranger). You could be charged with distributing child pornography 
and end up as a registered sex offender. 

	 •	 Don’t forget that your friends have cameras in their phones too. They might 
take videos and pictures and post them to the web without your knowledge. 
If your friends are taking inappropriate photos or videos, walk away. 
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