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A typical teenager from Michigan, Mindy spent a lot of time on the Internet—much of 
that time with online friends. Over a period of five months, she spent a lot of time in 
particular chatting with “George”, an online friend from London. 

As she got to know him (or so she thought), Mindy learned that George was having 
some problems with money. Banking issues, family arguments—really complicated 
stuff related to British banking laws. He had tons of money, of course; he was just 
having a hard time getting access to it. Mindy could fix this for him. All she needed to 
do was to cash a few money orders and send the cash back to George. Naturally, she 
should keep a few hundred dollars for her troubles.

A money order is like a bank check used by people 
who don’t have a bank checking account. You can 
buy a money order using cash at any post office 
and most convenience stores. Many people use 
money orders; some Internet 
sellers actually require money 
orders for payment because 
it’s safer to accept a money 
order from a stranger than it 
is to take a bank check. That’s 
because a money order is paid 
for in cash. It can’t “bounce” like 
a check can if the person’s bank 
account doesn’t contain enough 
money to cover the check.

Except where otherwise noted, content in this publication is licensed under the Creative  
Commons Attribution-Noncommercial-No Derivative Works 3.0 United States License, available  
at http://creative commons.org/licenses/by-sa/3.0/us/legalcode
ISBN 978-0-615-37366-9
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Knowing that money orders are safe, and wanting to help her friend, Mindy agreed to 
cash the money orders. Luckily for her, the Post Office realized right away that the money 
orders were fake. Even luckier for her, they opted to go after George instead of pressing 
charges against her.

“George” of course, knew full well that the money orders he tricked Mindy into 
trying to cash were all counterfeit. Not that it’s likely that George was his real 
name. Or that he actually lived in London. Or that any of the myriad details on 
his life that he provided to Mindy those five months were actually true. In real 
life, George could very well be a 60-year-old woman running a counterfeiting ring 
from Eastern Europe. About the only “fact” that Mindy knows for sure at this 
point is that George was most definitely a creep.

Unfortunately, the Internet has many scammers. According to postal inspector 
Fred Van De Putte, the money order scam is especially common. Other online 
criminals are identity thieves. Their goal is to get to know you well enough to take 
over your identity when you’re not looking. Other creeps are even worse—pedo-
philes pretending to be teens to find new victims.

To avoid becoming a victim, you need to be aware of just what you can and can’t 
tell about online acquaintances. And, what you should and shouldn’t tell to those 
same people.

12.1 Meeting People Online 
The Internet is a wonderful tool for keeping in touch with old friends and meeting 
new people who share your interests and goals. Where else could you find a ready-
made community of people who love the same music, American Idol fans, or even 
a comforting support group for overweight teens or young girls struggling with 
body image issues? For troubled teens, the Internet provides many opportunities 
for seemingly anonymous help with serious problems they’re too afraid or embar-
rassed to discuss at home.

The problem is that people who want to “help” aren’t always what or who they 
claim to be. The fellow “teen” you can really talk to about your life may not 
even be a teen. Just ask Amy, a 14-year-old from Seattle. Amy was having family 
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problems and was thrilled to find another teen online who understood exactly 
what she was going through. After months of baring her soul online, 14-year-old 
Carl offered to help her run away. Throwing caution (and common sense) to the 
wind, Amy joined Carl on a bus heading to Missouri. The longer they traveled 
though, the less sure Amy was about Carl. During a short stop on their route, 
Amy had the chance to rummage through Carl’s wallet. What she learned was 
that 14-year-old Carl was really 27-year-old Robert. Miraculously, she was able to 
escape his company and was returned to her parents. As for “Carl,” he’s probably 
still out there and still pretending. Much to the disgust of Amy and her parents, he 
was never charged. 

Amy learned a very hard lesson in an extremely dangerous way. Today, she still 
uses the Internet but only under close supervision by her parents. For those times 
they’re not in, her father has installed monitoring software and makes it a point to 
know who she’s talking to and about what.

Is Amy’s story unusual? Yes and no. Taking the risk of meeting online friends 
F2F (Face to Face), is something that few Internet users attempt. The specter of 
teens baring their souls to perfect strangers is unfortunately far too common. Are 
you likely to have Amy’s awful experience? Probably not. Truthfully, most of the 
people you meet online really are who and what they claim to be. But the reality is 
that just as creeps exist in real life, those same creeps exist online. Are they hiding 
behind every other screen name? Hardly. But there are enough of them that you 
need to understand just how easy it is for them to lie and hide behind a digital face 
because you can’t see them. 

F2F A Face to Face meeting (in person) with someone you’ve met online.

12.1.1 Where Creeps Hang Online
There’s a common fallacy that creeps spend their time online in racy chat rooms 
and sleazy online communities. That may be true, but those are certainly not the 
only places they hang out. Savvy con artists and pedophiles look for easy marks. 
The more naïve their quarry, the better their odds. 

Keep this in mind as you chat online and don’t assume that all visitors to “whole-
some” forums are themselves wholesome. Fourteen-year-old Amy made exactly 
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that mistake. Explaining why she took Carl at his online face value, she explains, 
“I assumed because it was a Christian chat room that there would be mostly Chris-
tians in there. So, basically it would be like a regular conversation with people.” 
Pedophiles generally don’t have CREEP tattooed on their online profiles. They also 
make it a point to be where they’re most likely to find vulnerable teens. Don’t be 
surprised to find them in church-related chat rooms, online religious communities, 
scouting themed groups, social networks, and other “wholesome” teen forums. 

12.1.2 Protecting Yourself from Creeps
It is easy to meet new people online. Your friends will introduce you to their 
friends, and their friends, and so on. Before you know it, your digital network is 
HUGE. It might seem easy to talk to people online because you feel safe. No one 
is in front of you judging how you look, talk, walk, or part your hair. You can 
never take meeting someone over the Internet lightly, however. If you don’t know 
that person in real life, you have no idea who he or she really is. You may even feel 
“connected” to your new friends, but you need to keep in mind that some people 
lie on the Internet. 

An important question to ask is what kind of lies are being told? Also, how big are 
those lies? Let’s face it, on the Internet people lie about a lot of different things. 
Age and gender are two big ones. That hot teen girl your friend has been hitting on 
could very well be a 40-year-old man. 

Watching out for predators on the Internet comes down to common sense and  
taking a few precautions: 

	 • Don’t give out personal information.

  This includes your full name, your home address, and your home phone num-
ber. Whether you’re talking in an online forum, group chat room, or a new 
Facebook group, you still need to keep your personal information to yourself. 

	 •	 Don’t participate in conversations that make you uncomfortable. 

  If the discussion turns to topics that make your skin crawl (or even itch), log 
off and stay off. Remember that the Internet, like the telephone, exists for 
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YOUR convenience. Just because people want to talk to you doesn’t mean 
that you’re obligated to talk to them. Most online communities provide ways 
to block access to specific members. If you’re chatting with a new MySpace 
or Facebook friend who makes you uncomfortable, unfriend him. If you’re 
using Instant Messenger, you can Block users you don’t want to talk to. Even 
in email, you can add an address to your SPAM filters and have your email 
program automatically throw away any messages from that address.

	 •	 NEVER tolerate harassment.

  If those uncomfortable conversations start to feel like harassment, tell your 
parents and together, report that person to the authorities. They’re not some-
thing you ever have to put up with.

	 •	 If someone you met online wants to meet you in person, let your parents 
know. 

  Meeting people in person that you’ve met online isn’t always dark and evil. 
As we know from online dating services, some people really do find their 
soul mates that way. Maybe even your teacher. In 2008, New Oxford High 
School in Pennsylvania saw a rash of marriages among teachers who’d met 
their spouses on Match.com. Sometimes, people who meet online inspire each 
other to serve others. A few years ago, a Gettysburg daycare operator named 
Paula was inspired by a new online friend to begin a local chapter of Project 
Linus, a charity that provides free homemade blankets to children in need of 
comforting. Members get together to make the blankets then distribute them 
to emergency rooms, homeless shelters, etc. This group was one of several 
that distributed blankets to children evacuated from the Katrina hurricane in 
2005, then later the victims of the Haiti earthquake in 2010. 

  Like Paula, your parents will have a much better idea than you will whether 
or not it’s safe to meet someone you’ve met online. If nothing else, they’ll be 
better prepared to verify the person’s identity. Unlike many teens (who are 
often uncomfortable in new social situations), Paula felt no discomfort in 
phoning officials related to Project Linus to ask them about the woman she 
planned to meet. 
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  If you’re serious about meeting someone you “know” from online, be just as 
serious about verifying that person’s identity in advance. If they claim to be 
active in a nearby town’s church group, telephone the pastor and ask if that’s 
true. For fellow scouts, check with the leader of their claimed troop. There are 
lots of ways to verify that someone is really who he says he is. Your parents 
can be very helpful in this.

	 •	 Absolutely NEVER, EVER meet anyone F2F for the first time by yourself. 

  This is pretty self-explanatory but probably the most critical deterrent to 
online creeps. Don’t put yourself in a dangerous situation when you don’t 
need to.

12.2 Liars, Creeps, and Cyberstalkers 
Most teenagers have no fear when it comes to the Internet. That’s a good thing. 
Being afraid of the Internet would be like being afraid to walk to school, to the 
mall, or to a friend’s house. You can’t live in fear. At the same time, you need to be 
aware of your surroundings, protect yourself, and make the right choices in life. 
You must have the same awareness and make the right choices when you go online. 

12.2.1 Liars
Most of us are taught from a very early age that it is simply unacceptable to lie. 
Yet we’ve been amazed at the number of tweens we know who’ve lied about their 
age to sign up for social networking sites. All of the major social networking sites, 
including MySpace and Facebook, require users to be at least 13. That’s a safety 
precaution, recognizing that tweens often don’t have the social skills and experi-
ence to protect themselves against online pretenders. 

By lying about their ages to join social networking sites, those tweens become 
pretenders themselves. That’s something to think about when assessing potential 
online friends. Is that potential Friend really 14 like it says in his profile? Maybe. 
But he could just as easily be 11 or 47. There’s no way to tell. If your own birth 
date isn’t quite what you claimed, what makes you think that anyone else’s is?
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12.2.2 Creeps
Because online forums and social networking sites allow people who may be total 
strangers at first to talk repeatedly and really get to know each other, they pose 
a special risk to teen users. Sexual predators often spend time on websites they 
know that teens frequent in order to establish friendships with teenagers. They try 
to strengthen relationships by being friendly and sympathetic, and sometimes by 
offering gifts. Eventually, those gifts come with an illicit price. Some reports claim 
that nearly 20% of kids aged 10 to 17 have been propositioned online at least once. 
Pedophiles rely on the anonymity of cyberspace as well as the naivety of younger 
web surfers. 

How serious is the problem of sexual preda-
tors online? That depends on who you ask. 
As far back as 2003, Microsoft shut down 
unsupervised Internet chat rooms in 28 
countries, including much of Europe, Africa, 
Asia, Latin America, and the Middle East. 
They claimed that the chat rooms, “had 
become a haven for peddlers of junk email and sex predators.” The American chat 
rooms were kept alive, but access was restricted to MSN subscribers—people for 
whom Microsoft had identification and billing information. 

Sadly, Internet predators aren’t limited to international chat rooms. Just ask the 
agents at Operation Blue-Ridge Thunder. Started in 1997 in a small Virginia 
town, this task force is dedicated to finding sexual predators online. Agents in the 
task force frequent chat rooms and online forums posing as young teens. Within 
two minutes of being online on a single day as a 13-year-old girl, Officer Rodney 
Thompson claims to have been approached by nine older men. Since 1997, the task 
force has provided law enforcement officers with leads on over 2,500 potential 
pedophiles. Even scarier, there are 46 similar task forces operating in other areas 
of the country.

Luckily, most predators use a pretty standard approach. If you know how these 
creeps operate, you can avoid them. Furthermore, if you run into problems, you 
can report them. 

Got a Creep to Report?

The FBI wants to know. Seriously! 

Go to: www.fbi.gov and click on 
Report Internet Crime.
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You should also remember that not all creeps are old perverts. When 16-year-old 
Celia received a message from an online friend that contained threats against his 
classmates, she didn’t just log off. She printed out the message and took it to the 
police. The 17-year-old creep found his comments made public and himself under 
arrest. When police searched the chatter’s home, they found weapons and disturb-
ing Nazi paraphernalia. More often, it’s the case that teens just rant, making silly 
threats they never intend to carry through. Still, making threats online, even if you 
don’t really mean it, is just as dangerous as sending written threats in the mail. It’s 
also every bit as illegal. 

12.2.3 Cyberstalkers
In addition to general creeps and perverts, the Internet is also home to a very small 
but scary number of people who’ve been dubbed cyberstalkers. 

Cyberstalker A predator who uses the Internet (via chat rooms, IM, or email) to harass 
his victim. 

Cyberstalking is a high-tech form of general stalking. In cyberstalking, the stalker 
uses online forums such as gaming forums, social networking sites, and email to 
harass his victim. Stalking is more common than you probably think. Some ex-
perts claim that up to 5% of adults will be stalked at some point in their lifetime. 
With cyberstalking, the danger isn’t always what the predator says TO you, it’s 
also what the predator says ABOUT you. In recent cases, cyberstalkers have posted 
personal information (including address and phone number) to public forums 
along with malicious lies intended to damage the victim’s reputation. False claims 
of drug use and promiscuity are common. Even ignoring the libel (slander is spo-
ken), just being repeatedly contacted and harassed by someone you don’t want to 
talk to is disturbing enough.

If you feel you are being stalked, it’s important to report it to the police. Keep in 
mind that this applies to actual stalking. There are real differences between some-
one who is trying to engage you in bizarre conversation and someone who is stalk-
ing and threatening you. You can simply disengage from people who annoy you. 
Someone who is stalking or threatening you, needs to be reported to law enforce-
ment officers. You know the difference. 

Don’t be afraid to report bad things. The FBI takes online abuse seriously.
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12.3 Internet Monitoring 
Your parents may or may not be concerned about your online acquaintances. If 
they’re not, it’s probably because they don’t realize how connected you are. A lot 
of parents overlook the fact that home computers are far from the only access kids 
have to the Internet. A few years ago, Internet access was quite limited. Today, 
teens can choose between home PCs, friends’ computers, school labs, libraries, and 
Internet cafes. State rest areas and even campgrounds now provide online access 
to tourists. As Lawrence Magid of the National Center for Missing and Exploited 
Children so accurately noted, “…children don’t have to be in the company of re-
sponsible adults to use the Internet.”

12.3.1 Monitoring Software
If your parents are concerned, they may have 
installed Internet monitoring software on 
your home computer. If they have, they had 
plenty of options to pick from—Parental 
Controls 2010, PC Tattletale, IAmBig-
Brother, Cyber Patrol, Safe Eyes, Net Nanny, 
and so on. Your parents could keep tabs on 
your Internet usage for as low $29.99. Not 
your parents? Don’t be so sure. With that 
many products on the market, obviously somebody’s parents are buying!

If you’ve become so entrenched in your online identity that you’re willing to do or 
say things that you’d never do in person, you need to think about who and what 
you’re becoming. Maybe it is time for you to put the keyboard down for a while 
and focus on what is important in your life. Your grades, your family, friendships 
that count, and your future. 

12.3.2 Free Email Accounts
One method that teens often use to circumvent parental monitoring is collecting 
free email accounts. These are free web-based email accounts, unconnected 
to your Internet service provider, and accessible from any computer with Inter-
net  access. The major services are provided by Yahoo! (Yahoo! Mail), Microsoft 
( Windows Live Hotmail), and Google (Gmail). 

All Eyes On You?

If you’re already concerned that 
your parents might be monitoring 
and have opted to use a friend’s 
home computer instead, you may 
want to consider that his parents 
might be monitoring as well. 
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Of course, teens aren’t the only ones using free accounts. As early as 2008,  
Windows Live Hotmail had surpassed 270 million accounts. Granted, some of 
those accounts may have been dormant (opened by users who then forgot their 
passwords or simply never bothered to use the accounts). Still, the number of 
 actual users for freebie accounts is pretty substantial. 

Free email account A web-based email account you can access from anywhere and 
that isn’t tied to your Internet Service Provider (ISP). 

Another reason to use a free account is to keep SPAM away from your “real” 
email. Many online services require that you provide a valid email address. Hav-
ing a freebie account is useful for all those times when you’re required to provide 
a valid email address, and you don’t really want the junk email that often follows 
(even when you uncheck the box that says “Yes, please send me additional offers 
and information!”). Using a free account lets you route that SPAM away from the 
important email in your ISP account. Because they are so overwhelmed by SPAM 
for millions of users, free account providers also do a fairly good job of killing the 
SPAM routed there. There are several advantages to this. Because the free accounts 
are web-based services, you’re not wasting bandwidth or time downloading mes-
sages that you’re only going to delete. Also, the free services spend a lot of time 
and effort keeping their SPAM filters up to date with the latest tricks the spammers 
are using. Identifying all those key words, etc. to define as filters in your own email 
program (like Outlook) would take you an awful lot of time. Yahoo! mail claims 
to identify 95% of SPAM messages which it immediately dumps into a Bulk email 
folder that users can delete sight unseen.

Using free accounts to avoid SPAM or check email from summer camp can be use-
ful. That’s not true about using free accounts to avoid Internet monitoring. Obvi-
ously, it’s easy to create accounts on friends’ systems and have free accounts on the 
Internet so your parents don’t monitor you. But if you’re going around the controls 
in your home to get to the Internet, you need to ask yourself some tough questions 
about why you are doing that in the first place. 

Regardless of whether you use a free email account or your home email, you need 
to remember that communicating over the Internet is not secure. That racy email 
you deleted from your Sent folder could live on sitting on your email provider’s 
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web server for years after you’ve forgotten what you said or why you said it. Even 
web pages that have been deleted eons ago still exist on backup tapes and search 
engine archives. Electronic data never really goes away. It just becomes a little 
bit harder to find. For this reason, you should NEVER write an email, send an 
instant message, or transmit a picture over the Internet that you wouldn’t want 
your mother to see. Truthfully, you shouldn’t say or post anything online that you 
wouldn’t mind seeing on the front page of the Wall Street Journal or the National 
Enquirer!

12.4 Piracy on the Information Superhighway
If you think that the age of piracy ended 
shortly after the age of chivalry, think again. 
Just ask the Recording Industry Association 
of America. On their website, RIAA points 
out that, “Today’s pirates operate not on 
the high seas but on the Internet, in illegal 
CD factories, distribution centers, and on 
the street.” And the major steals lately seem 
concentrated on the Internet.

12.4.1 Are You a Pirate?
Pirates don’t always manufacture thousands 
of fake CDs in third world countries. Some-
times, they download one song or one movie 
at a time for their own use. There’s a public 
perception that making copies for yourself 
that you don’t plan to sell doesn’t really make you a pirate. That’s not how the 
entertainment industry sees it. If you’re downloading copyright protected songs or 
videos online, you may very well be a pirate. If you’re using that new DVD burner 
to copy all your friends’ personal video libraries, you’re definitely a pirate!

Recently, 14-year-old Mark from San Francisco asked, “Why should I pay for 
 music when I can get it for free?” Part of this answer is that it’s just the right thing 
to do. It’s also the properly legal thing to do. 

Gram?!!!

Teens are clearly a big part of 
the Digital generation but hardly 
the only part. By 2009, a full 38% 
of senior citizens were using the 
Internet. A new Friend you can’t 
quite place might not be another 
classmate—it might be your 
grandmother! 

That’s something to think about 
when you’re tempted to post 
something that you’d NEVER bring 
up at the Thanksgiving dinner 
table.



172  Chapter 12

The Right Stuff

Let’s imagine that you and your buddies are starting a new band. It could be heavy 
metal, pop rock, rap, country western—whatever you are great at. Your guitar 
player Jamie even has a special “in” for you. His father produces music for a living. 

Not long after you begin, your garage band takes off. Soon afterwards, Jamie’s 
dad helps you to cut your very first commercial CD. This is great! You’ve accom-
plished what every grunge band in history merely dreams of—you get a hit song 
out of the gate and begin to receive royalties. Incredible luck, right? Only partly. 
You also put a TON of work into that success. You and your band practiced six 
days a week, not just one. You worked your guts out nailing down the right lyrics. 

Now imagine that your CD is showing up on all those “free” music download 
sites. Everybody’s listening to your work, but nobody’s actually paying you. How 
would you feel? It wouldn’t be right, would it? 

The Legal Stuff

If the music being stolen from the Net were personally yours, you’d probably be 
pretty upset. You might even begin prosecuting anyone you caught in the act of 
stealing it. This pretty much sums up how the music industry feels. They’ve gotten 
very tired of seeing their profits downloaded away and they’ve begun to demand 
that the courts hold anyone they catch accountable. 

The key word here is ANYONE. Obviously, the music industry sets their sights 
highest on shutting down the major pirating factories abroad. But they’re also 
 going after the little guys at home. And those little guys include teenagers. 

12.4.2 Are You Putting Your Parents at Risk?
Music lovers used to have an all-or-nothing deal when it came to new releases. 
When we were teens, we often had to buy an entire new album when all we really 
wanted was one song. It is great to be able to purchase a single song instead of a 
whole CD, or to be able to download just a few songs and store them on an iPod. 
It probably seems even better when those few songs are “free.”

In real life, however, few things are truly free. Downloading music without paying 
for it is not one of those things. It is stealing from the recording artists. That’s the 
law, and the Recording Industry Association of America (RIAA) and the Motion 
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Picture Association of America (MPAA) are losing patience with the practice. No 
wonder. By 2007, the MPAA estimated that its members lost $3.8 billion a year 
due to Internet piracy. 

In the past, people thought that it was only 
a crime if you made a copy you were plan-
ning to sell. With easy downloads, however, 
the practice of making personal copies has 
become so common that it’s costing the 
entertainment industry a fortune. For years 
now, music sales and profits have either 
dropped or remained flat—an effect many 
blame on the pervasiveness of online piracy. 
When profits suffer, so do jobs. A 2007 
study by the Institute for Policy Innovation 
found that overall piracy costs American workers 373,375 jobs and $16.3 billion 
in lost earnings per year. If you’re thinking that doesn’t affect you, consider that 
the annual income tax, sales tax, and corporate taxes on those profits would have 
been around $2.6 billion. When governments lose tax revenues due to piracy, that 
money is made up in higher taxes on honest people, like your parents. 

To project jobs and profits, the big boys in the entertainment industry have started 
going after the little guys in a big way. One of their first targets was 12-year-old 
Brianna LaHara. Living in a Housing Authority apartment, Brianna hardly repre-
sented a major piracy ring. Like most young teens, she downloaded music only for 
her own use. 

The press had a field day with the lawsuit, as did Congress. During later Senate 
Judiciary Hearings addressing music piracy, one senator sarcastically asked the 
RIAA president, “Are you headed to junior high schools to round up the usual 
suspects?” In the end though, the RIAA had the law on its side because download-
ing or simply making copyrighted material available for download without the 
permission of the owner is illegal. While she avoided the major fines she could have 
faced, Brianna’s exploits cost her a $2,000 fine. Just imagine how many legal CDs 
she could have bought with that money.

Most Stolen Items

The “hottest” products being ille-
gally downloaded from the Net:

	 •	 Music

	 •	 Movies

	 •	 Software	

	 •	 Video	games
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Brianna is far from the only kid targeted. In 2005, Patti Santangelo of Wappinger 
Falls, NY was shocked at being sued by the music industry for piracy. She took her 
case to the media, pleading on national television that she didn’t even know how 
to download music. The industry dropped the case, then turned around and sued 
two of Patti’s five children. When a settlement was finally reached in 2009, neither 
side was talking numbers. But we’d bet that Ms. Santangelo wasn’t happy with her 
kids’ online piracy.

Pirating music may seem thrifty in the short term, but it can cost you and your 
parents big money if you’re caught. While most settlements in early cases ranged 
from $2,000 to $7,500, American copyright law actually allows for damages of 
up to $150,000 per song. Before you download your next mix, you might consider 
whether your “free” CD is worth risking your parents’ house. The RIAA and 
MPAA are actively looking for abusers. Don’t give them an easy target.

Even if you’re not putting your parents at legal risk by your downloading activities, 
you could still be putting their data at risk. As we discussed earlier, downloading 
“freebies” from peer to peer networks also brings a major risk of downloading 
spyware, adware, and other malware. Why risk the integrity of your computer or 
the money your parents have stashed in your college fund? It’s not worth it. 
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