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Mike spent a lot of time surfing PC gaming sites on the Internet. Still, he was a little put 
back one day when visiting an old gaming site he hadn’t been to in five or six months. 
Just connecting to the site, without logging in or providing any information, he was 
greeted as a welcomed old friend:

Welcome Back Mike of Bendersville!

While the goal was to bring Mike figura-
tively back into the fold, the effect 
was to actually creep him out. 
Mike wanted to know exactly 
how the gaming site knew 
who he was. He began to 
wonder if he’d fallen 
victim to that spy-
ware he’d been 
hearing so 
much about…
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116  Chapter 9

While it’s possible that Mike had fallen victim to spyware, the link to those details 
that creeped him out was probably stored on his own computer, sitting in plain 
sight in his Cookies folder. Allowing cookies to track your activities is only one of 
several ways that your Internet browser can bite back.

In this chapter, you’ll learn what it is that cookies do and how to rein them in to 
ensure that they only work FOR you and not against you. You’ll also learn about 
browser options and how you can set them to increase your safety and security. 

9.1 Making Cookies Work FOR You
Contrary to popular belief, a cookie is not a program. It doesn’t DO anything 
per se. It’s simply information passed to your web browser when you visit a web-
site that uniquely identifies you and your system. Cookies land on your computer 
almost continuously as you surf the Internet. Those cookies are then passed back 
to websites every time you re-visit them. Websites use your cookies to recall infor-
mation about your previous visits, to determine if you are currently logged into 
the site, to change some aspect of the site, to provide additional functionality for 
the site, or to record detailed data about your visit. Accepting cookies is part and 
parcel of using most websites. Some websites will not work correctly if you do not 
accept the cookies they provide.

Cookie Information written to your hard drive by a website that you visit. A website can 
use a cookie to recognize you, and sometimes remember custom settings, when you visit 
that site again in the future.

In general terms, a cookie is a small piece of information that consists of a single 
item—a name/value pair. In most cases, the “name” is a conglomeration of the 
website name and the user ID you’ve selected (or been assigned) for the site you’re 
visiting. The “value” is a unique numeric value that the site has assigned to that 
name. Together, the name/value pair uniquely identifies you every time that you 
visit that website from the same computer.
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Contents of MySpace cookie

As you can see, cookies aren’t very informational to look at. They are, however, a 
very important thing to know about.

One common misconception about the Internet today is that when you visit a web-
site, your web browser is only communicating with one website or one computer. 
That’s not always true. In most cases, there are multiple websites and computers 
involved, each providing a small part of the web page that you see. This means 
that cookies can be loaded from or shared with many other websites just by load-
ing a single web page.

9.1.1 Are Cookies Good for Me?
Sometimes, cookies allow a website to remember your customizations. Otherwise, 
you’d need to “customize” each site every time that you visited. That would hardly 
be convenient. Cookies also allow you to set convenient options, like one-click 
shopping and checkout on commercial sites. And they allow sites to “remember 
you” so that you don’t need to enter your user name and password every time you 
visit.

But like wizards, not all cookies are good. Cookies also allow the websites you 
visit to keep track of you. They can record how often you visit, and which pages 
you use on their sites. The potential for “Big Brother” style oversight by cookies 
and their evil cousins, web bugs, makes a lot of web users very uncomfortable. 

In general, whether you need to worry about a cookie depends on whether it’s a 
primary cookie or a third-party cookie. 

Primary Cookies

A primary cookie, sometimes called a first-party cookie, is one that is planted on 
your computer by the website you went to visit. If you’ve visited MySpace.com 
and ended up with a MySpace cookie on your hard drive, MySpace is the primary 
website. That’s hardly surprising. Often, you want and/or need the primary site to 
store a cookie to allow you to best use that site.



118  Chapter 9

Third-Party Cookies

Third-party cookies are placed on your machine from a website you never 
visited, at least not that you knew about. We talked earlier about web bugs, also 
called web beacons and transparent GIFs. A web bug is a graphic too small for you 
to see that’s included on a web page. When you visit that web page, the “invisible” 
graphic is downloaded from a different web page. That “different” web page is 
called a third-party site because it’s not the primary (1st party) site that you visited, 
and it’s not you (the 2nd party). That makes it 3rd party.

Third-party cookie A cookie placed on your machine from a website you DIDN’T  
actually visit. 

Technically, viewing a web page that contains a web bug downloading from a 
third-party site has the same effect as loading that third-party web page into your 
browser. Any cookies that would be sent by that third-party site also land on your 
computer. Using these invisible graphics, advertisers and data pharmers (people 
who “farm” the Internet for information about its users) can place cookies on your 
computer without you ever realizing that you’ve visited their websites. When those 
third-party cookies are linked to web bugs sent via email, the pharmers can match 
your email address up with any details stored on the cookie. Scan enough cook-
ies, add the email address, and it’s not long before the data pharmers can actually 
identify YOU, not just the cookie.

Data pharmer Someone who “farms” the Internet, growing collections (databases) of 
information about Internet users.

9.1.2 What If I Don’t Want to Share?
If you’re concerned about the cookies you may have accumulated on your hard 
drive, you can always remove them. Doing so will help to keep advertisers from 
tracking you. For many web users, that’s a comforting thought. Of course, if you 
delete your cookies you may need to re-customize many of the websites you visit.

Usually, cookies don’t include personally identifying information about you. How-
ever, that doesn’t mean that the company that placed the cookies hasn’t started a 
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database file on you that does contain personal information. Since they know your 
cookie and use it to identify you when you visit their site, they could easily store 
that cookie along with that database data. Thus, cookies can be, and often are, 
used in data pharming operations to collect pretty detailed information about you, 
who you are, and what you do online.

When you visit a site online, the Privacy policy of that website should tell you 
how and if that site collects and shares information about you. Unfortunately, 
most people don’t take the time to read these policies. 

Privacy policy The official policy of a commercial website telling you what (if any) 
information it collects about you and what it does with that information.

There are some simple steps you can take to control how cookies can be set on 
your PC. In theory, you can even block cookies altogether. If you do block all 
cookies, you may find that you’re unable to use many pages on the Internet. For 
example, if you choose to block all cookies, your Yahoo! mail account simply 
won’t work.

Remember also, that many cookies are good. They provide added richness and 
utility to the websites you use most often. So, you really don’t want to block 
all cookies and certainly not all first-party cookies. The trick is to find a happy 
medium.

9.1.3 Clearing the Crumbs
Like real cookies are good for the taste buds but usually bad for the hips, elec-
tronic cookies can also be both good and bad. At first glance, it’s hard to see a 
bad side to an electronic shortcut that allows you to customize your web surfing 
experience with minimal effort. In their best light, cookies save you time and make 
your web surfing more comfortable, convenient, and efficient.

At the same time, however, cookies are a threat because they collect information 
about what you do online. Like any information collected without your explicit 
consent, they represent a threat to your privacy.
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Cookies can also represent a threat to your identity and your personal informa-
tion. While cookies themselves don’t store passwords or personal information, they 
identify your computer to websites on which you may very well have entered iden-
tifying information. Using cookies associated with web bugs, savvy data pharmers 
can glue the pieces together—email address, personal information entered online, 
web surfing habits. The cookie itself may not contain any sensitive data, but it’s the 
map that links the pieces together for the data pharmer.

9.2 Choosing Your Browser
If you’re looking for a clear recommendation on which browser is safest to use, 
you’re definitely looking in the wrong place. The truth is that there are advantages 
and disadvantages to all the major browsers.  

For most people, selecting a browser really isn’t an issue. They use whatever came 
with their computer and never give it a second thought. Obviously, the top browser 
at any given time is whatever is shipping preloaded on new computers. Right now, 
that would be Internet Explorer for Windows machines. Some people don’t even 
realize there are other options.

Even when people do realize there are options, any web browser that needs to be 
downloaded and installed is at a distinct disadvantage. That includes the major 
alternatives, like Firefox, as well as lesser-known browsers like Google Chrome, 
Opera, OmniWeb, and Safari for Windows.

If you’re happy with what you’ve got, or even just unwilling to spend the time to 
learn how to use a new browser, you should know that you’re in the majority. Feel 
free to skip on to the next section with a clear conscience. 

If you’re not happy with your current browser, that’s OK too. While Internet  
Explorer users are in the majority, a minority of users prefer Firefox. Firefox is a 
free web browser produced by the Mozilla Corporation. It is an alternative to the 
web browsers included with operating systems, such as Windows Internet Explorer 
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or Mac OS X Safari. Firefox is the second most popular web browser (after In-
ternet Explorer). There are also other independent web browsers like Opera and 
Google Chrome. 

Regardless of which browser you ultimately select, be aware that you still need to 
apply browser updates regularly to make sure that any security holes that appear 
are plugged quickly.

9.3 Opting for Internet Explorer
Whenever you get a new PC, in addition to installing antivirus software and ap-
plying patches, you need to select your privacy settings. Ideally, you should do all 
of this before you begin using your new computer online. If you opt to use Inter-
net Explorer 8 as your web browser, you should also take the time to consider the 
browser options you want to set.

9.3.1 Clearing Address Bar Lists
Many website addresses (URLs) are long, obtuse, and difficult to type. On your 
own computer, it’s nice to have Internet Explorer remember where you’ve been. 
Type in the first few letters and Internet Explorer can fill in the rest. 

On a public or shared computer, you may not want to leave a record of every site 
you’ve visited. Even on a shared family computer, you may not necessarily want a 
complete list. To instruct Internet Explorer not to remember all those sites, go to 
Tools > Internet Options > General. You can ask Internet Explorer to delete your 
browsing history automatically when you exit the browser.
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9.3.2 Clearing Temporary Files, Internet History, and Cookies
While you can always delete your browsing history on exit, you can also delete 
ALL the temporary files created about you in one fell swoop. Simply click on 
Safety > Delete browsing history. You’ll be given easy options to clear out a lot 
more than just your address bar:
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This is a great option to use because temporary files are created when you visit 
sites and even download images. Over time, the directory that stores temporary 
Internet files can take up a lot of unnecessary storage. It can also provide a clear 
picture of where you’ve been online—just as clear as looking at your browser his-
tory. By default, Internet Explorer keeps this temporary information around for 20 
days. This option lets you speed up the deletion process.

One of the nicer features added in Internet Explorer 8 is that you can now throw 
away temporary files but KEEP your Favorites. This allows you to dump the junk 
without having to once again tell the TV Guide website whether you have cable 
or satellite, or informing your favorite Weather website where you live by input-
ting your zip code again. This feature can also throw away form data you entered 
online, but keep the passwords to your favorite sites that you’ve asked Internet 
Explorer to remember. Overall, this provides a very nice balance between conve-
nience and security. In the long run, that’s really what we’re all looking for. 

9.3.3 Setting Your Cookie Policy
While you’re throwing away temp files and clearing your browsing history, you 
might as well tailor your cookie policy. To see what your current policy is, click on 
Tools > Internet Options > Privacy. 
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By default, your privacy is set to Medium. If you’d like to adjust that to explicitly 
block third-party cookies while allowing first-party cookies, click the Advanced 
button.

9.3.4 Storing Sensitive Data 
Sometimes, like when you’re shopping online, you have to protect the data that 
you’re sending over the Internet. To safely send that data, you need to use a secure 
connection. In a secure connection, your data is encrypted while it travels over the 
Internet. Thus, credit card numbers, account numbers, and other sensitive data are 
encoded so that they can’t be read by anyone except the website to which you’re 
sending them.

If you read Chapter 8, Safe Cyber Shopping, you already know about encryp-
tion. You may even have guessed that the encrypted data is decrypted as it ar-
rives so that your browser can display it. What you probably didn’t guess is some 
decrypted data is saved in your temporary Internet files. That means that if you 
download malware to the machine that your mom uses for online banking, that 
malware could potentially access your mom’s bank account details by scanning the 
temporary files. This is also one of several reasons why you should be very wary of 
accessing secure financial sites from public computers at Internet cafes.
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To remove the risk of having confidential data lying around in your temporary 
files, you’ll want to instruct Internet Explorer not to save encrypted pages. To do 
so, click Tools > Internet Options > Advanced. The list of options is pretty long, so 
you’ll need to scroll down to the Security section to check the box next to Do not 
save encrypted pages to disk. 

9.3.5 Using InPrivate Browsing and Filtering
Most of the settings we’ve looked at so far involve asking Internet Explorer to 
delete information it’s been keeping about you. The InPrivate functions are about 
asking Internet Explorer to not keep that information in the first place. To ask In-
ternet Explorer not to accept cookies, record browser history, or create temporary 
Internet files, click Safety > InPrivate browsing. 
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9.3.6 Performing Anti-Phishing Checks
Phishing filters in Internet Explorer 8 help you to avoid online fraud. When you 
turn on the SmartScreen filter, Internet Explorer checks links against a database 
of known phishing and malware sites. Most importantly, it performs this check 
before accessing the sites. 

To turn on the SmartScreen filter in Internet Explorer, click Safety > SmartScreen 
Filter > Turn On SmartScreen Filter.
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9.4 Opting for Firefox
The Mozilla Corporation distributes Firefox for free from its website  
(getfirefox.com). Not only is Firefox free, but its source code is freely available  
as well. That’s a big deal for programmers and aspiring programmers. 

Because the source code is freely available, some programmers like Firefox. Not 
only can you look at the code to see exactly what it’s doing, you can even add your 
own functions. If you choose, you can share those functions with other users. 
Functions like that, which are “added on” to the core browser, are called add-ons. 
Quite a number of add-ons are available for Firefox. Some of these add-ons pro-
vide minor tweaks to the way Firefox works (like adding “Restart Firefox” to the 
start menu). Other add-ons provide full-blown application functionality, including 
entire sets of web developer tools. 

Another advantage of Firefox is that it runs on all the major operating systems. 
That includes Windows, Mac OS X, and Linux. There’s even a version currently 
being developed that will run on mobile devices like smart phones. Firefox is also 
fast and getting faster. So far, every release of Firefox improves performance. 

Firefox has a number of standard security setting features. In Firefox, you can:

	 •	 Block pop-up windows (which are usually ads)

	 •	 Browse anonymously (Firefox calls this setting “Private Browsing”; Internet 
Explorer calls it “InPrivate.” To enable Private Browsing, select Tools > Start 
Private Browsing.)

	 •	 Set a cookie policy (banishing third-party cookies if you like) 

	 •	 Clear all your temporary files when the browser exits

	 •	 Perform anti-phishing checks, having your browser check websites against a 
database of known phishing sites 

	 •	 Run checks for updates to the core browser software and add-ons you’ve 
installed.  
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Firefox also provides additional functions to improve your browsing experience.

9.4.1 Detecting Outdated Plug-ins
Older plug-ins may have software vulnerabilities that put your computer and your 
data at risk. While browser updates are automatic, it’s often difficult to tell when 
a plug-in has become outdated. Mozilla currently provides a webpage that tracks 
the current (new) versions of the major Firefox plug-ins. Plans are also underway to 
automate this feature for future versions of Firefox.

9.4.2 Disabling Advanced JavaScript Options
JavaScript is a simple object-oriented programming language that website de-
velopers use to jazz up their websites. Because it’s easy to use, JavaScript is used 

Add or Plug?

Wondering about the difference between an add-on and a plug-in? 

Both items let your browser do things it couldn’t accomplish on its own. The differ-
ence is that a plug-in is a complete program on its own. 

An add-on isn’t. The add-on “adds” functionality to the browser, but it won’t work on 
its own in a different environment. 

A plug-in (like Flash) works on its own OR with the browser. For example, Adobe 
Flash allows you to view animation in video games offline as well as on websites 
 using your browser. That’s why it’s a plug-in and not an add-on.
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extensively to provide sophisticated audio, video, and visual effects. Unfortunately, 
JavaScript has a number of security issues. While most are merely annoying, others 
provide the potential for unscrupulous developers to use JavaScript deficiencies to 
steal your sensitive information.

By default, Firefox enables JavaScript, even supporting most of its advanced fea-
tures. In theory, you can configure Firefox to disable JavaScript altogether. Like 
disabling all cookies, that’s not a practical solution. JavaScript has become a key 
website technology. Turning it off completely will make the web less fun and 
interesting. 

Luckily, you can prevent some JavaScript security issues by disabling just the 
advanced JavaScript features. To disable the advanced JavaScript features, do the 
following:

 1. Select Tools > Options from the Firefox menu.

 2. Click on the Content tab of the dialog box that appears. 

 3. By default, Enable JavaScript will be checked. Leave that checked, but click 
the Advanced button to the right. A dialog box will display showing the ad-
vanced JavaScript options.
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 4. Uncheck all of these options.

While disabling these features solves many of the security problems inherent 
to JavaScript, an even better solution to manage JavaScript safely is to use the 
NoScript add-on described in Section 9.4.5, Firefox Add-ons That Make Life 
Easier.

9.4.3 Disabling Java
You’re probably thinking: Java and JavaScript must be the same thing, right? You 
would think so, but no. Java was invented by Sun Microsystems before JavaScript 
was invented by Netscape. 

Sun Microsystems? Netscape? Never heard of them? That’s not surprising since 
neither company exists anymore. In their day, however, both were major players 
in the development of Internet applications. Java continues to be a major player. 
While JavaScript was originally designed for use in the web browser, Java is 
general-purpose system that has been integrated into web browsers. That is, it’s a 
technology designed to allow web designers and similar users to easily add interest-
ing functions and features to their websites. 

Java is a very versatile technology. It can be used to run large desktop applications 
like OpenOffice (a free office productivity suite) or small web-based tools (called 
“applets”). 

Java can also be exploited by malware writers. To limit that danger, Java applets 
have restrictions placed on them. Applets cannot access the files on your system or 
make network connections to any system. Still, your operating system will occa-
sionally ask you about a Java applet that is asking for additional access. In general, 
unless you’re absolutely sure of what the applet’s trying to do and why, you should 
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tell it no. You should also make sure that you’re using the latest version of Java and 
that any updates have been applied to remove potential security holes. Although 
the company that first produced Java no longer exists, this product is now main-
tained by Oracle. Visit Oracle (www.oracle.com) for update information. 

9.4.4 Using a Master Password
A major stumbling block to security for many users is creating—and 
 remembering—strong passwords. Because strong passwords are hard to guess, 
they are also hard to remember. For that reason, many people who set a good 
strong password will use that same password over and over again on multiple sites. 
The problem is that if attackers get access to your password by compromising one 
website you use, they may use that password to get access to your other accounts.

Firefox solves the memory issue by storing user names and passwords for you auto-
matically and retrieving them as you need them. Even better, you can set a master 
password that then protects all the saved passwords. 

To set a master password, do the following:

 1. Select Tools > Options from the Firefox menu.

 2. Click on the Security tab of the dialog box that appears. 
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 3. Check the box next to Use a master password. 

 4. Enter a strong password. Since this will now be the ONLY password you 
need to remember, you have no excuse for not making this an outstanding 
password choice. Try to extend the bar as far as possible on the displayed 
Password quality meter. 

Note that from the Security tab you can click Saved Passwords to display a list of 
the saved passwords and associated user names. (Actually, the user name listing 
is a great feature. People often forget user names as well passwords for sites they 
don’t use often.)
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9.4.5 Firefox Add-ons That Make Life Easier
In addition to the built-in features, Firefox can be extended by downloading and 
installing a number of add-ons that provide even more functionality.

NoScript

NoScript is an add-on that can disable JavaScript on web pages, put limits on the 
types of JavaScript permitted, and block known attacks. As you learned earlier, 
you can simply use Firefox Tools to disable advanced JavaScript. The downside 
is that setting those options is an all-or-nothing deal. The advanced features are 
either always allowed or always prohibited. NoScript lets you allow JavaScript on 
websites that you trust and block JavaScript on all other websites. That puts the 
power in your hands. You just need to be careful not to trust too many sites; other-
wise, this add-on won’t provide much protection.

Better Privacy

Adobe Flash is a multimedia plug-in used by a lot of websites to provide anima-
tion, video, and various interactive functions. What many users don’t realize is that 
the Flash Player plug-in stores cookies (just like browser cookies) that could allow 
some sites using Flash to keep track of you. Unlike traditional browser cookies, 
these cookies can’t be managed or deleted by changing your web browser settings. 
Better Privacy is an add-on that manages those Flash cookies. You can use this 
add-on to allow only specific cookies to be saved, and to delete Flash cookies peri-
odically, or automatically when you exit Firefox.

CookieSafe

CookieSafe is an add-on for managing traditional cookies. You can control cook-
ies for individual sites by blocking them permanently, allowing them temporarily 
or for the session, or allowing them permanently, all from the status bar icon for 
CookieSafe. This add-on also maintains a list of “un”trusted sites and blocks all 
cookies from those sites. Using CookieSafe, you can also share your allowed cook-
ies and sites settings with Firefox browsers on other computers.

WOT—Safe Browsing Tool

The Web of Trust (“WOT”) add-on is a collaborative web trust system that allows 
users like you to report back on which websites are really trustworthy. With WOT, 
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you rate your level of trust in a website in a variety of categories, such as trustwor-
thiness, vendor reliability, privacy, and child safety. The WOT plug-in combines 
your ratings with those of other users. A “traffic light” indicator provides a dash-
board view of the overall level of trust.

Password Hasher

How many web passwords do you have? Hopefully you have a unique and difficult 
password for every site you visit. (We hear you laughing.) Password hasher solves 
this problem by allowing you to create a single password that is used to create 
strong and unique passwords for every site you visit. The individual passwords are 
then stored in an encrypted Firefox password database.

9.5 Opting for Google Chrome
Released in 2008, Google Chrome is one of the newer browsers. It includes sup-
port for all of the major standards for web browsers and web page layout and 
scripting. 

How it will fare against the established heavyweights in this market (Internet 
Explorer and Firefox) remains to be seen. The browser market is notoriously hard 
to break into. Having said that, Google does have the advantage of serious name 
recognition. They also have a primo advertising spot for Google Chrome, on one 
of the world’s most popular search engines.

Google also took an interesting approach to developing the Chrome browser. 
Instead of building the entire web browser from scratch, Google used some of 
the best software already available. They used many of the open source libraries 
used to build other browsers, like Firefox and Safari. This allowed them to select 
libraries with excellent performance (speed). In some cases, Google also developed 
their own libraries. They have released many of these libraries and a portion of the 
Google Chrome source code as open source. Other companies or individuals may 
build their own web browsers using this code as well.

Google addresses security issues in several ways. Periodically, Google Chrome 
downloads a list of known websites for malware and phishing, and it will warn 
you if you attempt to go to one of these sites. In addition, Google Chrome protects 
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your information by isolating many functions from each other. This isolation tech-
nique prevents data you access using one function from being accessed by another 
function. This in turn reduces the opportunities for malware to access your data. 
Google Chrome uses a similar isolation technique to deal with vulnerabilities in 
web browser plug-ins, like Adobe’s Flash Player.

Like Internet Explorer and Firefox, Google Chrome supports private browsing. 
What Internet Explorer calls InPrivate and Firefox calls Private Browsing, Google 
Chrome refers to as Incognito. 

It remains to be seen if Google Chrome will become a dominant web browser. For 
the most part, the web browser wars were won years ago. However, new entrants 
rarely have as weighty a proponent as Google. Even if Google Chrome quickly 
goes the way of Netscape and Mosaic (earlier browsers that you’ve probably never 
even heard of), we can be sure that Chrome’s new security techniques and cer-
tainly its open source libraries will be incorporated into other web browsers. So, 
you’ll no doubt be seeing the legacy of Google Chrome even if you never see the 
actual browser.

9.6 Understanding the Plug-in Predicament
We’ve talked about a number of plug-ins in this chapter. A plug-in is a piece of 
software that adds functionality to another software program. Many plug-ins are 
available for web browsers and Internet applications. Those plug-ins allow you to 
watch video, listen to music, play games, read documents, participate in web chats, 
and even download data faster—all from inside your web browser. 

Plug-in A piece of software that adds functionality to another program. 

Your current computer probably came with a number of plug-ins, like Adobe Flash 
Player, pre-installed. Flash may actually be the most used web browser plug-in in 
the world. Many websites, like YouTube and Hulu, won’t work without Flash. Nei-
ther will many Facebook applications and most online games. Some plug-ins like 
Flash, QuickTime, and Real Player, accommodate multi-media applications. Oth-
ers provide functionality in security, encryption, and a wide range of other areas.
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The great thing about web browser plug-ins is that anyone can write and distribute 
them. Big companies like Adobe, Google, and Microsoft develop plug-ins. So do 
small companies and some individuals. In general, web browser plug-ins make the 
Internet better. 

What’s the down side? Like your Internet browser itself and your operating system, 
the plug-ins that you use are updated from time to time. Sometimes these updates 
add new functions. Sometimes the updates remove security holes that were over-
looked in the previous version. In either case, from time to time you’re going to be 
notified that you need to update a specific plug-in in order to use your favorite site. 
You’re probably used to this. 

Most of the time, when a website requires a newer version of a plug-in to work 
correctly, it also provides you with a convenient link to download that update. 
Most of those links are just what they appear to be. Unfortunately, a small number 
aren’t. Some sites are now using fake notices about updating plug-ins as a way to 
trick users into downloading malware. If you use the provided download link, you 
may not get the latest version of Real Player. Instead, you may get spyware or a 
Trojan that allows your computer to be drafted into a bot army. 

So, how do you avoid the risk and still get the benefits of plug-ins? First, determine 
that the plug-in itself is legitimate. If a website you don’t know well is demand-
ing that you download a plug-in you’ve never heard of, be wary. If the plug-in is 
legitimate, always get your updates from the source. While it might be convenient 
to hit the embedded link for the latest Flash update, it’s always safer to go directly 
to Adobe’s website. 



A collaborative project to provide free security learning to teens 
and families online, made available under the Creative Commons 
Licensing, and made possible by the support of individual and 
corporate sponsors.

Every day, millions of American school children log on or 
log in and make decisions that can compromise their safety, 
security, and privacy. We’ve all heard the horror stories of 
stolen identities, cyber stalking, and perverts on the Internet. 
Kids need to know how to stay safe online and how to use 
the Internet in ways that won’t jeopardize their privacy or 
damage their reputations for years to come.

Learn how to
n  Kill viruses, worms, Trojans, and spyware

n  Deal with cyberbullies

n  Give SPAM the curb and smash web bugs

n  Understand just how public your “private” blogs are

n  Keep wireless freeloaders off your network

n  Prevent sexting from ruining your life

About the team

linda McCarthy, the former Senior Director of Internet Safety at Symantec, wrote the first edition of 
Own Your Space. With 20+ years experience in the industry, linda has been hired to test security on 
corporate networks around the world. For the 2010 edition, linda’s expertise is backed up by a full 
team to provide the best security experience possible for teens and families online. That team includes 
security experts, design experts, anime artists, and parent reviewers, as well as a dedicated group of 
teen reviewers, web designers, and test readers. 
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