
 

 

 

“Video evidence can make or break a case, and using 

cloud storage with StorSimple arrays gives us greater 

confidence in our ability to retain and access that data 

effectively.” 

Brian Tuskan, Senior Director of Technology and Investigations, Microsoft Global Security 

The Microsoft Global Security team manages 23,000 cameras 

that generate petabytes of critical video surveillance data for use 

in corporate investigations. The team recently tested the 

Microsoft Azure StorSimple 8100 hybrid storage array for 

redundant, accessible storage of that data. The solution works 

with Microsoft Azure, so it complies with government 

regulations and gives the team more secure storage and data 

loss protection capabilities. 
 

Protect and serve 

When people think of Microsoft, they 

probably focus on the latest software 

developments and video game 

breakthroughs. They’re less likely to 

consider what else it takes to run such a 

large business on a global scale. Microsoft 

has more than 118,000 employees working 

at facilities in more than 200 countries. The 

company must handle operations carefully 

at all those locations, ensuring that the 

facilities are secure, employees are safe, 

and services are in place to minimize 

business disruption during emergencies. 

 

 

The Microsoft Global Security team 

manages the physical security of Microsoft 

facilities, assets, employees, and guests 

around the world from its operations 

centers in Redmond, Washington, and 

Hyderabad, India. The team consists of 

seasoned veterans from the law 

enforcement, military, and public safety 

communities who band together to 

protect the company. “We’re a small team 

responsible for a great breadth of work, so 

we leverage technology to help us do our 

jobs more quickly and cost-effectively,” 

says Brian Tuskan, Senior Director of 

Technology and Investigations for 

Microsoft Global Security.  

  

  
 

 

 
 

 

 
Security team safeguards petabytes of video data 

with hybrid cloud storage solution 

  

 

Customer: Microsoft Global Security 

Country or Region: United States 

Industry: Professional services 

Website: www.msgsoc.com  

 

Customer Profile 

Based in Redmond, Washington, the 

Microsoft Global Security team protects 

the people and assets of Microsoft 

around the world, providing everything 

from event security to background 

screening.  

 

 

Software and Services 

 Microsoft Azure 

− Microsoft Azure Government 

− Microsoft Azure StorSimple 8100 

 

  

 

 

For more information about other 

Microsoft customer successes, please visit: 

customers.microsoft.com 
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Security and the cloud 

Several years ago, the team developed a 

cloud computing strategy for physical 

security, but it had to wait for the industry 

to catch up. “We saw that the cloud could 

play an integral role in providing secure, 

scalable access to data, with great potential 

for advanced data analytics aimed at 

helping law enforcement and other 

security-related groups,” says Joe Fairchild, 

Security Technology Program Manager for 

Microsoft Global Security. 

 

The team identified video surveillance data 

storage as a particularly ripe area for 

exploration. Microsoft Global Security 

manages 23,000 cameras and 1,000 network 

video recorders that record video to storage 

devices. This footage equates to 14 

petabytes of data. “We store all that data 

on-premises across our environment, and 

it’s not backed up offsite,” says Tuskan. “If 

there’s an emergency in one of our facilities, 

that footage could be lost—which is a 

problem, because video footage is the 

primary tool our investigators use when 

looking into incidents. Finding a secure way 

to store video surveillance data centrally 

would give us reliable, ongoing access to all 

our footage.” 

 

Evaluating cloud storage 

In October 2014, the Microsoft Global 

Security team decided to conduct a pilot 

implementation of the Microsoft Azure 

StorSimple 8100 hybrid storage array, which 

provides cloud-integrated storage. “Like 

many others who have video, we have 

cybersecurity concerns and like the idea of 

our data being stored in a higher security 

environment like the Microsoft Azure cloud, 

which maintains compliance with best-in-

class security regulations such as CJIS [the 

Criminal Justice Information Services 

Security Policy],” says Fairchild.  

 

Because both the newest generation of 

StorSimple arrays and the Microsoft Azure 

Government cloud meet the technical 

requirements for CJIS compatibility, 

organizations related to law enforcement, 

such as Microsoft Global Security, can take 

advantage of cloud storage and maintain 

data privacy compliance. 

 

The team found it relatively easy to set up 

and deploy the StorSimple 8100 array. 

“Our network administrators were 

pleasantly surprised by how 

straightforward it was to get the array up 

and running in our environment,” says 

Fairchild. The administrators moved data 

from 212 cameras to the StorSimple 8100 

array, where it would be stored for 30 days 

in accordance with Microsoft Global 

Security policy. 

 

Risk mitigation 

By storing video surveillance data in the 

cloud, Microsoft Global Security improves 

its disaster recovery setup. And nightly use 

of StorSimple cloud snapshots protects 

data offsite automatically without the cost 

of remote replication. “Using cloud 

snapshots would also be a smart way to 

archive long-term data,” says Fairchild. 

“That’s an exciting prospect, because we 

haven’t had a practical tool available for 

that sort of redundancy and archiving.” 

 

The team also believes that the StorSimple 

8100 array can have a positive impact on 

data loss protection. “If we only store 

video surveillance data locally, we risk 

losing that data in the case of a network 

video recorder failure, which is a single-

point-of-failure,” says Tuskan. “Our liability 

is reduced if we have a fully robust record 

of the video stored offsite in the cloud. 

Video evidence can make or break a case, 

and using cloud storage with StorSimple 

arrays gives us greater confidence in our 

ability to retain and access that data 

effectively.” 

 

Ease of use 

For the Microsoft Global Security team, 

using the StorSimple 8100 array removed 

system complexity for administrators and 

improved data access for investigators. 

“Managing data as a service with the 

StorSimple 8100 array gives us fewer 

storage sites to monitor and manage, 

which reduces administrative time,” says 

Fairchild, “and our users didn’t even notice 

that they were pulling data from the cloud, 

rather than from local sources—it was a 

seamless transition for them. Plus, our 

investigators can get to the video evidence 

they need from anywhere, which is a real 

advantage.” 

 

Efficient use of resources 

Moving to cloud-based storage also 

resolves the common issue of purchasing 

too much storage hardware. “The amount 

of data generated from video surveillance 

varies tremendously, so it’s difficult to plan 

for the right storage capacity,” says 

Tuskan. “When you take advantage of the 

StorSimple 8100 array, you pay for only 

what you need, and you have instant 

scalability to accommodate spikes and 

dips in usage.” 

 

Following its successful StorSimple 8100 

array pilot project, the Microsoft Global 

Security team recognizes the many 

benefits of cloud-based storage and is 

looking for ways to move forward with 

StorSimple in its environment. “By using 

StorSimple, we could reduce our on-

premises hardware footprint and leverage 

the scale offered by Microsoft Azure, 

providing greater flexibility for a highly 

variable workload,” says Ted Hardie, 

Security Technology Manager for 

Datacenter Physical Security. “We were 

able to reduce the recording infrastructure 

stack, optimize storage consumption, and 

gain easier means of recovery in the event 

of hardware failures. With a successful 

initial deployment of StorSimple for video 

surveillance, we are now looking to make a 

substantial investment in this technology 

going forward.”  

 


