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MICROSOFT LICENSE TERMS
MICROSOFT INSTRUCTOR-LED COURSEWARE

These license terms are an agreement between Microsoft Corporation (or based on where you live, one of its
affiliates) and you. Please read them. They apply to your use of the content accompanying this agreement which
includes the media on which you received it, if any. These license terms also apply to Trainer Content and any
updates and supplements for the Licensed Content unless other terms accompany those items. If so, those terms

apply.

BY ACCESSING, DOWNLOADING OR USING THE LICENSED CONTENT, YOU ACCEPT THESE TERMS.
IF YOU DO NOT ACCEPT THEM, DO NOT ACCESS, DOWNLOAD OR USE THE LICENSED CONTENT.

If you comply with these license terms, you have the rights below for each license you acquire.
1. DEFINITIONS.

a. “Authorized Learning Center” means a Microsoft IT Academy Program Member, Microsoft Learning
Competency Member, or such other entity as Microsoft may designate from time to time.

b. “Authorized Training Session” means the instructor-led training class using Microsoft Instructor-Led
Courseware conducted by a Trainer at or through an Authorized Learning Center.

c. “Classroom Device” means one (1) dedicated, secure computer that an Authorized Learning Center owns
or controls that is located at an Authorized Learning Center’s training facilities that meets or exceeds the
hardware level specified for the particular Microsoft Instructor-Led Courseware.

d. “End User” means an individual who is (i) duly enrolled in and attending an Authorized Training Session
or Private Training Session, (ii) an employee of a MPN Member, or (iii) a Microsoft full-time employee.

e. “Licensed Content” means the content accompanying this agreement which may include the Microsoft
Instructor-Led Courseware or Trainer Content.

f.  “Microsoft Certified Trainer” or "MCT"” means an individual who is (i) engaged to teach a training session
to End Users on behalf of an Authorized Learning Center or MPN Member, and (ii) currently certified as a
Microsoft Certified Trainer under the Microsoft Certification Program.

g. "“Microsoft Instructor-Led Courseware” means the Microsoft-branded instructor-led training course that
educates IT professionals and developers on Microsoft technologies. A Microsoft Instructor-Led
Courseware title may be branded as MOC, Microsoft Dynamics or Microsoft Business Group courseware.

h. “Microsoft IT Academy Program Member” means an active member of the Microsoft IT Academy
Program.

i. “Microsoft Learning Competency Member” means an active member of the Microsoft Partner Network
program in good standing that currently holds the Learning Competency status.

j. "MOC” means the “Official Microsoft Learning Product” instructor-led courseware known as Microsoft
Official Course that educates IT professionals and developers on Microsoft technologies.

k. “MPN Member” means an active Microsoft Partner Network program member in good standing.



2.1

a.

“Personal Device” means one (1) personal computer, device, workstation or other digital electronic device
that you personally own or control that meets or exceeds the hardware level specified for the particular
Microsoft Instructor-Led Courseware.

“Private Training Session” means the instructor-led training classes provided by MPN Members for
corporate customers to teach a predefined learning objective using Microsoft Instructor-Led Courseware.
These classes are not advertised or promoted to the general public and class attendance is restricted to
individuals employed by or contracted by the corporate customer.

“Trainer” means (i) an academically accredited educator engaged by a Microsoft IT Academy Program
Member to teach an Authorized Training Session, and/or (ii) a MCT.

“Trainer Content” means the trainer version of the Microsoft Instructor-Led Courseware and additional
supplemental content designated solely for Trainers’ use to teach a training session using the Microsoft
Instructor-Led Courseware. Trainer Content may include Microsoft PowerPoint presentations, trainer
preparation guide, train the trainer materials, Microsoft One Note packs, classroom setup guide and Pre-
release course feedback form. To clarify, Trainer Content does not include any software, virtual hard
disks or virtual machines.

USE RIGHTS. The Licensed Content is licensed not sold. The Licensed Content is licensed on a one copy
per user basis, such that you must acquire a license for each individual that accesses or uses the Licensed
Content.

Below are five separate sets of use rights. Only one set of rights apply to you.

If you are a Microsoft IT Academy Program Member:

i. Each license acquired on behalf of yourself may only be used to review one (1) copy of the Microsoft
Instructor-Led Courseware in the form provided to you. If the Microsoft Instructor-Led Courseware is
in digital format, you may install one (1) copy on up to three (3) Personal Devices. You may not
install the Microsoft Instructor-Led Courseware on a device you do not own or control.

ii. For each license you acquire on behalf of an End User or Trainer, you may either:

1. distribute one (1) hard copy version of the Microsoft Instructor-Led Courseware to one (1) End
User who is enrolled in the Authorized Training Session, and only immediately prior to the
commencement of the Authorized Training Session that is the subject matter of the Microsoft
Instructor-Led Courseware being provided, or

2. provide one (1) End User with the unique redemption code and instructions on how they can
access one (1) digital version of the Microsoft Instructor-Led Courseware, or

3. provide one (1) Trainer with the unique redemption code and instructions on how they can
access one (1) Trainer Content,

provided you comply with the following:

iii. you will only provide access to the Licensed Content to those individuals who have acquired a valid
license to the Licensed Content,

iv. you will ensure each End User attending an Authorized Training Session has their own valid licensed
copy of the Microsoft Instructor-Led Courseware that is the subject of the Authorized Training
Session,

v. you will ensure that each End User provided with the hard-copy version of the Microsoft Instructor-
Led Courseware will be presented with a copy of this agreement and each End User will agree that
their use of the Microsoft Instructor-Led Courseware will be subject to the terms in this agreement
prior to providing them with the Microsoft Instructor-Led Courseware. Each individual will be required
to denote their acceptance of this agreement in a manner that is enforceable under local law prior to
their accessing the Microsoft Instructor-Led Courseware,

vi. you will ensure that each Trainer teaching an Authorized Training Session has their own valid
licensed copy of the Trainer Content that is the subject of the Authorized Training Session,



Vii.

viii.

iX.

you will only use qualified Trainers who have in-depth knowledge of and experience with the
Microsoft technology that is the subject of the Microsoft Instructor-Led Courseware being taught for
all your Authorized Training Sessions,

you will only deliver a maximum of 15 hours of training per week for each Authorized Training
Session that uses a MOC title, and

you acknowledge that Trainers that are not MCTs will not have access to all of the trainer resources
for the Microsoft Instructor-Led Courseware.

If you are a Microsoft Learning Competency Member:

Vi.

Vii.

viii.

Each license acquired on behalf of yourself may only be used to review one (1) copy of the Microsoft
Instructor-Led Courseware in the form provided to you. If the Microsoft Instructor-Led Courseware is
in digital format, you may install one (1) copy on up to three (3) Personal Devices. You may not
install the Microsoft Instructor-Led Courseware on a device you do not own or control.

For each license you acquire on behalf of an End User or Trainer, you may either:

1. distribute one (1) hard copy version of the Microsoft Instructor-Led Courseware to one (1) End
User attending the Authorized Training Session and only immediately prior to the
commencement of the Authorized Training Session that is the subject matter of the Microsoft
Instructor-Led Courseware provided, or

2. provide one (1) End User attending the Authorized Training Session with the unique redemption
code and instructions on how they can access one (1) digital version of the Microsoft Instructor-
Led Courseware, or

3. you will provide one (1) Trainer with the unique redemption code and instructions on how they
can access one (1) Trainer Content,

provided you comply with the following:

you will only provide access to the Licensed Content to those individuals who have acquired a valid

license to the Licensed Content,

you will ensure that each End User attending an Authorized Training Session has their own valid

licensed copy of the Microsoft Instructor-Led Courseware that is the subject of the Authorized

Training Session,

you will ensure that each End User provided with a hard-copy version of the Microsoft Instructor-Led

Courseware will be presented with a copy of this agreement and each End User will agree that their

use of the Microsoft Instructor-Led Courseware will be subject to the terms in this agreement prior to

providing them with the Microsoft Instructor-Led Courseware. Each individual will be required to
denote their acceptance of this agreement in a manner that is enforceable under local law prior to
their accessing the Microsoft Instructor-Led Courseware,

you will ensure that each Trainer teaching an Authorized Training Session has their own valid

licensed copy of the Trainer Content that is the subject of the Authorized Training Session,

you will only use qualified Trainers who hold the applicable Microsoft Certification credential that is

the subject of the Microsoft Instructor-Led Courseware being taught for your Authorized Training

Sessions,

you will only use qualified MCTs who also hold the applicable Microsoft Certification credential that is

the subject of the MOC title being taught for all your Authorized Training Sessions using MOC,

you will only provide access to the Microsoft Instructor-Led Courseware to End Users, and

you will only provide access to the Trainer Content to Trainers.



C.

If you are a MPN Member:

Vi,

Vii.

viii.

iX.
X.

Each license acquired on behalf of yourself may only be used to review one (1) copy of the Microsoft
Instructor-Led Courseware in the form provided to you. If the Microsoft Instructor-Led Courseware is
in digital format, you may install one (1) copy on up to three (3) Personal Devices. You may not
install the Microsoft Instructor-Led Courseware on a device you do not own or control.

For each license you acquire on behalf of an End User or Trainer, you may either:

1. distribute one (1) hard copy version of the Microsoft Instructor-Led Courseware to one (1) End
User attending the Private Training Session, and only immediately prior to the commencement
of the Private Training Session that is the subject matter of the Microsoft Instructor-Led
Courseware being provided, or

2. provide one (1) End User who is attending the Private Training Session with the unique
redemption code and instructions on how they can access one (1) digital version of the
Microsoft Instructor-Led Courseware, or

3. you will provide one (1) Trainer who is teaching the Private Training Session with the unique
redemption code and instructions on how they can access one (1) Trainer Content,

provided you comply with the following:

you will only provide access to the Licensed Content to those individuals who have acquired a valid

license to the Licensed Content,

you will ensure that each End User attending an Private Training Session has their own valid licensed

copy of the Microsoft Instructor-Led Courseware that is the subject of the Private Training Session,

you will ensure that each End User provided with a hard copy version of the Microsoft Instructor-Led

Courseware will be presented with a copy of this agreement and each End User will agree that their

use of the Microsoft Instructor-Led Courseware will be subject to the terms in this agreement prior to

providing them with the Microsoft Instructor-Led Courseware. Each individual will be required to
denote their acceptance of this agreement in a manner that is enforceable under local law prior to
their accessing the Microsoft Instructor-Led Courseware,

you will ensure that each Trainer teaching an Private Training Session has their own valid licensed

copy of the Trainer Content that is the subject of the Private Training Session,

you will only use qualified Trainers who hold the applicable Microsoft Certification credential that is

the subject of the Microsoft Instructor-Led Courseware being taught for all your Private Training

Sessions,

you will only use qualified MCTs who hold the applicable Microsoft Certification credential that is the

subject of the MOC title being taught for all your Private Training Sessions using MOC,

you will only provide access to the Microsoft Instructor-Led Courseware to End Users, and

you will only provide access to the Trainer Content to Trainers.

If you are an End User:

For

each license you acquire, you may use the Microsoft Instructor-Led Courseware solely for your

personal training use. If the Microsoft Instructor-Led Courseware is in digital format, you may access the
Microsoft Instructor-Led Courseware online using the unique redemption code provided to you by the
training provider and install and use one (1) copy of the Microsoft Instructor-Led Courseware on up to
three (3) Personal Devices. You may also print one (1) copy of the Microsoft Instructor-Led Courseware.
You may not install the Microsoft Instructor-Led Courseware on a device you do not own or control.

If you are a Trainer.

For each license you acquire, you may install and use one (1) copy of the Trainer Content in the
form provided to you on one (1) Personal Device solely to prepare and deliver an Authorized
Training Session or Private Training Session, and install one (1) additional copy on another Personal
Device as a backup copy, which may be used only to reinstall the Trainer Content. You may not
install or use a copy of the Trainer Content on a device you do not own or control. You may also
print one (1) copy of the Trainer Content solely to prepare for and deliver an Authorized Training
Session or Private Training Session.



3.

ii.  You may customize the written portions of the Trainer Content that are logically associated with
instruction of a training session in accordance with the most recent version of the MCT agreement.
If you elect to exercise the foregoing rights, you agree to comply with the following: (i)
customizations may only be used for teaching Authorized Training Sessions and Private Training
Sessions, and (ii) all customizations will comply with this agreement. For clarity, any use of
“customize”refers only to changing the order of slides and content, and/or not using all the slides or
content, it does not mean changing or modifying any slide or content.

2.2 Separation of Components. The Licensed Content is licensed as a single unit and you may not
separate their components and install them on different devices.

2.3 Redistribution of Licensed Content. Except as expressly provided in the use rights above, you may
not distribute any Licensed Content or any portion thereof (including any permitted modifications) to any
third parties without the express written permission of Microsoft.

2.4 Third Party Notices. The Licensed Content may include third party code tent that Microsoft, not the
third party, licenses to you under this agreement. Notices, if any, for the third party code ntent are included
for your information only.

2.5 Additional Terms. Some Licensed Content may contain components with additional terms,
conditions, and licenses regarding its use. Any non-conflicting terms in those conditions and licenses also
apply to your use of that respective component and supplements the terms described in this agreement.

LICENSED CONTENT BASED ON PRE-RELEASE TECHNOLOGY. If the Licensed Content’s subject
matter is based on a pre-release version of Microsoft technology (“Pre-release”), then in addition to the
other provisions in this agreement, these terms also apply:

a. Pre-Release Licensed Content. This Licensed Content subject matter is on the Pre-release version of
the Microsoft technology. The technology may not work the way a final version of the technology will
and we may change the technology for the final version. We also may not release a final version.
Licensed Content based on the final version of the technology may not contain the same information as
the Licensed Content based on the Pre-release version. Microsoft is under no obligation to provide you
with any further content, including any Licensed Content based on the final version of the technology.

b. Feedback. If you agree to give feedback about the Licensed Content to Microsoft, either directly or
through its third party designee, you give to Microsoft without charge, the right to use, share and
commercialize your feedback in any way and for any purpose. You also give to third parties, without
charge, any patent rights needed for their products, technologies and services to use or interface with
any specific parts of a Microsoft technology, Microsoft product, or service that includes the feedback.
You will not give feedback that is subject to a license that requires Microsoft to license its technology,
technologies, or products to third parties because we include your feedback in them. These rights
survive this agreement.

c. Pre-release Term. If you are an Microsoft IT Academy Program Member, Microsoft Learning
Competency Member, MPN Member or Trainer, you will cease using all copies of the Licensed Content on
the Pre-release technology upon (i) the date which Microsoft informs you is the end date for using the
Licensed Content on the Pre-release technology, or (ii) sixty (60) days after the commercial release of the
technology that is the subject of the Licensed Content, whichever is earliest ("Pre-release term”).

Upon expiration or termination of the Pre-release term, you will irretrievably delete and destroy all copies
of the Licensed Content in your possession or under your control.
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11.

a.

SCOPE OF LICENSE. The Licensed Content is licensed, not sold. This agreement only gives you some

rights to use the Licensed Content. Microsoft reserves all other rights. Unless applicable law gives you more

rights despite this limitation, you may use the Licensed Content only as expressly permitted in this

agreement. In doing so, you must comply with any technical limitations in the Licensed Content that only

allows you to use it in certain ways. Except as expressly permitted in this agreement, you may not:

. access or allow any individual to access the Licensed Content if they have not acquired a valid license
for the Licensed Content,

. alter, remove or obscure any copyright or other protective notices (including watermarks), branding
or identifications contained in the Licensed Content,

o modify or create a derivative work of any Licensed Content,

. publicly display, or make the Licensed Content available for others to access or use,

. copy, print, install, sell, publish, transmit, lend, adapt, reuse, link to or post, make available or
distribute the Licensed Content to any third party,

. work around any technical limitations in the Licensed Content, or

. reverse engineer, decompile, remove or otherwise thwart any protections or disassemble the
Licensed Content except and only to the extent that applicable law expressly permits, despite this
limitation.

RESERVATION OF RIGHTS AND OWNERSHIP. Microsoft reserves all rights not expressly granted to
you in this agreement. The Licensed Content is protected by copyright and other intellectual property laws
and treaties. Microsoft or its suppliers own the title, copyright, and other intellectual property rights in the
Licensed Content.

EXPORT RESTRICTIONS. The Licensed Content is subject to United States export laws and regulations.
You must comply with all domestic and international export laws and regulations that apply to the Licensed
Content. These laws include restrictions on destinations, end users and end use. For additional information,
see www.microsoft.com/exporting.

SUPPORT SERVICES. Because the Licensed Content is “as is”, we may not provide support services for it.

TERMINATION. Without prejudice to any other rights, Microsoft may terminate this agreement if you fail
to comply with the terms and conditions of this agreement. Upon termination of this agreement for any
reason, you will immediately stop all use of and delete and destroy all copies of the Licensed Content in
your possession or under your control.

LINKS TO THIRD PARTY SITES. You may link to third party sites through the use of the Licensed
Content. The third party sites are not under the control of Microsoft, and Microsoft is not responsible for
the contents of any third party sites, any links contained in third party sites, or any changes or updates to
third party sites. Microsoft is not responsible for webcasting or any other form of transmission received
from any third party sites. Microsoft is providing these links to third party sites to you only as a
convenience, and the inclusion of any link does not imply an endorsement by Microsoft of the third party
site.

ENTIRE AGREEMENT. This agreement, and any additional terms for the Trainer Content, updates and
supplements are the entire agreement for the Licensed Content, updates and supplements.

APPLICABLE LAW.
United States. If you acquired the Licensed Content in the United States, Washington state law governs
the interpretation of this agreement and applies to claims for breach of it, regardless of conflict of laws
principles. The laws of the state where you live govern all other claims, including claims under state
consumer protection laws, unfair competition laws, and in tort.



b. Outside the United States. If you acquired the Licensed Content in any other country, the laws of that
country apply.

12. LEGAL EFFECT. This agreement describes certain legal rights. You may have other rights under the laws
of your country. You may also have rights with respect to the party from whom you acquired the Licensed
Content. This agreement does not change your rights under the laws of your country if the laws of your
country do not permit it to do so.

13. DISCLAIMER OF WARRANTY. THE LICENSED CONTENT IS LICENSED "AS-IS" AND "AS
AVAILABLE." YOU BEAR THE RISK OF USING IT. MICROSOFT AND ITS RESPECTIVE
AFFILIATES GIVES NO EXPRESS WARRANTIES, GUARANTEES, OR CONDITIONS. YOU MAY
HAVE ADDITIONAL CONSUMER RIGHTS UNDER YOUR LOCAL LAWS WHICH THIS AGREEMENT
CANNOT CHANGE. TO THE EXTENT PERMITTED UNDER YOUR LOCAL LAWS, MICROSOFT AND
ITS RESPECTIVE AFFILIATES EXCLUDES ANY IMPLIED WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NON-INFRINGEMENT.

14. LIMITATION ON AND EXCLUSION OF REMEDIES AND DAMAGES. YOU CAN RECOVER FROM
MICROSOFT, ITS RESPECTIVE AFFILIATES AND ITS SUPPLIERS ONLY DIRECT DAMAGES UP
TO US$5.00. YOU CANNOT RECOVER ANY OTHER DAMAGES, INCLUDING CONSEQUENTIAL,
LOST PROFITS, SPECIAL, INDIRECT OR INCIDENTAL DAMAGES.

This limitation applies to

o anything related to the Licensed Content, services, content (including code) on third party Internet
sites or third-party programs; and

o claims for breach of contract, breach of warranty, guarantee or condition, strict liability, negligence,
or other tort to the extent permitted by applicable law.

It also applies even if Microsoft knew or should have known about the possibility of the damages. The
above limitation or exclusion may not apply to you because your country may not allow the exclusion or
limitation of incidental, consequential or other damages.

Please note: As this Licensed Content is distributed in Quebec, Canada, some of the clauses in this
agreement are provided below in French.

Remarque : Ce le contenu sous licence étant distribué au Québec, Canada, certaines des clauses
dans ce contrat sont fournies ci-dessous en frangais.

EXONERATION DE GARANTIE. Le contenu sous licence visé par une licence est offert « tel quel ». Toute
utilisation de ce contenu sous licence est a votre seule risque et péril. Microsoft n‘accorde aucune autre garantie
expresse. Vous pouvez bénéficier de droits additionnels en vertu du droit local sur la protection dues
consommateurs, que ce contrat ne peut modifier. La ou elles sont permises par le droit locale, les garanties
implicites de qualité marchande, d'adéquation a un usage particulier et d'absence de contrefacon sont exclues.

LIMITATION DES DOMMAGES-INTERETS ET EXCLUSION DE RESPONSABILITE POUR LES
DOMMAGES. Vous pouvez obtenir de Microsoft et de ses fournisseurs une indemnisation en cas de dommages
directs uniqguement a hauteur de 5,00 $ US. Vous ne pouvez prétendre a aucune indemnisation pour les autres
dommages, y compris les dommages spéciaux, indirects ou accessoires et pertes de bénéfices.
Cette limitation concerne:
e tout ce qui est relié au le contenu sous licence, aux services ou au contenu (y compris le code)
figurant sur des sites Internet tiers ou dans des programmes tiers; et.
¢ les réclamations au titre de violation de contrat ou de garantie, ou au titre de responsabilité
stricte, de négligence ou d’une autre faute dans la limite autorisée par la loi en vigueur.



Elle s'applique également, méme si Microsoft connaissait ou devrait connaitre I'éventualité d’un tel dommage. Si
votre pays n‘autorise pas I'exclusion ou la limitation de responsabilité pour les dommages indirects, accessoires

ou de quelque nature que ce soit, il se peut que la limitation ou I'exclusion ci-dessus ne s'appliquera pas a votre
égard.

EFFET JURIDIQUE. Le présent contrat décrit certains droits juridiques. Vous pourriez avoir d'autres droits

prévus par les lois de votre pays. Le présent contrat ne modifie pas les droits que vous conférent les lois de votre
pays si celles-ci ne le permettent pas.

Revised July 2013
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Module 1

Managing computers and mobile devices in the enterprise

Contents:

Lesson 1: Overview of systems management by using enterprise management solutions
Lesson 2: Overview of the Configuration Manager architecture

Lesson 3: Overview of the Configuration Manager administrative tools
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Lesson 4: Tools for monitoring and troubleshooting a Configuration Manager site
Module Review and Takeaways 12

Lab Review Questions and Answers 14
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Lesson 1
Overview of systems management by using enterprise

management solutions

Contents:

Question and Answers
Resources
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Question and Answers

Question: Considering your environment, which features from Configuration Manager are you planning
on implementing?

Answer: Some of the students may have implemented Configuration Manager; some may be
new to the product. Use this question to have a short conversation about how the students are
planning on using Configuration Manager.

Resources

Overview of System Center and Enterprise Mobility + Security

@ Additional Reading: For more information about licensing System Center products, refer
to: https://aka.ms/xq41lya


https://aka.ms/xq41ya
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Lesson 2
Overview of the Configuration Manager architecture

Contents:

Question and Answers 5
Resources
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Question and Answers

Question: When deploying a stand-alone Configuration Manager site in a large organization, how can
you support remote offices?

( ) Deploy secondary sites in the larger remote locations.
( ) Deploy additional primary sites in the larger remote locations.
( ) Deploy management points and distribution points in the smaller remote locations.

( ) Deploy a central administration site in the headquarters location and a single site for all the remote
locations.

( ) Deploy a Service Connection point in each location to provide the local users with services.
Answer:
(V) Deploy secondary sites in the larger remote locations.
() Deploy additional primary sites in the larger remote locations.
(V) Deploy management points and distribution points in the smaller remote locations.

() Deploy a central administration site in the headquarters location and a single site for all the
remote locations.

() Deploy a Service Connection point in each location to provide the local users with services.
Resources

Configuration Manager site server and site database requirements

@ Additional Reading: For more information, refer to: “Configuration Manager on Azure” at:
https://aka.ms/ypz230

@ Additional Reading: Additional roles have additional prerequisites. Before installing any
additional roles, check the requirements at: Supported operating systems for Configuration
Manager site system servers, refer to: http://aka.ms/ipxutw

Additional Reading: For more information, refer to: http://aka.ms/uOvhhq
@ Additional Reading: For more information, refer to: http://aka.ms/jdkx5i


https://aka.ms/ypz23o
http://aka.ms/ipxutw
http://aka.ms/u0vhhq
http://aka.ms/jdkx5i
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Lesson 3
Overview of the Configuration Manager

administrative tools

Contents:

Question and Answers 7
Demonstration: Exploring the nodes of the Configuration Manager console 8
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Question and Answers

Categorize each item below.

Items

1 Devices

2 Applications

3 Active Alerts

4 User Collections

5 Global Conditions

6 Queries

7 User State Migration

8 Automatic Deployment Rules

9 Deployments

10 Asset Intelligence

11 Driver Packages

12 Client Activity

13 Endpoint Protection

14 Servicing Plans

15 Site Servicing Status

Category 1 Category 2 Category 3
Assets and Compliance Software Library Monitoring

Answer:
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Category 1 Category 2 Category 3

Assets and Compliance Software Library Monitoring

Devices Applications Active Alerts

User Collections Global Conditions Queries

User State Migration Automatic Deployment Rules Deployments

Asset Intelligence Driver Packages Client Activity
Endpoint Protection Servicing Plans Site Servicing Status

Demonstration: Exploring the nodes of the Configuration Manager
console

Demonstration Steps

Sign in to LON-CFG as Adatum\Administrator with the password Pa55w.rd.

On the taskbar, click the Configuration Manager console icon.

Briefly discuss each node of the Assets and Compliance workspace, and explain how they are used.
Click the Software Library workspace.

Briefly discuss each node of the Software Library workspace, and explain how they are used.

Click the Monitoring workspace.

Briefly discuss each node of the Monitoring workspace, and explain how they are used.

Click the Administration workspace.

© © N o v K~ W N

Briefly discuss each node of the Administration workspace, and explain how they are used.

10. When the demonstration is complete, close the Configuration Manager console.
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Lesson 4
Tools for monitoring and troubleshooting a
Configuration Manager site

Contents:
Question and Answers 10
Demonstration: Viewing Site Status and Component Status 10

Demonstration: Using reports to view site information 10
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Question and Answers

Question: In your environment, which of these components would you regularly use to monitor your
environment?

Answer: Answers will vary, encourage the students to discuss the merits of each of the

monitoring method discussed.

Demonstration: Viewing Site Status and Component Status
Demonstration Steps

View Site Status

1. If you are not already signed in to LON-CFG, sign in as Adatum\Administrator with the password
Pa55w.rd.

On the taskbar, click the Configuration Manager console icon.

Click the Monitoring workspace, and expand the System Status folder.

Click the Site Status node.

Discuss the information that displays in the results pane.

Right-click the Management point status line, click Show Messages, and then click All.

In the Status Messages: Set Viewing Period dialog box, click OK.

© N o ok W N

Discuss the status messages, and demonstrate how to read the description by hovering the mouse
pointer over a description.

9. Right-click one of the status messages, and click Detail.

10. Discuss the information in the Status Message Details dialog box, and close the Status Message
Details dialog box.

11. Close the Configuration Manager Status Message Viewer for <S01> <Adatum Site> dialog box.
View Component Status
1. Click the Component Status node.

2. Discuss the information shown in the results pane, and point out how the component status differs
from the site status.

3. Right-click the SMS_EXECUTIVE status line, click Show Messages, and then click All.
4. In the Status Messages: Set Viewing Period dialog box, click OK.

5. Discuss the messages, and then close all the open dialog boxes.

Demonstration: Using reports to view site information

Demonstration Steps

1. If you are not already signed in to LON-CFG, sign in to LON-CFG as Adatum\Administrator with the
password Pa55w.rd.

2. If Configuration Manager is not already open, on the taskbar, click the Configuration Manager
console icon.

3. Click the Monitoring workspace, and expand the Reporting folder.

4. Expand the Reports node, and click the Administrative Security folder.
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5. In the results pane, right-click Security roles summary, and then to display the Security roles
summary report, click Run.

Review the report, and close it.
Click the Internet Explorer icon.

In the Internet Explorer Address bar, type http://LON-cfg/reports, and then press Enter.

w o N o

On the SQL Server Reporting Services Home page, click ConfigMgr_S01.
10. On the SQL Server Reporting Services ConfigMgr_S01 page, click Administrative Security.

11. On the SQL Server Reporting Services Administrative Security page, click the Administrative
users security assignments report.

12. Review the report, and close Internet Explorer.
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Module Review and Takeaways

Best Practice

Supplement or modify the following best practices for your own work situations:

Make sure you clearly differentiate between upgrading, updating, and installing. Best practices have
changed to favor upgrade over migration, and each process is different with distinct uses. Be sure to
review the mobile device management methods, as each method has distinct architectural and
managerial requirements, advantages, and disadvantages.

Review Questions

Question: What are the three types of sites in Configuration Manager?

Answer: The three types of sites in Configuration Manager are:
e Central administration site
e  Primary site

e Secondary site

Question: What is the difference between attributes and attribute values?

Answer: Attributes are the types of data collected, whereas attribute values are the actual values
collected.

Question: What is the difference between a data query and a status message query?

Answer: You can use data queries to find any data in the Configuration Manager tables and to
build collections. You can use status message queries to query only the stored status messages
and to assist in the monitoring and troubleshooting of Configuration Manager.

Question: How many reporting services points can you have in your hierarchy? How many should you
have in your hierarchy?

Answer: Answers will vary. You can have one or more reporting services points per primary site
and central administration site. You should have at least one reporting services point in the
central administration site, and at least one reporting services point in each primary site where
local administrators need to view reports that include data from their site only.

Tools

Following are the tools you can use in Configuration Manager.

Tool Use for Where to find it
Configuration Manager Viewing log files InstallationPath\Microsoft Configuration
Trace Log tool Manager\tools

Common Issues and Troubleshooting Tips

Common Issue Troubleshooting Tip
Search results don't seem to Try modifying your search slightly, and widen the search to
match your request experiment. Searching for a space can be helpful if a wide

search shows no results.
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Common Issue Troubleshooting Tip

Console may not show objects Permissions on Configuration Manager files and folders should
after an operating system upgrade | not be changed manually. WMI tools can also be helpful to
reveal object access issues.
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Lab Review Questions and Answers
Lab: Exploring the Configuration Manager tools

Question and Answers

Question: When would you use a local search?

Answer: Answers will vary. One possible answer is to find a single or related group of devices
inside a collection.

Question: What is the benefit of saving a search?

Answer: Answers will vary. One possible answer is that when you conduct a complex search, you
might want to save the results if you intend to refer to them frequently. In such cases, you do not
have to recreate the search each time.

Question: What is the difference between Site Status messages and Component Status messages?

Answer: Site Status messages include all the status messages related to a particular role, which
would include the status messages from all the components that are involved. Component Status
messages contain only the status messages for that component.

Question: Why were some of the components in a stopped state?
Answer: Some components, such as the site backup, run only when they have work to perform.

Question: Why were there so many more entries between the milestones in the log file and the same
milestones in the status messages?

Answer: Status messages generate only for significant events, such as milestones and errors,
while the log files record every event that occurs, including milestones and errors.
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Module 2

Analyzing data using queries, reports, and CMPivot

Contents:

Lesson 1: Introduction to queries 2
Lesson 2: Configuring SQL Server Reporting Services 5
Lesson 3: Analyzing the real-time state of a device by using CMPivot 8
Module Review and Takeaways 11

Lab Review Questions and Answers 13
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Lesson 1
Introduction to queries

Contents:

Resources
Demonstration: Creating and running queries
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Resources

What is a query?

@ Additional Reading: For more information, refer to: “Querying with WQL" at:
https://aka.ms/xt617i

Demonstration: Creating and running queries

Demonstration Steps

Create a data query

1.

oA~ W

10.
11.

12.
13.

14.
15.

16.
17.
18.
19.
20.
21.
22.

On LON-CFG, if the Configuration Manager console is not open already, on the taskbar, click the
Configuration Manager Console icon.

Click the Monitoring workspace, and then click Queries.
Right-click the Queries node, and then click Create Query.
In the Create Query Wizard, on the General page, in the Name box, type All LON Systems.

Click Edit Query Statement, and in the All LON Systems Query Statement Properties dialog box,
on the General tab, click New (__)).

In the Result Properties dialog box, click Select.

In the Select Attribute dialog box, click the Attribute drop-down list, click Active Directory Site
Name, and then click OK.

In the Result Properties dialog box, click OK.

In the All LON Systems Query Statement Properties dialog box, on the General tab, click New (|
).

In the Result Properties dialog box, click Select.

In the Select Attribute dialog box, click the Attribute drop-down list, click IP Addresses, and then
click OK.

In the Result Properties dialog box, click OK.

In the All LON Systems Query Statement Properties dialog box, on the General tab, click New (|
)-

In the Result Properties dialog box, click Select.

In the Select Attribute dialog box, click the Attribute drop-down list, click Last Logon User Name,
and then click OK.

In the Result Properties dialog box, click OK.

In the All LON Systems Query Statement Properties dialog box, on the Criteria tab, click New (__).
In the Criterion Properties dialog box, click Select.

In the Select Attribute dialog box, in the Attribute class list, click System Resource.

In the Select Attribute dialog box, in the Attribute list, click Name, and then click OK.

In the Criterion Properties dialog box, in the Operator drop-down list, click is like.

In the Value box, type %LON%, and then click OK.


https://aka.ms/xt617i
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23. In the All LON Systems Query Statement Properties dialog box, click OK.

24. In the Create Query Wizard, on the General page, click Next.

25. On the Summary page, click Next.

26. On the Completion page, click Close.

Run the data query

1. Right-click the All LON Systems query, and then click Run.

2. Review the results. Explain why the Name attribute does not display in the results pane.
Examine the Smsprov.log

Open File Explorer, and then browse to C:\Program Files\Microsoft Configuration Manager\Logs.
Scroll down, and then double-click the Smsprov.log file.

Click Tools, and then click Find. In the Find box, type %LON%, and then click Find.
Press the F3 key until the line containing the Execute WQL = ... statement is selected.
Point out the attributes selected for the WMI query.

Select the line containing the Execute SQL = ... statement, and examine the SQL query.

N o v oA~ w N

Close the Configuration Manager Trace Log tool.
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Lesson 2
Configuring SQL Server Reporting Services

Contents:

Question and Answers 6
Demonstration: Installing a reporting services point 6
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Question and Answers

Installing a reporting services point

Question: In a multisite hierarchy, in which site should you install a reporting services point so that you
can view reports about all sites in the hierarchy?

Answer: You should install the reporting services point in the central administration site. This is
because the database in the central administration site contains the data from every site within
the hierarchy. A primary site only contains the data related to it and any secondary child sites.

Demonstration: Installing a reporting services point

Demonstration Steps

1. On LON-CFG, click Start, expand Microsoft SQL Server 2016, and then click Reporting Services
Configuration Manager.

2. In the Reporting Services Configuration Connection dialog box, click Connect.

w

In Reporting Services Configuration Manager:LON-CFG\MSSQLSERVER, click the Service
Account node.

Verify that the reporting services are configured to use the Network Service account.
Click the Web Service URL node, and then review the default settings. Click Apply.

On the Database page, click Change Database.

On the Action page, select Create a new report server database, and then click Next.

On the Database Server page, click Next.

O ® N o v o&

On the Database page, click Next.

10. On the Credentials page, click Next.

11. On the Summary page, click Next.

12. On the Progress and Finish page, click Finish.

13. In Reporting Services Configuration Manager:LON-CFG\MSSQLSERVER, click the Web Portal
URL node. Click Apply.

14. In Reporting Services Configuration Manager:LON-CFG\MSSQLSERVER, click Exit.
15. If necessary, open the Configuration Manager console.

16. Click the Administration workspace, and then expand Site Configuration.

17. Click Servers and Site Systems Roles.

18. Right-click \\LON-CFG.Adatum.com, and then click Add Site System Roles.

19. In the Add Site System Roles Wizard, on the General page, click Next.

20. On the Proxy page, click Next.

21. On the System Role Selection page, select the Reporting services point check box, and then click
Next.

22. On the Reporting services point page, click Verify.
23. On the Reporting Services Point page, click Set, and then click New Account.

24. In the User name box, type Adatum\Administrator, in the Password and Confirm password
boxes, type Pa55w.rd, and then click OK.
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25.
26.
27.

28.

29.
30.
31.
32.
33.

34.
35.

On the Reporting services point page, click Next.
Review the Summary page, click Next, and then on the Completion page, click Close.

In the Monitoring workspace, expand the Reporting node, and then click the Reports node. You
might have to refresh the console until all the reports appear.

Note: Note that this might take several minutes to complete.

Right-click the Reports node, and then click Report Options. Review the Report Options dialog
box, and then click OK.

In the Search box, type Windows, and then click Search.

Right-click the Windows Server computers report, and then click Run.

In the Windows Server computers window, click Values, click All Systems, and then click OK.
Click View Report.

Close the Windows Server Computers window, and then minimize the Configuration Manager
console.

Open Internet Explorer, and then navigate to http://LON-CFG/Reports.

Click the ConfigMgr_S01 link. Review the different report folders, and then open one or two folders
to view the reports in them.
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Lesson 3

Analyzing the real-time state of a device by using
CMPivot

Contents:
Demonstration: Using CMPivot for Data Analysis 9
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Demonstration: Using CMPivot for Data Analysis

Demonstration Steps

1. On LON-CFG, if the Configuration Manager console is not already open, on the taskbar, click the
Configuration Manager Console icon.

2. Click the Assets and Compliance workspace, and then click Device Collections.

3. In the center panel, right-click All Desktop and Server Clients, and then click Start CMPivot.

4. In the CMPivot (All Desktop and Server Clients) window, click the Query tab.

5. On the Query tab, in the text box, type Service.

6. Click the Run Query button.

7. Review the results.

8. On the Query tab, in the text box, type Service | where StartMode == ‘Disabled’.

9. Run the Query and then review the results.

10. Leave the CMPivot (All Desktop and Server Clients) window open.

11. In the CMPivot (All Desktop and Server Clients) window, Click Create Collection.

12. In the Create Device Collection Wizard, on the General page, in the Name text box, type
Computers with disabled service.

13. Click Next.

14. On the Membership Rules page, notice that LON-CFG is listed with the Direct type.
15. Clear the Schedule a full update on this collection check box.

16. Click Summary.

17. On the Summary page, click Next.

18. On the Completed page, click Close.

19. In the CMPivot (All Desktop and Server Clients) window, on the Query tab, click Export, and then
click To File.

20. In the Export to File window, under Quick access links, click Desktop.

21. In the File name text box, type Disabled services by computer, and then click Save.
22. On the computer’s desktop, double-click the Disabled services by computer.csv file.
23. In the How do you want to open this file? window, select Notepad, and then click OK.
24. Notice that these results are the same as the results listed in the CMPivot results pane.
25. Close Notepad.

26. On the taskbar, click the Configuration Manager Trace Log Tool icon.

27. Click File, and then click Open.

28. Browse to C:\Program Files\Microsoft Configuration Manager\Logs, select BgbServer.log, and
then click Open.

29. Toward the end of the log file, locate the text Starting to send push task.
30. Make note of the TaskGUID value on this line.
31. Click File, and then click Open.
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32.

33.

34.
35.

36.
37.
38.
39.

40.

41.

42.

Browse to C:\Program Files\SMS_CCM\Logs, select CcmNotificationAgent.log, and then click
Open.

Scroll to the end of the log file. Notice that Receive task from server with pushid= will be listed for
the time when CMPivot was executed.

Make note of the taskguid value on this line.

Compare the previous TaskGUID value to this taskguid value. This will match and show that you are
reviewing the correct CMPivot entry.

Click File, and then click Open.
Select the Scripts.log file, and then click Open.
Scroll to the last line of the log file.

Approximately 14 lines from the last line, locate the text Script Guid: 7DC6B6F1-E7F6-43C1-96E0Q-
E1D16BC25C14. This is the start of the execution for the CMPivot script.

Review the following lines to locate the text Creating state message... . In the line that follows this
text, notice that the states message is being sent by using the fast method.

Compare the previous taskguid value to the guid value listed between the curly braces ({}) in this line.
They will match and show that CMPivot is complete.

Close Configuration Manager Trace Log Tool.
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Module Review and Takeaways

Best Practice
Supplement or modify the following best practices for your own work situations:
Report subscription scheduling. Whenever possible, schedule report subscription processing to run

outside of normal office hours. This will reduce the load on the Configuration Manager site database
server and improve availability for immediate report requests.

Use Collection Evaluation viewer (CEviewer.exe) to location optimize your collection queries. This tool is
found within the <Install Folder>\tools\ServerTools folder on your site server.

Review Questions
Question: What is the difference between attributes and attribute values?

Answer: Attributes are the types of data collected, and attribute values are the actual values
collected.

Question: What is the difference between a data query and a status message query?

Answer: You can use data queries to find any data in the Configuration Manager tables and to
build collections. You can use status message queries to query only the stored status messages
and to assist in the monitoring and troubleshooting of Configuration Manager.

Question: How many reporting services points can you have in your hierarchy? How many should you
have in your hierarchy?

Answer: Answers will vary. You can have one or more reporting services points per primary site
and the central administration site. You should have at least one reporting services point in the
central administration site. Additionally, you should have at least one reporting services point in
each primary site where the local administrators need to view reports that include data only from
their site.

Real-world Issues and Scenarios

Management users at an organization want to view reports from within Configuration Manager, but
typically do not have any configured roles in Configuration Manager. What can you do to allow them to
read reports from Configuration Manager?

Answer: Create a custom Configuration Manager security role, which grants them the minimum

permission needed to read reports in SSRS.

Tools

The following are tools that you can use in Configuration Manager.

Tool Use for Where to find it
Configuration Manager Trace Viewing log files InstallationPath\Microsoft
Log tool Configuration Manager\tools
SQL Server Data tools Creating custom models for SQL Server

reports https://aka.ms/e10m8m
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Common Issues and Troubleshooting Tips
Common Issue Troubleshooting Tip

Queries not returning results Data might not exist in the database. When setting the criteria
for queries, use the Values button to be sure that the data
exists in the database.

Additionally, when using multiple criteria for a query, be
careful not to create a query statement so complex that no
objects can match the query.

Reports not showing up in the Ensure that SSRS has been configured. In particular, when
Configuration Manager console | using the default settings, ensure that you clicked Apply for
the Web Service URL and the Report Manager URL.
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Lab Review Questions and Answers
Lab A: Creating and running queries

Question and Answers

Question: Which operator would you use for the query to return either the Sales users or the Research
users?

Answer: In this case, you are querying only for two security groups. Therefore, you can use the
LIST operator or the OR operator. However, if you are querying for more than two items, the List
operator is better. If you use the AND operator, it will return users who are in both groups. To
find the users who are either Sales users or Research users, you must use the OR or List operator.

Question: Why would you use a subselect query in your work environment?
Answer: Answers will vary. Some of the possible answers are:

e The most popular reason is to locate all computers without a particular software title or
version.

e Another reason is to locate all the users who are not within a particular security group,
organizational unit (OU), or Configuration Manager site.

Question: Why would you import an existing query to create a new query?

Answer: Answers will vary. One possible answer is that it is easier to modify an existing query
than to build a new query.

Lab B: Configuring SSRS

Question and Answers
Question: What is the difference between a WQL query and an SQL query?

Answer: WMI Query Language (WQL) is based on Windows Management Instrumentation
(WMI)—Microsoft's implementation of Web-Based Enterprise Management (WBEM)—which is a
standard technology for accessing management information. SQL is a special-purpose
programming language used to manage databases. While WQL has some similarities to SQL, you
cannot use WQL to query a database directly.

Question: What account should you use for the SSRS service account?

Answer: You should use the Network Service account or an account that has administrative
rights to the reporting database.

Question: Which Configuration Manager security role do users need to view reports on the SQL Server
Reporting Services website?

Answer: Users will need any one of the built-in security roles, except Remote Tools Operators, to
view some or all of the Configuration Manager reports.

Lab C: Analyzing the real-time state of a device by using CMPivot

Question and Answers

Question: What type of collection membership is created from CMPivot results?
Answer: A direct collection membership is created from CMPivot results.

Question: While creating a collection from CMPivot results, when will the results get updated?
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Answer: The collection is created with a direct membership. Therefore, the collection
membership results will never get updated.

Question: What is the error generated by changing “where” to “Where" in the queries?

Answer: The error is Failed to parse query.
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Module 3

Preparing the Configuration Manager management

infrastructure

Contents:

Lesson 1: Configuring boundaries and boundary groups 2
Lesson 2: Configuring resource discovery 6
Lesson 3: Organizing resources using device and user collections 10
Module Review and Takeaways 14

Lab Review Questions and Answers 15
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Lesson 1
Configuring boundaries and boundary groups

Contents:

Question and Answers
Demonstration: Configuring a boundary and a boundary group
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Question and Answers

Question: What does client roaming allow a Configuration Manager client to do?
() Move to another Configuration Manager site hierarchy and be discovered.
() Join an Active Directory domain.

() Move to another site and use management points in those other sites for content location and service
requests.

() Allow internet-managed, Mac, and mobile devices to move to another site and communicate with
management points there.

() Apply the Network Discovery method to those clients.
Answer:
() Move to another Configuration Manager site hierarchy and be discovered.
() Join an Active Directory domain.

(V) Move to another site and use management points in those other sites for content location
and service requests.

() Allow internet-managed, Mac, and mobile devices to move to another site and communicate
with management points there.

() Apply the Network Discovery method to those clients.
Feedback:

Option 1 is incorrect, because clients can roam to other sites but not to other site hierarchies—
that is, site codes. Option 2 is incorrect, because joining a domain is not part of Configuration
Manager. Option 3 is correct. Option 4 is incorrect, because these three specific client types
cannot communicate with any management points except their own. Option 5 is incorrect,
because client roaming is not a factor of the Network Discovery method.

Demonstration: Configuring a boundary and a boundary group
Demonstration Steps

Enable the Active Directory Forest Discovery method

1. On LON-CFG, open the Configuration Manager console, click the Administration workspace, and
then expand Hierarchy Configuration.

2. Click Discovery Methods, and then click Active Directory Forest Discovery.
3. On the ribbon, click Properties.
4. In the Active Directory Forest Discovery Properties dialog box, select the following check boxes:
o Enable Active Directory Forest Discovery
o Automatically create Active Directory site boundaries when they are discovered
o Automatically create IP address range boundaries for IP subnets when they are discovered
5. To close the Active Directory Forest Discovery Properties dialog box, click OK.
6. In the Configuration Manager dialog box, click Yes.

Configure a boundary

1. Click the Boundaries node.
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2. To manually create a boundary, right-click the Boundaries node, and then click Create Boundary.
3. In the Create Boundary dialog box, in the Description box, type VPN boundary.
4. In the Type list, click the list. Review the four boundary types in the Type list.
5. Select the IP subnet, type the following information, and then click OK:

o Network: 10.10.3.0

o Subnet mask: 255.255.255.0

6. In the Administration workspace, click the Boundary Groups node.

Note: Notice that the London boundary group displays in the results pane. This is
configured for the labs in this course.

7. Right-click London, and then click Properties. Notice that the AdatumHQ boundary belongs to this
group.

8. Click the References tab, and notice that this boundary group is used for site assignment for all
clients that are part of the AdatumHQ boundary. Additionally, notice that LON-CFG.Adatum.com is
configured to provide policy and content location services for all boundary members.

9. Click the Relationships tab, and notice that there are no fallback relationships currently configured.

10. Click the Options tab, and notice that Allow peer downloads in this boundary group is configured
by default.

11. To close the London Properties dialog box, click OK.

Configure a boundary group

1. Right-click Boundary Groups, and then click Create Boundary Group.
2. In the Name box, type VPN Boundary Group, and then click Add.

3. In the Add Boundaries dialog bo, click 10.10.3.0, and then click OK.
4. To close the Create Boundary Group dialog box, click OK.
Configure a boundary group relationship and options
Right-click VPN Boundary Group, and then click Properties.

Click the Relationships tab.

Click Add.

On the Fallback Boundary Groups dialog box, select London.

Under Fallback times, next to Distribution point, change 120 minutes to 10 minutes.

Click OK.

N o v o~ W N

Click the Options tab. Remove the check mark next to Allow peer downloads in this boundary
group. Click OK.

Verify Active Directory Forest Discovery

1. Under the Hierarchy Configuration node, click Active Directory Forests.

2. Click Adatum.com, and then in the details pane, click Discovery Status.
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Note: Note that you must look on the Discovery Status tab, because no new information
is actually collected, and the main details pane item is not updated.

3. Verify that the discovery status of S01 — Adatum Site has occurred in the last few minutes.
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Lesson 2
Configuring resource discovery

Contents:

Question and Answers
Demonstration: Configuring Active Directory discovery methods
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Question and Answers

Categorize each item into the appropriate category. Indicate your answer by writing the category number

to the right of each item.

Items

1 Can be set to discover only computers signed in to the domain for a specific period of time
2 Can use SNMP devices

3 Has the default Active Directory attribute when created

4 Retrieves information about computer accounts

5 Returns operating system version information

6 Retrieves information about user accounts

7 Can be set to discover only computers with a current Active Directory password
8 Uses DHCP servers to discover DHCP clients

9 Has the default Active Directory attribute “mail”

Category 1 Category 2 Category 3

The Active Directory System
Discovery method

Answer:

Category 1

The Active Directory
System Discovery
method

The Network Discovery
method

Category 2

The Network Discovery
method

The Active Directory User
Discovery method

Category 3

The Active Directory User
Discovery method
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Category 1 Category 2 Category 3

Can be set to discover Can use SNMP devices Has the default Active
only computers signed Returns operating system Directory attribute when
in to the domain for a version information created

specific period of time Uses DHCP servers to discover Retrieves information

Retrieves information DHCP clients about user accounts
about computer Has the default Active
accounts Directory attribute “mail”

Can be set to discover
only computers with a
current Active
Directory password

Demonstration: Configuring Active Directory discovery methods

Demonstration Steps

Configure and run the Active Directory System Discovery method

1.

w
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On LON-CFG, in the Configuration Manager console, click the Administration workspace, and then
expand Hierarchy Configuration.

Click the Discovery Methods node, and then double-click Active Directory System Discovery.

In the Active Directory System Discovery Properties dialog box, verify that the Enable Active
Directory System Discovery check box is selected.

Click New, and then note the available options.
Click Browse.
In the Select New Container dialog box, click the Toronto Clients container, and then click OK.

Verify that the Recursively search Active Directory child containers check box is selected, and then
click OK.

Note: You should either disable this option or configure exclusions if you have objects in
child organizational units (OUs) that you do not want to discover.

8.
9.

10.
11.

12.
13.
14.

On the Polling Schedule tab, click Schedule.
In the Custom Schedule dialog box, set the Recur every value to 5 days, and then click OK.
Verify that the Enable delta discovery check box is selected and set to an interval of 5 minutes.

On the Active Directory Attributes tab, verify the Active Directory attributes that will be discovered
by default.

On the Options tab, note the options used to exclude computers from discovery, and then click OK.
Right-click Active Directory System Discovery, and then click Run Full Discovery Now.

In the Configuration Manager message box, to run full discovery as soon as possible, click Yes.

Configure and run the Active Directory User Discovery method

1.

2.

On LON-CFG, in the Configuration Manager console, click the Administration workspace, and then
expand Hierarchy Configuration.

Click the Discovery Methods node, and then double-click Active Directory User Discovery.
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3. In the Active Directory User Discovery Properties dialog box, verify that the Enable Active
Directory User Discovery check box is selected.

Click New, and then note the available options.
Click Browse.

In the Select New Container dialog box, click the Adatum container, and then click OK.
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Verify that the Recursively search Active Directory child containers check box is selected, and then
click OK.

8. On the Polling Schedule tab, click Schedule, configure the recurrence to take place every three days,
and then click OK.

9. Verify that the Enable delta discovery check box is selected and has an interval of 5 minutes.

10. On the Active Directory Attributes tab, note the attributes that are discovered by default, and then
click OK.

11. With Active Directory User Discovery selected, on the ribbon, click Run Full Discovery Now.
12. In the Configuration Manager message box, to run a full discovery as soon as possible, click Yes.

Examine the discovered system and user resources

1. Click the Assets and Compliance workspace, and then click the Devices node. Notice that several
devices are listed.

2. In the results pane, right-click LON-CL2, and then click Properties. Notice that the system was
discovered by using the SMS_AD_SYSTEM_DISCOVERY_AGENT agent.

3. In the results pane, click Close.

4. In the Assets and Compliance workspace, click the Users node. Notice that users that have been
discovered in the Adatum domain.

5. In the results pane, right-click ADATUM\Adam (Adam Hobbs), and then click Properties. Notice
that the user account was discovered by using the SMS_AD_USER_DISCOVERY_AGENT agent.

6. Close the ADATUM\Adam (Adam Hobbs) Properties dialog box.
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Lesson 3
Organizing resources using device and user
collections

Contents:

Demonstration: Creating collections 11
Demonstration: Create and apply maintenance windows and power management plans 12
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Demonstration: Creating collections

Demonstration Steps

Create a collection by using a direct rule

1.

o N o v

On LON-CFG, on the taskbar, click the Configuration Manager Console icon and when the
Configuration Manager console opens, click the Assets and Compliance workspace, and then click
Devices.

In the results pane, select LON-CL1, press and hold the Ctrl key, and then click LON-CL2.

Right-click one of the selected devices, point to Add Selected Items, and then click Add Selected
Items to New Device Collection.

In the Create Device Collection Wizard, on the General page, type or select the following
information, and then click Next:

o Name: London Test Collection

o Limiting collection: All Systems (Click Browse and select).
Review the Membership Rules page, and then click Next.

On the Summary page, click Next, and then click Close.

In the navigation pane, click Device Collections.

Double-click London Test Collection, and then verify that the two resources LON-CL1 and LON-CL2
are members of London Test Collection.

Create a query-based collection

1.
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11.
12.
13.

In the Assets and Compliance workspace, right-click the Device Collections node, and then click
Create Device Collection.

In the Create Device Collection Wizard, on the General page, type the following information, and
then click Next:

o Name: Windows Servers

o Limiting collection: All Systems (Click Browse and select).

On the Membership Rules page, click Add Rule, and then click Query Rule.

In the Query Rule Properties dialog box, in the Name box, type Windows Servers.
Click Edit Query Statement.

In the Query Statement Properties dialog box, on the Criteria tab, click New.

In the Criterion Properties dialog box, click Select.

In the Select Attribute dialog box, in the Attribute Class list, click System Resource.

In the Attribute list, click Operating System Name and Version, and then click OK.

. In the Criterion Properties dialog box, in the Operator list, click is like. In the Value box type

%Server%, and then click OK.
To close the Query Statement Properties dialog box, click OK.
To close the Query Rule Properties dialog box, click OK.

On the Membership Rules page, click Next on each page of the wizard until you reach the
Completion page, and then click Close.
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14. Click Device Collections node, right-click the Windows Servers device collection, and then click

Show Members.

15. Verify that LON-CFG is listed as a member.

Create a collection by using Windows PowerShell (Optional)

1.
2.

Click Start, right-click the Windows PowerShell icon, and then click Run ISE as Administrator.

In the Administrator: Windows PowerShell ISE window, type the following cmdlet, and then press
Enter.

Import-Module “C:\Program Files (x86)\Microsoft Configuration
Manager\AdminConsole\bin\ConfigurationManager.psdl”

In the Administrator: Windows PowerShell ISE window, type the following cmdlet, and then press
Enter.

CD SO1:

In the Administrator: Windows PowerShell ISE window, type the following cmdlet, and then press
Enter.

New-CMuserCollection -Name "Managers" -LimitingCollectionName "Al1l Users"

Discuss the results, noting that nothing is listed for CollectionRules and that MemberCount shows
0.

In the Administrator: Windows PowerShell ISE window, type the following cmdlet, and then press
Enter.

Add-CMUserCollectionQueryMembershipRule -CollectionName "Managers" -QueryExpression
"select
SMS_R_USER.ResourceID,SMS_R_USER.ResourceType, SMS_R_USER.Name, SMS_R_USER.UniqueUserNa
me, SMS_R_USER.WindowsNTDomain from SMS_R_User where SMS_R_User.UserOUName 1ike
'%MANAGERS%'" -RuleName '"Managers"

In the Administrator: Windows PowerShell ISE window, type the following cmdlet, and then press
Enter.

Get-CMUserCollection -Name Managers

Discuss the results, and point out that CollectionRules now shows {Managers} and that
MemberCount shows 31. It may take a few minutes for the membership count to update.

Demonstration: Create and apply maintenance windows and power
management plans

Demonstration Steps

Configure a maintenance window for Windows 10 workstations

1.

If the Configuration Manager console is not already open, on LON-CFG, on the taskbar, click the
Configuration Manager Console icon in the Taskbar.

In the System Center Configuration Manager console, click the Assets and Compliance workspace,
and then click the Device Collections node.

Right-click the All Windows 10 Workstations node, and then click Properties.

In the All Windows 10 Workstations Properties dialog box, click the Maintenance Windows tab.
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5. On the Maintenance Windows page, click New.
6. Inthe <new> Schedule dialog box, in the Name box, type Deployment Window.
7. Configure the schedule as follows, and then click OK:
o Start: 8 P.M.
o End:4 AM.
o Recurrence pattern: Daily
8. On the General tab, in the Comment box, type Maintenance Windows: 8 P.M. to 4 A.M.
9. In the All Windows 10 Workstations Properties dialog box, click OK.
Configure power management for the All Windows 10 Workstations collection
1. On LON-CFG, on the taskbar, click Configuration Manager Console.

2. In the Configuration Manager console, click the Administration workspace, and then click Client
Settings.

3. Right-click Client Settings, and then click Create Custom Client Device Settings.

4. In the Create Custom Client Device Settings dialog box, in the Name box, type Windows 10
Power Management Settings.

5. Select the Power Management check box.
6. Click Power Management, configure the following options, and then click OK:
o Allow power management of devices: Yes.
o Allow users to exclude their device from power management: Yes.
7. Right-click Windows 10 Power Management Settings, and then click Deploy.
8. In the Select Collection dialog box, click All Windows 10 Workstations, and then click OK..

9. In the preview pane, click the Deployments tab. Verify that the All Windows 10 Workstations
collection has been assigned Windows 10 Power Management Settings.

10. In the System Center Configuration Manager console, click the Assets and Compliance workspace,
and then click Device Collections.

11. In the results pane, click all Windows 10 Workstations.

12. On the ribbon, click the Home tab, and then click Properties. The All Windows 10 Workstations
Properties dialog box opens.

13. Click the Power Management tab, and then click Specify power management settings for this
collection.

14. Under the Peak hours section, configure the following:
o Start: 7 AM
o End:5PM
15. Next to Peak plan, click the Peak plan list, and then select High Performance (ConfigMgr).
16. Next to Non-peak plan, click the Non-Peak plan list, and then select Power Saver (ConfigMgr).

17. Select the Wakeup time (desktop computers) check box, and then configure the Wakeup time to
be 2:00 AM.

18. To close the All Window