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S \’/ista Security

Threat and

Vulnerability Mitigation ‘ fentioial

f e |E i protected mode/anti- Access
Ra=hing Control

e Windows Defender
e Bi-directional Firewall

User Account Control

Fundamentals

SDL
Service Hardening
Code Scanning
Default configuration
‘Code Integrity



Windows Vista:
System Integrity Technologies

e Code Integrity: Protection against
online attack /

e \Windows service hardening
e Mandatory integrity control
e |nternet Explorer 7 protected mode

e BitLocker (secure startup/FVE):
Protection against offline attack
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Windows Service Hardening
Detense In Depth — Factoring/Protiling
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