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ÅWindows Vista╥͙ṕṒΌ⁄ҍ ᾏתּ

ÅInternet Explorer 7╥͙ṕṒΌ⁄ҍ ᾏתּ

ÅActiveX ᴞ⁄ҍ ᾏתּ
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ҍỮ͙ὥḸ─:

ÅWindows Vista╥ṒΌ

ÅInternet Explorer 7╥ṒΌ

ÅWindows Vista₮ Internet Explorer 7⁄Ἄ╥ ActiveX

ᴞ



ᶜ

ÅActiveX ᴞ╥ ↔ỢᴗḓᶷⱠ♩

ÅWindows Vista╥ṒΌ

ÅInternet Explorer 7╥ṒΌ

ÅActiveX Opt-In ♬

ÅActiveX ᴞ╥ IE Ḳ♣ʼҿ▬ẋ̪

Å⌠⁄Ἄ╥ ἛṒ◑



ActiveX ᴞ
↔Ợᴗḓ◑♩

ÅỢ↔▫╬ ╪ᾅ╥ Ữ

ï͎מ , , ᵙ ░ᴏ╬ ╪ᾅ╥̯ (Windows 

  ᵙ ╪Ἢ̓ҿ▀) Ӯ

Åᴛ ᵙἵᾅ⁄♪͐

ï⌠ ӥ, ▀̑┬Ợ╪ Ӯ

ïᴛ ᵙἵᾅᵑʺ̑ḓ ᵙ Ѥ▬‰

Åᾎᾅ ṒΌ

ï╘ Ӯ͔╔͙̕╥╪↔ᾎ̾שּ,

ïὕ ᶟӮ⁄Ἄ˺Ⱡᾎ



ActiveX ᴞ
ᶷⱠ♩

1. ᶙʺּת◑♩⁄ҵṬ̯ ̆,ᵣ▀Ὸ↔Ӊ˿↕
Ợ↔▫╥ᾎᾅ ⁄ ᶘ♠╬ἸỮ╙ל˞Ϯᾔʻ
♬Ṓ┬ ╥─ Ἓ╪▓╛

2. Windows Vista ḓ Internet Explorer 7╥ṒΌˆ ᴛ
╬ ͙ṕἒ♬⁄ἌⱠҍᴛҿ▬ ʺ↕˿ΏѤתּ
ᵤ╛

3. Windows Ω╥ פ ⁄ἌѤּת∟ ,Ώ╖ᶒתּ ר
⌠͙ὥ ᴈӥ₮ᵭּתΏ╛



Windows Vista
͙ṕṒΌᶛҨ

Windows Vista

Internet Explorer7

BHO
ActiveX 

control

Ợ↔▫́♬ ᴞ(UAC)*

Ṓ ᶛӥ*

Applicationsé



Windows Vista
Ợ↔▫́♬ ᴞ (UAC)

Åᶛӧ  ᵙ ╪Ἢ╘ᴛ͎╬ ́♬̓ѤỮ̕′╪
̾▫↔Ợר ╖ᴛᾒ

ïAdministrator ́♬╙ⱠΩ ᶛӧỢ↔▫́♬(̕ᵙ▫
͎ᴹ⁄ἶ Ợ↔▫ )⁄ҍ ₉Ω′╪♠↔

ÅỢ↔▫̾ ╖ᴛᾒ ӇѤ˿↕

ïᾎᾅ җ⁄ῠ͙̾ ╪′╖ᶒᴛ͎╬ ́♬╥
җ⁄ᵣῠ͙ ↔

ïᴆּתᾅ ᵙ⁄ҍ ῠ͙̾ ҵ HKCUᵣ ↔

ï̕ᵙ▫̾ ╪ ⅝ Win32 API ᾒ

Å̾ Ữᾍ̓♬╙ ̕ᵙ▫̾ ╖ᴛᾒ ʺѫ



Windows Vista
Ợ↔▫́♬ ᴞ (UAC) (́ἶ)

Å͙Ⱶ  ᵙ ╪Ἢ╥ ╙─

ïἒ ᴛ͎ע╘▫ҿ╖ᴛ̕ᵙ▫̾ ╖ᴛᾒ Ӊὡ
▓ҵᴜ̾ Ữᾍ ╪ ᾎ (Installation detection)

ïᾎᾅ җϮ HKLM ᴆּתᾅ ᵙ⁄ҥ╪ ᵑΰԅ ◓
Ợ↔▫╥ ♬─ ᴛᵙѻ╪ᴇ ӊ (Virtualization)

ÅUACʺ♠↔ΌӇѤ₉Ω

ïAdministrator ́♬╖ᴛᴛ͎╬ ˿↕

ïỢ↔▫́♬ ᴞ╙ñỢ↔Ό ò╖ᴛἒ♬ ˿↕



Windows Vista
̾ Ữᾍ

Å  ᵙ ╪Ἢ╥ᾒ ̾ ╙ ̾▫↔Ợר ⁄Ἄ
̕ᵙ▫̾ ╖ᴛṉ˿ Ѥ̓♬

Å̾ Ữᾍ╪ḛỸ Ѥ˿↕

ïỢ↔▫ʺֹו♪̾ Ữᾍ ԅ (̕ᵙ▫̾ ╖ᴛᾒ )

ï̕ᵙ▫̾ ╖ᴛᵡ ӈᾒ ▀╙ᾒ ԅ

ïἒ ᴛ͎ע╙ᾒ ԅ

ï ᴛ͎ע Ἓ ⁄̕ᵙ▫̾ ╖ᴛᾒ ҵᴜἒ♬ӈ
˿↕



Windows Vista
̾ Ữᾍ (́ἶ)

Å ˭ӎꜙᵆ╥̾ Ữᾍ ╪Ⱶ◓

ïỢ↔▫ҿ╥ᵑ̯ Ѥ

ï▫˶╬ּש╙ ⅝ᴛ Ѥ

Å͙ṕ♠╖ᴛᴛ͎╬ Ợ↔▫́♬⁄ӻגἌѻᵎ˭
ᾎӊ

ï▀ḙỢ↔▫́♬: ▫˶╬ּש

ï̕ᵙ▫́♬: Ợ↔▫ҿ╥

ï͎ᴹ♬ ╪Ϯᴛ ṒΌ♬ ⁄╥ ṉ˿ʺѫ



Windows Vista
ʺỮ

Å  ᵙ ╪Ἢ╪ᾎᾅ җ֞Ѥ HKLM 

ᴆּתᾅ ᵙ⁄ῠ͙ᵑὡ ԅỢ↔▫ ᴛ ▀
җᴛ─ ᵑṉ˿ Ѥ͙ѫ

ïṉ˿ӇѤ─
Å ▀: %userôs profile%\AppData\local\virtualstore

Å җ: HKCU\software\classes\virtualstore

Åἵᾅ ӥᵑὡ♬ ὡ′Ѥ LOB ‡ ᵙ ╪Ἢ╙
─ ▐ᾎ♠╖ᴛᵣӧ͙ѫ╖ᴛ Ⱡ˞₉♬

Å▬‰̕ᵙ▫ᵑ ♬ ᴛἝᾅʺʺỮ ᵑ
Ợ↔ Ѥּת┬ᶴἒ♬ʺѫ



Internet Explorer 7
ˆ ӈṒΌ

ÅActiveX Opt-In, ᾅ (Spoofing), 

̪ ҵᶉ╬ᾅ ᵞ (XSS) Ḣּת

Å╬ С₅⁵(Zone)⁄ἌѤӰ▫╬▫ ╥ṉ˿╪Ϯ
▀Ṩ͙ѫ ͙Ṭʺ

Å╬ С╖ᴛṨ ᴛ ᵙἵᾅ⁄ҍ ♪͐╙ Ѿ

ïἸή⇔ ᵚ╖ᴛ♬Ṓ┬ ʺѫ ṒΌᶷⱠ╥ ˺

ÅṒΌ̓̕ᴐ Ἓ╪ώѤṒΌ₅⁵(Zone)⁄╥Ⱶ

ïʻṒΌ₅⁵╥͙ṕἒ♬╙ὢּת

ïҍṨṪᴆּתᾅ ᵙ ╘₪Ἢ╖ᴛ◓ἒ♬ʺѫ



Internet Explorer 7
ˆ ӈṒΌ (́ἶ)

Å₅⁵ : ╬ С₅⁵

ï̕ᴐ₪Ἢ
ÅFEATURE_BLOCK_LMZ_IMG 

ÅFEATURE_BLOCK_LMZ_OBJECT

ÅFEATURE_BLOCK_LMZ_SCRIPT

ÅҍΌ

ï─ ─╥ŗiexplorer.exeò ˃╙ 0╖ᴛ ⁴ Ⱡ ( ╘
Ṋҵ APP)

ï ╘ᾐᴧ ὡ▓ѤỢ╪ ⁄Ӯᴜ



Internet Explorer 7
ˆ ӈṒΌ (́ἶ)

Åלἵ ᾎ̓תỮ ᾎת╪ ỮṒ▐

ÅỮ ᾎת╥Ͽ↔╙ᾅ ᵞ ᴛ ᾎ ὡ′╛

Å▫ḕᾅ ᵞ ╥ window.prompt()ʺ Ѿӊ

ÅỰ ⁸͙Ḣᾏ╪ҍ ὡ♬ӊ

ÅiFrame⁄Ἄ╥ṒΌ╪җ↨ˆ ӊ

Å ӈ ▀ҿ ,סּתּ╪ ⁄Ͽתּ╪ HTTP, HTTPS 

ʺ ◓ ˿↕ ╬ ╪Ϯ ϶

Å╬ּשἌʺ ▀ἵʺṬלἌשּ╬Ӈ‴˞Ϯתּ ᶔ
ḛỸױ⁄



Internet Explorer 7
Ṓ ᶛӥ

ÅIE╥ add-on╪▐ᾎ╬ С җ(TIF)₮ˉ╘ϻ╘
ᾐᴧҵᵑʺֿב▫∟╪Ω╥̐⁄ῠ͙Ϯ┌ҵ↕
ᶉᾎּתᵑṒϿѤ˦╙Ⱡ

ïṒ ᶛӥѤWindows Vista ⁄Ἄᵣҿ▬

ïIE ᴛἝἌѤ▀ḙỢ↔▫ Ἕᾅ̾ Ṓѻϻ╘ῠ͙
̾ ╙ʺ︠

ïMIC⁄╥ ▀╪Ϯᴆּתᾅ ᵙ ₮ˉ╘и╘ᾐᴧҵ
ҍ⁄∟▫בֿʺ╙˃ ἌѤῠּ͙͔ת

ïUI⁄╥ ┌ҵ↕ᶉᾎּתᵑҗи╘ᾐᴧҵᵑʺֿב
ᴛἝἌ⁄ṒЂὡ′╛



Internet Explorer 7
Ṓ ᶛӥ (́ἶ)

Åᾐᴧҵᶉ ѱּצ (MIC)

♥͍Ὕכ ᾋᾂ ̻

и╛ (High IL)
̕ᵙ▫ ( ᴛἝᾅ⁄Ἄ Program Files җ⁄ ▀╙ἒ ̆ HKEY_LO

CAL_MACHINE ˉ╘ַא⅝ ᴆּתᾅ ᵙ₅⁵⁄͙ᴜ ὡ▓╛)

Ṓ (Media IL)

Ợ↔▫ ( ᴛἝᾅ⁄ἌỢ↔▫╥ᶷἌ җ⁄ ▀╙ᵣө̆ὡ♬ ᶒ H

KEY_CURRENT_USER ˉ╘ᴆּתᾅ ᵙ╥Ợ↔▫̕ᴐ₅⁵⁄͙ᴜ

ὡ▓╛)

ϻ╛ (Low IL)

ᾐᴧΌ ( ᴛἝᾅ⁄Ἄ Temporary Internet Files\Low җ֞Ѥ HKEY

_CURRENT_USER\Software\LowRegistry ᴀᶴ˺Ἓὡר╪ϻ╘

─ ⁄ᵣ͙ᴜ ὡ▓╛)



Internet Explorer 7
Ṓ ᶛӥ (́ἶ)

ÅIn-proc add-ons (ActiveX ᴞӮ)

ïṒ ᶛӥ₮ˉ╘̾ ,ᶒתּʺ╙ ▀ᾎᾅ ῠ͙Ѥ
Ἓᴆ╪‡(compat layer)⁄╥ TIFᴛṉ˿, 

ᴆּתᾅ ᵙ ῠ͙Ѥ Virtual low-integrity areaᴛṉ˿

ïŗSave Asò APIᵑ ⁴ TIF╪Ω╥ җ⁄♇◑ʺѫ

ÅOut-of-proc add-ons (DocObject servers Ӯ)

ï͙ṕ♠╖ᴛṒ ᶛӥ╥Ⱡ–╙Ḛ╖ᶒ,Ợ↔▫╥ҿ╥ ⁄
̾ Ữᾍʺѫ

ÅṒ ᶛӥѤӎʺּתẄᴛ ᴛἝἌᵑ ⁴
TIF╪Ω╥̐⁄ῠ͙ ↔



Internet Explorer 7
Ṓ ᶛӥ (́ἶ)

I E 6 running Quickt ime Act iveX Admin rights required

User rights required

Install ActiveX
And Toolbars

Download Docs
Save/Change Settings

Cache Web Content


